DFS

Distributed File System

Umoznuje organizovat vic SMB sdileni do

jednoho logického adresare

Snizuje zatizeni site, vysoka dostupnost dat,
zjednoduseni pristupu ke sdilenym slozkam
Access-based enumeration (Server 2008
mode)

Dfsutil, dfscmd, dfsradmin, dfsdiag
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DFSN

* Domain-based namespace
— \\domainName\dfsStore
— Vice namespace serveru

— Namespace provazany s nazvem domény (DNS/netbios
nazev)

— Moznost replikace dat skrze DFSR
— Nastaveni ulozeno v AD

e Stand-alone namespace
— \\serverName\dfsStore
— Jeden namespace server (Failover Cluster)
— Namespace provazany s nazvem serveru
— Nastaveni ulozeno v registrech



Characteristic

Path to
namespace

Mamespace
information
storage location

Mamespace size
recommendations

Minimum AD DS
forest functional
lewvel

Minimum AD DS
domain functional
level

Fini
supported
Namespace
SEMVErS

Porovnani DFS

Stand-Alone
Namespace

WeerverName |RootName

In the registry and in a
memory cache on the
namespace Server

The namespace can
contain more than 5,000
folders with targets

AD DS is not required

AD DS is not required

Windows 2000 Server

Domain-based Namespace
(Windows 2000 Server Mode)

WhetBIOSDomainName\RootName

WONSDomainName \RootName

In AD DS and in a memory cache on
each namespace server

The size of the namespace object in
AD D5 should be less than

& megabytes (MB) to maintain
compatibility with domain controllers
that are not running Windows
Server 2008. This means no more
than approximately 5,000 folders
with targets.

Windows 2000

Windows 2000 mixed

Windows 2000 Server

Domain-based Namespace
(Windows Server 2008 Mode)

VWetBIOSDomainiame \Roothlame

WONSDomainilame\Roothiame

In AD DS and in a memory cache
on each namespace server

The namespace can contain more
than 5,000 folders with targets

Windows Server 2003

Windows Server 2008

Windows Server 2008



Characteristic

Support for
access-based
enumeration (if
enabled)

Supported
methods to
Ensure

namespace
availability

Support for using
DFS Replication to
replicate folder
targets

Porovnani DFS

Stand-Alone
Namespace

Yes, requires Windows
Server 2008 namespace
server

Create a stand-alone
namespace on a failover
cluster.

Supported when joined to
an &D D5 domain

Domain-based Namespace
(Windows 2000 Server Mode)

Mo

Use mulbple namespace servers to
host the namespace. (The
namespace servers must be in the
same domain.)

Supported

Domain-based Namespace
(Windows Server 2008 Mode)

Yes

Lse multiple namespace servers to
host the namespace. (The
namespace servers must be in the
same domain.)

Supported



DFSR

Replikace SYSVOL pomoci modernéjsiho DFS namisto
FRS

Rychlejsi, spolehlivejsi, lepsi diagnostika (dfsrdiag)

Nutny AD functional level alespon 2008 a vsechny
servery alespon Windows Server 2008

Vyuziva Remote Differencial Compression (RDC) — po
siti se prenasi jen zméneéné c¢asti souboru (delta files)

Dojde k vytvoreni nového SYSVOL adresare
(%windir%\SYSVOL_DFSR)

dfsrmig



Delegovani opravneéni

e DUvody
— Bezpecnost (princip minimalnich opravnéni)

— Administrace (odchod, vyména, pridani
pracovnika)

— AGDLP



AGDLP & AGUDLP

Doporucena strategie pro nastaveni pristupu k
doménovym prostredkim

Accounts -> Global groups ->Domain Local group
-> Permissions

Global groups reprezentuji pracovni role
(G_Auditing Specialists) a domain local groups
opravneni na zdroj

(DL_NTFS_SHARED REPORTS_MODIFY)

Uéty ani globalni skupiny by nemély mit pfimo
pridelena opravnéni (jen skrze domain local g.)



AGDLP

Avditors (global growp)

Sales (global group)

Woodgrove Bank

ACL_Sales_Read
(domain local group)

Sales folder

FIGURE 4-10 A group management implementation

prevzato z MCTS Exam 70-640



Groups

* Replication, membership, availability
* Group scope
— Local

— Domain local
* Clenové z jakékoli diivéryhodné domény v lese
e Pristup jen k prostredkiim v ramci vlastni domény
— Global
* Clenové jen z vlastni domény
* Pristup ke vSem prostredkiim v lese
— Universal
* Clenové z jakékoli domény krom externich
* Pristup ke vSem prostredkiim v lese
» Ukladaji se na GC (replikace!)
* Enterprise admin, Schema admins



Group membership

TABLE 4-1 Group Scope and Members

MEMBERS
MEMBERS FROM FROM A
hN OTHER DOMAIN TRUSTED
MEMBERS FROM IN THE SAME EXTERNAL
GROUP SCOPE  THE SAME DOMAIN FOREST DOMAIN
Local Users Users Users
Computers Computers Computers
Global groups Global groups Global
Universal groups Universal groups groups
Domain local groups
Local users defined on the same
computer as the local group
Domain Local  Users Users Users
Computers Computers Computers
Global groups Global groups Global
Universal groups Universal groups ~ 9roups
Domain local groups
Universal Users Users M /A
Computers Computers
Global groups Global groups
Universal groups Universal groups
Glabal Users /A M /A
Computers

Global groups




WSUS

Centralni reseni pro nasazeni a spravu aktualizaci
Windows produktt (i produktt tretich stran)

Local Update Publisher & System Center Update
Publisher (monitoring?)

WSUS & GPO
Jeden server na cca 25000 klientu
Nativni podpora high availability architecture (clusters)

BITS (Background Intelligent Transfer Service)
— Omezeni sitové komunikace
— Peer caching

WSUS SP2

— Branch cache (jen enterprise edice win7!)
— Podpora Win7 klient(



WSUS

Server downloads updates
from Windows Update

| Wsus
| server

Agents install
adminigstrator-

approved updates

Windows Update
Administrator

Clients register
subscribes to Administrator puts clients @ themselves with

update categorias

in different target groups the sarver

ﬁ Administrator approves
updates

WSLUS sdministratar

Clients target group
LS )




WSUS architektura

Centralized

— Centralni server se replikuje na downstream servery

— Malé moznosti admin u replikovanych server(

— Povolovani a planovani aktualizaci se provadi na centralnim serveru
Distributed

— Admini maji vétsi ,moc”, sami vytvari skupiny a povoluji akt.

— Cilem je spis distribuce aktualizaci nez kontrola
Disconnected

— Data se importuji z fyzického média (ne z internetu)
Roaming

— Pro mobilni klienty

— Distribuuji se jen metadata o povolenych aktualizacich, ty se stahuji
primo z MS server(



Terminal Services Role

Jedna z roli Windows Server 2008 umoznuijici
uzivatelim nejen vzdaleny pfristup

TS RemoteApp
TS Printing

TS Web Access
TS Licensing

TS Gateway

TS Session Broker




TS RemoteApp

slouzi pro vzdaleny pristup k nainstalovanym
aplikacim na serveru

Okno aplikace se jevi jako by bézelo lokalné
(v€etné popup oken)
Alespon Windows XP SP2 (RDC 6.0)

Pristup k app skrze

— Rdp&MSI soubor distribuovany administratorem

— Poklepani na soubor s koncovkou asociovanou k
remoteApp aplikaci

— Odkaz na TS Web Access (aspon RDC 6.1 — XP SP3)



TS Web Access

Role umoznuijici pristup k vzdalené plose Ci
aplikacim (remoteApp) skrze webovy prohlizec
(IE)

Slouzi jen k ziskani seznamu odkazu

Nutnost nainstalovat i IIS

TS Web Access Server nemusi byt zaroven i
Terminal Server



TS Printing

* Umoznuje klientum tisknout ze vzdalené
plochy na jejich lokalni tiskarné

TS Licensing

* Umoznuje efektivni spravu CAL licenci (client
access licence)



TS Session Broker

* Umoznuje session load balancing meazi

v

terminalnimi servery v serverové farme

* Sméruje uzivatele na server obsluhujici
nejmeéne session (sezeni)



TS Gateway

Role umoznuijici klientum pristupovat z internetu
k intranetovym zdrojum skrze zabezpecené RDC
spojeni pres https bez nutnosti VPN

Lokalni zdroj muze byt samotny TS, stanice, TS s
remoteApp

Umoznuje pristup k zdrojum za NATem,
firewallem,..(vyuziva port 443)

Umoznuje vyuziti NAP pro dalsi zvyseni
zabezpeceni



Windows Deployment Service role

* Role vychazejici ze starsi Remote Installation Services
umoznujici vzdalené nasazeni operacnich systému
Windows

* Pozadavky

— NTFS file system pro ukladani obraz OS
— DNS a DHCP servery na siti

— PXE (preboot execution environment)

— AD doména

— Pro nasazeni image pres IPv6 je potreba Windows Server
2008 R2

* Boot, installation, capture, discovery image, WAIK,
MDT



SCCM

e System Center Configuration Manager
e Nastroj z rodiny produktt Systém Center pro centralizovanou spravu
Windows prostredi
— Nasazeni aplikaci
— Nasazeni aktualizaci
— Nasazeni Windows OS (zero touch)
— Sprava mobilnich zarizeni
— Kontrola dodrzovani nastavenych zasad (Desired Configuration Mng.)
— Power management
— NAP
— Asset Intelligence
— Inventory
— Software metering
— Monitoring



