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O ¢em to bude?

l

Co a k cemu je IT Audit.
Co to muze pro podniky znamenat.

Jak to souvisi se strategickym rizenim
podniku.

— Jak to vypada v praxi?

l

l



O Cem je financni audit?

Akciove a obchodni spolecnosti:
Bilan¢ni suma nad 40 miliénu
Rocni Uhrn cistého obratu nad 80 milidnu
Nad 50 zameéstnancu



Na co spoléha financni audit?

Integrita dat
« Segregace pristupovych opravnéni
« Zmenove rizeni



Co je cilem IT auditu?

« Spolehlivost financniho reportingu
- Efektivita operaci Oblectives
- Regulace

Componants
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Kam az saha IT Audit?

« Strategickeé planovani

« Governance IT infrastruktury
Bezpecnostni politiky
Hodnoceni rizik
Monitoring systému a procesu



O vSechno
bsahuje IT
udit?
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4 faze

Planovani a identifikovani rizika
« Strategie a hodnoceni rizika
Exekuce
« Zhodnoceni a reporting



- Completed by Assurance

Completed by ITRA & discussed with Assurance
Jointly completed by Assurance & ITRA

Led by Assurance, ITRA input recommended

Detarmine which applications support the significant
classes of transactions from initiaticn through
reporting andior the sources and preparation of
information or applications that produce electronic
audit evidence,

Strategy and risk
assessment

Identify and understand application and IT-
depandent manual controls that mitigate the
WCGWSs.

Perform walkthroughs of application and IT-
dependent manual controls. Evaluate the design
affectiveness of controls.

Select controls for testing that most effectively
mitigate the WCGWSs.

Asszess inherent risk and contrad risk for each
relevant financial statement assertion to preliminarily
determine our combined risk assessment

Design fests of controls for application and IT-
dependant manual contrals.

Understand which applications produce electronic
audit evidence (EAE). Determine whether our audit
strategy provides an adequate basis to rely on the
completeness and accuracy of EAE.

T
/
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Identify significant classes of
| transactions and related
applications

Understand and evaluate application and IT-dependent
manual controls supporting the FSCP,

Understand flows
of transactions,
WCGWs and
controls

Understand
and |
evaluate

—

Perform the FSCP

walkthroughs

Understand

Faor agplications for which we plan to place reliance on
application or |T-dependent manual confrols or Electronic
Audit Evidence. identify and understand the relevant ITGCs.
Perform walkthroughs of ITGCs in the context of the PCPs
and evaluate design effectiveness of each ITGC.

ITGCs

Design and
axocute tests!,
of ITGCs —

Select
[~ Controls
to Test

Evaluate ITGCs |

Make combined risk
assessments

L——

\| Tham planning fpuen

- Design tests of controls

\

Design tests of journal entries
and other mandatory fraud
proceduras

SN

5
g

template

Design and executs tests of ITGCs and evaluate the
operating effectiveness of each ITGC. For each application,
evaluate the ITGC Category Evaluation for Manage
Changes, Logical Access, and Other ITGCs.

Document the Aggregate |TGC Evaluation for each
application and IT-dependent manual control, which indicates
whether the contral is supparted by effective ITGCs.

-/

Perorm data analytic procedures to examine journal entries
and ather adjustments.

’Jsumﬁ;v& Design gf’:neral
audit :: udrt
procedures pr HIES
Prepare audit strategies
memoerandum

Contribute relevant content to the ASM. Focus on significant
risks in the client’s systems, operations, business, and
financial statement risks and the significant changes to our
prior year audit strategy




Business Risks

|
f

IT General Controls

-

Segregation of duties

Controls

Manual Automated
controls controls

IT dependent manual Application
controls controls

Embedded controls
configurable controls

Company-level controls

{




Kategorie

1. Kontroly v procesech
zmenoveho rizeni

2. Kontroly pristupovych
opravneni
3. Kontroly IT operaci



Process Control Ref Control Objective

MC1 Changes are authorized
MC2 Changes are tested

Change Management MC3 Changes are approved (transport approval)
MC4 Changes are monitored
MC5 Segregation of incompatible duties exists within the manage change environment
LA1 General system security settings are appropriate
LA2 Password settings are appropriate
LA3 Access to privileged IT functions is limited to appropriate individuals
LA4 Access to system resources and utilities is limited to appropriate individuals
LA5Part1 User access is authorized and appropriately established - Terminated employees

Logical Access LA5Part2 User access is authorized and appropriately established - New user setup part
LA5Part3 Usgr access is authorized and appropriately established - Violation attempts review and user access logs

review

LAG Physical access to computer hardware is limited to appropriate individuals
LA7 Logical access process is monitored
LA8 Segregation of incompatible duties exists within the logical access environment
OP1 Financial data has been backed-up and is recoverable

@i OP2 Deviations from scheduled processing are identified and resolved in a timely manner
OP3 IT operations problems or incidents are identified, resolved, reviewed, and analyzed in a timely manner




Co chci od klienta”?

List of implemented changes during the audit period

Password settings

List of application administrators / privileged users

List of all application users and roles

List of employees with access to the data center(s)

List of IT developers per application

Back-ups

List of scheduled tasks (ID, name, description, frequency, responsible person)

List of IT operations problems and incidents during the audit period (ID, date, category,
application, description, resolution)

List of all employees
List of all employees who started during the audit period

List of all employees who left during the audit period (ID, name, department, position, date
of leave)

List of all employees who changed their position during the audit period

Information about IT environment and infrastructure (applications, policies, processes,
controls)

List of all users from Windows domain (ID, name, lockout, last logon date)

Data for the journal entries testing
O i itniit from the aritomatad cerinte for celacted O<ce and NDRe



1. kontroly procesu zmenovéeho
Fizeni



Co jsou zmeny?



Co jsou zmeny?

Nove systemové implementace

« Zmeny v stavajicim systemu

Nova funkcionalita

Nove nebo upravene rozhrani spojujici aplikace
Udrzba SW

Konfiguracni a parametrické zmeny

« Technické zmeny v DB



Struktura zmeénoveého rizeni

Vyvojove prostredi

Testovaci prostredi

Produkcni prostredi




Jaka jsou rizika”?

Funkcionalita

Nedostatecna neodpovida
kvalita uzivatelskym
pozadavkum

Kéd nefunguje

Systém
Datova integrita nepodporuje
potreby businessu

Logické a Casové
bomby v kodu

Zadni vratka




Priklad: zmenovy dokument

CE 10.129.1.195 — Ffipojeni ke vzdalend ploge

= hp Open¥iew service desk

Upravy  Zobrazik Alce
el a®@ | E G

Soubaor

|

Mastroje MapowEda

J ;E@ - J <5 RozEirens wyhledivani.. . |381— WEechny zmény (Tahble)

%1 p 22 - B8

Service Desk

Zména - 381- ¥WEechny zmény

S @B o T8

EE
o] VI FPopis | KP Mazew 1 | Reseni | Plan. konec | Skutedny konec I :il
2,695 Spusteni programu na preddatovani wwpowedi SE-Aplikacni podpora
2,692 FL_434-16-14_Export zajisténi_DiwH 3
2,691 oprava chyby retencni kalkulack: Retence klientd provedeno 0z.10.14 14:01 01.10.14 15:01 [
2,690 ZL- zaméstnanenckeé dwEry - SUM Prowize_programy nowd werze Xa011H.shs 30.09.14 14:06 30.09.14 14:06 h
2,689 Instalace verze Star.Mek BSC wwkaznictwi - STAR.MNET Stahowvani instaladnibo balicku 14.9 03.10.14 11:27 01.10.14 11:3%4 h
2,688 akrtualizace ElueCoat (Appliance) 5G05-6.5.5.3 bluecoat proxy i
2,657 akrtualizace BlueCoat Reporter (RedHAT S - zranitelnos...  BlueCoat Reporter { adprados-old ) 01.10.14 07:36 01.10.14 07:36
2,686 MO - bez motivace Prowvize_programy h
2,685 Jina akce - 120 Provize_programy n
2,684 Oprava vypodtu obratu 862 a 962 Provize_programy nova werze programu XC220H 30.09.14 14:10 30.09.14 14:10
2,683 SBO1 - nasazeni DKS SBrelease-produkce nasazena 25.09.14 19:00 25.09.14 19:00 [
2,652 ekmen - zména v priskupu ekmen 24.02.14 14:37 23.09,14 18:37 h
2,681 Historizace DM_COMPAMNY « BABETA, OKD klientska databdze, OKD, CCDE,MPSS_KopieDkD nasazeno 26.02.14 16:51  24.09,14 16:51 h
2,680 R19 - PZS 494 Uprava vyt&Zovani FE3026 srmarkFIx 31.10.14 12:08 3
2,679 Zmeéna 5515 EVIDEMCERZCE S5IS upravena 10.9.2014 SWE 30.09.14 11:00 01.09.14 11:00 .
2,678 SBO1 - nasazeni DKS SBrelease-produkce Hokowao 23.09.14 19:00 23.09.14 19:00
2,677 S0OFa - nasazeni werze 1.39.0 do produkece SOFa Masazeno 23.09.14 13:00 23.09.14 12:52 |
2,676 Instalace werze Star.het - nowa Metadika BSC Wykaznickwi - STAR.MET Stahovani inskaladnibo balidku 22.9.... 07.10.14 14:49 06.10.14 15:55 4
2,675 upgrade Symantec Endpaoint Protection Manager to 12....  Symantec Antivirus ‘
2,674 IT Zast Financniho auditu Ernst & Young 2014 wWzor-skdpc001, skdpe, stdnb, skandardni stanice, wzorma. .. rTestovani: aplikaci, souvisejici infra...  15.10.14 09:58 t
2,673 CMS - Retence klientd (H. Dolanska) ZMS porkal provedeno 19.09.14 15:26 19.09.14 15:26 [
2,672 nasazeni noveé werze 5B (mol4.03. 15.4) na Produkci SBrelease-produkce nasazeno 19.09.14 14:33 19.09.14 14:33 [
2,671 nasazeni DKS na Produkci SBreleas Hokowo 4 20:00  16.09,14 20:00

2,668 Bezpecnostni akiualizace O35 Windows Server - MS 115, Shi-oskatni 140921 ML: Hokowo, 21.09.14 23:59 Z1.09.14 23:59 §
2,667 R19 - PZ_S5_2014_4920_Cnline simulace + eKmeni dle dw... ekKmen 31.10.14 12:56 E
2,666 R19 - PZS 4532_Informatcni hlasky + eFormularich eFormulare aCy nasazeno na R19 testinek 29.09.14 11:36 22.09.14 11:36 [
2,665 Upgrade Klienta Teradaty na verzi 14.10.0.07 OWH aplikace KB PFipravil jsem aplikaci SCCM, podle p...  10.0%2.14 14:16  10.09.14 14:16  *
2,664 P1-REPORTIMG - e-klient v kampani P1R.eporting-Produkce 30.09.14 13:14  30.09.14 13:14 [
2,663 IKS PSA (G51) Prowize_prograny 12.09.14 13:47  26.09.14 13:15 h
2,662 SBO1 - nasazeni verze SBE mol4.05.18.2 + EAS + DES SBrelease-produkce - 04.09.14 12:42 05.09.14 12:42 [
2,661 CMS - Retence klientd (H. Dolanska) CMS portal provedeno 04.09.14 09:27 12.09.14 15:31 [
2,660 elPR - dprava wyhledawani elLPR. , e'WORKFELOW 03.09.14 17:32 22.09.14 11:03 4
2,659 archivace dat z wview ODY_MPSS_STRUKTURA ODYS_KEB_WIEW ,ODYS_WIEW _ARCHIY MASAZEMO 09.09.14 09:19 09.09.14 09:15 h
Organization 2,658 Rozfifeni sestavy P1_11_087_Dodatky po nasazeni R1S SE-Aplikacni podpora 12.09.14 11:31 1Z2.09.14 11:31
2,657 ZajistéEni aktudlni a rediné evidence tiskren « CMDBE pfiprava PC
CMDE 2,656 FajistéEni aktudlni a redlné evidence PC a MO w CMDE pfiprava PC
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Priklad: zménovy dokument
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2. kontroly pristupovych opravneni



Jaka jsou rizika”?

Odhaleni
davernych
informaci

Podvodné
aktivity

Fyzicka
poskozeni,
kradez

Zneuziti
informaci

Systémoveé
zmeny

Zamestnanci
odejiti




Struktura prostredi
pristupovych opravneni

Procedury — administrace uzivatelu, sprava
systémoveho nastaveni, monitoring

Konfigurace — skupiny, administratori, nastaveni
heslové politiky, segregace opravneni

Politiky — bezpecnostni politiky, data definition
politiky



Priklad: proces administrace
uzwaztﬁlgtnanci

« Zmeéna pracovnich roli
- Byvali zameéstnanci
« Monitoring



Priklad logickeé Cesty — SAP
Eg g2

e (GUI) runs on

activity occurring on app _:.c1t||._m server

Central

DB Buffer _ .
Eq: h qL pll: q’rlun senver runs SAP in memory

Or Processi ng_
Application Server(s)

Database Server(s)



Priklad: nastaveni heslove
politiky

Component Good practice

Minimum password length 6

Initial log-on uses a one time

password yes

Characters, Numbers,
Password composition Special Characters,
Lower/Upper case

Frequency of forced password

changes SUCEIE
Unsuccessful attempts before 5
lockout
Number of passwords to be 5
used prior to reuse
Idle session timeout 60 min

Logging of unsuccessful logins yes



Priklad: pristupova opravneni

Zmeny

ID oD AKTUALNI POZICE oD DO PREDCHOZI POZICE POMER DO
1212 1.1.2014 Ved.tymu podpory interni sité 1.10.2012 31.12.2013 Financni specialista 16.5.2016
1539 1.1.2014 Pojistovaci specialista 1.10.2012 31.12.2013 Specialista podpory prodeje 1.1.2016
1411 1.1.2014 Specialista podpory prodeje 1.8.2013 31.12.2013 DB Administrator 16.5.2016
1205 1.1.2014 Spec.podpory interni sité 1.12.2012 31.12.2013 Specialista podpory prodeje 1.2.2016
9999 1.1.2014 Administrator 1.12.2012 31.12.2013 DB Analytik 16.5.2016

Pristupova opravneni v aplikaci

ID OPRAVNENI
9999 EDIT
1212 ACCESS
1205 ACCESS
1411 EDIT
1411 EXECUTE

1212 EXECUTE



3. Kontroly IT operaci



Struktura prostredi

- Zalohovani a proces obnovy dat
Planovani automatickych uloh
Proces fizeni a monitoring problému a incidentu



Aplikacni kontroly ve vztahu k
ERP rizikum

Application security
Review and test user profiles and sensitive
access privileges
Verify proper segregation of duties
Detect unauthonzed access nights

Process integrity
|dentify key business processes impacted by
ERF application
|dentify “what-could-go-wrong”™ scenarios
Determine if system configurable, IT dependent,
and/or manual controls exst to mitigate nsks

Application configuration Data conversion

Review appropriate system configurable settings Eva!uat:la data c;n:'ersmlrjtstrategms
against leading practices eview legacCy data quality

Increase control efiiciency and optimization Assist with data normalization
Reconcile conversion balances

Data management
Develop strategic information plans and tactical
execution for data profiling, extraction/
transformation (cleanse)/load (ETL) and storage/
maintenance through the full data life cycle.




Priklad: OS

root:x:0:0:root: //root:/bin/ksh

daemon:x:2:2:daemon: /shin:/sbin/nologin
adm:x:3:4:adm: /var/adm: /sbin/nologin
Tp:x:4:7:1p:/var/spool/lpd: /sbin/nologin

nobody :x:99:99: : /var /nobody: /bin/false
UEErﬂamEl:x:lESEl:SDl:ijﬂn.prijemﬂi:fnraEWEHUEErﬂamel:HbiHHREH
username2 :x:13684:501: jmeno. prijmeni: /oracle/username2: /bin/ksh

root : 51 8OO0 Yy Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YYYY. 1 15631:0:60:7 1 0
daemon:*:14720:0:9999:7:::

adm:*:14720:0:9999:7:::

Tp:®:14720:0:9999:7:::

nobody:!!:15148:0:9999:7:::

usernamel : $1fasssssass{EEEEEEEEEEEEEEEEEEEBEE. 114722:0:9999;
username? : $1$cccccccc $pooooooopbDDDDDDDD. (14813 :0:90999;

e



oct
oct
oct
oct

oct
oct
oct
oct
oct
oct
oct
oct

oct
oct
oct
oct
oct
Dct

30
30
30
30

29
29
29

26
26
26
26
26
26

Priklad: OS

Displaying /var/log/secure

16:
16:
16:
16:
10
10:
10:

115

:15:
:15:
:15:
:15:
:15:

33:
34
145

39

43
:21:05
30:
33:

02
02
0z
0z
02
102

17
01

55

19
55

server_
server_
server_
server_name
server_
server_

Server_name
server_name
server_name
server_name

Server_name
server_name
server_name
server_name
server_name
server_name
Server_name
Server_name

name
name
name sudo:
sudo:
name sudo:

name

sshd[1338]: pam_unix(sshd:session):

s5hd[1338]: pam_unix(sshd:session):

Accepted password for root from 127

sshd[22028]:
Received disconnect from 127.0.0.1:

sshd[22051]:
sshd[22189]:
sshd[31451]:

sshd[31448]: Accepted password for username from
sudo: username : TTy=pts/1 ; PWD=/home/username
sshd[31451]: Received disconnect from 127.0.0.1:
sshd[32182]: Accepted password for username from
sudo: username
55hd[32297]: Accepted password for username from
sudo: wusername : TTY=pts/2 ;
sshd[32301]: Received disconnect from 127.0.0.1:

Received disconnect from 127.0.0.1:

USER=root ;

PWD=/%/username ;
USER=root ;

username : TTy=unknown ;
PWD=,/x%/username ;

: TTY=unknown ;
: TTY=unknown ;

username
usermname

Accepted password for root from 127.

: TTy=pts/1 ; PWD=/home/username ;

PWD=/home /username ;

L0.0.1 port 22 ssh2

13: unable to authenticate
0.0.1 port 22| ssh2

11: disconnected by user

127.0.0.1 port 22 ssh2

; USER=root ; COMMAND=/bin/su
11: disconnected by user
127.0.0.1 port 22 ssh2

; USER=root ; COMMAND=/bin/su
127.0.0.1 port 22 ssh2

; USER=root ; COMMAND=/bin/su
11: disconnected by user

sshd[1338]: Accepted publickey for username from 127.0.0.1 port 22 ssh2
i session opened for user username by (uid=0)

COMMAND=/usr /bin/find /var/spool/mqueue
COMMAND=/usr /bin/find /var/spool/mgqueue
PWD=/x/username ; USER=root ; COMMAND=/bin/rm /tmp/mgtidy.23558.32482%
session closed for user username



Priklad: DB

NAME TYPE VALUE DISPLAY _VALUE
audit_sys operations 1 TRUE TRUE
audit_file_dest 2| ENAPPSVWORAT 2u8HADMIN server_name\ADUMP | EAAPPSYWORAT 1 . 2 E8PADMIN server_name'ADUMP
audit_trail 2|08 OB
<<TABLE HAME: sp_configure>>
name minimum maximum config_value run_value
access check cache bucket count a 65536 8 A
access check cache gquota B 2147483647 8 A
Ad Hoc Distributed Queries a 1 1] a
affinity I/0 mask -2147483648 2147483647 8 a
affinity mask -2147483648 2147483647 (] a
affinitysls I/0 mask -2147483648 2147483647 8 a
affinityéls mask -2147483648 2147483647 (] a
Agent XPs a 1 1 1
allow updates a 1 8 A
awe enabled a 1 8 A
backup compression default a 1 8 A
blocked process threshold (s) a s8o64088 a a
c? audit mode ] 1 8 a

- Y . ~ a - Al
<<TABLE HNAHE : login_audit_levelr>

name config value

audit level failure

<<{END QUERY>>




Priklad: DB

Command: SELECT name FROM sys.sqgl_logins WHERE PWDCOMPARE('',pasword_hash)=1 OR PWDCOMPARE( ,paswsword_hash,1)=1

<<BEGIN QUERY 17==

<<TABLE NAME: 5QL_logins_with_blank_passwords>>
sqL_Login_with_Blank_rassword

=<<END QUERY>>

T |
[Query] - SELECT * FROM DBA_USERS_WITH_DEFPWD | [ Dictionary
i File | Pasition I
| |8 C:AProgram Files (x86) 7843592
USERNAME f C:\Program Files [x86) 2583496
KSFMULL 8 C:\Progiam Files (x86) 3456292
APPQOSSYS
EXFSYS :
DIP Key Rate- r~ Options -
ORACLE OCM 'Di — ::L:sp: ?ﬁ?\]unnn - DROWSSAP)
WMSYS v Double [Pass - PassPass)
DBSMNMP Lowercase [PASSWORD - password)
Uppercase [Password - PASSWORD)
OUTLN Num. sub. perms (Pass,Pdss PaSs,. P45s. P455)
Current password Case perms [Pass plss paSs,.. PaSs. PASS)
Two numbers Hybiid Brute [Pass0....Pass99)

Attack stopped!
1 of 3 hashes cracked

Plaintext of user SAPRP1 is ASDFGH123

Start ¢ Exit




Jaka jsou rizika”?

Procedury bézi
mimo denni
rozvrhy

Nevyresené
problémy

Neexistujici
zalohy

Neexistujici BCP/DRP
auditni stopa neefektivni




Identifikovali jsme riziko. Co potom?

Zprava.
- Pozorovani
- Best Practise
- PricCiny
- Rizika
- Doporuceni



IT Security audit

- Security Governance
« Cyber Defense Maturity Assessments

« Security Operations Center (SOC) Design and
Establishment

« Threat Modelling and Threat Intelligence
« Data Protection Frameworks

- Strategy and Architecture Reviews

« Incident Response and Handling

« SCADA/ICS Security and Consulting

« Penetration Testing

« Red Team Testing

« Physical Security

« Social Engineering



Priklad




Test pozornost




Dekuji za pozornost!
@ditudee
dita@czechita




