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| Skin structure on fingers |
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| Technologies of fingerprint sensors |
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| Other problems at sensorics
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| Security of biometric systems |
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Liveness detection




| Perspiration |

e Clarkson/Virginia universities
e 600 sweat glandsin 1 inch?
e Duration approx. 5 seconds
e High intra-class variability
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| Spectroscopic characteristics |

e Lumidigm Ltd.(Albuguerque)

e Clones: TST Biometrics GmbH, Sagem Morpho etc.
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| Utrasonic technology

e Ultra-Scan / Optel
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| Temperature + Hot & cold stimulus |

e Temperature
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| Pressure stimulus | &

« National utility model UPV 19364

e Ridge elasticity
o 20%

e Change of color (RGB)
e G~42
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| Electrical properties |

e Bio-impedance =
e Resistance / Conductivity M1 Y PUT
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| Pulse I. |

e Heart activity

Normal Systolic Dysfunction Diastolic Dysfunction

Right
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: ventricle
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| Pulse II. | m

e International patent WO/2007/036370
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| Pulse . i
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| Pulse IV.
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| Pulse V. | &

e Laser .

Finger
(front view)

[+ R=ECORTE« Etri1i=:-=1KRES
| S OOmM=: =r —=

CHI1 JF 1
T = CeF 1

|

[_H e ] 1 AT 4 . Oy 0 SO0y =<1 O . 101Y

[+ PAE R ET A !_] REF
o L] —

1-H1 e = - DM =
SaCEOm== = |

1 1T

1 o PR e i

| .'L.I,_,..- Fﬂ = \111* '_,_,I"\“u. 1.._,..#—'-""..41»' P g frd '-.l o~ ﬂvduwﬂl

r o L by
| #

[

=] —omyy  SEEl = ODIy O S0O0my <] O . 1D1

B i 4 ]

Liveness detection I 21/42



| Pulse VI.
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| Blood oxygenation | 1

e Infrared illumination (660 nm / 940 nm)
e Reflection vs. transmission

* Finger veins
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Image quality




| Fingerprint recognition process |

e Flowchart results of the minutiae extraction

Orientation Thinned Minutiae

Input Image
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| Used sensors for tests of image quality | m

e Suprema Evaluation Development Kit SFEM3xxx

Model / Features SFM3000 SFM3010 SFM3020 SFM3050
Sensor Fingerl.oc AF-S2 | FingerChip by | not known TouchChip®
by AuthenTec Atmel® TCS2 bv UPEK
Technology [Dra25] e-field thermal, sweep optical capacitive
Power supply 3.3 V(DC) 3.3 V(DC) 3.3 V(DC) 3.3 V(DC)
Take-off current 100 — 300 mA 4.5 mA not known not known
Resolution [DPI] 250 500 500 500
Sensor size [mm)] 13 x13 11.6 x0.4 16 x 19 10.4 x 14.4
Module size 55 x40 x 8 55 x40 x 8 55 x40 x 8 55 x40 x 8
[WxDxH] [mm)]
Image size [pix.] 128 x 128 360 x 500 272 x 320 256 x 360
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| Fingerprint Image Contrast & Histogram |

. C — (Lmax - I—min)
e Michelson confrast “micnesn = (L. +L_)

* | o — Intensity of foreground (papillary line/ridges)
e | ., —Intensity of background (valleys)

AL

* Weber contrast Gue ==

e AL —infensity difference between foreground and
background; L — intensity of background

. L . Hist(r,) =%, k=012,...,L -1
e Fingerprint Image histogram L

e r, — k™ gray grade value

* N, —number of pixels in channel r,
e [ —number of gray grades

e N —sum of pixels in the image

200 25‘:0
Gray values
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| Determination of contrast ratios | i

e Used Michelson contrast
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| Histogram normalization & Mean value |

e Histogram normalization
e Probability distribution
function in range <0;1>

Normalized PDF

e Mean value
* S=300  S=2h0)
M —Izomecn vaiaﬂe
e |deal case: M =128 (S, [55)

Gray values

Normalized PDF

* Bar +Bi
e Theoretical M: M, =—=2 kz ~

e B, —start & end of histogram

M

e DeviationD: D :‘1_VT 100%

] 300
Gray values
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| Mean value of grayscale levels — deviation | n
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| Number of papillary lines |

e |n dactyloscopic literature defined as number
of papillary lines between delta and core

e For estimation of fingerprint's center could be
used horizontal and vertical values of papillary
ines (comparison with homocentric circles)
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| Number of papillary lines | m

Sensor SFM3000 SFM3010 SFM3020 SFM3050
Hori1zontal minimum 6.00 6.00 9.00 10.00
Horizontal average 12.86 19.30 19.93 21.25
Hor1zontal maximum 23.00 27.00 30.00 31.00
Vertical minimum 5.00 3.00 11.00 11.00
Vertical average 13.26 33.18 22.79 25.67
Vertical maximum 24.00 51.00 31.00 37.00

‘ Horizontal Horizontal average Vertical Vertical average ‘
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| Sinusoidal shape |. |
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| Sinusoidal shape Il. | m

e Deviation of the poplllcry Ime curvo’rure from
the sine function EEEseE=ey ==
¢ DD=£AEP —1]&00%

in

e where AFP_jf(x)dx A, = jsm(x)dx xS ——ﬂ/2 xE 377/2

Xs

e Deviation of ’rhlckness of poplllory I|ne from
normalized state - | s e

* D, = Th 1] [100%
0.033

* Where Th_%mﬁx [ ]

* Np, — humber of pixels : :
* Ryp —resolution of the sensor
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| Sinusoidal shape lIl. |

 Deviation of steepness of paplillary line from a
normalized state o
e Deviafion of the upward angle P« = ‘06060 H00%
e Deviation of the downward angle b —‘ﬂgo
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| Filtering in spatial domain

|

e Normalization — reduction of variations in gray-level

values along ridges and valleys

e Orientation iImage estimation — orientation
tendency of papillary lines in local neighborhood

 Frequency images estimation - frequency of ridge
and valley structures in local neighborh. along orient.

e Region mask generation — differentiation of pixels
to unrecoverable (non-ridge) and recoverable (ridge)

Normalization

\}

Orientation image estimation

\}

Frequency images estimation

\}

Region mask generation

)

Filtering

Enhanced image

7=\
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| Gabor filtering |
e 2D Gabor function with 8 ro’rc’non C]bOUT 22 5°

) 22.5°

) 112.5° ) 135° ) 157.5°
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| Filtering in frequency domain |

e FFT - Filtering - IFFT
e Used filters for fingerprint enhancement

e Butterworth filter
e Maximally flat magnitude filter

e konomopoulos filter
 Based on Lin & Hong approach

e Low-pass filter
e Classical filtering, however have good results

e Chebyshev filter

« Comparable with Butterworth filter, different frequency
response
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| |

Skin Diseases




| Classification of skin diseases | i
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| Biometrics — Equipment

e strade.fit.vutbr.cz



| Laboratory of biometric systems
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