Reverse code engineering

Powerfull knowledge, lot of fun and legal for sealgsurposes!
Basic information available in Wikipedia article mverse engineering (IS copy
REWiki.pdf)

RE in general, example with B-29, synthetic cheryibiology
Legality
o Own binary without documentation
Interoperability
Anti-virus research
Fair use, education
Problem with recent copyright laws (attempt to emwvent is illegal,
not only selling circumvented content)
o Forensics
Disassembler vs. debugger
o Static vs. dynamic code analysis
o Debugger vs. Debugger with advanced modificatiatst{Visual
Studio vs. OllyDbg)
Assembler vs. bytecode
o Instruction set (downloadable)
0 Register-based vs. stack-based execution
Structured code vs. sequence of executed instnsctio
o0 Structured code contains code for all branchesaglenbinary)
0 Sequence of executed instructions only from brasitileen (power
analysis of smart card)
Example: Java Card bytecode
0 sspush, sspush, add, ifeq
Example: Win32 binary
0 Lenatutorials 1 and 2
o Name of the registers (EAX 32bit, AX 16bit, AH/AlbB)
o Flags (Zero/Sign/Carry)
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Java(Card) bytecode

Intermediate code interpreted by virtual machiree (davaCard222_ops.pdf).

» Usually easier to understand then assembler code.

» Stack-based oriented execution, no registers ae (@l operands at the top
of the stack).

* Operation takes its operands from stack and retsult there.

» JavaCard example selected because of lower nurhbecodes.

» Same principle works for Java, .NET CLI ...

/1 ENCRYPT | NCOM NG BUFFER
voi d Encrypt (APDU apdu) {
byte[] apdubuf = apdu. getBuffer();
short dat aLen = apdu. set | ncom ngAndRecei ve();
short i;

/1 CHECK EXPECTED LENGTH (MULTIPLY OF 64 hites)
if ((dataLen % 8) != 0)
| SOException.throw t (SW CI PHER_DATA LENGTH_BAD) ;

/1 ENCRYPT | NCOM NG BUFFER
m _encrypt C pher. doFi nal (apdubuf, |S07816. OFFSET_CDATA, datalen,
mramArray, (short) 0);

/] COPY ENCRYPTED DATA | NTO OUTGO NG BUFFER
Util.arrayCopyNonAtom c(mramArray, (short) 0, apdubuf,
| SOr816. OFFSET_CDATA, dat alLen);

[/ SEND OUTGO NG BUFFER
apdu. set Qut goi ngAndSend( | SO7816. OFFSET_CDATA, datalen);

Original JavaCard source code

.method Encrypt(Ljavacard/framework/APDU;)V 129 {
.stack 6;
.locals 3;
.descriptor Ljavacard/framework/APDU; 0.10;

LO: aload_1;
invokevirtual 30;
astore_2;
aload_1;
invokevirtual 42;
sstore_3;
sload_3;
bspush 8;
srem;
ifeq L2;

L1:  sspush 26384;
invokestatic 41;
goto L2;

L2: getfield_a_this 1;
aload_2;
sconst_5;
sload_3;
getfield_a_this 10;
sconst_0;
invokevirtual 43;




pop;
getfield_a_this 10;
sconst_0;
aload_2;
sconst_5;
sload_3;
invokestatic 44;
pop;

aload_1;
sconst_5;
sload_3;
invokevirtual 45;
return;

Resulting JavaCard bytecode

Native binary code (assembler)

How to start quickly with assembler (mixed mode)

Most current IDE supports mixed source code/assammtructions mode (Visual
Studio, QT Creator...). Mode is usually availahbleing a debugging.
1. Write simple code (e.qg., if then else conditionkart breakpoint and start
debugging
2. Switch to mixed mode
a. Visual Studio- RClick - Go to disassembly
b. QTCreator- Debug- Operate by Instruction
3. Learn how particular source code is translated assembler code

#i ncl ude <stdio. h>
int main() {
FILE* file = NULL

file = fopen("values.txt", "r");
if (file) {

int valuel = O;

int value2 = O;

fscanf(file, "%", &valuel);
fscanf(file, "%", &value2);

val uel = valuel + val ue2
printf("Result: %", valuel);

fclose(file);

Original C source code
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BE4E1341
AE4E] 242
8461343
28481344
AE4E] 245
BE4E1247
AE4E1 240
AEdE 1340

BE4E125R
BE4E]1 262
AE4E1369
AB4E136E
BE4E1272
BE4E1377
BE4E1279
ABdE1281
AB4E1359
AE4E1230
AE4E1291
BE4E1299
ABdE1290
28481 3Re
AE4E]12A5
AE4E12R9
AE4E12A0
A84E1 365
28481369
AE4E13BC
AE4E13C1
AE4E12CE
AE4E1309
aB481 300
BE4E1208
BE4E1204
AE4E1302
A84E130F
AE4E12E4
AE4E12ES
[E4E12ER
AE4E12FE
AB4E13F5
BE4E12F6
BE4E13F7
BE4E13F2
BEdE13F
AR4E13FA
BE4E]12FE

Nacteni hodnot z HDD do RAM paméti

fescanf ("%d",

MOV

ADD

MOV

. D3EC 2@

. E& CEBSHEER

. C7dda4 IC Bo6
. C7Vdda4 84 202

CPA424 322040

. EB 22096000

s

. Crddad

. 854424
. Crdd24
. DB4424

824424 IC
23vCI4
74 6B
Crdd24

Ba

BEE
BEE
a044:24

an2
296424

EZ FaB20000
a0d424 14

. 894424 B3

Crdda4 B4 302
4B4424 1C
26424

E2 O7AsHEEE
oBS424 18

. 84434 14

a08ge2
824424 12
oBdda4 18

. 894424 B4
. C7B424 4826840

e

ES BLASHEER
oBd424 1C
29424

. ES BSASHBEA

Bedx , $eax

UlozZeni vysledku registru CPU do RAM
0x48 (3esp)

Vypsani na standardni vystup
printf ("$d",

$ecax,

B2 BEAEHHEE

0x4d8 (Besp) , %eax
Provedeni instrukce procesoru (napf. ADD)

&value) ;

Presun hodnot z RAM paméti do registru CPU

PUSH EEP

Moy EBF,ESF

AHO ESF,FFFFFFF&

SUB ESF,28

CALL Test_C.O0d4E1R26

MOU OWORD PTR S55:[ESP+1C1,8

MOW OWORD PTR SS5: [ESP+41, Test_C.BA482838
HOU OWORE PTR S55:[ESPI, Test_C.AB8482032
CALL <JMP.&mswcet. fopen

MOU OWORE PTR S55: [ESP+1C1,ERA

CHP OWORD PTR S55:[ESP+1C1,8

JE SHORT Test_C.BE4813E4

HMOU OWORE PTR S55:[ESP+181,8

MOU OWOREC PTR S55:[ESP+141,8

LEA EAx,CWORD PTR 55:[ESP+181

MOU OWORE PTR S55:[ESP+81,ERH

MOW OWORD PTR S55: [ESP+41, Test_C.Ba482830
HMOU EAx,CWORD PTR 55: [ESF+1C]

MOU OWORE PTR S55:[ESPI,ERX

CALL {uJMP.&mswcrt. fscantf

LEA EA,CWORD PTR 55:[ESP+141

MOU OWORE PTR S55:[ESP+81,ERH

MOW OWORD PTR SS: [ESP+41, Test_C.BA4A2630
MOU EAx,CWORD PTR 55: [ESP+1C]

MOU DWORD PTR S55:[ESPI,EAX

CALL €JMP. &mswcot . Fscanf i

MOU EDx,CWORD PTR 55:[ESF+181

MOU EAx,CWORD PTR 55:[ESP+141

LEA EAx,CWORD PTR DOS5: [EQM+ERR]

MOU OWORE PTR 55:[ESP+121,ERR

MOU EAx,CWORD PTR 55: [ESP+181

HMOU OWORE PTR S55:[ESP+41,ERH

MO OWORE PTR S55:[ESPI, Test_C.B8482040
CALL <uJMP.&mswcrt.printf s

MOU EA,CWORD PTR 55: [ESF+1C]

MOU OWORE PTR S5S5:[ESPI,ERX

CALL {JMP.&msvcrt. foloses

MOU EAK, B

LERLE

Relevant snapshot from executable binary

value) ;

ll30ll




Dunp of assenbler code for function main

2
0x00401344
0x00401345
0x00401347
0x0040134a
0x0040134d

3
0x00401352

4
0x0040135a
0x00401362
0x00401369
0x0040136e

5

6
0x00401372
0x00401377

7
0x00401379

8
0x00401381

9
0x00401389
0x0040138d
0x00401391
0x00401399
0x0040139d
0x004013a0

10
0x004013a5
0x004013a9
0x004013ad
0x004013b5
0x004013b9
0x004013bc

11
12
0x004013c1
0x004013c5
0x004013c9
0x004013cc

13

14
0x004013d0
0x004013d4
0x004013d8
0x004013df

15
16
0x004013e4
0x004013e8
0x004013eb
0x004013f0

17

0x004013f5
0x004013f 6

End

int main() {

Y%esp, Yebp
SOxFffffffo, %esp
$0x20, %esp
0x401a20 <__mai n>

$0x0, Ox1c(%esp)

")
$0x402030, 0x4( %esp)
$0x402032, (%esp)
0x401c90 <fopen>
%eax, Ox1lc(%esp)

$0x0, Ox1lc(%esp)
0x4013e4 <mai n+160>

$0x0, 0x18( %esp)

$0x0, Ox14( Yesp)

&val uel)
0x18(%esp) , Yeax
Y%eax, Ox8( ¥esp)
$0x40203d, 0x4( Yesp)
Oxlc(%esp), Yeax
Y%eax, (Yesp)
0x401c98 <fscanf>

&val ue2)
0x14(%esp) , Yeax
Y%eax, Ox8( ¥esp)
$0x40203d, 0x4( Yesp)
Oxlc(%esp), Yeax
Y%eax, (Yesp)
0x401c98 <fscanf>

uel + val ue2

0x18(%esp) , Yedx
0x14(%esp), Yeax
(%dx, %eax, 1), Y%eax
%eax, 0x18( %esp)

val uel)
0x18( %esp) , Yeax
Y%eax, Ox4( Yesp)
$0x402040, (%esp)
0x401ca0 <printf>

Oxlc(%esp), Yeax
Y%eax, (%esp)
0x401lca8 <fcl ose>
$0x0, %eax

<+0>: push  %bp
<+1>: mov
<+3>: and
<+6>: sub
<+9>: cal
FILE* file = NULL
<+14>: mov
file = fopen("val ues. txt",
<+22>: nmov
<+30>: mov
<+37>: cal
<+42>: mov
if (file) {
<+46>: cnpl
<+51>: je
int valuel = 0;
<+53>: nmov
int value2 = 0;
<+61>: nmov
fscanf(file, "o%@"
<+69>: | ea
<+73>: nov
<+77>: nmov
<+85>: mov
<+89>: nov
<+92>: cal
fscanf(file, "9%d"
<+97>: | ea
<+101>: nov
<+105>: nmov
<+113>: nmov
<+117>: nov
<+120>: cal
val uel = va
<+125>: nov
<+129>: nmov
<+133>: | ea
<+136>: mov
printf("Result: %",
<+140>: nmov
<+144>: nmov
<+148>: nmov
<+155>: cal
fclose(file);
<+160>: mov
<+164>: nmov
<+167>: cal
<+172>: nov
}
<+177>: | eave
<+178>: ret

of assenbl er dunp.

Display of mixed mode of source code and resulisgembler instructions




Disassembling binary code (OllyDbqg)

In case when only binary code is available (no @®gode), other approach is
required. We will work with OllyDbg (www.ollydbg.derogram that is easy-to-use
disassembler and debugger.

* Download OllyDbg 1.10 (freeware) either from httgiw.ollydbg.de/ or
(better) from IS (OllyDbg.zip).

* Download tutorials I and II. by Lena from IS (tudr. and tut2.rar). Additional
tutorials can be obtained from http://www.tuts4ymm.

» Download Assembler basics from IS (BasicsOfAssenyinii)

I

=15
BE4E1342 28
HE481344 =5 55 PLUSH _EEBP
BE481345 | . 29EE MOL EEF, ESP
88481347 | . S83E4 Fa@ AMO ESP, FFFFFFF&
BE481324A | . 22EC_ 2@ SUE ESF. 28
BE481340 | . ES CEBGEEEA CALL Test C.a848 17268

. Crdd24 1C @@ MOU DWORD PTR SS:[ESP+1C1,.0

BE4E8135A || - CFd4424 84 23621 MOU DWORD FTR S5:[ESF+41, Test_C.BA046283
BE4E1252 | . Crad24 22284al MoY DWORD PTR SS: [ESFPI, Teat C. 88462622 ASCII "waluess.tHt™
BE481352 | . EZ2 2ZE2EEEE CALL <JMP.%&mswort . fop en > fopen
BE4E135E || . 294424 1C MOU OWORD PTR S55: [ESP+1C1,ERH
BE4a1372| | « 22¥C24 IC 8@ | CHP _DWORD FPTR S5: EESP+1CJ =]
88481377 || .~74 G&BE JE SHORT Test_C.B8684813E4
EE4E1279 || . CP4424 12 BE@ MOU DWORD PTR SS: EESP+18] 5]
aa4a1=321 || . CFd4424 14 86& MOU DWORD FTR SS.EESP+14].B
BE4E1229 | . 204424 182 LER ERx,OWORD PTR SS5: [ESF+121
aad4aizzn) | .« 294424 82 MO OWORD PTR S55: CESP+E2]1.ERX
BE481291 | . Cr4424 84 2021 MOU DWORD PTR SS5: [ESP+41, Test_C.B0482830 ASCII "Hd™
BE481322 | . 2E4424 1C MOW ERA,. OWORD FTR SS EESP ic1™
BE481390) | . 298424 MOU OWORD PTR SS5:[E
BE4812A6 | . E2 F2ZE2EEE0E CALL <JHMP.%&mswcrt. FgcanF> Lfscanf
B84813A5 | . 204424 14 LER ERHX,OWORD PTR S5:[ESF+141
BE4E12A2 | . 294424 B2 MOU OWORD PTR S5: [ESP+E21.ERX
aa4a1=2A0/| . CF4424 84 2021 MOU DWORD FTR S5:[ESF+41, Test_C.B@6046283] ASCII "Xd™
BE4812B5 || . 2E4424 1C MOL ERX, OWORD FTR SS: [ESP+1C]
aa4aize? | « 298424 ML DNDRD PTR 55:[ESFI1.ER:A
Ba40123eC | . ES2 Dro2sasds CALL <.JMP.&mswcrt.focant > Lfscant
BE4812C1 || .« 2EE424 12 MO EDX DWORD PTR S5: [ESF+121]
B84813C5 | . 2E4424 14 ML EHX.DNDRD FTR S55:[ESF+141
BEd4E13Cc9 | . 208482 LER ERx.DOWORD PTR DS: [ED=+ERA]
Ba4813CC | . 294424 18 MOU OWORD PTR 55:[ESF+181,ERH
BE4E1206 | . 2E4424 12 MOL ERX, OWORD PTR SS5: [ESF+121
aa4ai1z204 || . 294424 84 MOU OWORD FTR S5S5:[ESF+41,ERAX
BEd4a1202 | . Crad24 4@z2a4al MOoU DWORD PTR SS5: [ESPI1, Test_C. 08462848 ASCII "Result: Hd™
BE48120F | . E2 BCESEEEE CALL <JMP.&mswcrt.printf > Lo intf
HBE4813E4 || » S2E4424 1C MO ERX, OWORD PTR S5: [ESP+1C1
Ba4a1zES | « 298424 MOY OWORD PTR SS: LESF1.ERx
Ba4613EE | . ES BSOSBB0G CALL <JMP. &mEucrt. folose folose
BE4812FE | . B2 DEE0EEEE MDU ERX, @
BE4813F5| | . C9
BE4E12Fe L. C2 RETH
BE4813F 7 =ls]
BE4E812F2 (5]=]
BE4812F2 gg

Disassembled information provided by OllyDbg

OllyDbg shortcuts & most important commands

F3 ... Open binary file

F2 ... Toggle breakpoint (on opcodes, or double click)

F9 ... Run debugged program

Ctrl+F2 ... Restart program, all temporary changes até los

F8 ... Step over

F7 ... Step into

Spacebar or double click ... allows to set new opcode. Wben you like to change
program behaviour, e.g., replacing conditional j@E) by unconditional jump
(JMP) or to discard instruction (NOP).

Alt+BkSp ... Undo change

Rightclick->Sear ch for->All referenced text strings ... Constant text strings
referenced in code. Use to find strings like had#tbpasswords, important messages
(“Wrong license”). Double click on string will takeyou to referencing instruction.
Helps you to build mind model quickly.



Rightclick->Find references to->Address constant ... will find references to
particular memory elsewhere in the code — use wberlike to know where in code
the memory is set, changed or otherwise used.

Ctrl+F1 ... Help on Win32 API (WIN32 API help file alreagiyepared in OllyDbg
directory (WIN32.HLP)). Use to get meaning of tteggmeters pushed to stack just
before the API function is called.

; ... add or edit your comment for specific code lidee to write down things you
already understand. Use classic paper as well @mognind model)
Rightclick->Copy to executable->All modifications (or Selection) ... make changes
permanent. New window with modified code is operridhtclick->Savefileto

write patched binary to disk.

Registers (FPU):

Z — zero flag, C — carry flag, S — sign flag. Inveit flag by double click.
EIP ... next address to execute (instruction pojinte

EBX ... usually loop counter

Some hints

* Assembler is not as difficult as it may seem &t fasight. You are not required
to write your own program in assembler — you argallg only required to
understand existing code, where only very limitetda$ assembler operations
is used.

» Using mixed mode in IDE debugger will quickly prdeiyou an insight, how
common programming constructions (assignments,itondl branching,
cycles...) are transformed from source code intmedJsually, you will get
only 5-15 instructions per line of the source casligh MOV instruction
beeing the most common.

» Conditional branching is usually realized by twmsecutive operations:

o Comparison operation setting Flags register

o Conditional jJumping operation to address basedlagsHBranch 1)

o If not jumped then Branch 2 code is directly preésenthe next
instruction, or unconditional jump JMP to Brancls present.

» Comparison operation

o CMP EAX, -1 - will set flag(s) in Registers, ZerndaSign flags are
usually of interest. If two values are same (EAX-%} Zero flag is set
to 1.

0 TEST A, B (usually TEST EAX, EAX) — logical AND opation,
results not saved, Flags are set. TEST EAX, EAXtedt if value in
EAX is equal to O. If EAX == 0 then Zero flag == ptherwise.

e Jump operation
o Unconditional JMP — jump every time
o Conditional - based on the current value of flag(s)

JA*  Jump if (unsigned) above - CF=0 and ZF=0

JB*  Jump if (unsigned) below - CF=1

JE**  Jump if equal - ZF=1

JG*  Jump if (signed) greater - ZF=0 and SF=0F (SF = Sign Flag)
JGE* Jump if (signed) greater or equal - SF=OF

JL* Jump if (signed) less - SF I= OF (!= is not)

JLE* Jump if (signed) less or equal - ZF=1 and OF != OF

JMP** Jump - Jumps always

JNE** Jump if not equal - ZF=0



Disassembling binary code (IDAPro freeware)
Interactive Disassembler is legendary fullfledgeshsglsembler with ability to
disassemble many different platforms.

* Free version available for non-comercial uses

* http://lwww.hex-rays.com/idapro/idadownfreeware.htm

* Free version disassemble only Windows binaries

« Very nice visualization and debuger feature (sima& OllyDbg)

e Tryit!

Decompiling binary code

Decompiler is able to produce source code fromriginade. Decompiler needs to do

diassembling first and then try to create codewhthin turn produce binary code you

have at the begining.

* Resulting code will NOT contain information remowédatring compilation
(comments, function names, formating...)

* Readhttp://www.debugmode.com/dcompil@r more info

» Still can be of great help!

* Problem to find well working free disassembler :(

o http://en.wikibooks.org/wiki/X86 Disassembly/Disassblers_and_Decompilers

Other resources

RE on Wikipedia: http://en.wikipedia.org/wiki/Rewer engineering

The Reverse Code Engineering Community: http://wewerse-engineering.net/
Tutorials for You: http://www.tuts4you.com

Disassembling tutorial http://www.codeproject.coB/Bpp/reversedisasm.aspx

Homework

The goal of this assignment is to reverse engisegplied crack me file
(LabakCrackMe.exe), obtain information about itdgor and make program to
continue successfully without error message byaghing, b) creating valid license
info. More principally different solutions for tleame problem will be awarded by
extra points.

Hints:
- You may use OllyDbg or any other disassembler.
- Functionfread fail by null exception if invalid file handle isipplied.

Submit:

- Short description of program behavior in texinfioor asannotated C source code
(not only output of some disassembler) (source emdgion will be awarded by 1
extra point).

- Patched crack me binary that let the programenery time successfully with no
errorwithout valid license info.

- Valid license info that let program run succeBgfwithout binary modification.



