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FomO ROLE

® Flexible Single Master Operation Role

@ AD je multi-master databaze

® Prevence konfliktu
Posledni vyhrava X zamykani

® Starsi verze AD (<NT4.0) byly single-master
Zmeny pres Primarni DC (PDC)

® Zavedeni 5 single-master roli
Forestove X Doménoveé




FomO ROLE

® Global Catalog

® Schema Master

® Domain Naming Master
® Infrastructure Master

@ Relative Id (RID) Master
® PDC Emulator




GLOBAL CATALOG

@ Neni FSMO role

® Kazdy DC udrzuje objekty své domény

® GC Obsahuje RO seznam fragmentu kazdého
objektu z celého forestu

® Udrzuje se replikaci (oznacenim jako Partial
Atribute Set)

@ Universal Group Membership pri prihlasovani

@ Nepresouva se, prirazuje se
Pozor, muze to trvat
Zaznam v logu




GLOBAL CATALOG

MTDS Settings Properties ed |

General | En:nnnec:tin:-nsl EII:niec:tI SEn::urit_l,II

iy NTDS Settings

Lrpe}

Dezcription: l

Cluerny Policy: I j
DMS Alias: I?DDEE?B C-6CE3-4230-59E1 6-46F 31 44FRACD . _mados.

[+ Global Catalog

The amaount of tinme it will take to publizh the Global Catalog varnies
depending on your replication topology.

k. I Cancel Apply




SCHEMA MASTER

® Spravuje modifikace a zmény ve schematu
ProCc zmény schématu?

® Jediny DC ma R/W kopii schématu

® Pro zménu schématu ve forestu je treba mit
pristup k schema masteru a samozrejmeé
prava (skupina Schema Admins)

® Forestova role

® Nelze rozsirovat schéma
Nelze instalovat vetsi SW - Exchange




SCHEMA MASTER

regsvr32 schmmgmt.dll

Change Operations Master 2=

The domain naming operations master enzures that domain names are
unique. Only one domain controller in the enterprize performs thiz role.

Diamain haming operations: master:

IwinEDDS.newdnmain.cnm

T o tranzfer the domain naming master rale to the
following computer, click Change.

Iwin2I]I]3.newdnmain.|:Dm

Cloze




DOMAIN NAMING MASTER

® Kontroluje pridavani/odebirani domen ve
forestu

® Lze provadet z libovolného DC, ale Domain
Naming Master musi byt k dispozici

@ Forestova role
® Nelze instalovat nove childdomeny




DOMAIN NAMING MASTER

% Active Directory Domains and Trusts H=
File Action \View Help
« =~ |[@] 2

= [

Connect to Domain Controller. ..

Operations Master... I Type
domainDMS

Trusks

Raise Forest Functional Level. ..

View 4

Refresh
Export List...

Properties

Help

< |+

ITransFer the operations master role to a different computer




INFRASTRUCTURE MASTER

® Objekt z cizi domény je referencovan
GUID
SID
DN

® Infrastructure master drzi informace pro cross-
domain reference (SID a DN)

® Nemél by byt na stejném DC jako GC

IM role je vypnuta, nebot’ DC neupdatuje objekty,
které nezna (zna vsechny, je GC)

Pokud vsechny DC jsou i GC, pak IM pozbyva smysl

® Ve vicedoménovém prostredi muze byt
nekonzistentni group membership




NFRASTRUCTURE MASTER

4% Active Directory Users and Computers

& e A Vew Wedw B el

= | BE LRXTFRE| 2

a@ Active Directory Users and Computer:

2P bvan

Haorie 5 ohjects

+-[_]] Saved Queries [ rEre—— 2lx | |
=2 dpetrinet

+-[27] Builtin RD  POC | Infrastructure |

+-(_1 Computers

+-[&F Domain Controllers The operations master emulates the functions of a primary domain cortroller

+- (1] ForeignSecurityPrindpz for pre-Windows 2000 clients. Only one server in the domain performs this

¥ Home s

+- (5] TestoU Operations master:

+ (1 Users Iseweﬂﬂﬂ.dpetri.ne‘t

+ Wm

To transfer the operations master role to the following
computer, click Change.

Isenrermﬂ.dpe{ri.ne't

Close Cancel




RID MASTER

® Security principal object ma unikatni SID

® Sklada se z
Domain SID
Relative ID
® Kazdému DC je pridéelena zasoba (pool) jeho
relativnich ID pro vytvareni SID
Defaulni velikost poolu je 500, renew pri 50%

® Nelze po nejaké dobeé vytvaret dalsi objekty
(uzivatele a pocitace)




PDC EMULATOR

® Hierarchicka synchronizace casu
Kerberos snese rozdil 5min

® Replikace hesel pres PDC

® Preposilani bad-loginu a uzamykani uctu

® Defaultné se v jeho SYSVOL share vytvareji
politiky

® Nesynchronizuje cas, problémy s GP a hesly




FomO ROLE

® Schema Master
Forest - prvni DC v forest root doméné

® Domain Naming Master
Forest - prvni DC v forest root doméné

@ RID Master
Domain - prvni DC v kazdé doméne

® Infrastructure Master
Domain - prvni DC v kazdé doméne

® PDC Emulator
Domain - prvni DC v kazdé doméne




FoMO SEIZING

@ Nasilné presunuti role v pripade padu
konkrétni role
® Pomoci ntdsutil
® Po seiznuti se jiz nesmi objevit puvodni
Schema Master

Domain Naming Master
RID Master




AD FUNCTIONAL LEVELS

® Uroven funkcionality AD

® Soubor novych vlastnosti pro kazdou uroven
® Pri povysovani Urovné zména schéematu

@ Domain level X Forest level




AD FUNCTIONAL LEVELS

® Domain
Windows 2000 mixed (default w2k3)
Windows 2000 native
Windows Server 2003 interim
Windows Server 2003
Windows Server 2008
Windows Server 2008 R2




AD FUNCTIONAL LEVELS

® Forest
Windows 2000 (default w2k3 a w2k8)
Windows Server 2003 interim
Windows Server 2003 (default w2k8 R2)
Windows Server 2008
Windows Server 2008 R2




AD FUNCTIONAL LEVELS

® V kazde urovni mohou byt jako DC pouze
korespondujici OS nebo vyssi
Pro mixed je korespondujici a o jedna nizsi
@ Rollback?
Pouze 2008 R2 — 2008




DOMAIN FUNCTIONAL LEVELS

® W2k native
universal groups, group nesting, SID history

® WS2k3

prejmenovani domeén, lastLogonTs,...

® WS2k8
SYSVOL DFS, AES KRB, PASSW policies

® WS2k8 R2

mensi zmeény v KRB, Service Accounts




FOREST FUNCTIONAL LEVELS

® WS2k3
Forest trust, lepsi replikace skupin, RODC, ...

® WS2k8

Nic nového, nové domény jsou defaultné v WS2k8

® WS2k8 R2

Active Directory Recycle Bin




RAISING DOMAIN FUNCTIONAL LVIL

a@ File Action \Wew Window Help —
© - @@ B o 2 BBl vTE

Active Directory Users and Computers | dpekri.net & objects

+-[_1 Saved Queries [ Name | Type | Description |
= m builtinDomain
- (] Built Delegate Contral... . .
Find... Container Default container for upgraded compute. ..
- com N ) . B
s Dom  Connect to Domain... urityPrincipals Container Default container for security identifiers ...
+ ] Fore Connect to Domain Controller. .. Container Default container for upgraded user acc...
. Raise Domain Functional Level... trollers Organizational ...  Default container for domain controllers
+-[&F] Test|  Operations Masters. .. Organizational ...
+ User Organizational ...
D Mew .4 _—
+-[&3] vm Organizational ...
All Tasks 3
View 3

Mew Window from Here

Refresh
Export List...

Properties

Help

IAIIows you to raise the domain functional level to a level you select.




RAISING FOREST FUNCTIONAL LVIL

i Active Directory Domains and Trusts

Eile Action View Help

|- - B SRR @

4 Active Directory Doma
-2 dpetri.net

= I
Connect to Domain Controller, ..

Operations Master... I Type
Raise Forest Functional Level... domainDiS

and Trusts

4

View 3

Refresh
Export List...

Properties

Help

¢ =

Allows you to raise the forest functional level to a level you select.,




