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“ Synchronizace procesu




I
PARALELNi BEH PROCESU

® Synchronizace béhu procesu
e jeden proces Ceka na udalost z druhého procesu

® Komunikace mezi procesy
e komunikace — zpusob synchronizace, koordinace ruznych aktivit

e muze dojit k uvaznuti
kazdy proces Ceka na zpravu od nejakého jiného procesu

e muze dojit ke starnuti
dva procesy si opakované posilaji zpravy zatimco treti proces ceka na

zpravu nekonecné dlouho

® Sdileni prostredku
e procesy pouzivaji a modifikuji sdilena data
e operace zapisu musi byt vzajemne vylucne
e operace zapisu musi byt vzajemné vylucne s operacemi Cteni
operace Cteni mohou byt realizovany soubézné
e pro zabezpeceni integrity dat se pouzivaji kritické sekce
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I L—S———————————————————————————
NEKONZISTENCE

® Paralelni pfistup ke sdilenym udajum muZze byt
pricinou nekonzistence dat

® Udrzovani konzistence dat vyzaduje pouzivani
mechanismu, které zajisti patricné provadeni
spolupracujicich procesu

® Problem komunikace procesu v uloze typu

Producent-Konzument pres vyrovnavaci pamet
S omezenou kapacitou
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PRODUCENT-KONZUMENT (1)

® Sdilena data

#define BUFFER_SIZE 10
typedef struct {

} item;

item buffer[BUFFER_SIZE];
intin =0;

int out =0;

int counter = 0;
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PRODUCENT-KONZUMENT (2)

® Producent

item nextProduced;

while (1) {
while (counter == BUFFER_SIZE)
; I* do nothing */
buffer[in] = nextProduced,;
in=(in +1) % BUFFER_SIZE;
counter++;

}
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PRODUCENT-KONZUMENT (3)

® Konzument

item nextConsumed;

while (1) {
while (counter == 0)

; I* do nothing */
nextConsumed = buffer[out];
out = (out + 1) % BUFFER_SIZE;
counter--;

}
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N
PRODUCENT-KONZUMENT (4)

® Atomicka operace je takova operace, ktera vzdy probehne bez
preruseni

® Nasledujici prikazy musi byt atomické
e counter++,;
e counter--;

® count++ v assembleru muze vypadat
e register1 = counter
e register1 =register1 + 1
e counter = register1

® count-- v assembleru muze vypadat
e register2 = counter
e register2 =register2 -1
e counter = register2
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N
PRODUCENT-KONZUMENT (5)

® Protoze takto implementované operace count++ a
count-- nejsou atomicke, muzeme se dostat do
problemu s konzistenci

® Necht je hodnota counter nastavena na 5. Muze
nastat:

e producer: register1 = counter (register1 = 5)
producer: register1 = register1 + 1 (register1 = 6)
consumer: register2 = counter (register2 = 5)
consumer: register2 = register2 — 1 (register2 = 4)
producer: counter = register1 (counter = 6)

e consumer: counter = register2 (counter = 4)

® \/ysledna hodnota promenne counter bude budto 4
nebo 6, zatimco spravny vysledek ma byt 5.
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RACE CONDITION

® Race condition (podminka soupereni):

e Vvice procesu soucasné pristupuje ke sdilenym zdrojum
a manipuluji s nimi

e konecnou hodnotu zdroje ur€uje posledni z procesu,
ktery zdroj po manipulaci opusti

® Ochrana procesu pfed negativhimi dopady race
condition

e |e potreba procesy synchronizovat
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PROBLEM KRITICKE SEKCE

® N procesu soupefi o pravo pouzivat

jista sdilena data

® \/ kazdem procesu se nachazi segment kodu

orogramu nazyvany kriticka sekce, ve kterem
oroces pristupuje ke sdilenym zdrojum

Problem:

e je potreba zajistit, ze v kriticke sekci, sdruzene s jistym

zdrojem, se bude nachazet nejvyse jeden proces
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I
PODMINKY RESENi PROBLEMU KRITICKE SEKCE

® Podminka vzajemného vyloucCeni (mutual exclusion), podminka
bezpecnosti, ,safety”
e jestlize proces P1 provadi svoiji kritickou sekci, Zzadny jiny proces nemuze
provadet svoiji kritickou sekci sdruzenou se stejnym zdrojem

® Podminka trvalosti postupu (progress), podminka zivosti, ,liveliness”

e jestlize zadny proces neprovadi svoji sekci sdruzenou s jistym zdrojem a
existuje alespon jeden proces, ktery si preje vstoupit do kritické sekce
sdruzené s timto zdroje, pak vybér procesu, ktery do takove kritické sekce
vstoupi, se nesmi odkladat nekonecne dlouho

® Podminka konecCnosti doby Cekani (bounded waiting), podminka
spravedlivosti, ,fairness”

e musi existovat horni mez poctu, kolikrat maze byt povolen vstup do
kritické sekce sdruzené s jistym zdrojem jinym procesum nez procesu,
ktery vydal zadost o vstup do kritické sekce sdruzené s timto zdrojem, po
vydani takové zadosti a pred tim, nez je takovy pozadavek uspokojen

e predpokladame, ze kazdy proces bézi nenulovou rychlosti
e 0 relativni rychlosti procesu nic nevime
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POCATECNI NAVRHY RESENI
® Mame pouze 2 procesy, P, a P,

® Genericka struktura procesu P,

do {

entry section

critical section

exit section

reminder section
} while (1);

® Procesy mohou za ucelem dosazeni synchronizace svych akci
sdilet spoleCné proménne

® Cinné &ekani na splnéni podminky v ,entry section“ — ,busy
waiting”
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RESENI PROBLEMU KS

® Softwarova resSeni

e algoritmy, jejichz spravnost se nespoleha na zadné
dalsi predpoklady
e s aktivnim Cekanim ,busy waiting"

® Hardwarova reseni
e vyzaduji specialni instrukce procesoru
e s aktivnim Cekanim

® Redeni zprostfedkované operaénim systémem
e potrebné funkce a datoveé struktury poskytuje OS
e s pasivnim cekanim
e podpora v programovacim systému/jazyku
semafory, monitory, zasilani zprav

PB 153 OPERACNI SYSTEMY A JEJICH ROZHRANI 13/34



ALGORITMUS 1

® Sdilené proménné

e intturn; _
pocatecne turn =0

e turn =i= P, miuze vstoupit do KS

® Proces P,
do {
while (turn 1= i) ;
critical section
turn = j;
reminder section
} while (1);

® Spliuje vzajemneé vylouceni, ale ne trvalost postupu
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ALGORITMUS 2

® Sdilené proménné

e boolean ﬂalg[Z]['
pocCatecCné flag [0] = flag [1] = false.

e flag [i] = true = P, muze vstoupit do své KS

® Process P,

do {
flag F = true;
while (flag[j]) ;
critical section
flag [i] = false;

remainder section
} while (1);

® Spliiuje vzajemné vylouceni, ale ne trvalost postupu
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ALGORITMUS 3 (PETERSONUV)

® Kombinuje sdilené proménné algoritmu 1 a 2

® Proces P,

do {
flag [i]:= true;
turn = j;
while (flag [j] and turn ==j) ;
critical section
flag [i] = false;
remainder section
} while (1);
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I L—S———————————————————————————
SYNCHRONIZACNI HARDWARE

® Specialni instrukce strojového jazyka
e test and_set, exchange / swap, ...

® Stale zachovana idea pouzivani ,busy waiting*

® Test and set
e testovani a modifikace hodnoty proménné — atomicky

boolean TestAndSet (boolean &target) {
boolean rv = target;
target = true,
return rv;

® Swap
e Atomicka vyména dvou proménnych

Void Swap (boolean &ra, boolean &rb] {
boolean temp = a;
a=>b;

b = temp;
}
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VYUZITI TESTANDSET

® Sdilena data (inicializovano na false):
boolean lock:
® Proces Pi
do {
while (TestAndSet(lock)) ;
critical section
lock = false;

remainder section
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VYUZITI SWAP

® Sdilena data (inicializovano na false):
boolean lock;
boolean waiting[n];
® Proces Pi
do {
key = true;
while (key == true)
Swap(lock,key);
critical section
lock = false;

remainder section
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SITUACE BEZ PODPORY OS

® Nedostatek softwaroveho reseni
e procesy, které zadaji o vstup do svych KS to délaji
metodou ,busy waiting”
po nezanedbatelnou dobu spotrebovavaji Cas procesoru

® Specialni instrukce
e vyhody

vhodné i pro multiprocesory (na rozdil od prostého
maskovani/povoleni pferuseni)

e nevyhody
opét ,busy waiting"
moznost starnuti — nahodnost reseni konfliktu

moznost uvaznuti v prioritnim prostredi (proces v KS nedostava
cas CPU)
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I L—S———————————————————————————
SEMAFORY

® Synchronizacni nastroj, ktery Ize implementovat i bez
,busy waiting"
e proces je (operacnim systémem) ,uspan a ,probuzen®

e tj. reSeni na urovni OS
® Definice
Semaphore S : integer
® | ze ho zpristupnit pouze pomoci dvou atomickych

operaci

wait (S): signal(S):
while S £ 0 do no-op; S ++;
S -
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KRITICKA SEKCE

® Sdilena data:
semaphore mutex; // poCatecné mutex = 1
® Proces P;:
do {
wait(mutex);
critical section
signal(mutex);
remainder section
} while (1);
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I L—S———————————————————————————
SYNCHRONIZACE SEMAFOREM

® Ma se provest akce B v P; pouze po te, co se provede
akce Av P,

® Pouzije se semafor flag inicializovany na O

® Program:
P, P,
A wait(flag)
signal(flag) B
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I
UVAZNUTI A STARNUTI

® Uvaznuti

e dva nebo vice procesu neomezene dlouho Cekaji na udalost, kterou
muze generovat pouze jeden z Cekajicich procesu

e Necht' S a Q jsou dva semafory inicializované na 1

P, P,
wait(S); wait(Q);
wait(Q); wait(S);
signal(S); signal(Q);
signal(Q) signal(S);

® Starnuti

e neomezené blokovani, proces nemusi byt odstranény z fonty na
semafor nikdy (pfedbihani vysSimi prioritami, ...)
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DVA TYPY SEMAFORU

® Obecny semafor S
e celocCiselna hodnota z neomezovaného intervalu

® Binarni semafor
e celocCiselna hodnota z intervalu <0,1>

® Implementovatelnost
e binarni semafor Ize snadngji implementovat

e obecny semafor Ize implementovat semaforem
binarnim
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PROBLEMY SE SEMAFORY

® Semafory jsou mocny nastroj pro dosazeni vzajemnéeho
vyloucCeni a koordinaci procesu

® Operace wait(S) a signal (S) jsou provadeny vice procesy
a Jejich ucinek nemusi byt vzdy explicitne zrejmy

e semafor s explicitnim ovladanim wait/signal je nastroj nizke
urovné

® Chybné pouziti semaforu v jednom procesu hrouti souhru
vsech spolupracujicich procesu

® Patologické pfipady pouziti semaforu:

wait(x) wait(x)
KS KS
wait(x) signal(y)
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L
KRITICKE OBLASTI

® Konstrukt programovaciho jazyka vysokeé urovne
® Sdilena proménna v typu T, je deklarovana jako:
v:shared T
® Proménna v je dostupna pouze v prikazu
region vwhen Bdo S
kde B je booleovsky vyraz

® Po dobu, po kterou se provadi prikaz S, je proménna v
pro jiné procesy nedostupna

® Oblasti referujici stejnou sidlenou promennou se v Case
vzajemne vylucuji
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KRITICKE OBLASTI (2)

® Kdyz se proces pokusi provest prikaz region,
vyhodnoti se Booleovsky vyraz B

® Je-li B pravdivy, prikaz S se provede

® Je-li B nepravdivy, provedeni pfikazu S se oddali
do doby az bude B pravdivy a v oblasti (region)
spojené s V se nenachazi zadny proces
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MONITORY

® SynchronizacCni nastroj ;"°"“°r monitor-name

VySOké l]rovné shared variable declarations

. . .. procedure body P, (...) {
® Umoznuje bezpecné

sdileni abstraktniho )

i procedure body P, (...) {
datoveho typu .
soubeznymi procesy }

procedure body P, (...) {

® Provadeni P, P,, ... se -

implicitne vzajemne (
Vy|Uéuj|' initialization code
}
}
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PRIKLAD: LINUX

® Synchronizace
e signaly (asynchronni udalosti)
e wait
e semafory (semaphores)
e mutexy v pthreads

® Komunikace
e nepojmenovaneé roury ( Is|pr|lpr ) fce popen/pclose, ...
e pojmenovane roury (mkfifo)
e zpravy (messages, message queues)
e sdilena pamét (shared memory)
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LINUX: Signaly dle POSIX

Signal Cause
SIGABRT | Sentto abort a process and force a core dump
SIGALRM | The alarm clock has gone off
SIGFPE A floating-point error has occurred (e.g., division by 0)
SIGHUP The phone line the process was using has been hung up
SIGILL The user has hit the DEL key to interrupt the process
SIGQUIT The user has hit the key requesting a core dump
SIGKILL Sent to kill a process (cannot be caught or ignored)
SIGPIPE The process has written to a pipe which has no readers
SIGSEGV | The process has referenced an invalid memory address
SIGTERM | Used to request that a process terminate gracefully
SIGUSR1 | Available for application-defined purposes
SIGUSR2 | Available for application-defined purposes
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.
LINUX: Signaly

1) SIGHUP

5) SIGTRAP

9) SIGKILL

13)
17)
21)
25)

29)

SIGPIPE

SIGSTOP

SIGTTIN

SIGXFSZ

SIGINFO

2)

6)
10)
14)
18)
22)
26)

30)

SIGINT

SIGABRT

SIGBUS

SIGALRM

SIGTSTP

SIGTTOU

3)
7)
11)
15)
19)

23)

SIGVTALRM 27)

SIGUSR1

31)

SIGQUIT

SIGEMT

SIGSEGV

SIGTERM

SIGCONT

SIGIO

SIGPROF

SIGUSR2

4)
8)
12)
16)
20)
24)

28)

SIGILL

SIGFPE

SIGSYS

SIGURG

SIGCHLD

SIGXCPU

SIGWINCH
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LINUX: posilani signalu

Sending a Signal
The following system calls and library functions allow the caller to
send a signal:

raise{3) Sends a signal to the calling thread.

kill{2) Sends a signal to a specified process, to all members
of a specified process group, or to all processes on
the system.

killpg{2) Sends a signal te all of the members of a specified
process group.

pthread kill{3) Sends a signal to a specified PDSIX thread in the same
process as the caller.

tgkill{2) Sends a signal to a specified thread within a specific
process. (This is the system call wused to implement
pthread kill{3).}

sigqueue(2} Sends a real-time signal with accompanying data to a
specified process.
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LINUX: real-time signaly

Real-time Signals
Linux supports real-time signals as originally defined in the POSIX.1b
real-time extensions (and now included in POSIX.1-2881). The range of
supported real-time signals is defined by the macros SIGRTHMIM and
SIGRTHAX. POSIX.1-2861 requires that an implementation support at
least POSIX RTSIG MAX (8) real-time signals.

The Linux Kkernel supports a range of 32 different real-time signals,
numbered 33 to 64. However, the glibc POSIX threads implementation
internally wuses two (Ffor HPTL) or three (for LinuxThreads) real-time
signals {(see pthreads(7}), and adjusts the value of SIGRTMIN suitably
{to 34 or 35). Because the range of available real-time signals varies
according to the glibc threading implementation (and this variation can
occur at run time according to the available kernel and glibc), and
indeed the range of real-time signals varies across Unix systems, pro-
grams should never refer to real-time signals using hard-coded numbers,
but instead should always refer to real-time signals using the notation
SIGRTHIH+n, and include suitable {run-time)} checks that SIGRTMIN+n does
not exceed SIGRTHAX.

Unlike standard signals, real-time signals have no predefined meanings:
the entire set of real-time signals can be used for application-defined
purposes. (Hote, however, that the LinuxThreads implementation uses
the first three real-time signals.}

The default action for an unhandled real-time signal is to terminate
the receiving process.
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LINUX: Semafory

® POSIX

e #include <semaphore.h>
e klasické semafory dle POSIXu

® System V
e #include <sys/sem.h>
e modernéjsi verze
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LINUX: POSIX semafory

® int sem init ((sem t *sem, int pshared,
unsigned int wvalue)) ;

® Nepojmenovany semafor

® sem t *sem open (char *name, int oflag,
[mode t mode, int init value]);
¢ Pojmenovany semafor

int sem wait ((sem t *sem));
int sem post ((sem t *sem));
int sem close (sem t *sem);

int sem unlink(char *name);

int sem getvalue (sem t *sem, int *val);
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LINUX: Semafory dle System V

® Volani jadra:

e semget
> array of
® SemCtI semid ds semaphores
e semop ipe
times sem_queue
sem_base next
sem_pending p] prev
sem_pending_last sem_undo sleeper
undo —] proc_next undo
sem_nsems id_next pid
semid status
semad;j —D_ sma T
sops —
nsops
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LINUX: Mutexy v pthreads

Thread call Description

Pthread_mutex_init Create a mutex

Pthread_mutex_destroy | Destroy an existing mutex

Pthread _mutex_lock Acquire a lock or block

Pthread_mutex_trylock Acquire a lock or fall

Pthread_mutex_unlock Release a lock
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LINUX: Mutexy v pthreads

Thread call Description

Pthread_cond_init Create a condition variable
Pthread_cond_destroy Destroy a condition variable
Pthread_cond_wait Block waiting for a signal
Pthread_cond_signal Signal another thread and wake it up
Pthread_cond_broadcast | Signal multiple threads and wake all of them

39/34



LINUX: Zpravy

® Kapacita zprav
e Administrator muze zménit defaultni hodnoty
e Max msgs: 10 /queue
e Max Msg Size: 8192
e Max # of Queues: 256

® Virtualni message queue file system (mqueue)

e Muze byt pfipojen pro zobrazeni (a manipulaci) se
Zpravami

e mkdir /dev/imqueue
e mount —t mqueue none /dev/imqueue
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Linux: sdilena pamet’

Proces 1

Proces 2
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Linux: sdilena pamet’

Proces 1

Proces 2

Proces 3
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LINUX: sdilena pamet’

® #include <sys/ipc.h> + #include<sys/shm.h>
® int shmget (key_t, int size, int shmflg);

® void * shmat (shmid, shmaddr, shmflg);
O

int shmctl (shmid, cmd, struct shmid_ds *buf);
e cmd:

IPC_STAT — return status information about the shared memory in
buf.

IPC_SET — modify the shared memory based on parameters in buf
(can only change UID and mode bits)

IPC_RMID — Remove (deallocate) the shared memory segment
specified in shmid.

IPC_LOCK —lock the shared memory segment in memory (don’t swap
out).

IPC_UNLOCK - release the lock on shared memory
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PRIKLAD: WIN32 (1)

IPC Mechanism TMinzadod WinkT Win9:x Min3Z=(1; Winle(<y ME-DO3(Z) PORIX 0572

DLDE TES TES TES TES TES NO NO NO
OLE 1.0 TYES TES TES TES TES N0 o] MO
OLE Z2.0 TYE& TES TES TES TES MO MO MO
NetBIOZ2 YES TES TES TES TES TES NO TES
Named pipes TEE TES TES(3) TES (3 TES (3 TES 3} TES(4) TES
Windows socket=s TES(E) TES(E) TES YTE& TE&(E) HO NO{gey HNO
Mail=lot= TES TES TES TES(3) MO MO MO TES
Semaphores TED TES TES MO MO NO TES TES
RPC TES TES TEE (7 TES (&) TES TES o] MO
Mem-Mapped File TES TES TES TES MO MO MO MO
WH _COPYDATA YES TES TES TES (9 TES NO NO NO
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PRIKLAD: WIN32 (2)

® Semafory (obecné semafory), funkce rozhrani:
e CreateSemaphore
e OpenSemaphore
e ReleaseSemaphore
e Wait
SignalObjectAndWait
WaitForSingleObject
WaitForSingleObjectEx
WaitForMultipleObijects
WaitForMultipleObjectsEx

MsgWaitForMultipleObjects
MsgWaitForMultiple ObjectsEx
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