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~ Zabezpedeni sité — uvod

« Duvody pro zabezpeceni (interni) sité?
* NebezpecCi ze strany verejného Internetu
— Spyware
— Malware
— BOTy
— Rootkity
— Viry
— Exploity
— Skenovani vnitfni sité a hledani zranitelnych mist
— Spam

* Ohrozeni (vnitrni) site, pokud je napf. mozné pripojovat
soukromé stanice (typicky notebooky)



Zabezpeceni site — uvod

« Zabezpeceni se typicky realizuje na urovni
— Firewallu
— Systému pro detekci naruseni (IDS)
— Antivirovych systému
— Antispamovych ochran
— Aktivniho monitoringu site



Firewall

 Aktivni sitovy prvek na rozhrani LAN / WAN
* Cilem je (aktivni) ochrana vnitrni siteé (LAN)
— Definice pravidel pro komunikaci
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Firewall

* Firewall je typicky v kazde vetsi lokalni siti
— Koncovy uzivatel nemuze zasahovat do nastaveni
« Uzivatelé mohou provozovat firewall i lokalne na
svém stroji
— Vyuzitelné zejména v pripade pristupu do
neduvéryhodné sité (free Wi-Fi apod.)
— Uzivatelé si sami definuji bezpecnostni politiky
— Ruzné (i free) produkty, integrace pfimo v OS
 Bezna ,home" sitova zarizeni (Wi-Fi AP)
poskytuji funkcionalitu firewallu (je vhodné
provést alespon zakladni nastaveni)



Firewall pravidla

iptables -A INPUT -i lo -j ACCEPT
iptables -A OUTPUT -o lo -j ACCEPT

iptables -A INPUT -i ethO -p tcp --sport 443 -m state
--state NEW,ESTABLISHED -j ACCEPT

iptables -A INPUT -i ethO -p tcp --dport 80 -m state
-—state NEW,ESTABLISHED -j ACCEPT

iptables -A INPUT -s 173.252.110.27 -j DROP

YOU SHALL

i

NOT PASS

iptables -P INPUT DROP
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Firewall

* Firewally delime do nekolika kategorii
— Paketovy filtr
— Stavovy paketovy filtr
— Aplikacni brana nebo proxy firewall
— Pokrocile stavove filtry




Paketovy filtr

* Pravidla a rozhodovani se deje na urovni IP
adres a Cisla portu

— 3. a 4. vrstva ISO/OSI modelu
« Napr.:
— prichozi provoz (TCP) na adresu 147.251.48.1 na
portu 80 povolit
— prichozi provoz (TCP) na adresu 147.251.48.1 na
jiném portu zahodit

— prichozi provoz (TCP) na adresu 147.251.48.1 na
portu 21 zalogovat



Paketovy filtr

* VVyhodou je rychlé zpracovani provozu
— Vyuziti zejména ve vysokorychlostnim prostredi

 Neumoznuje dukladnou analyzu prochazejicich
dat (napr. prenos FTP — obsah prenasenych

dat)

« Konfigurace v Linuxu primarné pomoci iptables
— Existuji i ,klikatelné® moduly pro ,snazsi* nastaveni

— Déleni provozu do fetézcu INPUT, OUTPUT a
FORWARD a dale do tabulek



Paketovy filtr

« Pakety Ize nejen filtrovat, ale i modifikovat!

— tzn. prfepisovat IP adresy a Cisla portu v IP hlavikach
jednotlivych paketu

 Pomoci packet filteru Ize resit dostupnost sluzeb
za NATem

— napr. web server na adrese 192.168.0.1:80

— iptables -A PREROUTING -t nat -i eth1 -p tcp --dport 8080 -j DNAT --to 192.168.0.200:80
— iptables -A INPUT -p tcp -m state --state NEW --dport 8080 -i eth1 -j ACCEPT

— bude dostupny na IP adrese serveru na portu 8080



Paketovy filtr

* Nastaveni paketoveho filtru:
— Ve velkych sitich slozite
— | v malych sitich ,relativné” slozité ©

» Je potreba nastavit i prijem odpovednich
paketu a pfipadné otevrit dalsi potfebné
porty (typicky FTP a port 20)

« Z duvodu slozitosti nastaveni muze

vzniknout chyba — hrozba vniknuti do
vnitrni sité za firewallem



Stavovy filtr

* Funguje podobné jako paketovy, ale:

— udrzuje si informace o povoleném spojeni a toto
vyuzije pfi rozhodovani, zda propustit pakety (patfi k
povolenému spojeni? ano/ne)

— napf. povoleni FTP (pouze port 21, ale je potfeba i 20
— ten otevre stavovy filtr automaticky)

* VVyhody stavoveho filtru

— vysoka rychlost zpracovani paketu

— jednodus$Si konfigurace nez paketovy filtr

— slusna uroven zabezpeceni



TCP handshake

TCP STATES
for the 3-Way Handshake
Client Server
States States
LISTENING
[/ T,
SYN_SENT l SYN > :E’

SYM_RCVD | ——

< SYN ACK | free
ESTABLISHED ﬂlwm]l“

CLIENT [ ACK > ESTABLISHED |  LISTENING
SERVER




Aplikacni brana

Kompletni oddeleni siti, mezi kterymi jsou
umisteny

Pozadavky klientu zpracuje brana a
klientovi preda pouze vysledek

Musi umét zpracovat radu protokolu
Automaticky provadi NAT

Vysoka narocnost na pouzity HW
Vetsinou se uz tento pristup nepouziva



Aplikacni brana

Firesw all
¢ Wifeh Proxy Server
FTFP Proxy senrer . application
Layer

¢ Mall Proxy Server
Transpart
Layer
Metwork
Layer

. >
Clutside Internal

M etwark Metwark



PokrocCilé stavove filtry

* Funguji principielne stejne jako stavove filtry
« Navic umoznuji detailni analyzu prenasenych
dat a nasledné rozhodovani
— napr. spatné hlavicky emailu

— pokus o tunelovani jineho typu provozu na portu,
ktery je urCeny standardne napr. pro WWW

— heuristické analyzy s cilem identifikovat nebezpecCny
kod (funkcionalita podobna antiviru)
« Poskytuji vysokou uroven zabezpeceni, ale jsou
jiz velmi komplexni (napf. Kernun od spolecCnosti
TNS)



PokrocCilé stavove filtry

Website blocked by Trend Micro Worry-Free Business Security Services

Malicious website blocked
http://www_130hesshillrd.com/

Rating: Dangerous

What You Can Dao:

® Contact your administrator about security settings on your network
® Provide feedback to Trend Micro



| okalni firewall

* Firewall nainstalovany primo v pocitacCi uzivatele
nebo integrovany v OS

— Windows 2000 a vySssSi
— Iptables v Linuxu

* Vhodné v situacich, kdy se s pocCitacem budeme
pripojovat do ,neduvéryhodné” sité (zakaz vsech
prichozich spojeni)

« Existuje fada produktu tfetich stran (placené i
free)

— Comodo, Zone Alarm, ...



| okalni firewall ve Windows

 \Windows 2000 a XP

— Obsahuji integrovany firewall

— Umoznuje filtrovani/blokovani prichozich
spojeni
* i na urovni jednotlivych aplikaci/programu
— Neumoznuje filtrovani odchozich spojeni!!!
« komunikace infikovaného pocitace ve vnitrni siti

* Windows XP SP2 a vyssi

— Umoznuije filtrovani obou sméru



Lokalni firewall — Windows -

9 Windows Firewall with Advanced Security S E— e —

¢
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Windows Firewall with Advanc:
&3 Inbound Rules

EY Outbound Rules

E‘E Caonnection Security Rules
';.., Manitaring

1[I | 3

Windows Firewall with Advanced Security on Local Computer

ﬂ Wirdawes Firewall with Advanced Security praovides netwark zecurity for Windows computers.,

Overview

Domain Profile

@ windaws Firewal is on.

Q Inbound contections that do nat match a rule are blocked.

'l@' Outbound connections that do not match a rle are allowed.

Private Profile
@ Windaws Firewal is on.
Q Inbound connections that do not match a nule are blocked.

'@' Outbound connections that do not match a rle are allowed.

Public FProfile is Active
@ windaws Firewal is on.
@ Inbound connections that do not match a e are blocked.

'l@' Outbound connections that do not match a rle are allowed.

E] Wwiindowes Firewall Properties

»

m

Getting Started

Authenticate communications between computers

Create connection security rules to specify how and when connections between computers are authentic
protected by uzing Intemet Protocol zecurity IPsec).

B] Caonnection Security Bules

Yiew and create firewall rules

Create firewall rules ta allaw or black connections to specified programs or parts, You can alzo allow a co
it iz authentizated, or if it comes from an authaorized user, group, or computer. By default, inbound connec
blocked unless they match a rule that allows them, and outbound connections are allowed unlzss they m
blacks thenn.

Actions

Windows Firewall with Advanced Security on Local... &

=
&

B @ B

Impart Palicy...
Export Palicy...
Restare Default Policy
Diagnose / Repair
View

Refresh

Properties

Help




Lokalni firewall — Windows 7

Inbound Rules
Marme Group Prafile Enabled Action Override Pragram Local Address Remate Adedress Pratocol Local Port Remat
@IASUS Device Discavery Application Pulblic Yes Allow Ma Chprogr..  Any Any upp Any Any
@ASUS Device Discavery Application Public Yes Allow Ma Chprogr..  Any Any TCP Any Any
@avgam.e}m Public Yes Allow Ma ChPragr..  Any Any Any Any Any
@avg(liagexeme Public Yes Allow Ma ChPragr..  Any Any Any Any Any
@lavgemc.e:-oe Public Yes Allow Ma ChPragr..  Any Any Any Any Any
@avgnsa.eme Public Yes Allow Ma Ch\Progr..  Any Any Any Any Any
@avgup(l.m& Public Yes Allow Ma CihProgr.  Any Any Any Any Any
- B B . Chprogr..  An An TCP An An
Allow programs to communicate through Windows Firewall Progte o y ’ ’
Chpragr..  Any Any upp Any Any
To add, change, or remove allowed programs and ports, click Change settings. Clwinda...  Any Any Tcp Any Any
Chwinda...  Any Any uop Any Any
What are the risks of allowing a program to communicate? [ '@'Chﬂnge settings Chpragr..  Any Any UDP Any Any
Chprogr..  Any Any TCP Any Any
. Chprogr..  Any Any TCP Any Any
Allowed programs and features: Chprogr..  Any Any UDP Any Any
. . Chprogr..  Any Any TCP Any Any
-
Mame Home \Work (Private)  Public = Ciprogr.. Any Any UDP Any Any
ASUS Device Discovery Application Ciprogr..  Any Any LDP Any Any
Chprogr..  Any Any TCP Any Any
a""’gan-l'EXE D s Mowar Forar TrD Mo Forar
¥l avgdiagex.exe O
AVEMC. EXE O
¥l avgnsa.exe O
¥l avgupd.exe O
[JBranchCache - Content Retrieval (Uses HTTP) [l O
[ BranchCache - Hosted Cache Client (Uses HTTPS) [l [
[ BranchCache - Hosted Cache Server (Uses HTTPS) ] |
O BranchCache - Peer Discovery (Uses WSDY) [l O
Wl Client to make VolP calls, O
[] Connect to a Metwork Projector [ [
Details... Remove

Allow another program...



IDS

Aktivni monitorovani site a report podezrelé komunikace,
udalosti nebo poruseni bezpecnostni politiky

— Aktivni reakce na vzniklou udalost (napfr. aktivni rekonfigurace
firewallu)

— Akce k pfedchazeni bezpecnostnich incidentd — intrusion
prevention

Typy IDS:

— Network-based — uroven pocitaCove site
* Monitorovani pfipojenych sitovych zafizeni
— Host-based — urovén koncoveého zarizeni (PC)
* Analyza systémovych volani, aplikacnich logu, modifikaci file-
systemu, apod.

Priklad konkrétniho network-based IDS — SNORT



IDS — Snort

[ snort

= (C: O localhost:

Snort

Snort Events Over Time
8,000

6,000
4,000

2,000

4:00 AM 6:00 AM 8:00 AM

snort.sig_msg
ET TROJAN MS Terminal Server User A Login, possible Morto inbound
ET TROJAN UPX compressed file download possible malware
ET TROJAN Suspicious User-Agent (C slash)
ET TROJAN ZeroAccess Cutbound udp traffic detected
ET TROJAN Downloader User-Agent HTTPGET
ETPRO TROJAN Suspicious User-Agent (dnf)
ET TROJAN Trojan.Win32.Jorik. Totem.vg HTTP request
ET TROJAN Suspicious User-Agent (MSIE)
ET TROJAN IRC Nick change on non-standard port
ET TROJAN Potential DNS Command and Control via TXT queries
ET TROJAN Generic - BChar.JAR Naming Algorithm
ET TROJAN Suspicious User-Agent (Presto)
ET TROJAN Clickfraud List Delivered To Client
ETPRO TROJAN Simda.C Checkin
ET TROJAN Java Archive sent when remote host claims to send an image
ET TROJAN Karagany/Kazy Obfuscated Payload Download
ET TROJAN Medfos/Midhos Checkin
LOCAL TROJAN short exe name

ETPBRN TR IAN RPamia Wint?(\Minuahear Inctall 3

M Other
M Scan
Trojan

10:00 AM 12:00 PM 2:00 PM 4:00 PM

Aug 141 2012

26680

859
497

195
170
128
116
114

95

63

31

24

15
"



IDS — detekcni techniky

* Detekce anomalii
— Definice ,normalniho” provozu v siti

— Report v okamziku, kdy dojde k odchylce od
normalniho provozu — napf. skenovani portu
serveru

* Detekce na zaklade singatur
— Znamy utok ma urcitou ,signaturu“ — prubéh

— Na zakladeé detekce ,prubéhu” Ize odhalit
pocCatek utoku



dp:counthour

IDS — Detekce anomalii

300808

25080

2088

1588

1888

584

psad iptables log wvisualization: timestamp dp:icounthour

(tinestanp,dp} ——

83/84

83511

tine

a3/18

a3/25




IDS — Detekce signatur

e alert any any -> 192.168.1.0/24 any (flags: SF; msg:
"Possible SYN FIN scan";)

e alert tcp any any -> 147.251.4.33 666
(content:"/etc/passwd”; msg: "Attempted password
access";)

o alert tcp $EXTERNAL_NET $HTTP_PORTS -> $HOME_NET
any (msg:"”ActiveX Exploit Signature Sample”;
flow:to_client,established; content:"clsid:A105BD70-BF56-
4D10-BC91-41C88321F47C";
nocase; content:”.Import("; nocase;
Offset:0;pcre:”/<OBJECT\s+[ " >]*classid\s*=\s*[\x22\x27
]1?\s*clsid\s*\x3a\s*\x7B?\s*A105BD70-BF56-4D10-BC91-
41C88321F47C/si”; reference:url,www.exploit-
db.com/exploits/11204; rev:1;)



DMZ

Demilitarizovana zona J

Bouter Internet

Umisténi serveru, které ma|
byt pristupné jak z vnitrni, t
vnéjsi sité

Ll

DIz

Uroveri pristupu je rizna (z
vnitfni sité typicky vétsi)

Vnitrni sit nema byt pfistupi~
vnéjsi sité

Vtfnd LAR



VPN, IPSec

« Ochrana vnitrni sité tim, ze pfistup je povolen
pouze z internich IP adres
« Jak resit v pripade, ze je koncove zarizeni mimo
tento rozsah”?
« Zabezpeceny Sifrovany tunel na firemni VPN
server
— Prfenasena data jsou Sifrovana az na uroven vnitrni
sité
— |P adresa klienta je z rozsahu vnitrni sité — tzn. mame
pristup k (jinak z venku nedostupne) vnitrni siti



Home
Users @

Conference

Centera @D

Hotels 6

Mobile
Users

VPN, IPSec
Kiosks 6@ -
vensrver |

Corporate
Network




VPN, IPSec

=" QpenVPN Connection (muni) E|@|E|

Current State: Connecting

Tue Sep 04 13:45:04 2012 OpenPN 2.2.2 Win32-M5VC++ [55L] [L202] [PERCS11] built on Dec 15 2011

Open¥PN - User Authentication

Usermarne: juco

Passwaord: Imxm’1

k. I Cancel

Digconnect R econnect Hide |

-!a-'" muni is now connected. | ¥
Assigned IP: 147.251,55,235




Diky za pozornost!



