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Formulace zadani === INveaTecH

e Zakaznik pozaduje reseni pro monitorovani a analyzu
provozu datove site
o Méreni provozu v prostredi multi-10Gbps infrastruktury

o Historie 1 rok zpétné s moznosti data analyzovat az na Uroven
jednotlivych spojeni

a Reportovani a prehled dle segmentd, IP, portU, protokolu, atd.

0 Automatickd analyza v realném case a identifikace utokad,
malware, potencidlnich uniku dat

o |dentifikace nezadoucich aplikaci a to i Sifrovanych
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Monitoring sité - moznosti === INvVeaTecH

* SNMP

0 pouze na urovni zakladnich ¢itacu, chybi detailni informace
* Monitoring toku

o detailni prehled o déni v siti

* Paketova analyza

o velmi detailni, ale ¢asové velmi narocna

{ SNMP ]--I- Flowmonitﬂring] ~— Pahetovéanaly’!za]

- Kolik paketu, kolik dat - Kdo, s kym, co, jak dlouho - Detailni analyza

- Z&kladni troubleshooting - Efektivni feseni problémd - Casové velmi narotna
- Optimalizace sité - Na konkrétnim misté
- Sledovani trendd, SLA -\ konkrétnim case
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iINveaTtTecH

CPU Utilzation
Free MegaBytes of Memory
Interface Utilization

Input / Output

Errors

Discards

Battery Capacity
Battery Status

Time Remaining
Battery Replacement
Qutput Load

Output Status
Output Voltage
Output Frequency

Busy

Standby

Low Paper / Low Toner
No Paper / Paper Jam
Moving Off Line
Moving On Line
Unavailable

Red Hat

Processor
Memory

Disk Space
Logical Disk
Virtual Memory
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Flow Monitoring == InveaTecH

* Meéreni na zaklade IP tokU

* Analyzuji se pouze hlavicky paketl, obsah paketd neni
monitorovan ani uchovavan

 Moderni metoda monitorovani siti, Cisco standard v5/v9
 Redukce dat cca 500:1

drojovy a cilovy port ....... (139, 40063)

drojova a cilova IP (10.0.0.1, 10.0.0.3)
L4 protokol ........ccccovveeiieiiiieins (TCP)

Pocet paketd, bajtl .............. (9, 75324)
Zacatek a délka toku .. (17:34:21, 298s)
VLAN ID Lo (161)
TCPAflagy ..coooeeeeeeievieinn, (Syn, Ack)
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Packet Analysis == INnveaTecH

e Zachyceni provozu v plném rozsahu, vC. obsahu
e Extrémni pozadavky na vykon a diskovou kapacitu
* Nastroje

[] DNS--packet-capture.00000.cap [Wireshark 1.8.6 {S¥N Rey 48142 from /trunk-1.8)] ;|g|1|
File Edit Wiew Go Capture Analyze 3tatistics Telephony Tools Internals Help
o tcpdump oW e EEX2AAa¢s»aTFi(EEaraaD| #®mx%| 8
. FiIter:I j Expression... Clear  Apply  Save
o Wireshark

a ..

g

2 0.020749 8.8.8.8 62.245.66. 238 DhS 87 Standard query response Ox0003 A 147.251.5.2

| | i
Frame 1: 71 bytes on wire (568 bits), 71 bytes captured (568 bits)

Ethernet II, Src: ZyxelCom_bc:c0:94 (h0:bZ:dc:bc:c0:94), Dst: Cadant_d4f:02:cc (00:01:5c:4f:02:cc)

Internet Protocol wersion 4, Src: 62.245.66.238 (62.245.66.238), Dst: 8.8.8.8 (58.8.8.8)

User Datagram Protocol, src Port: insitu-conf (14900, Dst pPort: domain (53D

Domain Name System {query)

0000 00 01 5c 4F 02 cc b0 bz dc bc <0 B4 08 00 45 00 e E. a
0010 00 39 ca 02 00 00 FF 11 df be 3e £5 42 ee 0B 08 = P - =
0020 08 08 05 d2 00 35 00 25 a3 5F 00 03 01 00 00 0L ..... T S
0030 00 00 00 00 00 00 O3 F7 F¥ 7 04 6d F5 Ge 69 02 ....... woww. mund.
0040 63 Fa 00 00 01 00 01 CZoaa.. LI

O |."j|FiIe: "3:\prezentace_PY0SS\DNS--packet-capkur ... |Packets:... |Pr0FiIe: Default
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Moderni hrozby == INveaTeCH

APT (Advanced Persitent Threats)
e Zero-day utoky a polymorfni malware
e Postranni komunikacni kanaly

e Spolecné rysy
a Casto &ité na miru cilovému prostfedi
a Neexistuji signatury nebo nejsou dostupné vcas
a Neviditelné pro bézné bezpecnostni nastroje

-~
eurostat

mncwsrelease
— IT Security & Network Security News

21/2011 - 7 February 2011

Japan's Largest Defense Contractor Hit by Cyber-

8 February 2011: Safer Internet Day Attackers

Nearly one third of internet users in the EU27 [@vinkedin | [ Twiter - 5  [EHFacebook| 3 [+7 | 0 3 share
caught a computer virus By: Fahmida Y. Rashid

84% of internet users use IT security software for protection Article Rating: Lrirtetety / 0
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Mereni provozu == INnveaTecH

e Jak technicky provoz sledovat

o Inline
o SPAN/mirror
o TAP
Switch Router Router
S S
o R i T ) | |
AN o (i

Mirror port

3.4.2013 FlowMon © INVEA-TECH 2013 8/26



Ukladani provozu === INnveaTecH

* SNMP

o Nevyhovuje, pouze objemy, nepouzitelné

1Gbps linka Paketova analyza Flow monitoring

vytizena na 10%

Diskova kapacita na 1 den Cca 1TB Cca 2 GB
provozu
Propustnost méfriciho Stejna jako méreny provoz Stejna jako méreny
systému provoz, ale zpracuiji se jen
hlavicky
Propustnost ulozisté a 100Mbps, stejna jako cca 200kbps
analytického systému méreny provoz
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Splnéni pozadavku == INVeaTeCH

’

Provozni i bezpecnostni vyuziti
e Struktura a charakter provozu

* |dentifikace provoznich problému a jejich pfricin

e QOdhalovani infikovanych stanic, utokt a pokrocilych hrozeb
* Odhalovani nezadoucich aplikaci -y —p———

Start Time - first seen  Duration Protocol AnyPort  Flows  InputPackets Input Bytes
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Struktura a charakter provozu

=== INveaTecH

* 10% uzivatell typicky vygeneruje 90% provozu — kteri to jsou?

* Jak jsou vyuzivany sluzby a proc byla véera sit tak pomala?

Barva

Pogateéni £as

22.5.2012 7:00:12
22.5.2012 6:58:09
22.5.2012 7:38:38
22.5.2012 8:04:44
22.5.2012 6:59:42
22.5.2012 9:31:02
22.5.2012 7:00:10
22.5.2012 6:58:09
22.5.2012 8:07:41
22.5.2012 7:00:24

Trvani
52,476
52,607
49,954
48,580
52,518
41,617
52,486
52,606
48,403
52,445

Protokol
viechny
viechny
viechny
viechny
viechny
viechny
viechny
viechny
viechny

viechny

Statistika
192.168.3.254
192.168.17.5
192.168.27.254
192.168.15.254
192.168.6.255
192.168.27.151
192.168.17.212
192.168.17.211
192.168.15.111
255.255.255.255

Toky
93.89 K (22.9%
56.03 K (13.7%
51.5 K (12.6%
40.29 K (9.8%
30.75 K (7.5%
30.24 K (7.4%
27.94 K (6.8%
27.82 K (6.8%
21.64 K (5.3%

18.55 K (4.5%

)
)
)
)
)
)
)
)
)
)

O Analyzovany provoz

Nastavit
Profil: | user Usek: | Vlastni E 0d: |28.06.201207:45 Do: |05.07.2012 17:35 intenval
21.6. 24.6. 27.6. 30.6. 3.7. 6.7. 9.7. 12.7. 15.7.
100 K
I Toky
50K
0 L
100 K
Pakety
80K B
v 60K B
= Provoz
Z
2 40k R
- rarafy)
0 i 1 1 ! i |
Cer29 Cer 30 Cec1 Cec2 Cec3 Cecd Cecs
VSE) TCP UDP ICMP Ostatni

1. Prozvoleny tsek nejsou dostupné podrobné statistiky - zobrazuji nepiesna

Casovy interval 05.07.2012 17:30 - 05.07.2012 17:35 RRD data.
Toky Pakety Provoz
Primérna
Zdroj Prensseno rychlost Peneseno Prim&rna rychlost PFensseno Prim&rna rychlost
http 9.0k tokil 29.9 toki/s i:i:l:: 1.9 k paketil/s 516.2 MB 13.8 Mb/s
e m S N
"l nttps 1.7k tokd 5.6toki/s  27.8 k paketd 92.7 paketi/s 15.5 MB 212.0kb/s
11.0 tokd 0.0tokl/s  570.0 paketd 1.9 paketd/s 425.4 KB 11.3 kb/s
287.0 toki 1.0tokli/s 2.4k paketd 8.0 paketd/s 305.4 kB 8.1kb/s
10.9 k tokd 36.4 tokii/s 596.1 k pakstil 2.0 k paketl/s 532.4 Mb 14.2 Mb/s

3.4.2013
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Provozni problémy a pri

Ci ny —== INVeaTeCH

* Chybné konfigurace a vypadky sluzeb

Event details

Ik

Type: Service not available {(SRVYMNA)
Timestamp: 2013-02-26 10:11:47
Event source: B 10.1.0.6
Event source host NFAA
name:
MetFlow source: localhost
Probability: 100 2o
False positive: No
Detail: Unavailable services {(TCP: 3128, squid). Unsuccessful traffic
- clients: 23, rejected connections: 1, connections without response: 110.
Successful traffic - clients: 85, connections: 2354.

Targets (23 Comments {0 Event cate : e
( ) g Event details

Cpi0.1.0.80 [Ipio.1.0.93 CIp10.1.1.5 3 1d Type: Service not available (SRVYMNA)
Cpi0.1.1.142 [Elpini.z.85 Clpin.i.2.105 g id Tmestamp: 2012-08-31 06:54:48
Op10.1.5.81 [p10.1.5.101 [pi10.1.5.102 [Jpig C¥eNtsource: 10.66.1.21

O 10.1.5.130 [y 10.1.12.130 [p10.1.13.66 [ 10 E:iggioggﬁf_ci;?slégjmg'st[\]'m

O i0.2.1.74 I i0.5.1.70 D 10.5.4.85 0N 10 propability: 100 %

Cpin5372 Clpin511.66 [l 10.5.20.66 False positive: No

Detail: Unavailable services (TCP: B888). Unsuccessful traffic - clients: 3,
rejected connections: 26, connections without response: 20, Successful
traffic - clients: 0, connections: 0.

G e Comments (0) Event categories (0)

10.65.5.117  10.66.2.36 10.66.2.47

Ik
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Neznamy malware === INVeaTecH

cmd'cmd.exe

Connection—specific DNS Suffix FpE———
A Rhine 11 Fast Ethernet Adapter

eSCE = Ul
i & e @0-BA-E4-A2-BF-4B

Dhcp Enabled. . . . o Yes
Autoconfiguration Ei Yes

g 16.8.1.54

255.255.255.8
.8.1.1
CP Ser &3 &35 .11

News and reviews about gadgets, gear, apps and the web HET

5
: Friday, May 18, 2012 9:55:22 AM
: Saturday, May 19, 2012 9:55:22 AM

Home Gadgats Apps & Web MNews Reviows & Features Companias c:end>

SECURITY
DNSChanger: FBI Warns Infected 7 x
Computers Will Lose Web, Fesma =0t o —

Latest Headlines | | Kontrola malware DN... DNSChanger-Check - ... @ Qualys BrowserCheck

Acce S S i n J 1-11 y DNS Changer Check-Up i

By MATT PECKHAM @mattpeckham = April 23, 2012 E

DrEChangeris a trojan thatwill change the infected system's Domain Marm
traffic to unsolicited, and potentially illegal sites.

The trojan is usually a small file (about 1.4 kilobytes) that is designed to char
custom IP address. This IP address is usually encrypted in the hady of a trojs DNS Resolution = RED
computerwill contactthe newly assigned DMNS semver to resolve names of dit Your computer is:using the DN'S Changer nameservers andl is

therefore probably infected.
It is extremely difficult to remove this particular malware from your system but we may be

able to help. For suggestions on how to fix this problem please visit http/fwww. dewg.org
i,
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Neznamy malware

=== INveaTecH

Top 10 by priority

# Priority Event type
1 HIGH DNSANOMALY 10.0.1.54 213.109.64.1
2 MEDIUM HIGHTRANSF 10.0.1.54 204,160,120.126
3 LOW DIVCOM 10.0.1.54

Source Target

Aggregated view m By hosts

Event type
1 10.0.1.54 | DNSANOMALY ' Use of unauthorized DNS server (connections: 93)

# Source Detail

213.109.64.1

+
General event oriorities j'
Event details
Type: DNS Anomaly (DNSANOMALY)
Timestamp: 2012-05-18 13:29:04 IAY AN
Event source: 10.0.1.54
{
Event source host name: N/A . e
NetFlow source: localhost
Probability: 100 %
False positive: No
Detail: Use of unauthorized DNS server (connections: 93)
POLAND
106 N
100 3 AT KAZAKHSTAN
80
60
ITALY' KYRGYZSTAN
40 S 1 RKMENISTAN
it g s 8 6 AFGHANISTAN
0 4 IRAN
53 508z 10235 1514, 2027 25209 J02zg9 B,
LIBYA 3Yl
EGHET SAUDI ARABIA INDIA
# Source Destination IP Start Duration Pro
1 10.0.1.54 213.109.64.1  2012-05-18 13:29:04,362 0 uol*—'looggfg .
r————— mi
2 213,109.64.1 10.0.1.54 2012-05-18 13:29:04,558 0 UDlDaE ©2010 NAVEEDAN e
3 10.0.1.54 213.,109.64.1 2012-05-18 13:29:06,432 0 UupP 57612 53 59 F 153 eRn ]
4 10.0.1.54 213.,109.64.1 2012-05-18 13:29:06.506 0 UDP 37463 53 54 1 ]
5 213,109.64.1 10.0.1,54 2012-05-18 13:29:06.546 0 upp 53 57612 126 1 0

Timestamp
2012-05-18 13:29:04 | localhost

213.109.64.1 " |

MONGOLIA

CHINA

Net flow sourc

Russian Federation i

213109.64.1

RUSSIA

JAPAN

©2012 Yahoo! Inc,

3.4.2013
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=== INveaTecH

% previous | next »

Worm spreads via Windows Remote Desktop

Anti-virus software wendor F-Secure is warning of a piece of malware by the
name of kMorto, which spreads using Windows' Remote Desktop Server
(ROP server). It does not exploit 2 Windows security wulnerability, instead, it
scans IP address ranges for RDP port 33839 and then tries to log in as an
administrator to any computers which respond using a list of common
passwords.

Event details

[

Type: RDP Dictionary Attacks {RDPDICT)
Timestamp: 2013-01-25 10:48:10
Event source: Bl 202.105.183.89
Event source host N/ A
name:
MetFlow source: localhost
Probahbility: 100 %o
False positive: Mo
Detail: Continuation of attack, total count of targets: 1, current

maximal transfer: 4.32 KiB, current count of attempts: 17. Part
of distributed attack.

G EERE Comments (0) Ewvent categories (0)

B S 224,178

3.4.2013 FlowMon © INVEA-TECH 2013 15/26



=== INveaTecH

Malware from Peru Reportedly was sending AutoCAD Drawings
to China

by SUMITHBABRU [OMLIME] or JUME 26, 2012

AutoCAD Malware

Source

10.1.1.84
10.1.1.84
10.1.1.24
10.1.1.84

#
1
2
2
4
5

Ewent type
UPLOAD
UPL2AD
UPLOAD
UPL2AD

Uploaded:
Uploaded:
Uplaaded:
Uploaded:

ploaded:

Event details

[

Type: Behavior Profiling - Country reputation (PRFCOUNTRY)

Timestamp: 2013-01-25 14:43:23
Event source: B1192.168.3.149
Event source host MNAA
narme:
MetFlow source: ENC -
Probability: 100 %o
False positive: No

Detail: Unusual communication to the country Israel {device: upload:
1.01 MiB, download: 390.99 KiB, upload/download ratio: 2.63; network average:
upload: 137.72 KiB, download: 263.57 KiB, upload/download ratio: 0.52).

G AN G Comments {0) Ewvent categories (0)

YT . 77,195

Detail Timestanp Net Aow source

358,83 MiB, downloaded: 0.57 MiB, paorts: 80 2012-05-10 11:43:34  localhost
243,48 Mib, downloaded: 4,07 MIiB, ports: 80 2012-05-10 11:37:19 localhost
199,97 Mik, downloaded: 4.49 MIB, ports: 50 2012-05-10 11:33:47  localhost
232,02 Mik, downloaded: 4,38 MIB, ports: 80 2012-05-10 11:28:32  localhost

ownloaded: 3. iB, ports: ' 2012-05-10 11:24:10  localhos

Targets
98,136,145,156 [rS.pcpi.vip.acd.vahoo.net)
98,136,145,156 (+5. vcpi.vip.acd. vahoo,net)

98,13« . )
United States B9
98,136, 190, Lao Ln.:.~,-n.|_u.l.'ip.ac4.~,'ahon.net:|

vip.acd.yahoo.net)

r3. yepivipoacd.yahoo ne

3.4.2013
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Nezadouci aplikace === INvVeaTecH

* The Onion Router
o Klient pro rtzné OS
o Nevyzaduje zvlastni schopnosti
o Neni mozné detekovat analyzou obsahu
o Vhodné pro obchazeni politik a omezeni

r ISP Q webpage
Event details i = 95 .
Type: The Onion Router (TOR) P S Q
Timestamp: 2012-05-09 13:06:59 ju) & T Q=
Event source: 10.0.1.25 NG
Event source host name: NfA Q Q Q
NetFlow source: localhost - -

Probability: 75 %
False positive: No
Detail: Tor communication, unique onion routers: 51

Net
g Source 'im'::t Detail Timestamp flow Targets
¥P source
1 10.0.1.35 roR Tor communication, 2012-05-09 |ocalhost 3..31.74.162, 38.220.70.61, 46.165.196.73, 46.166.147.126, 50.7.240.10, 50.115.125.54,
B unigue onlon routers: 51 13:06:59 62.75.186.116, 62.220.136.253, 70.33.208.83, 74.125.232.246, , ...
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Podpora konceptu BYOD === INVeaTecH

* Monitorovani aktivnich zarizeni v siti
e Sledovani prirazeni IP adresa — MAC adresa
* |dentifikace vyrobce zarizeni

== INnvea Flowdon Monitoring Center ™ . en  ? | admin | X
[’?I Dashboard Active devices
£ Profiles Device: 192.1658.3.192/26 Limit to: | 5000 j ¥ Merge flows with gap <15 | minutes
g{p Analysis Segment: Custom j From: |14.03.201312:.08 To: [14.03.201312:20
Sources: 1 of 1 selected ® WLAN: 3
1% Reports
Aggregate: M IP address ¥ MAC address " Show routers
XL Alerts
- CETEN | =i Exportto CSY
== Activeldevices
First Seen Last Seen IP address MAC address VLAN  Source
14,3.2013 12:05:00 14,3.201312:13:591 192.168.3.200  “idware, Inc, 00:0c:29:18:e3:1c 3 p 3000
14,3.2013 12:05:00 14,3.2013 12:113:02 192.168.3.203  Intel Corporation 00:1e:67:19:24:d8 3 p3000
14.3.2013 12:05:00 14.3.2013 12:13:50 192.168.3.199%  2pple Inc. 00:23:32:91:ch:15 3 p3000
14.3.2013 12:05:00 14.3.2013 12:13:27 192.168.3.196  Intel Corporation 00:26:c6:38:da:66 3 p3000
14,3.2013 12:05:00 14,3.2013 12:09:52 192.168.3.201  witrasztar Technology Oc:4c:39:0c:31:90 3 p3000
14,3.2013 12:05:00 14,3.2013 12:13:26 192.168.3.19F HTC Corporation 7c:61:93:f1:88:49 3 p 3000
14,3.2013 12:05:00 14,3.2013 12:07:29 192.168.3.207  Cellinc. d4:ae:52:cH:d8:d7 3 p 3000
Unique IPv4: 7 Unique MAC: 7 Total: 7
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Architektura reseni == INveaTecH

* Pasivni FlowMon sondy
o zdroj sitovych statistik (NetFlow dat)

* Kolektory NetFlow dat ) vmware
a vizualizace a vyhodnoceni sitovych statistik

* FlowMon ADS

o detekce bezpecnostnich udalosti a anomalii

1. i Enbr?zeni provozu 1
o | Analyzy sité

MetFlow ’ -
T export & Detekce anomalii g
" Bezpefnost sité
— " “
— =] - oM Re&eni problémdi ADS
owivion - Optimalizace sité
kolektor \. '

LAMN/WAN s FlowMon sondami "j,- > Upozorméni, reporty Flowhton Al

a dalSimi MetFlow zdroji g Uctovani, Fakturace
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FlowMon sondy == INveaTeCH

* Vykonné autonomni NetFlow sondy - zdroj zdznamu o IP tocich
ve formatu NetFlow v5/v9/IPFIX

* Mobilni, L2/L3 neviditelna zafizeni — transparentni pro
monitorovanou sit, pouzitelna v libovolném bodé sité

e Vzdalena konfigurace pres intuitivni webové rozhrani
 Podpora 10/100/1000 Ethernetu, 10 GE, IPv4, IPv6, VLAN, MPLS

Vestaveny kolektor pro okamzité ulozeni a analyzu dat
Hi Web GUI

NetFlow 3|
export \Hi Web GUI
W U - vizualizace NGIHDWC - vizualizace
— SISy - analyza export - analyza
S =i = .
= = i - reporting

iy = .
b - - reporting
FlowMon FlowMon ‘

sonda RoleRtor sonda

#
W
7

i
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FlowMon kolektory === INveaTecH

* Dlouhodobé ulozZeni sitovych statistik z nékolika zdroju

» Kolektorova aplikace pro analyzu NetFlow/IPFIX/sFlow
statistik — FlowMon Monitorovaci Centrum
o vzdy v cené zarizeni
e Zobrazeni a analyzy sitového provozu
* Profesionalni reseni pro vetsi sité
a RAID, redundantni napajeni, ulozna kapacita 1 TB— 100 TB
a dohled nad siti z centralniho bodu v siti
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FlowMon ADS == |INnveaTecH

 Redeni pro automatickou analyzu provozu datové sité

* Urceno k detekci provoznich a bezpecnostnich problémi
a podezrelych aktivit

&IOS

Traffic by flows

Flows,

High priority
Médiumn prianty

Low priority
B Legitinm st traffic

Mar & 10100 12100 14100 16100 12100 20100 22100 0:00 2100 4100 Mar 7 2013

Trafiic statistics (2013-03-06 23:40 - 2013-03-07 00:10)

v Priority. Flows Average flows Bytes Average bytes Packets Average packets
¥ Wl High priority 2.0 flows 0.3 flows 692.0 B 115.3 B 12.0 packets 2.0 packsts
~ Medium priority 0.0 flows 0.0 flows 0,08 0.08 0.0 packsts 0.0 packsts
~ Low priority 1.6 k flows 262.0 flows £.8 GiE 11 Gie 9.2 M packets 1.5 M packets
¥ W Legitimate traffic 16.3 k flows 2.7 k flows 294.1 MiB 43.0 MiB 4283 k packets 73.0 k packets

Top 10 events by priority (2013-03-06 23:40 - 2013-03-07 00: 10)

# Priority Event type Source Target
1 VERY HIGH SSHDICT i 55.112.114.177 D1 192.162.3.110, ...
2z VERY HIGH SSHDICT e 85.112,114.177 O 192.162.2.110,
2 VERY HIGH SSHBICT o 55.112,114,177 O 192.168.3.110,
+ HIGH OUTSRAM DO 192.168.3.110 o 212.96.160.170
s HIGH QuTEPAM DO 172.168.3.169 I 212,96,160,170
5 HIGH oUTSPAM O 192,168.3.110 o 212,96,160,170
7 HIGH ouTSRAM O 192.168.3.169 o 212.96.160.170
= Low MULTICAST 7 fag0rial3%:5cfaiachRizzty 5.
. Low MULTICAST > fes0iildesierebifadzifosy
10 Low MULTICAST ? feB0:ib102ie114:28d2 D
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Typické nasazeni — enterprise == INnveaTecH

* Sondy v jednotlivych lokalitach, centralni kolektory
 Monitorovani provozu

o Klienti — servery
o Klienti — WAN
o Servery — WAN INIERNEN

e \ystupy

o Webové rozhrani
o E-mailové alerty
o SIEM (syslog)
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Typické nasazeni — ISP == InveaTecH

* Sondy na jednotlivych up-linkach — NIX, zahranicni tranzit

 Monitorovani provozu
o VSechny IP obsluhované danym ISP

Transit, Transit,
peering peering

FlowMon Collector
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FlowMon shrnuti === INveaTecH

Srovnani s tradiénim pristupem

Tradicni metody a
pristupy

Misto instalace Perimetr LAN, datové centrum,
perimetr
Metoda detekce Analyza L7, na zdkladé  Analyza L3/L4, statistika,
signatur chovani
Druh hrozeb Znamé hrozby Znamé L3/L4 a neznamé
hrozby
Rozsah Bezpecnostni hrozby Bezpecnostni, provozni

a vykonnostni problémy

e Cilem resen FlowMon je doplnit a rozsifit schopnosti tradicnich
nastroju pro ochranu sité a detekci anomalii!
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INVEA-TECH == |INnveaTeCcH

 Ceska spoleénost, univerzitni spin-off, spoluprace CESNET
a univerzity, projekty EU
e Zalozena 2007
* Oblasti pusobeni:
o Flow Monitoring
o Network Behavior Analysis

 Pres 200 instalaci reseni FlowMon na ceském trhu

* \lybrané reference:
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IKONICA MINOLTA
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