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1. Taxonomie slabin a utoku



Jak to vlastn¢ je

" \Voice/VoIP systéemy jsou zranitelné:

" platformy, site, protokoly, aplikace — vSe je zranitelné

® k dispozici je mnozstvi nastroju

® vyrobci posiluji bezpeénost svych produktu

" ale behem jejich vyvoje bezpecnost neni hlavni kritérium

® Nastésti to neni tak stradné, protoze
" |P telefonie je pfevazné pouzivana uvnitf kampusu
" omezene stimuly pro utoky
" Pristup do verejnych siti je stale zalozen na tradiCnich truncich
® Hlavni zdroj utoku jsou aplikace

" SIP trunking a UC mohou hrozby navysovat (TDoS,
harrasment, vishing...)



Kategorie utoku

(https://gforge.inria.fr/docman/view.php/1766/6771/d1.1-full.pdf)

@® Confidentiality ® Integrity O Availability @ Protocol ® Implementation @ Configuration



Slabiny mérene podle odliSnych
metodik

@ Denial of Service @ Remote control of device ® GSocial threats (1) ® Eavesdropping, hijacki
pRing, hijacking (2]
® ﬁackt?e il @ Accessto data Denial of Service [3) @ Service Abuse [4)
CRESINDRNERD @ Fhysical Access (5) @ Interruption of Services [6)
Taxonomie zdroje z predchoziho slajdu Taxonomie VoIPSA



Jaké porty muzeme skenovat?

SIP pouziva UDP/TCP ports 5060 and 5061

H.323 devices use multiple ports, including TCP 1720, UDP 1719
- H.245 — dynamicka TCP

-H.225.0-Q.931 - Call Setup — TCP 1720 a RAS—UDP 1719

- Audio Call Control = TCP 1731

- RTCP — a RTP dynamické UDP

SCCP telefony (Cisco) pouzivaji porty UDP/TCP 2000-2001

Unistim (Nortel) pouzivaji UDP/TCP 5000

MGCP zarizeni pouzivaji UDP 2427



Flooding (zaplava, zahlceni)

= Slaba mista
- redukovany hardware
- neautentizované a neautorizované funkce

= Utok
- zaplava pakety (SIP INVITE, OPTIONS...)
- faleSné pakety RTP
- zaplava béznych pakett (TCP SYN, ICMP...)
= Uginek
- degradace QoS
- vypadek zarizeni
= Nastroje
- Scapy, InviteFlood, IAXFlood, UDPFlood, RTPFlood, Sivus
= Opatreni

- ochrana zafrizeni jadra sité pred externimi utoky
- omezeni provozu VoIP ve vybranych mistech site



Flood Amplification (zesileni zaplavy)

» Slaba mista
- protokoly poskytujici funkCnost bez autentizace
- protokoly bez navazovani spojeni (UDP)

= Utok
- pouziti zdrojoveé adresy paketu obéti
- vramci dané funkCnosti poskytovani vice dat nez je tfeba
= Uginek
- zesilovani zaplav
» Nastroje
- Scapy, NetSamhain, Nemesis
= Opatreni

- pouziti spojové orientovanych prenosu
- autentizace zprav
- omezeni provozu VoIP ve vybranych mistech site



Fuzzing
(z Fuzz — US , polda, chlupaty)

» Slaba mista
- nezralé Ci slabé implementace protokoloveho zasobniku

= Utok
- posilani znetvorenych zprav na vstup zarizeni
= Uginek
- vypadek koncovych zarizeni, nekdy i jadra site
- efektivni metoda pro identifikaci softwarovych chyb
= Nastroje
- Sulley Fuzzer, ohrwurm (RTP)
- PROTOS Suite (SIP, HTTP, SNMP)
- NastySIP, Protos suite, Asteroid, Fuzzy Packet...
= Opatreni

- pouzivat odolna a otestovana zarizeni

Termin byl poprve pouzit v roce1988 prof. Millerem z University of Wisconsin
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Call Teardown
(nasiln¢€ preruSeni spojeni)

= Slaba mista
- vétSina realizaci protokolu pouziva nesifrované prenosy
- pakety jsou nesifrované
- lze monitorovat signalizacni kanaly

= Utok
- vkladani zprav pro rozpojeni: BYE (SIP), HANGUP (IAX)
= Uginek
- rozpojeni
= Nastroje
- SIP: Teardown, sip-kill, sip-proxykill
- IAX: IAXHangup
= Opatreni

- Sifrovani pfenosu hlasu

- autentizace signalizace "



Pomoci SCAPY hledam zaklad
pro BYE

>>> sip[7].show () ###[ Ethernet ]###

dst= 00:0e:08:dd:1la:bd src= 00:01:02:1a:8d:ab type= 0x800 ###[ IP 1##+#

version= 4L ihl= 5L tos= 0x0 len= 764 id= 0 flags= DF frag= OL ttl= 54 proto= udp
chksum= 0x880e src= 86.64.162.35 dst= 192.168.0.215 options= "' ###[ UDP ]###
sport= 5060 dport= 5060 len= 744 chksum= Oxbcdc ###[ Raw ]###

load= 'SIP/2.0 200 OK\r\nVia: SIP/2.0/UDP 192.168 . 0 . 215 : 5060;b
ranch=z9hG4bK-82 6b4f7; rport=50 60\r\nRecord-Route: <sip:8 160.216.1.3;ftag=
e3bfc272 9667 92 8fo0;lr=on>\r\nFrom: "unob" <sip: jarda@unob.cz>;tag=e3 bfc272
9667 92 8fo0\r\nTo: <sip:50 O0@unob.cz>;tag=as48e6f2f4\r\nCall-ID: 92 3caebe-
7b8136c3@192.168.0.215\r\nCSeqg: 102 INVITE\r\nUser-Agent: UNOB.CZ\r\nAllow:
INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, SUBSCRIBE, NOTIFY\r \nContact:
<sip:500086.160.216.3:50 8 O0>\r\nContent-Type: application/sdp\r \nContent-
Length: 240\r\n\r\nv=0\r\no=root 9126 9126 IN IP4 86 . 64.162.35\
r\ns=session\r\nc=IN IP4 86.64.162.35\r\nt=0 O\r\nm=audio 19064 RTP/AVP 0

97 101\r\na=rtpmap:0 PCMU/8000\r\na=rtpmap:97 iLBC/8000\r\na=rtpmap:101
telephone-event/8000\r\na=fmtp:101 0-16\r\na=silenceSupp:0ff - - - =-\r\n' >>>
bye=sip[7] >>> raw=bye.getlayer (Raw)

»> raw.load="BYE sip: ferda@Qunob.cz SIP/2.0" + raw.load[1l4:] >»
packet=IP(src="86.64.162.35", dst="192.168.0.215") / UDP(sport=5060, dport=5060)
/ raw >>> send (packet)
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Directory Enumeration
(inventarizace adresare)

» Slaba mista
- neautorizované funkcnosti
- protokol odpovida jinak na platna a neplatna usernames
- nezasifrované prenosy

= Utok
- aktivni: specialni zpravy
- pasivni: odchyt zprav registracniho procesu
= Uginek
- prozrazeni jmen uzivatelu
= Nastroje
- SIPCrack, enumlAX, SIPSCAN, NeWT Security Scanner,
Retina Network Security Scanner, SAINT
= Opatreni

- Sifrovani signalizace
- protokoly nesmi jinak odpovidat na platna a jinak na
neplatna usernames



Skenovaci nastroje —
NeW'T Security Scanner

Senable’NeWi  securty ' scanner

Tenable 14 Are your checks up to date?

NeWT Security Scanner TP et tons o1 he e securtychecks

Scan in progress, 44 of 254 host{s) done.
%
3
@ Host being scanned Progress Open Ports Notes Warnings Holes
a2 192.168.1.1 5% 3 El 0 0
192.168.1.22 1% 3 El 0 0
. 192.168.1.24 7% 3(99%) El 0 g
Other Options 192.168.1.27 72% 4 g ] 0
1w 192.168.1.53 7% 7 9 0 1
192.168.1.23 7%, 0 0 0 0
= 192.168.1.21 955, 5 10 0 0
192.168.1.25 £ % 3(94%) El 0 0
s 192.168.1.54 95 %, 3 3 1] 0
192.168.1.51 6% g 13 0 0
See Also
L]
o

O:

Copyright @ 2003-2005 Tenable Netrode Security, All rights resenved.

Qo




Skenovaci nastroje —

Tenable NeWT Security Report

File Edit Wiew Favorites Took Help

Bak - =] |2 & Search 7 Favories - ia M - 093

Agdress #1fi C s Documernits S20andFez05ettingsMey Tenable MeWT freparts hitm | 200602 22 1 23023 om L view_by_Post.xel htm#192.168.1.27

smtp [ 25tcp) W PO IS apen
Plugr 1D : 11219

hetp (BO/EEp) iy Port is apen
Flugn ID: 1

219

& wab serear is running an this pork
Plugn 10 : 10330

W The remate web server type id ©

Polycam SoundPaint P Telephane HTTR

Flugn 10 : 10107
popd Port is apan
1ofien) | Bllgn i 11219
sip Port is aper
(s060ftca) Plugn 10 : 11218

generalficp | Gy Synopss ;
It is possibla to detarming e exact tme st on tha ramots host,
Descripoon ;

The rémate host answers to an ICMP Dmestamp request, Ths allows an artacked
o kreaw the dabe which s 2t on your maching

This may help him to defest all your tme based suthentication protocols

Solution : filter out the ICMP timestamp reguests (13), and the outgeing ICMP
timestamp replies (143

Risk factor -
Mone J CVSS Base Score @ 0

CAVIR/ACIL SRR NSRS BN
CVE - CWE- 190G-0534

Plugn 1D : 10314

@ Thia ramate kast is running Polycom SaundPoirg [P Phone
Flugn 10 : L1935

i) Here iz the route recorded between 192.184.1.120 and 192.16E.1
192.164.1.27.

Plugn 1D ; 12264

T L LT T L ——

« EGo Links ™ @

[Return to top] B
[Beturn to top]
w
f Iy Computer
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Skenovaci nastroje —
Retina Network Security Scanner

File Edit View Tools
Address: 192.168.1.120

Audit Tasks Ed

) Start Scan
) Modiy Address Groups
= Modify Port Groups
L Modify Audit Groups
2 Manage Credertisls

& Discover
Fiemediate
’T!—j Reports

£ DOptions

Help Tepics
@ eEyewebsie
@ Technical Support
7 About Retina

Scan complete

Other Places S

Help and Support z

Help

Secan Template: Complete Scarv @ Start

Discover
=) Actions
Targets
Ports
Audits
Options

Credentials

=l Scan Jobs
Active
Completed
Scheduled

Rescan

Delete

Refresh

=l Scanned IPs

Audit Remediate Report

Select Targets

Target Type: Dutput Type:

Advanced - File v

Addresses Filenamne:

192168.1.27 [fest
Job Mame:
|tesl

Job Name Status

test Completed

test Aborted

test Aborted

test Completed

Ping Response
Awerage Ping Response
Time To Live

Traceroute

=] Audits
L& lIP

=| Machine

Domain M ame

05 Detected

05 Detected

05 Detected

Closed TCP Ports

Filtered TCP Parts

Open TCP Ports

Clased UDP Parts

Open or Fitered UDP Ports
=| Ports

TCP: 80

TCP: 5080
= Processes

Start Time End.. DataSource A
2/22/2006 1:47:30 PM 2/22... CAProgram Files\eEve Digit...
242272006 1:5%:16 PM 2/22... CA\Program Filez\eEve Digit...
2/22/2008 2:07:42 PM 2/22... C\Program FilesheEye Digit...
2/22/2006 1:45:23 PM 2/22... C\Program FilesheEye Digit...

Host iesponded

Bms
B4
192168.1.27

unknown

Cisco 11151 A4rowpaint 150 Inad balancer
MNeowars [was HDS) Met05 V. 2.01

HP ENTRIA C32304

ER532

1

2

1409

B4126

WWWAHTTP - world Wide ‘Web HTTP [Hyper Text Transter Protocal)
Unknawan Port

[CMP Timestamp reguest is allowed from arbitrary hosts.

INo
Lowe

For information on haw to protect against this vulnerability, ungrade to the full

version of Retina,
CVE-1999-0524
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Skenovaci nastroje — SAINT

i File Edit Miew Go Bookmarks Tools Window Help

L. % .2

Back Reload  Stop Jﬂhttp:f.-fdomamE:32?75{5277c8c9b6c6609944e6581c188?83leffr001.-fsa|m-6.U.

H “hHome 'ﬁBnnkmarks lRed Hat, Inc. lRed Hat Netwnork ﬁSuppnn ﬁShnp ﬁPmducts ﬁTraining

®
Sﬂ I "T Examine. Expose. Exploit.

SAINT data collection

Data collection In progress...

Maxirmurn concurrent probes = 10
Running fping -t hests_to_fping {maximurn 120 seconds)
Funning dns.saint 1892.168.1.27 (maximum 45 seconds)
Running ostype. saint 192.168.1.27 (maxirmurn 120 seconds)
Running tcpscan. saint
10002,10202 10203, 12754, 13701 13722 14247 15104 16660, 20031, 20432, 21700, 25702, 27374, 27665, 32766, 33270, 33567, 235668, 3601 0,36794 41 080,41 523,428
192 168.1 27 (rmaxirnum 1250 seconds)
Running rpc. saint 192.188.1.27 {maximurn 45 seconds)
Running ddos.saint 192.168.1.27 (maximum 45 seconds)
Running adore. saint 192.168.1.27 (maximurn 45 seconds)
Running udpscan. saint
1-19,53 67-69,111,123,137-138,161 162,177, 14534, 151 2,1 900, 3401, 5060, 51 35,5532, 7777.6999,8900,1 7155, 20-52, 54-66, 70-11 0,11 2-1 22,1241 36,140-1 80,1631
182.168.1.27 {maximurm 120 seconds)
Processing data
Processing data
Funning oracle.saint -u " 5060:TCP 192.168.1.27 (maximum 45 seconds)
Running proxy.saint httpconnect http 192.188.1.27 {maximurn 45 seconds)
Funning sybase saint -u sa 5060: TGP 192.168.1.27 {maximum 45 seconds)
Running http.saint -u " -x 0 fegi-bind http 192.168.1.27 {maximum 380 seconds)
Running http. saint -u ™ -x 0 http 192.168.1. 27 {maximum 380 seconds)
Running http.saint u "™ -x 0 fscriptsd http 192.168.1.27 {maximum 360 seconds)
Running tep_reset. saint 5060:TCP 192.1688.1.27 {maximum 45 seconds)

4] [»

% & Transfering data from demain2...

17



Cain Abel: Sniffer, Password cracker

http://www.oxid.it/ca_um/

_ =0l x|
File Yiew Configure Tools Help

o om@m | +¢ BeymEBEa®Egr @2 i
[@% Decoders Ig MNetwork Iﬂ) Sniffer I@" Cracker I@ Traceroute Ilm CCou I(‘h"] Wireless I

34 Cached Passwords
Y Protected Storage Press the + button on the toolbar to dump Credential Manager Passwords
- LSA Secrets

D0 wireless Passwords

e 1E7 Passwords

{‘_‘;ﬂ Windows Mail Passwords
&3 Dialup Passwords

~.[e== Edit Boxes

.. Enterprise Manager

- Credential Manager

=
id

3"'@ Credential Manager I

http: /e, oxid. it

G711 uLaw, G771 aLaw, ADPCM, DVI4, LPC, GSM610, Microsoft
GSM, L16, G729, Speex, iLB and my understanding is that it is




Caller-1D Name Disclosure
(ziskani yména volajiciho)

= Slaba mista
- pfistup k Caller-1D

Utok
- faleSna identifikace volajiciho
Uginek
- prozrazeni jmeéna volajiciho
» Nastroje
- www.fakecaller.com, www.iax.cc, www.spoofcard.com
= Opatreni

- kontrola, jaké jméno je s Cislem asociovano
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Configuration Disclosure: Device
(odhalen1 zafizeni)

= Slaba mista
- fiditelné rozhrani hardphonu

- debugging

Utok

- port 80, SNMP, debugger
Uginek

- Zjisténi
= Nastroje

- tepkill
= Opatreni

- radéji obnovu relace nez reboot

20



Configuration Disclosure: Infrastructure
(odhaleni infrastruktury)

» Slaba mista
- vétSina hardphonu pouziva pro bootovani FTP nebo TFTP
- FTP neni bezpecny a TFTP je na tom jesté hure

Utok
- rekonstrukce konfigurace
Uginek
- odhaleni citlivé informace (jméno uzivatele, heslo, sluzby,
server, brana, registracni server
= Nastroje
- Wireshark, TFTP-Bruteforce, dedukce...
= Opatreni

- nepouzivat TFTP, FTP je lepSi, ale ne zase tak o tolik ©
- nepouzivat defaultni jména souboru
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Web Management Interface XSS

= Slaba mista
- zarizeni nechrani web s jeho slabinami
- Ize si zobrazit jeho logy

Utok
- vlozeny XSS kod
Uginek
- vykonani kédu Cross-Side-Scripting
Nastroje
- jakykoliv zarizeni VoIP s uzivatelsky konfigurovatelnym
zobrazovanim poli
= Opatreni

- pokud neni potrebné, je treba webove rozhrani vypnout

22



A trada dalSich...

» odchyt zprav na mediu

» faleSna komunikace (RTPInsetSound,
RTPMixSound, RTPInject)

» zmena komunikace (SteganRTP atd.)

23



IP phone reboot

» Slaba mista
- SCCP bézi na TCP, ktery je citlivy na reset, telefon pak
déla plny reboot

Utok
- vlozeni paketu RST do signalizacniho kanalu
Uginek
- sluzba je behem rebootu nedostupna
- telefon rebootuje i po zaplaté od Cisco
= Nastroje
- tepkill
= Opatreni

- radéji obnovu relace nez reboot

24



2. Reseni Cisco
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_Vyvoj Cisco Unitied CallManagera

» 1998, akvizice mlade spolecnosti Selsius Systems
= 2000 verze 3.0

= 2001 verze 3.1

» 2004 verze 4.0 a 4.1

» 2006 verze 4.2 (Unified) a 5.0

» 2007 verze 4.3 (Windows) a 5.0 (Linux)

= 2007 verzi 6.0 (Linux)

= 2008 verze 7.0

» 2010 verze 8.0.1



Sifrovani hlasu od verze 4.0,
od verze 5.0 1 konfigura¢ni soubory

Enferprise Paramesters Cenfigeration "P
Parametsr Mame Parameber Value Suggesied Yalye

h wesr A [from =] True
Max Mumbsraf Devieg Lawel Tracg * fra Lz
FECP for Phoma-based Saivioas * |l2iE"|'9||.i| CESi P D00 :J catald i SR (00000
LECP for Phope ©onfigirabon |{33,:F,rﬁgd,me Ty DSCP 0l 1000 j CE2praiedence 33 DECP (01 10007
[ECF for Cizcn CallFisnsaertn Caeyics - CEZ|praredence 3) DECF (01 10000
(AL far g [C=Aiprecadenca 1) CECP (01 1000) =]
Connection Monitor Durgtion * fi20 120
Iy i jori Ahcine fr | & |5:|:F|_F. j =

Di=abled
H

Sifrovany konfiguraéni soubc

Kvalitni algoritmus: AEC-128-CBC



Autentizaci prot1 hrozbam

* modifikace signalizace mezi telefonem a CCM
* utoky typu MITM
* Utoky na identitu zafizeni a serveru

Kvalitni algoritmus: HMAC-SHA-1

 podpis obrazu firmware od CCM 3.3(3)
 podpis konfiguraénich soubort od CCM 4.0



Certifikaty

» nesmazatelné tovarni certifikaty telefont

e |okalné vyznamné certifikaty

e certifikaty telefonl jako proxy funkce — vytvari seznamy CTL

e certifikat HTTPS zajistujici autentizaci mezi lIS a prohlize¢em klienta
e sebou podepisovany certifikat CCM; soucast identifikace serveru

e certifikat bezpecného reseni nahrady vypadku spojeni mezi telefonem a CCM

Kvalitni algoritmus pro podpis: RSA



Pouzite kryptograficke algoritmy

SRTP (Secure RTP) mezi IP telefony:
« HMAC-SHA-1 pro autentizaci
* AES-128-CM pro sifrovani




Co neni zapotiebi — je tfeba vypnout

" vypnuti nastaveni pristupu
" vypnuti nastaveni PC Portu
" vypnuti pristupu k PC Voice VLAN

" yvypnuti nastaveni gratuitous ARP

B fale3né ARP odpovédi, generuje je napf. ettercap &i dsniff

" vypnuti webového pristupu



Z.0doln¢ni sité pro hlasovou
sluzbu

» Oddéleni hlasovych a datovych VLAN
a nastaveni ACL pro kazdou VLAN

* Ochrana jednotlivych portu povolenim MAC
adres pred tzv. IP a MAC spoofingem

» Ochrana pred P2P provozem a hrami pomoci
tzv. scavenger-class provozu (mapuje se do DSCP CS1)

* Ochrana pred utokem MITM
neautorizovanymi DHCP odpovedmi (DHCP Snooping)

* Ochrana pred utokem MITM falesnymi ARP odpovedmi



Z.odolnéni IP telefonu

Podepsané konfiguracni soubory a firmware, vypnuti vSeho zbytného

—Socure Shell Information

Secure Shell User

Secure Shell Pascword

— Product Specific Configuration

¥ Di=ahble Speakembone

v

¥ Dizable Speakemhone and Headset

=5

> PC Fort* Digablad ﬂ

Seftings dccess Restricted =l

> Gratuitous &RP * Disahled j

PC Woice VLAN Access * [Digabled =

> Web Access ¥ Ciisabled j

> Span to PC Port ¥ Dicablad ﬂ
=

Lagging Display © Dicablad




Windows: 80 % utokia vede pres IIS
(verze 4.3)

s Admin Service Fropertes {Local Computer) 7| =]

Gieneral | L g I:InI Fler_nl.-er_l,ll [ e d= e i |

Savica rama: 5Dl H
Cisplay name Iw
[ mzcripbon Irl'ulnl.'-.-s- admatiabon ol Wiab and FTP seivicas thiouch

Faty to exzcutablz:
AT BT WS ysbem 325 in=t e binshinlo sxs

e =1
Sepvice stalus:

Siart I Sk | E=uze F=sume I

Yo can spEciy the gaitk paramsiss thet spph whsn pou Sait the ssivics
Fram bere

Skt parametes |

Ok I =i L,




Problém web pristupu k IP telefonu

Mnoho cennych informaci a vypnout to jen tak nejde (ztrata aplikaci na bazi XML)

Cisco Svitems

Dewice Infarmatioe

Network Confbooratbon BOMOTE Server

Nerwork Statdstes BAC Address
Hast Mame
Demmain [¥ame
IP Address
Subnet Mask
TFTF Server 1

TDefaalk B oarer
1

Network Configuration

Cisce Systems, Inc. IP Phone CP-7960 ( SEPOOI0CIIETD )

1027151
Nao
D034 CASETD
SEPOOAALC2EETA

10.27.15.27
B3Ixs 1550
103271111

1027151

Reseni:

ACL umoznujici komunikaci mezi IP telefonem a serverem pouze pres port 80.



Aktivace potiebnych sluzeb
(verze 5.0)

alialy,  Cisco Unified Serviceability

cisco For Cisco Unified Communications Solutions

Alarm Trace Toaks Snmp

Service Activation

G Save Setto Default @v Refresh

— Status
@Statu& : Ready

— Select Server
t -
Server 10.1.1.1 - |GO

[ Check all Services

CM Services

Service Name Activation Status
[w Cisco CallManager Activated
[w Cisco Tftp Activated
B Cisce Messaging Interface Dreactivated
[ Cisco Unified Mobile Woice Access Service Activated
[w Cisco IP Voice Media Streaming App Activated
[w Cisco CTIManager Activated

Komunikace s aplikacemi pfes CTI, TAPI, JTAPI — Sifrovana a autentizovana za pomoci certifikatu



Nove bezpecnostni vlastnosti
Call Manageru 5.0 (r. 20006)

* TLS pro autentizaci a Sifrovani prenosu s SIP telefony

« SRTP pro komunikaci mezi SIP telefony a s branou MGCP

* IPSec pro tunelovani k branam s |OSem

» SSL pro dotazy na adresar LDAP

« HTTPS rozhrani misto HTTP; moznost generovat a rusit certifikaty
* hostujici firewall

» Automaticky instalovany Cisco Security Agent

* rychlé resety hesla (rychly — bez obtézovani admina, bezpecny — bez preruseni sluzeb)
» bezpecénostni profily telefonu s protokolem SIP, SCCP ¢&i trunkem

* pfijem datumu a Casu od NTP serveru a jejich dalSi vydej

* rozdéleni uzivatell do zakladni a pokrocilé skupiny

* rizné administratorské ucty zarucujici pruznost fizeni pfistupu

* vypnuti po triceti minutach pasivity



Klicove nove €1 vylepsene
bezpelCnostni vlastnosti verze 7.1(2)

 auditni logy

* H.235

(napf. MIKEY pro klicovy management SRTP)

» 802.1x EAP-FAST/TLS (RFC 4851)

misto EAP-MD5 (RFC 3847)

* Trusted Relay Point



Auditni logy

alinlie  Cisco Unified CM Administration

CISco

For Cisco Unified Commmunications Solutions

System » Call Routing = Media Resources = Yoice Mall

Role Configuration

D Copy E:}i Add Mew

Device -

Application -

Uzer Management

—Role Information

Application™® Cisco Call Manager Serviceability
Narme * Standard Audit Log Administration|

Description  Serviceability Audit Log Administration

—~Resource Access Information

Alarm Configuration web page
Alarm Definition web page
Audit Configuration

Audit Trace

CDR Management

Privilege
| B

[ read [ update
[ read [ update
read update
read update
Fl read ] update

novinka
pro
externisty



H.235

(CUCM se da nastavit jako pass-through)

EFEDS €T copy E¥pResst 2 ApolyConfig 3 Add New

Location™ I Hub_Mone ;I
ARR Group | < None = |
Tunneled Protocol* | None -
QsIG Variant® [N Changes H|
ASN.1 ROSE OID Encoding™ [No Changes ~]
Use Trusted Relay Paoint® I Cefault |
Signaling Port™® [1720

I™ Media Termination Paint Requirad

[ Retry WVideo Call As Audio

¥ Wait for Far End H.245 Terminal Capability S=t
I™ path Feplacement Support

I” Transmit UTF-8 for Zzalling Party Name

™ SRTF Allowed - When this flag i= checked, IPSec needs to be configured in the network to provide end to end sea
in T

( ¥ H.235 Pass Through Allowed

r Multilevel Precedence and Preemption (MLPP) Information



802.1x EAP-FAST/TLS

| Successlul _EAP-TLS

TLS zabezpeduje Sifrovani, autentizaci a kompresi,
autentizace muze byt i vzajemna, nejen klienta vUci serveru




Trusted Relay Point

(trusted VLAN traversal)

Location™® |site.ﬁ. ~|

AAR Gr’DIJI'_'I I{ Nﬂne LI

User Locale |{ Mone |

Metwork Locale |{ Mone LI

Built In Bridge® IDE,-FEUH: ;l
- *

Privacy IDE'FauIt -]

DevicE Mobility |Defau|t LI

Mode Current Device Mobility Settinas

Owner User ID |{ Nons > |

Phone Load I

Mame

Join Across Lines |Defau|t LI

Use Trusted an =

Relay Point® I _I

BLF Audible "!"|'3"t|DE'FauIt LI

Setting (Phone

Idle)*

BLF Audible "!"|'3"t|DE'FauIt LI

Sethina fPhane

=
@
=




Virtualni smérovace propojuji
datovou a hlasovou VLAN

CUCM

@@_é
VLAN-Voice Voice-VRF TRP Route\

export Data-VRF
import Services-VRF
!
Voice-VRF
export Voice-VRF

import Services-VRF
!

export Service-VRF
import Data-VRF
import Voice-VRF




Nove ¢1 vylepSene
bezpeCnostni vlastnosti verze 8.0.1

= bezpecnostni monitoring a zaznamy

» podpora HTTPS pro telefonni sluzby

= vylepseni kreditnich sluzeb

= VPN klienti pro IP telefony

* pbezpecnost ve vychozim nastaveni
(Security by Default)



Bezpecnostni monitoring a
zaznamy

* priposlechy
 problémy se Sifrovanim, zvlasté u vice proudu

 pouziti Trusted Relay Pointu



Podpora HTTPS

Extension Mobility a to nové i mezi klastry

1 - -
-r-Service Information

Service Name® EM

A5SCII Service Mame™® -EI'H“I

Service Description EM

Service URL http://10.89.82.36:8080/emapp/EMAppServiet?device:
Secure-Service URL  htps://10.89.82.36:8080/emapp/EMAppServlet?device
Service Category™ | XML Service v
Service Type* Standard IP Phone Service o

Service Vendor

Service Version

[] Enterprise Subscription




Vylepseni kreditnich sluzeb

09:29 08/07/09 1007 \* 209 32 08/07/09 1007

I -
|“ 1 } ACT r o

X

o
|

-

» =
Crange Crodertial [ Bfueer>:
2 " :

Make= Your Selection...




VPN klienti pro IP telefony
- tri zpusoby

e sSmerovac — smerovac doma
je ho treba konfigurovat a spravovat

e telefon doma s TLS + SRTP— ASA

phone-proxy — mohu jen telefonovat

« SSL VPN (noveé)

mohu volat z domu a uzivat si vSech sluzeb bez omezeni



Nastaveni SSLL VPN na telefonu

w17 25 11/04/09 81135144

el 21:27 10/20/09
& [ VPN Configuration

iF’C Port Configuration 'Concentrator 3
Authentication Mode

Auto Negotiate e
I ; |[ Username and Password




Nastaveni parametru
SSL VPN na CUCM

—¥PH Parameters

Parameter Hame

Enable Auto Metwork Detect *
MTU *

keep alive *

Fail to Connect *

Client Authentication Method *
*

Enable Password Persistence

Enable Host ID Checlk *

Parameter ¥Yalue

False

1290

B0

a0

User And Password

False

True

£

Suggested Yalue
False

1290
60
30

User and Password
False

True




Security by Default

Oddéleni certifikatu pro podepisovani/sifrovani
a podporu HTTPS, pro interni a externi pouziti
atd.




Otazka

Jaky je zakladni princip ochrany site vybaveneé
IP telefony?



ReSeni: komplexni ochrana

Odposlech

Zahlceni

Vlozeni

Utok na
aplikace

Utok na Soft
klienta

Kradeze




3. Utoku na IP telefonii
v LAN



Priklady utoku na IP telefonii
v sitich Cisco

» Preplnéni tabulky CAM u Cisco siti
= Utok vygenerovanim falesnych BPDU

= Utok pomoci odchycené MAC adresy
» Neautorizovane DHCP a ARP odpovédi
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Tabulka CAM

Jak se s tabulkou CAM (Content-Addressable Memory) pracuje ukazuje nasledujici
slajd.

Tabulka CAM registruje MAC adresy pfifazené ke konkrétnim portam.
PC s MAC adresou A a C jsou registrovany v tabulce CAM, PC s MAC B ne.

Pokud posila PC Aramec PC B, je rozeslan vSem koncovym stanicim pfipojenym
k prepinaci (1).

Pokud ale prijde prvni ramec z cilové stanice B, je tato zaznamenana do tabulky
CAM (2). Od této doby jsou ramce pro stanici B posilany pfimo na ni. Pokud ale
zacCne utocCnik generovat jeden ramec za druhym s vymyslenymi MAC adresami
odesilatele, je schopen brzy z tabulky CAM vytlacit relevantni udaje a pak se ramce
rozhlasuji zpusobem 1.

Je zfejmé, ze tabulka CAM je nejslabsim mistem pristupovych siti.
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Preplnéni tabulky CAM
u Cisco siti

MACB
A—-B

1 Iim s Port |
' Port 3 =
MAC A - - wMAC C
E
(1) |
E &=
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FaleSny kofen stromu

Pro volbu faleSného korene stromu (topologicky kostra grafu) staci
vygenerovat ramec BPDU s nejmensi hodnotou priority v siti a tim prinutit
ostatni pfepinaCe k tomu, aby zvolily ten, u kterého je pripojen utocCnik,
za koren stromu.

Obrana je jednoducha — zakazat takové BPDU na jinych portech nez

k relevantnim prepinaciim ¢i definovat koren:

S1 (config) #spanning-tree vlan 1-1000 root primary
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Utok vygenerovanim falesnych
BPDU

Network Attack Host Root Bridge
Network Attack Host
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Utok s vyuzitim fale§né MAC
adresy

(1) PfepinaC ma pfehled o koncovych stanicich.

(2) PC s MAC B se ohlaSuje s faleSnou adresou A jako adresou odesilatele.
(3) Ramce urcené pro PC AteCou k PC B.

(4) Ramec odesilany uzlem A vSe napravuje, mozna jen do¢asne.

Jak se tomuto utoku branit? Definovat bezpecnost na portu pomoci pfikazu je

Vigwviiv s

prostfedku a to VLAN.
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Utok pomoci odchycené MAC
adresy

MACB

MACC MACC MACC MACC
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DHCP snooping binding

Je tieba zajistit, aby DHCP odpovédi (DHCPOffer, DHCPAck nebo DHCPNak) ptichazely pouze

od relevantniho DHCP serveru. To je zajisténo pomoci tzv. DHCP snooping binding tabulky
obsahujici MAC adresu, IP adresu, lease time, binding type, Cislo VLAN a specifikace nechranéného
rozhrani.

Dynamic ARP Inspection (DAL, také ARP poisoning, ARP Poison Routing) je zase bezpecnostni

vlastnost, kterd ma pod dohledem vyskyt ARP paketl v siti. DAI umozZnuje spravci sité logovat

a ruSit ARP pakety s neopravnénou MAC adresou. Cilem je zabranit utoku typu ,,man-in-the-middle*
(MitM). Utok typu MitM je zaloZen na pouZivani tzv. ,nevyzadanych* ARP paketi zvanych
gratuitous ARP packets. Jedna o pakety, kterymi stanice oznamuje vazbu mezi IP a MAC adresou
(ARP Reply), aniz by obdrzela pozadavek na vyslani takové informace (ARP Request).

Stanice vétSinou nevyzadany ARP paket pfijme a informace z n¢j si zapiSe do ARP cache

a pouziva je. Utoénik miize naptiklad pomoci gratuitous ARP podstréit stanicim svou MAC
adresu misto MAC adresy sitove brany. Stanice pak posilaji data do jinych podsiti pies pocitac
uto¢nika, ktery je odposlouchava. Obranou je Dynamic ARP Inspection (DAI), které vyuziva
tabulku, vybudovanou pti DHCP Snoopingu.

Neboli pokud pocita¢ s MAC adresou dd-dd-dd-dd-dd-dd zac¢ne posilat falesné DHCP odpovédi,
prepinac je neptijme, protoze nejde o ditvéryhodny zdroj DHCP informace. Navic si buduje
tabulku DAI, pomoci které kontroluje ARP odpovédi. Pokud utoc¢nik z pocitace s MAC adresou
CC-CC-Cc-cc-cc-cc zacne posilat ARP odpovédi, nebude mu véteno. 62



Neautorizovane DHCP a ARP
odpovedi

10.1.1.1 10.1.1.2
A2-22-22-22-22-aa DAI bb-bb-bb-bb-bb-bb

Static DHCP
10.1.1.3 10.1.1.4
CC-CC-CC-CC-CC-CC dd-dd-dd-dd-dd-dd
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Odd¢€leni hlasovych a datovych

VLAN

Voice VLAN = 110

Data VLAN = 10

oy || AP;
5/1
/ 10.1.110.3

802.1Q Trunk

171.1.10.1
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Pokyny ke zkouSce

Pozor na http://www.voiptroubleshooter.com/diagnosis/



