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Charakteristika a historie protokolu

» Protokol fizeni aplikaCni vrstvy vychazejici z textu ASCI

» Vlyvinuty IETF pro multimedialni (hlasove, obrazove, textove) konference
pres IP

= Konkrétné nabizi vytvoreni a udrzovani relace (session),
coz je vyména dat uvniti seskupeni ucastniku

= Je urCen pro aplikace, kde
- uzivatelé se presunuji mezi koncovymi body
- uzivatelé adresovatelni vice jmeny

* Nejde o samostatny komunikacni system, SIP je spiSe komponenta, kterou
|ze pouzit spoleCné s dalSimi protokoly IETF (RTP, RTSP, MGCP, SDP)
k sestaveni uplne multimedialni architektury. Také pouziva URL pro
adresovani, DNS pro vyhledavani sluzeb a TRIP (Telegraphy Routing over
IP) pro smérovani hovoru. Podpurné sluzby mohou poskytovat i LDAP
servery databazoveé servery, aplikace XML atd.

» Zakladni funkCnost a provoz SIP ale na jinych protokolech nezavisi 3



Jak a proC SIP funguje

* Funguje na principu pozvani k relacim zalozenym na transak¢nim modelu
,pozadavek — reakce" podobnému HTTP. Transakce je tvorena pozadavkem,
ten aktivuje na druhé strané néjakou funkci (metodu) a min. jednu reakci

= SIP patfi do kategorie ,peer-to-peer” (end-to-end) protokold. Normalné

pouziva UDP port 5060 (pro TLS 5061 — sips), ale stejny port muze fungovat
i pro TCP.

* ProC brany SIP jako hlasové brany? Vyhody:

- Cislovani se konfiguruje pfimo na brané — volani na primo pfipojena
zafizeni lze zpravovat pfimo na braneé a nemusi se preposilat na
specialni zafizeni (napf. CUCM). Obdobne se lze vyhnout i smérovani
na specialnich zafizenich v pfipadé volani na zaregistrovana mista primo
na brané

- preklady Ize definovat na jednotlivych branach a tim uplatnit regionalni
pozadavky (napf. formaty specialnich Cisel)

- integrace hlasovych bran riznych vyrobcu (napf. komunikace hlasov4é
brany Cisco IOS — s hlasovou branou Alcatel-Lucent)
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Odchyceny SIP paket
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“Frame 1 (1017 bytes on wire, 1017 Dytes captured) |
Ethemet II, Src: Tp-LinkT_bf:46:86 (00:27:19:bf:46:86), Dst: Tp-LinkT_fb:e7:42 (00:21:27:fb:e7:42)

Intermet Protocol, Src: 10.0.0.104 (10.0.0,104), Dst: 149.6.124.117 (149.6.124.117)

User Datagram Protocol, Src Port: 6878 (6878), Dst Port: sip (5060)

Session Initiation Protocol



Historie vzniku protokolu SIP

Work began in 1995 in IETF mmusic WG

02/1996: draft-ietf-mmusic-sip-00: 15 stran

12/1996: -01: 30 stran, dva typy request

01/1999: -12: 149 stran, 6 metod

03/1999: RFC2543, 153 stran, 6 metod

11/1999: SIP WG

11/2000: draft-ietf-sip-rfc2543bis-02, 171 stran, 6 metod
04/2001: rozdéleni na skupinySIP WG a SIP a SIPPING
02/2002: RFC3261 — 269 stran (jadro protokolu)
03/2010: RFC5727 — zmény
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RFC 3261 — 269 stran!

HNetwork Working Group J. Rosenberg
Eequest for Comments: 326l dyvnamicsoft
Ch=oletes: 2543 H. Schulzrinne
Category: Standards Track Columbia T.
G. Camarillo
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L. Johnston
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M. Handley
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E. Schooler

AT&T

June 2002

SIP: Sesz=zion Initiation Protocol
Srtatus of this=s Memo

This document specifies an Intermet standards track protocol for the
Internet community, and requests discussion and suggestions for
inprovements. Please refer to the current edition of the "Internet
Cfficial Protocol Standards" (5TD 1) for the standardization state
and status of this protocol. Distribution of this memo is unlimited.
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P2P SIP

Peer-to-Peer Session Initiation Protocol (p2psip)

Documents | Charter | List Archive » | Tools WG Page »

Document Title Date Status
Active Internet-Drafts

. : REsource LOcation And Discovery .
draft-ietf-p?psip-base-12 (RELOAD) Base Protocol 2010-11-10 I-0 Exists
draft-ietf-p2psip-concepts-03 goncepts and Terminology for Peerto Peer 59101025 1-D Exists
draft-ietf-p2?psip-diagnostics-05 P2PSIP Overlay Diagnostics 2011-01-11 I-0 Exists

A Selftuning Distributed Hash Table (DHT)
draft-ietf-p?psip-self-tuning-03 for REsource LOcation And Discovery 2011-01-07 I-D Exists
(RELOAD)

. : . - Senvice Discovery Usage for REsource .
draft-ietf-p2psip-service-discovery-02 LOcation And Discovery (RELOAD) 2011-01-07 I-0 Exists
Related Documents Title Date Status
Active Internet-Drafts

Public Security Channel(PSC): An
draft-chen-p2psip-psc-00 Alternative Key Management Mode in 2010-10-15 I-0 Exists
RELOAD

- : An extension to RELOAD to support Direct  2011-03-10 -
draft-liang-pZpsip-relay-05 Response and Relay Peer routing new I-D Exists
draft-knauf-p2psip-disco-01 A RELOAD Usage for Distributed Conference ' 50494230 1. Exists

Control (DisCo)
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2. Architektura protokolu



Architektura protokolu SIP
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Prvky protokolu SIP

* UCastnicke stanice (User agent — UA)
» SIP proxy server (zastupny server)

SIP proxy
Pro sit volajiciho )

SIP signalizace SIP signalizace

SIP trapezoid

21



Ucastnicke stanice

= Uc&astnické stanice (User Agent — UA) jsou zafizeni implementujici protokol
SIP pouzivané zejména k uskuteCnéni a pfijmu hovortu umisténé na konci
sité internetové telefonie.

= Alternativné mohou byt za u€astnickou stanici povazovany brany do dalsich
siti jako napfiklad brana do sité PSTN, umoznujici volani a pfijem hovoru ze
sité PSTN.

= Castym pFipadem jsou také ucastnické stanice pouzivané vyhradné pro IM
(Instant Messaging).

» Uzivatelské stanice mohou byt ve formé software na klasickych PC

(softwarové telefony), popfipadé se muze jednat o specializovana zafizeni
pro IP telefonii (hardwarove telefony).

= Ugastnické stanice museji byt schopny obsluhovat celou fadu protokold
pouzivanych ve svéte internetové telefonie (SIP, RTP, RTCP, STUN atd.).

= Ugastnické stanice jsou rovnéz zodpovédné za koédovani signalu pied
pfenosem a museji tak implementovat nékteré prenosové kodeky. 22




Slozeni ucastnicke stanice

» Kazda ucastnicka stanice se sklada ze dvou c¢asti:

- Klientska ¢ast (UAC — User Agent Client) je Cast zodpovédna za
vytvareni volani, za registraci stanice atd.

- Serverova cast (UAS — User Agent Server) je Cast zodpovedna za
prijem pozadavku a generovani odpovidajicich odezev.

VSechna koncova zarizeni a servery implementuji jak UAC, tak i UAS.

23



SIP proxy server

» SIP proxy server (zastupny server) je zafizeni zodpovédné za
pfijem pozadavku od uZivatelskych stanic a ostatnich SIP proxy a
jejich nasledné smérovani na dalSi SIP proxy popfipadé pfimo
na cilovou uzivatelskou stanici tehdy, kdy je cilova stanice registrovana
na této SIP proxy.

= \/yhledani dalSi SIP proxy je mozné pomoci DNS systému
popfipadé pomoci fixniho smérovani nastaveném v dané proxy.
» Rozdéleni: stateless a statefull (poznaji opakujici se zpravy, smycky,

vétveni atd.)
Stateful jsou transakc¢ni (do ukonCeni transakce) a dialogoveé (do ukonceni
dialogu)

24



Dalsi prvky architektury

* redirect (presmerovani) server
* register (registracni) server

* location (lokacni) server

« STUN

* RTP proxy

* brany

25



Redirect, Register a Location servery

=Register server (registracni server) je zodpovédny za piijem a zpracovani
REGISTER zprav popisujicich okamzitou lokalizaci uzivatelské stanice
(jeji IP a port). Registracni servery byvaji spojeny s lokacnimi servery a
SIP proxy servery v jeden homogenni celek.

= |ocation server (server umisténi, lokalizaCni server) vyuziva databaze pro uloZeni
informace o lokalizaci GiCastnické stanice (IP adresa, port), ktera je location serveru
poskytnuta registraCnim serverem na zaklad¢ piijat¢ REGISTER zpravy.
K vyhledani koncoveho uzivatele muze pouzit rizné protokoly (finger, rwhois,
LSDAP...)

»Redirect server (pfesmérovaci server) po prijeti zpravy INVITE provede
vyhledani ve vlastni databazi a nasledné odpovi uzivatelské stanici zpravou ze
skupiny presmérovani (REDIRECT 3xx) ktera obsahuje novou adresu, kam by
méla uzivatelska stanice poslat novou zpravu INVITE. 26



Register server poskytuje
Informace location serveru
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Rozdil v roli redirect a location serveru
Kde je register server?




STUN a RTP proxy

= STUN (Simple Traversal of UDP over NAT) je protokol umoziujici prekonat
problém protokolu SIP nebo presnéji protokolu SDP (Session Description Protokol)
uzivaného uvnitt protokolu SIP (naptiklad uvnitt metody INVITE) k popisu cilové
IP adresy a portu pro RTP stream.

Prochazi-1i pak paket nesouci metody INVITE pies NAT, je privatni IP adresa
paketu nahrazena adresou vetejnou.

= RTP proxy jsou uZzity pro feSeni problémi s pfekladem adres v piipadech,
kdy naptiklad oba tGcastnici jsou v riznych privatnich sitich za symetrickym NAT.
RTP proxy se rovnéz pouZzivaji pro zvySeni urovné zabezpeceni v sitich.

RTP proxy spolupracuje se SIP proxy. SIP proxy provadi ndhradu adres pro
RTP stream v SDP a instruuje RTP proxy Kk otevieni piislusného RTP kanalu.
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Brany k PSTN a H.323
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SIP URI

URI powiti adresy doporniend
sip: nebo sips: oIF a Zecure SIF adeesa EEC 3261
tzl: Telefonni cislz REC 3909
pres: Prezence BEFC 3861
L Inctant blessage BEFZ 3861
hity: ek BEC 2616
h323 H3Z3TEL BEC 3508

sip: user: password@host:port;uri-parameters?headers



SIP URI

Uplny tvar adresy:

sip: [uzivatel[:heslo]@]hostname[:port] [;parametry] [?hlavicky]

Jednoduchy priklad:

sip:jaroslav.dockal@fi.muni.cz

Vg VRV /S

sips:jdockal:veslo@fi.muni.cz;transport=UDP;maddr=224.2.0.1
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Zakladni metody protokolu SIP

Typ zpravy Popis

INVITE Slouzi k zadosti o sestaveni spojeni

Acknowledgment — potvrzeni INVITE (volanym). — realizuje tfifazovy

ACK handshaking

BYE Ukonceni spojeni

CANCEL Ukonceni nesestaveného spojeni
REGISTER Registrace UA

OPTIONS Dotaz na moznosti a schopnosti serveru




RozSireni metod protokolu SIP

smysl zadosti nazev metody doporuéeni

sestaveni relace INVITE EFC 3261
potwrzeni na INVITE LACE EFC 3261
rickdni schopnosti entity OPTIONS RFC 3241
zrudeni dosud navﬁiz‘lﬁné tadost CANCEL EFC 3261
ukonteni exstuyict relace BEYE EFC 3261
registrace (dewvice UEID a user TTET) EEGISTEE EFC 3261
phihlageni k odbéru intormaci (presence) SUBSCEIEE EHC 5265
doruceni informace (presence) NOTIEY EFC 3265
?:;sa;fi:;e stavu informace na server PURLISH REC 3903
poZadavel jmeého TA k relact (napf.

iicializace spojeni pfes web nebo call EEFEE. EFC 3515
transfer)

pfenos zprav Instant Mdessage (chat) MESSAGE EFC 3428
alttualizace stavu relace UPDATE EFC 3511
dotasné potvrzeni prozatimnd odpowédi PEACK EFC 3262
N
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Priklad metody INVITE

INVITE sip:darda@sip.domainB.cz SIP/2.0

Via: SIP/2.0/UDP

195.122.198.236:5065; rport;branch=z9nG4bK1441F37B74154C09BD150D68AD
8B83F7

From: jarda <sip:jarda@sip.domainA.cz:5065>;tag=1603324369
To: <sip:darda@sip.domainB.cz>

Contact: <sip:jarda@l95.122.198.236:5065>

Call-ID: 650ADF5C-0EB4-499A-9744-2B2561B30C940@192.168.2.111
CSeq: 9126 INVITE

Max-Forwards: 70

Content-Type: application/sdp

User-Agent: SIPphone Lite release 1104v

Content-Length: 321

v=0

o=markl 212548077 212548116 IN IP4 195.122.198.236
s=SIPphone Lite

c=IN TIP4 195.122.198.236

t=0 0

m=audio 8000 RTP/AVP 0 8 3 98 97 101

a=rtpmap:0 pcmu/8000

a=rtpmap:8 pcma/8000

a=rtpmap:3 gsm/8000

a=rtpmap:98 1LBC/8000

a=rtpmap: 97 speex/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15

a=sendrecv
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Analyza pozadavku

» Metoda INVITE se pouziva pro inicializaci volani urCitym uzivatelem.

= VVolajici ji posila INVITE volanému pro nastaveni nejruznéjSich
parametry volani.

INVITE sip:darda@sip.domainB.cz SIP/2.0
Via: SIP/2.0/UDP 195.122.198.236:5065;rport;branch=z9hG4bK1441F37B74154C09BD150D68AD8B83F7

Via umoznuje dopruceni odpovédi po stejné trase, branch slouZi pro detekci smycek
From: jarda <sip:jarda@sip.domainA.cz:5065>;tag=1603324369.. pro rozeznani, kdo odpovida u forku

To: <sip:darda@sip.domainB.cz>

Contact: .. Nékteré metody mi posilej pfimo

Call-ID: 650ADF5C-0EB4-499A-9744-2B2561B30C94@192.168.2.111....identifikator stejného dialogu
CSeqg: 9126 INVITE .. poradové cislo zZadosti

Max-Forwards: 70 - omezeni poctu skoku (70 default)
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sip:jarda@195.122.198.236:5065

Priklad metody INVITE

-] Message Header
@ via: SIP/2.0/uUDP 192.168.1.2:5060; branch=z9hG4bKnp24466402-45dc61d5192.168.1.2;rport
@ From: "arik" <sip:35104723@sip.cybercity.dk>;tag=175aldd
@ To: <sip:0097239287044@sip.cybercity.dk>
call-ID: 24487391-449bf2a0@192.168.1.2
F CSeq: 1 INVITE
Sequence Number: 1
Method: INVITE
User-Agent: Nero SIPPS IP Phone version 2.0.51.16
Expires: 120
Accept: application/sdp
Content-Type: application/sdp
Content-Length: 270
# Contact: <sip:35104723@192.168.1.2>
Max-Forwards: 70
Allow: INVITE, ACK, CANCEL, BYE, REFER, OPTIONS, NOTIFY, INFO
= Message Body
- Session Description Protocol
Session Description Protocol Version (v): 0
owner /Creator, Session Id (0): SIPPS 24466422 24466418 IN IP4 192.168.1.2
session Name (s): SIP call
connection Information (c): IN IP4 192.168.1.2
Time Description, active time (t): 0 0
Media Description, name and address (m): audio 30000 RTP/AVP O 8 97 2 3
Media Attribute (a): rtpmap:0 pcmu/8000
Media Attribute (a): rtpmap:8 pcma/8000
Media Attribute (a): rtpmap:97 iLBC/8000
Media Attribute (a): rtpmap:2 G726-32/8000
Media Attribute (a): rtpmap:3 GSM/8000
Media Attribute (a): fmtp:97 mode=20
Media Attribute (a): sendrecv

]

#

] #
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Popis zakladnich poli

Pole Popis
. Sklada se ze tii parametrii: Method, Request-URI and protocol version.
Request line o
Naptiklad: 1NvITE sip:novak@sip.domainB.cz SIP/2.0
Method Indikace SIP metody. Naptiklad INVITE, REGISTER atd.
Request-URI Indikuje dalsi skok, kam ma byt pozadavek smérovan. Tato hodnota se

méni v kazdé proxy na cesté.

Protocol version

Version of SIP protocol. SIP/2.0

Kazdé proxy na cesté pozadavku je do tohoto pole zaznamenano a tak je

Via mozné tuto cestu opakovat. Pole Via lze rovnéz pouzit pro detekci
smycek.
Identifikuje iniciatora volani (volajici). Pole From obsahuje parametr tag,
From , wol B .
ktery slouzi jako identifikator dialogu.
To identifikuje piijemce (volaného).
Obsahuje IP adresu a port, na kterém odesilatel ocekava dalsi zadosti
Contact Aoy ,
odesilané volanym.
call-ID Identifikator relace (volani). Jeho cilem je identifikovat zpravy néalezejici
jednomu volani. Takovéto zpravy maji stejny identifikator Call-ID.
Command Sequence — sklada se ze dvou ¢asti — ¢isla a nazvu metody.
Cislo odliuje pozadavky v ramci relace. Metoda je pouZita k rozliseni
CSeq mezi odpovédmi na zpravy CANCEL a INVITE. Protoze zadosti mohou

byt odeslany nespolehlivym pfenosem, piijemce musi rozpoznat
opakovani prenosu a selektovat zadosti.

Max-Forwards

Obdoba TTL u IP pakett. Slouzi k vytazeni cyklujicich zprév. Kazdé
proxy snizuje tuto hodnotu, v ptipadé poklesu hodnoty na nulu je zprava
vytazena.

Content-Length

Délka téla zpravy oddéleného od zahlavi jednoduchym CRLF.

38



Prenos parametru hovoru

INVITE sip:darda@sip.domainB.cz SIP/2.0

Via: SIP/2.0/UDP

195.122.198.236:5065; rport;branch=z9hG4bK1441F37B74154C09BD150D68AD
8B83F7

From: markl <sip:jarda@sip.domainA.cz:5065>;tag=1603324369
To: <sip:darda@sip.domainB.cz>

Contact: <sip:jardall1l95.122.198.236:5065>

Call-ID: 650ADF5C-0EB4-499A-9744-2B2561B30C94@192.168.2.111
CSeq: 9126 INVITE

Max-Forwards: 70

Content-Type: application/sdp ..typ téla zpravy

User-Agent: SIPphone Lite release 1104v

Content-Length: 321 ..délka téla

v=0

o=markl 212548077 212548116 IN IP4 195.122.198.236
s=SIPphone Lite

c=IN IP4 195.122.198.236

t=0 O

m=audio 8000 RTP/AVP 0 8 3 98 97 101

a=rtpmap:0 pcmu/8000

a=rtpmap:8 pcma/8000

a=rtpmap:3 gsm/8000

a=rtpmap:98 iLBC/8000

a=rtpmap:97 speex/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15

a=sendrecv
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Pole protokolu SDP

(Session Description Protocol)

Pole Popis
\Y Verze protokolu SDP. Platné verze je 0.
@) Origin — Neni pouZito protokolem SIP.
S Subject — Neni pouzito protokolem SIP.
C Connection — sit’ (IN pro Internet), typ addresy (IP4 pro IPv4) a adresa, kam smérovat proud RTP paketu.

Time — neni pouzito protokolem SIP

Media — media type (audio, video), ¢islo portu (8000) atd.

Attribute — podporované kodeky, frekvence vzorkovani atd.
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Metoda REGISTER

Via:SIP/2.0/UDP 195.122.198.236:5065; rport;
branch=z9hG4bK4CA55835E62B4946BF92115DE0603D53

From: Jarda <sip:jarda@sip.domain.cz>;tag=4292754936
To: markl <sip:jarda@sip.domain.cz>

Contact: ,jarda" <sip:markl@195.122.198.236:5065>
Call-ID: 575AA2FBE68944D48ADSFAEC66CT71855@sip.domain.cz
CSeqg: 1893 REGISTER

Expires: 1800

Max-Forwards: 70

User-Agent: SIPphone Lite release 1104v
Content-Length: 0

* Metoda REGISTER informuje register server o aktudlni pozici (IP adresa) telefonu.

» UZivatel miize mit zaregistrovano vice lokaci (n€kolik IP adres ptistrojii) pricemz
preference pro vybér kontaktni lokace se nastavuji pomoci tzv. q-hodnot.

» Pf1 nastaveni vétSiho mnoZstvi kontaktnich lokaci pak miiZze byt kontaktovano vice
telefonli najednou (pomoci forking mechanizmu) poptipadé mohou byt adresy

zkouSeny postupné.
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NGJ dulezit¢)si pole metody REGISTER

Zahlavi Popis

Contact Obsahuje URL, které mtize byt pouzito pro zpiistupnéni uzivatele. Miize rovnéz obsahovat
PSTN telefonni ¢islo nebo URL uzivatelovych webovych stranek.

Expires Indikuje dobu platnosti registrované adresy.
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Registrace

¥ Frame 524: 721 bytes on wire (5768 bits), 721 bytes captured (5768 bits)
3 Ethernet II, Src: Silicom_0l1:6e:bd (00:e0:ed:01:6e:bd), Dst: Castlene_00:34:56 (00:30:54:00:34:56)
3 Internet Protocol Version 4, Src: 192.168.1.2 (192.168.1.2), Dst: 212.242.33.35 (212.242.33.35)
# User Datagram Protocol, Src Port: sip (5060), Dst Port: sip (5060)
- Sessjon Initiation Protocol
£ Request-Line: REGISTER sip:sip.cybercity.dk SIP/2.0
mMethod: REGISTER
£ Request-URI: sip:sip.cybercity.dk
Request-URI Host Part: sip.cybercity.dk
[Resent Packet: False]
= Message Header
# via: SIP/2.0/uDP 192.168.1.2;branch=z9hG4bknp27111175-4330c9d6192.168.1.2;rport
# From: <sip:35104723@sip.cybercity. dk>;tag=19db316
# To: <sip:35104723@sip.cybercity. dk>
call-1Ip: 29858147-465b0752@29858051-465b07b2
# Contact: pel <sip:35104723@192.168.1.2:5060; 1ine=7d36558731367051>; expires=1200;g=0. 500
Expires: 1200
- CSeq: 2 REGISTER
Sequence Number: 2
Method: REGISTER
Content-Length: 0
@ Authorization: Digest username="voil8062",realm="sip.cybercity.dk",uri="sip:192.168.1.2",nonce="1701b9333e87132e7f747c507263d93", opa
Max-Forwards: 70
User-Agent: Nero SIPPS IP Phone version 2.0.51.16
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Kategorie navratovych kodu

= Protokol SIP pouziva Ciselné kody pro predani informace o pribéhu
zpracovani pozadavku. Nékteré koédy jsou pfimo prevzaty z protokolu
HTTP, jiné jsou specifické pro protokol SIP.

= Navratove kody jsou rozdeleny do Sesti kategorii:

* pozadavek je zpracovavan

« pozadavek byl uspésné zpracovan
» pozadavek je treba smérovat jinam
 chyba klienta

 chyba na serveru

» globalni chyba
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Sest kategorii navratovych koda

Trida Popis
1xx Pozadavek je zpracovavan (napt. ,,100 Trying®, “180 Ringing”).
2XX Pozadavek byl uspésné zpracovan (napt. “200 OK”).
3XX Presmérovani: Pozadavek je tieba smérovat jinam (napt. “305 Use proxy”).
4XX Chyba klienta: Dotaz by se nemé¢l ve stejné podob¢ opakovat (napft. "403 Forbidden").
SXX Chyba na serveru (napt. "500 Server Internal Error", "501 Not Implemented").
6XX Globalni chyba ("606 Not Acceptable").
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Zakladni typy vymen zprav

* INVITE

* INVITE s proxy autentizaci
* BYE

« CANCEL

« REGISTER
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Sestaveni spojeni pomoci zpravy
INVITE

» Kdyz volajici chce uskutecnit hovor, jeho telefon posila zpravu INVITE na
SIP proxy volaného (v dalSim textu budeme pro zjednoduseni vzdy
uvazovat jednoduchou variantu, kdy jsou oba ucastnici ze stejné domeény,
popripadé kdy ucastnik nepouziva odchozi SIP proxy, hovor je tak
smeérovan pouze pres jednu SIP proxy).

» SIP proxy odpovi volajicimu provizorni odpovédi 100 Trying, ktera znamena,
ze se S|P proxy snazi kontaktovat telefon volaného.

= SIP proxy pak provede vyhledani kontaktni IP adresy volaného v lokalni
databazi a odesle zpravu INVITE na telefon volaného.

= Telefon po prijeti zpravy INVITE za€ne zvonit a informuje o tom volajiciho
zpravou 180 Ringing.

» Kdyz potom volany pfijme hovor, odezva 200 OK je poslana volajicimu.
= Telefon volajiciho potvrdi uspésné sestaveni spojeni zpravou ACK.
= Spojeni je nyni sestaveno a pfenos RTP muze zadit. 47



INVITE

SIP proxy Callee

Caller
INVITE
100 Tryi >
ryin
R = INVITE
L
100 Trying
180 Ringing
180 Ringin
< ging
200 OK
200 OK
ACK
> ACK
-
- — — — — - RTP media flow- — — — — —pi
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Priklad
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Sestaveni spojeni pomoci zpravy
INVITE s autentizaci

= V piipadé, kdy SIP proxy vyZaduje autentizaci, je prvni zprava INVITE poslana
stejnym zpuisobem, jako v pfedchozim piipadé.
" Proxy reaguje na piijatou INVITE zpravu odezvou 407 Proxy Authentication

Required, kde proxy umisti Proxy-authenticate vyzvu s nastavenymi poli realm
d Nonce.

= Telefon volajiciho potvrdi odpovéd’ SIP proxy zpravou ACK a pouzije ziskana pole
realm a nonce Kk vytvoreni hodnoty pole Response v nové INVITE zprave.

= Nova zprava INVITE s Proxy-Authentication zahlavim, obsahujici uZivatelske
jmeno, realm, nonce a vygenerované pole Response, je poslana znovu na SIP proxy.

= SIP proxy ovéii zadané hodnoty a kdyZ proxy odpovidaji, pokracuje ve zpracovani
pozadavku stejné jako v pfedchozim scénaii bez proxy autentizace.
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INVITE s proxy autentizaci

Caller SIP proxy Callee

INVITE
.
407 Proxy
Authentication Required
ACK
INVITE + creditials
100 Tryin
R = INVITE
: L
100 Trying
180 Ringin
" < ging
180 Ringin
< ging
200 OK
200 OK
ACK
> ACK
.

4 — — — — - RTP media flow= — — — — —p»




describes the timer, and the meaning of the timer.

Casovace podle RFC3261

Casovaé
T1

T2
T4

Timer A

Timer B

Timer D

Timer E

Timer F

Timer G

Timer H

Timer |

Timer J

Timer K

Defaultni hodnota
500 ms

4 s,
5s.

pavodni T1

64*T1
> 32 s. pro UDP
0s.pro TCP a SCTP

pavodni T1

64*T1

pGavodni T1

64*T1

T4 pro UDP

0s.pro TCP a SCTP
64*T1 pro UDP
0s.pro TCP a SCTP
T4 pro UDP

0s.pro TCP a SCTP

Vyznam
Round-trip time (RTT) — odhad

Maximalni interval retransmise
Maximalni doba setrvani zpravy v siti

Interval retransmise zadosti INVITE (UDP)

VyprSeni transakce INVITE

Cekani na odpovéd retransmisi

Interval retransmise zadosti non-INVITE (UDP)

VyprSeni transakce non-INVITE

Interval retransmise odpovédi na INVITE

Cekani na pfijem ACK

Cekani na retransmise ACK

Cekani na retransmise non-INVITE zadosti

Cekani na odpovéd retransmisi
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Ukonceni hovoru pomoci zpravy
BYE

N = 2 N
Caller SIP proxy Callee
- — — — — - RTP media flow- — — — — —Jp

BYE >
o™
200 OK <
-

» Kdyz chce jeden z uzivatelti ukoncit hovor, posle jeho telefon zpravu BYE
telefonu druh¢ho uzivatele.

= Telefon druhého uZivatele potvrzuje ukonc¢eni hovoru zpravou 200 OK.
Zde ptipadaji v avahu dvé varianty zavisejici na tom, zda je ¢1 neni

pouzivan tzv. record-routing mechanizmus. ”



Pole Record-route

Na pfedchozim slajdu je zobrazena varianta, kdy zprava BYE je posilana druhému
telefonu opét pres SIP proxy. Toho muZze byt docileno jednak nastavenim telefonu
tak, ze je vynuceno uziti odchozi proxy pro vSechny zpravy, poptipadé pouzitim
vnitinitho mechanizmu SIP protokolu zvaného record-routing. Ten se pouziva
zejmeéna v pripadech, kdy pottebujeme zajistit plnou informovanost SIP proxy
o stavu volani (plné stavova proxy), coz je dulezité napriklad pro ziskani délky
doby hovoru (doba mezi priichodem zpravy INVITE a zpravy BYE) pro ucely
uctovani hovoru. Pole Record-route jsou pifidavana kazdou SIP proxy, kterou zprava
INVITE prochazi na cesté k telefonu volan¢ho. Zahlavi record-route jsou pote
zkopirovany telefonem volaného do odpovédi 200 OK a tato zprava je zaslana
volajicimu. Telefon volajiciho transformuje obdrZend record-route zahlavi z ptijate
zpravy 200 OK na zahlavi Route, ktera jsou pot¢ umisténa do dalsi zpravy zasilané
telefonem volajiciho (to miize byt napiiklad pravé zprava BYE).

Pt1 zpracovani nasledujicich zprav, ve kterych jsou nastavena pole Route, SIP
proxy pouziva tato pole pro urc¢eni nasledujici SIP proxy, kam maji byt zpravy
smérovany. Tak je zajisténo, Ze vSechny nasledné¢ zpravy prochazeji stejnou cestou

: o . 55
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Zruseni hovoru pomoci zpravy
CANCEL

= Zprava CANCEL se pouziva pro zruSeni pravé probihajici transakce.
Naptiklad kdyZ volajici chce zruSit pravé probihajici transakci INVITE
(uzivatel ,,vytocil telefonni Cislo®, zprava INVITE jiz byla odeslana, ale pred tim
nez doslo ke spojeni, uzivatel se rozhodl hovor zrusit a zavésil). Telefon v tomto
piipadé posle zpravu CANCEL se stejnou hodnotou pole Cseq, jaka byla v
piedchozi zpravé INVITE.

= Transakce INVITE je nyni zruSena.

= Celd situace je zachycena na dalSim slajdu.

56



CANCEL

D D
& 5 &>
Caller SIP proxy Callee
INVITE
> INVITE
L
100 Tryin
< ying
100 Trying
180 Ringin
180 Ringi B =
ingin
N CANC?ELg
.
200 OK
CANCEL
200 OK
487 Request Cancelled
B . ACK
P
487 Request Cancelled
ACK
-
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Zprava CANCEL s hodnotou pole
CSeq

= Na zacatku posle pristroj volajiciho zpravu INVITE a tak zapoc¢ne transakci a
procedura kontaktovani volaného je spusténa. Nyni volany chce ukoncit probihajici
transakci, a proto posle zpravu CANCEL s hodnotou pole CSeq nastavenou
stejn¢ jako v predchozi INVITE zpravé.

" Prvni SIP proxy v cesté odpovi zpravou 200 OK okamZzité pote, co obdrzi zpravu
CANCEL. Zprava CANCEL je poté preposlana volanému.

" Pfistroj volané¢ho rovnéz odpovi okamzitym odeslanim zpravy 200 OK a
nasledné posle také zpravu 487 Request Cancelled na SIP proxy.

" Proxy potvrdi piijeti zpravy zpravou ACK a pieposle zpravu 487
Request Cancelled volajicimu.

" Pfistroj volajiciho potvrdi SIP proxy piijeti zpravy zpravou ACK.
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Scenar registrace v pripade
vyzadovane autentizace

* Nejprve je zaslana zprava REGISTER se zahlavim Contact a bez
jakéhokoliv autentizacniho zahlavi.

» Proxy na tuto zpravu reaguje odeslanim odpovédi 401 Unauthorized,
do niz proxy vlozi zahlavi WWW-authenticate s nastavenymi hodnotami
poli realm a nonce.

»Telefonni pfistroj pouzije prijaté hodnoty poli nonce a realm
K vygenerovani hodnoty pole Response.

» Poté je na SIP proxy znovu poslana zprava REGISTER obsahuijici
zahlavi Authorization s poli username, realm, nonce a vygenerovanym
polem Response.

» SIP proxy overi pfijaté hodnoty a v pripadé, ze jsou spravne, ulozi
ziskané kontaktni udaje (pole Contact) do location databaze a odpovi
zpravou 200 OK registrovanému pristroji.
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REGISTER

Caller SIP proxy

REGISTER
401 Unauthorized
REGISTER + creditials
200 OK
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Registrace
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Registracni server se chova jako sluzba predfazena lokalizaCnimu serveru, prakticky jsou obé sluzby
realizovany v jediném zarizeni.

Registracni server musi mit prava Cteni a zapisu do/z lokalizacni sluzby (stejné tak proxy a redirect server musi
byt schopni ta sama data precist). To mimochodem znamena, Ze registraéni server nesmi generovat odpovédi
typu "6xx“ (globalni chyba).

V zahlavi "To:" je uvedena adresa uzivatele, pro koho je registrovana, ve "From:“ je uvedena adresa uzivatele
zadatele o registraci. Klient mize specifikovat dobu, po niz ma byt adresa registrovana v zahlavi "Expires”
(server muze provést registraci bud’ na pozadovanou nebo na krat$i dobu. Pokud klient dobu registrace
nespecifikuje, server ji zvoli sam. Skute¢nou dobu registrace server bud vrati v zahlavi "Expires:" v odpovédi,
nebo plati standardni doba. 61

Klient mlze zrusit existujici registraci specifikovanim nulové doby registrace.
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and status of this protocol. Distribution of this memo is unlimited.

Copyright Notice

Copyright (C)}) The Internet Society (2000). &A1l BRights Reserved.

Lhstract

This document proposes an exXxtension to the Session Initiation
Protocol (5IP). This extension adds the INFO method to the 5IF
protocol. The intent of the INFO method is to allow for the carrying
of ses=sion related control information that is generated during a
sezsion. One example of such session control information is ISUP and
ISDH =ignaling messages used to control telephony call services.

Thi=s and other example uses of the INFO method may be standardized in
the future.

Prenos informace
aplikacni urovné
mezi koncovymi body:

PSTN zpravy
DTMF signalizace
ucetni informace
o sile WiFi signalu
obrazce
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Priklad pouziti pole INFO

INFO sip:2143302100@172.17.2.33 SIP/2.0
Via: SIP/2.0/UDP 172.80.2.100:5060

From: <s1p:9724401003@172.80.2.100>;tag=43
To: <sip:21433021000@172.17.2.33>;tag=9753.0207
Call-ID: 984072 154019620@172.80.2.100
CSeqg: 25634 INFO

Supported: 100rel

Supported: timer

Content-Length: 26

Content-Type: application/dtmf-relay
Signal= 1

Duration= 160
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Nova napln pole INFO — RFC 6086

Internet Engineering Task Force (IETF) C. Holmberg
Eequest for Comments: 6086 Ericsson
Cbh=oletesz: 2976 E. Burger
Category: Standards Track Georgetown University
I5SEN: 2070-1721 H. EKaplan

Becme Packet
January 2011
Sezszion Initiation Plntncol (5IF) INFC Method and Package Framework
Ihstract
Thizs document defines a method, INFO, for the Session Initiation
Protocol (5IP), and an Info Package mechanism. This document
obsoletes RFC 2976. For backward compatibility, this document also
specifie=z a "legacy"™ mode of usage of the INFO method that is
compatible with the usage previously defined in RFC 2976, referred to
az "legacy INF(O Usage™ in this document.
Status of This Memno

Thi= i=s an Internet S5tandards Track document.

Thi=zs document i= a product of the Internet Engineering Task Force

(IETF). It represents the consensus of the IETF community. It has
received public review and has been approved for publication by the
Internet Engineering Steering Group (IES5G). Further information on

Internet Standards i=s available in Section 2 of RFC 5741.

Information about the current status of this document, any errata,
and how to provide feedback on it may be obtained at 64
http://www.rfoc-editor.org/info/rfcel86.




Pouziti pole INFO podle RFC 6086

Info-Package — typ paketu

INFO sip:alice@pc33.example.com SIP/2.0

Via: SIP/2.0/UDP 192.0.2.2:5060;branch=z9hG4bKnabcdef
To: Bob <sip:boblexample.com>; tag=a6bc85ct

From: Alice <sip:alicelexample.com>;tag=1928301774
Call-Id: a84b4dc/o6eb66710dpc33.example.com

CSeqg: 314333 INFO

Info-Package: foo

Content-type: application/foo

Content-Disposition: Info-Package

Content-length: 24
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Recv-Info

Recv-Info: indikuje, ktery typ pakett INFO podporuje UA

INVITE sip:bob@example.com SIP/2.0V

ia: SIP/2.0/TCP pc33.example.com;branch=z9hG4bK776
Max-Forwards: 70

To: Bob sip:bob@fi.muni.cz

From: Alice <sip:alicelexample.com>;tag=1928301774
Call-ID: a84bd4c76e667100@fi.muni.cz

CSeqg: 314159 INVITE

Recv-Info: P, R

Contact: sip:alice@fi.muni.cz

Content-Type: application/sdp

Content-Length:
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RFC 51188 — SIP IPv6

REGISTER sip:[2001:db8::10] SIP/2.0 To:
sip:userf@example.com From: sip:user@example.com;tag=81x2
Via: SIP/2.0/UDP [2001:db8::9:1]1;branch=z9hG4bKas3-111
Call-ID: S5G9559905523997077@hlau 4100 Max-Forwards: 70
Contact: "Caller" <sip:caller@[2001:db8::1]> CSeqg: 98176
REGISTER Content-Length: O
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SIPvo INVITE s SDP

INVITE sip:user@[2001:db8::10] SIP/2.0

To: sip:user@[2001:db8::10]

From: sip:user(@example.com; tag=81x2

Via: SIP/2.0/UDP [2001:db8::20];branch=z9hG4bKas3-111
Call-ID: SSG9559905523997077@hlau 4100

Contact: "Caller" CSeqg: 8612 INVITE Max-Forwards: 70
Content-Type: application/sdp

Content-Length: 268

v=0

o=assistant 971731711378798081 0 IN IP6 2001:db8::20
s=Live video feed for today's meeting

c=IN IP6 2001:db8::20 t=3338481189 3370017201 m=audio
6000 RTP/AVP 2

a=rtpmap:2 G726-32/8000 m=video 6024 RTP/AVP 107
a=rtpmap:107 H263-1998/90000
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Volani v ramci jedne domeny

1. Volani uzivatele B

2. Dotaz “Kde je uzivatel B?”

3. Odpovéd “SIP adresa uzivatele B”

4. \olani pfes proxy

5. Odpoved

6. Odpoved

7. Vytvofeni multimedialniho kanalu -=

I %
= 2 —= Uszer B ™,
=T "Callee" .
NACOM ___--- 5 eagm— |
< 5ipsoftClient .
Comain A SIP User A s
Proxy Server g E Caller "~
1
. b SIP Phone .

~. Domain A Regjstrar -
~_ and Location Service

L] -

- -
" m=—T
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Volani mezi doménami

1. Volani uzivatele B

e 2. Dotaz: Jak se dostanu k uzivateli B vdoméné B?*
4 3. Odpovéd ,Adresa fadice proxy domény*
4 4. Volani pfes proxy na proxy domény B
Domain A Registrar '~ 5. Dotaz ,Kde je uzivatel B?“?”
and Location Service '~ ..
6. Adresa uzivatele B
Dorrain 4 SIP s _ 7. Volani zprostfedkované pres proxy
Py Serer >, 8. Odpovéd

e
.

S S SIP Soft Client

N
N
: 1
N
N
\\ \\ /
\ N Y
S
N
;"

. 9. Odpovéd
o N, Usera

\ *.10. Odpovéd
N aller = N\ 2\\ 11‘~t\\/ytvofen|'multimediélnl’ho kanalu
% SIP Phone . \y\(-"’ L

%\ ‘\ ’’’’’’ - 4 -_’_:_—.—’——\ \ \\\
TR . -__’_:-‘--—-_’_’_’_'_'_.é—--""' . Y
SR g 3 SIP Redirect
- < =
\‘ = g Server
o Domain B SIP
e T Proxy Server Y
NBLYT T :

N
Domain B Registrar \\\
and Location Serviee  ~
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Otazka pro zopakovani:

Které prvky topologie jsou zapojeny pri navazovdni spojeni?
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Otazka pro zopakovani:

Ktere prvky topologie jsou zapojeny pri navazovani spojeni?
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3. Bezpecnostni otazky



BezpeCnostni mechanismy
protokolu SIP

= HT TP Digest

= S/MIME

= TLS

» |PSec s rucne nastavenymi KlicCi
" |PSec s IKE

= MIKEY
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SIP HTTP autentizace

» Vlychazi z RFC 2617. Jde o jednoduchou autentizaci typu dotaz-odpoved,
kde odpoved tvori:
- kontrolni suma uzivatelova jména (defaultne MD5)
- heslo
- hodnota nonce
- http metoda a pozadované URI (Uniform Resource Identifier).

» Heslo je pfenaseno v zaSifrované podobé, presto tato metoda autentizace
neni v soucasnosti doporucovana.
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SIMIME

» DalSi autentizaCni metodou pouzitou v SIPu je S/IMIME

» Jiz samotny MIME (Multipurpose Internet Mail Extensions) pouziva
metody pro kontrolu integrity a Sifrovani

= S/MIME je doplnuje o takové mechanismy jako je distribuce verejnych
klicu a autentizace

» V RFC 3261 je doporuceno pro UA
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TLS

= Pro ochranu SIP signalizace mezi UA a proxy, redirect serverem a register
serverem je v RFC 3261 doporucen protokol TLS. Tento protokol umoznuje
- kontrolu integrity
- zaj1$téni divernosti
- ochranu proti piehravani
- integrovany management klicli se vzajemnou autentizaci a jejich bezpecnou
distribuci

» Pfedpoklada se pouziti metodou skoku (hop-by-hop) mezi UA a proxy resp.
mezi dvéma proxy

= Stinnou strankou pouZiti TLS je nutnost pouZzit spolehlivy transportni mechanismus
(SIP signalizaci na bazi TCP), UDP pouZit nelze
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r ~w °®

IPSec s ruén¢ nastavenymi klici

» Na sit'ové vrstve 1ze vyuzit mechanismu IPSec, ktery slouzi k zajisténi
- autenticity
- Integrity
- duvérnosti
- proti pfehravani

» Scénafe mohou byt typu hop-by-hop i end-to-end.

"|PSec zatim nema definovanou Kryptosadu pro SIP.
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[PSec s IKE integrovanym do SDP

Internet Key Exchange (IKE nebo IKEv2) vytvari bezpeCnostni asociace

INVITE / IPSec required

»
>

183 Session in progress

&
)l

IKE

——d

UPDATE

»
>

200 OK (UPDATE)

A

200 OK (INVITE)

A
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MIKEY

MaZe byt

INVITE / MIKEY Init

- v MIME

»
o

200 OK / MIKEY Response

-v SDP
a=crypto:<tag> <cryptosuite>

INVITE / MIKEY Init

<keyparams>[<sessionparams>]

183 / MIKEY Response

PRACK — Provisional ACK

PRACK

A 4

200 OK
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Problem s NAT

Problémy jsou zde obdobné jako u protokolu H.323 vyjma toho, Zze navazani spojeni a
analyza zahlavi jsou zde mnohem jednodussi.

Velky problém je pravé s NAT. Otazkou je, kde je umisténo proxy:
- uvnitf vnitini sité (v ramci lokalni LAN);
- v ramci vnejSi sité a z vnitrni sité se je treba k nému pfihlaSovat;
- dvé administrativni domeény jsou spolu propojeny, kazda ma vlastni proxy.

v s

NejneprijemngjSi situace je ta druha uvedena, kdy se uzivatel prihlasuje z vnitfni sité

k proxy ve vnéjsi siti. Jeho privatni IP adresa je z privatni sité (napf. 10.1.1.100) a pfichazi
k proxy v pfikazu INVITE spolu s jeho SIP adresou (napf. pepa@unob.cz). Odpovéd OK
pak nenalezne pfijemce. Moznym feSenim je pouziti transportniho protokolu TCP anebo
protokolu STUN. A nejlepSim FeSenim je NAT vibec pokud mozno nepouzivat — coz je

i jeden z argumentd pro pfechod na IPV6.
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Kdy STUN a kdy firewall?

STUN — Simple traversal of UDP through NATs

Session Borde

None Low High
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RFC34389

Cbzoleted by: 5383 PROPOSED STANDARD
Hetwork Working Group J. Rosenberg
Eequest for Comments: 3488 J. Weinberger
Category: Standards Track dynamicsoft
C. Huitema

Microsoft

E. Mahy

Cisco

March 2003
ESTUH - Simple Traversal of User Datagram Protocol (UDE)
Through Hetwork Address Translators (HATs)

Statu=s of thi=s Memo

Thi=s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

improvements. Please refer to the current edition of the "Internet
Official Protocol Standards"™ (5TD 1) for the standardization state
and status of this protocol. Distribution of this memo i=s unlimited.

Copyright Hotice
Copyright (€} The Intermet Society (2003). &All Rights Reserwved.
Abstract

Simple Trawversal of User Datagram Protocol (UDP) Through Hetwork
Address Tramslators (HAT=s) (S5TUN) i= a lightweight protocol that
allows applications to discover the presence and types of HAT=s and
firewalls between them and the public Intermet. It also provides the

ability for application=s to determine the public Internet Protocol
TN B . -1 el e emarr ey = RATE™T COTTTRAT rrem =l rr= = =




RFC5389

Hetwork Working Group J. Rosenberg
Request for Comments: 5389 Ci=sco
Cb=soletes: 3489 K. Mahvy
Category: Standards Track F. Matthews
Tnaffiliated

D. Wing

Ci=co

October 2008

Ses=zion Traversal Utilitie=s for HAT (STUH)
Status of Thi=s Memno

Thi=z document specifies an Internet =standards track protocol for the t
Internet community, and requests discussion and suggestions for

improvements. Plea=ze refer to the current edition of the "Internet

Official Protocol Standards" (S5TD 1) for the =standardization state

and =status of thi=s protocol. Distribution of this memo is unlimited.
Lbh=tract

Sezgzion Traversal Utilities for NAT (5TUN) i=s a protocol that =serves
az a tool for other protocols in dealing with Network Address
Translator (NAT) traversal. It can be used by an endpoint to
determine the IP address and port allocated to it by a HNAT. It can
also be used to check connectivity between two endpoints, and as a
keep-alive protocol to maintain NAT bindings. STUN works with many
existing HAT=, and does not regquire any special behavior from them.

STUN i= not a NAT traversal solution by itself. Rather, it i=s a tool
to be used in the context of a NAT traversal solution. Thi=s i= an
important change from the previous wversion of thisz specification (REC
3489), which presented S5TUN as a complete solution.
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STUN
(Simple/Session Traversal of UDP through NATS)

» Dvojice adres ,server-reflexivni”
* Obvykle u ISP jako sluzba
» STUNZ2 xoruje k adrese nonce

= Klient je clonén pouze nepfilis bezpeCnym NAT a je vystaven utokum
kohokoliv, kdo odchyta STUN provoz

* Nezajistuje symetricky NAT, kdy mezi unikatnimi IP adresami a porty
odesilatele a prijemce misi byt unikatni i dvojice na NATu (jen pro né).

T,
[: What is my IP/Po? [———
' STUN
Client 14688877
Server
—

Private IP/Port

192.168.0.1:65564 RTFRto 146858877
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Priklad

Klient: Jako co meé vidis? Server: Vidim té jako 206.123.31.67:55123

STUN client NAT STUN server
192.168.201.128 192.168.201.2 - 206.123.31.67 64.251.14.14

STUN I'inding Request
Source: 192.168.201.128:45897

STUN Binding Request
Source: 206:123.31.67:55123

- STUN Eindini Hesianse
Destination:

Payload: 206.123.31.67:55123

Binding Response

estination:
Payload: 206.123.31.67:55123
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draft-rosenberg-midcom-turn-08

HMIDCOM J. Rosenberg
Internet-Draft Cizco Svstems
Expirez: March 13, 2006 E. Mahy
Lirspace

C. Huitema

Microsoft

September 9, 2005

Traverzal Using Belay NAT (TURH)
draft-rosenberg-midcocom-turn-08

Statu=s of this Memo

By submitting this Internet-Draft, each author represents that any
applicakble patent or other IPR claim= of which he or she iz aware
have been or will be disclosed, and any of which he or szhe becomes
aware will be disclosed, in accordance with Section & of BCP 79,

Internet-Drafts are working documents of the Internet Engineering
Tazsk Force (IETF), itz areas, and its working group=s. HNote that
other groups may also distribute working documents as Internet-
Draftcs.

Internet-Drafts are draft documents wvalid for a maximum of =2ix months
and may be updated, replaced, or obsoleted by other documents at any
time., It iz inappropriate to us2e Internet-Drafts azs reference
material or to cite them other than as "work in progress."

The li=zt of current Internet-Drafts can be accessed at
http://fwww.letf.org/ietf/lid-abestracts.tHt.




TURN
(Traversal Using Relay NAT)

» Metoda narocCna na sirku pasma
= Server musi byt blizko NATu a k dispozici po celou dobu komunikace
= Zajistuje symetricky NAT

Give me Public 1P ~_

TURN
Server

1.3.5.7:3884

Client RTP to

1.2.5.7:35884

ETF to 14688877
f—

Private IP
192.168.0.1:6554

Public IP
1.3.5.7:3884
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TURN je soucast migrace do IPv6

EEHAVE G. Camarillo
Internet-Draft C. HNovo
Intended status: S5tandards Track Eric=s=son
Expire=s: Janmary 9, 2011 5. Perreaunlt, Ed.

Viagenie

July &, 2010

Traver=sal Using Relays around HAT (TURN) Extenzion for IPve
draft—ietf—behave—turf—ipvﬁ—ll

DNS server
206.123.31.2 STUN server

2620:0:230:8000:2 64.251.14.14
‘ 64.251.22.149

Internet

206.123.31.67
2620:0:230:c000:6

SIP registrar
NAT + DNS server 206.123.31.98
2620:0:230:c000:98

192.168.2012'
| |

192.168.201.128
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Priklad

TURN client TURN server
192.168.201.128 NAT 64.251.14.14 SIP peer

TURN Allocate | 1\yrN Allocate .

Allocate Response @ Allocate a port
Allocate Response Relayed address:

Relayed address: .
64.251.14.14:5120p | 4291.14.14:51292

e m = = KeeRalel o o

SIP Invite i
SDP c= line: > SOP Elfii.{;“f"‘e >
64.251.14.14:51292 64.251.14.14:51292

TURN Data Indication
TURN Data Indication|  + RTP packet |+ -Packe!

+ RTP packet n

-t




ICE

(Interactive Connectivity Establishment)

» VVyuziva STUN i TURN podle nastavené priority
» Zprostfedkovava je volanému prostfednictvim CDP
» Po navazani spojeni zastavi jejich pouziti

Microsoft Office Communications Server 2007 R2, A/V Edge Server
je rozSifen o STUN/TURN, blize Mike Atkins v ,Troubleshoot STUN with TURN
in Office Communications Server 2007 R2“ v http://blogs.technet.com z prosince 2010

Private Network Internet Private Network

gV

TUN/TURN Server
STUN/TURN Server

39

EndPoint 1 NAT SIP Server

&
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Microsoft ICE z roku 2008 — 1. krok
Klient posila pozadavek na STUN/TURN server

Klient STUN posila TURN Allocation request na A/V Edge Server

Frame: Number =473, Captured Frame Length =138, MediaType = ETHERNET
+ Ethernet: Etype = Internet IP (IPv4) DestinationAddress:[00-02-B3-DC-7D-7E) SourceAddress:[00-25-64-05-2D-
AD]
+1pvd:Src =65.53.10.25, Dest =65.53.10.100, Next Pwtc-cc-l = UDP, PacketID= 7768, Total IP Length = 124
+Udp: SrcPort= 62826, DstPort = 3478, Length = 104
-TURN: TURN:Allocate Request
+ MessageHeader. TURN-Allocate Request, TransactionlD =0x2112a4425¢ccd0c8a916db536d408efal
- MagicCookie: 0x72¢c64bch
AttributeType: Magic Cookie
Attributelength: 4 (0x4)
MagicCookie: 1925598150 (0x72C64BC6)
+ UndefineAttribute:
- UserName: Username
AttributeType: Username
Attributelength: 56 (0x38)
UserName: Binary Large Object (56 Bytes)

Zaznam: Microsoft Network Monitor 3.4 92



2. krok
Odpoved STUN/TURN serveru

Frame: Number =475, Captured Frame Length =185, MediaType = ETHERNET
+ Ethernet: Etype = Internet IP {IPv4) DestinationAddress:[00-25-64-05-2D-AD] SourceAddress:[00-02-B3-DC-7D-
7E]
+Ipvd:Src =65.53.10.100, Dest = 65.53.10.25, Next Protocol = UDP, Packet ID = 968, Total IP Length = 171
+Udp: SrcPort= 3478, DstPort = 62826, Length = 151
-TURN: TURN:Allocate Error Response
+ MessageHeader: TURBNAllocate Frror Bespop<e TransactionlD =0x2112a4425ccd0c8a916db536d408=fal
- MagicCookie: 0x72c64hch
AttributeType: Magic Cookie
Attributelength: 4 (0x4)
MagicCookie: 1925598150 (0x72C64BC6)
- ErrorCode: Number =1, The request did not contain a Message-Integrity attribute
AttributeType: Error Code %
AttributeLength: 61 (0x3D)
Reserved: 0(0x0)
Class:4 (0x4)
Number: 1 {0x1)
ReasonPhrase:The request did not contain a Message-Integrity attribute
- AlternateServer: 65.53.10.100:3478
AttributeType: Alternate Server
Attributelength: 8 (0x8)
Reserved: 0(0x0}
Family:IP {IP version4)
Port: 3478 (0xD95)
IPV4Address: 65.53.10.100
- Nonce: 0xb537075f2h21005b 43845 5h189:2895
AttributeType: Nonce
Attributelength: 20 (0x14)
Nonce: Binary Large Object {20 Bytes)
- Realm: 0x227274636d6564696122
AttributeType: Realm
AttributeLength: 10 (0xA)
Realm: Binary Large Object (10 Bytes)
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3. krok
Vypocet MI a jeji odeslani na STUN/TURN server

Frame;, Number =487, Captured Frame Length =200, MediaType = ETHERNET
+ Ethe%et: Etype = Internet IP {IPv4) DestinationAddress:[00-02-B3-DC-7D-7E] SourceAddress:[00-25-64-05-2D-
AD]
+1pvd:Src =65.53.10.25, Dest =/5.53.10.100, Next Protocal = UDP, Packet ID = 7775, Total IP Length = 186
+Udp: SrcPort= 62825, DstPort = 3478, Length = 166
-TURN: TURN:Allocate Request
+ MessageHeader: TURN:Allocate Request, TransactionlD =0x211254428:070a2a03ba024faacS1e83
- MagicCookie: 0x72c64bch
AttributeType: Magic Cookie
Attributelength: 4 (0x4)
MagicCookie: 1925598150 (0x72C64BCE)
+ UndefineAttribute:
- UserName: Usernamea
AttributeType: Username
Attributelength: 56 (0x38)
UserName: Binary Large Object (56 Bytes)
- Nonce: 0x8ch469aco8b3d668652chA725337f8c8cBe34f03
AttributeType: Nonce
Attributelength: 20 (0x14)
Naonce: Binary Large Object (20 Bytes)
- Realm: 0x227274636d6564696122
AttributeType: Realm
Attributelength: 10 {(0xA)
Realm: Binary Large Object(10 Bytes)
+ Messagelntegrity: HMACSHALHash = 0x8d96dd97f085a23ec834df3290be70bcc0552ad4

Message-Integrity = MDS(username ":" realm ":" SASLPrep(password))

kde SASL (Simple Authentication and Security Layer) je obecnha metoda ovéfovani v protokolech klient/server 94
SASLprep — reprezentace jmen a hesel pro SASL - viz RFC 4013



4., krok
Server STUN/TURN odpovida vzdalenému klientu

» Server STUN/TURN odesila paket Allocate Response, v ni hodnotu ¢asovace, Sifky pasma...
= XORMappedAddress je pocitana XORem z MagicCookie z 1. kroku

Frame: Number =489, Captured Frame Length =162, MediaType = ETHERNET
+ Ethernet: Etype = Internet IP {IPv4) DestinationAddress:[00-25-64-05-2D-AD] SourceAddress:[00-02-B3-DC-7D-
7E]
+1pv4:Src=65.53.10.100, Dest = 65.53.10.25, Next Protocol = UDP, Packet ID = 975, Total IP Length = 148
+Udp: SrcPort= 3478, DstPort = 62825, Length = 128
-TURN: TURN:Allocate Respanse
+ MessageHeader: TURN:Allocate Response, TransactionlD =0x211234428e070a2a03ba024faacS1e83
- MagicCookie:0x72c64bch
AttributeType: Magic Cookie
Attributelength: 4 (0x4)
MagicCookie: 1925598150 (0x72C64BCEA)
+ Lifetime: 60
+ Bandwidth: 750
- MappedAddress: 65.53.10.100:58688
AttributeType: Mapped Address
Attributelength: 8 {0x8)
Reserved: 0(0x0)
Family:IP {IP version4)
Port: S8688 (0xES40)
IPV4Address: 65.53.10.100
- XORMappedAddress: 96.39.174.91:54335
AttributeType: XOR Mapped Address
Attributelength: 8 (0x8)
Reserved: 0(0x0)
Family:IP{IP version4)
XPort: 54395 (0xD47B)
IPVaXAddress: 96.39.174 .91
+ UndefineAttribute: 95
+ Messagelntegrity: HMACSHALHash = 0x3976cdb6dSdS51f7bfhd9524-61fb21ac0ff447c

| o




Rok 2010: Cisco s RFC5898

FRCPCOSED STAWNDARD

Internet Engineering Task Force (IETF) F. Lndrea=sen
Request for Comments: 5898 Ci=zco Systems
Category: Standards Track . Camarillo
ISSH: 2070-1721 Ericsson
D. Oran

D. Wing

Ci=sco Systems

July 2010

Comnectivity Preconditions for S5ession Description Protocol (SDFE)
Media S5tream=s

Ab=stract

Thi=s document define=s a new connectivity precondition for the Sess=zion

Dezcription Protocol (SDP) precondition framework. & connectivity
precondition can be used to delay session establishment or
modification until media stream connectivity has been successfully
verified., The method of wverification may vary depending on the type
of transport used for the media. For unreliable datagram transports
such a=s UDP, wverification involwves probing the stream with data or

control packet=s. For reliable connection-oriented transports such as

TCP, wverification can be achieved =simply by successful connection
establishment or by probing the connection with data or control
packets, depending on the situation.
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Navazovani spojeni s kontrolou
na pouziti ICE

A B
| |
| --—— (1) IWNVITE 5SDPP1l———"""-"——"———————— > |
| |
| - (2)y 183 5es=zion Progress SDP2—m————-— |
| |
| ~ e e Connectivity check to B ~~~scomamaaaaas > |
| <~~~ Connectivity to B O ~~~r~~emmmammoanos |
| |
| ---——— (3) UPDATE S5DP3I-——-——-——-—-——-——————- > |
| |
| < (¢4) 200 CK (UPDATE) S5DP4—————————- |



INVITE SDP1

Pohled stanice A

Direction | Current | Desired Strength | Confirm
——————————— -
sékd | no | mandatory | no
recv | no | mandatory | no

a=ice-pwd:asd88fgpdd777uzjYhagzg

a=ice-ufrag:8hhY

m=audio 20000 RTP/AVP O

c=IN IP4 192.0.2.1

a=rtcp:20001

a=curr:conn eZe none

a=des:conn mandatory e2e sendrecv (nabidka)
a=candidate:1 1 UDP 2130706431 192.0.2.1 20000 typ host
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Session Progress SDP?2

Pohled stanice B

Direction | Current | De=sired Strength | Confirm
——————————— +--—-—
EEJ'.'u:i | o | mandatory | ala)
recwv | no | mandatory | no

a=ice-lite

a=ice-pwd:grCA8800133321zF9AT]98

a=ice-ufrag:H92p m=audio 30000 RTP/AVP O

c=IN IP4 192.0.2.4

a=rtcp:30001

a=curr:conn ezZe none

a=des:conn mandatory eZ2e sendrecv

a=conf:conn e2e send (chce potvrzeni ve sméru send)
a=candidate:1 1 UDP 2130706431 192.0.2.4 30000 typ host
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UPDATE SDP3

Direct

Pohled stanice A po kontrole konektivity

& ! Pohled stanice B po kontrole konektivity
Zkontroloval konektivitu ICE k B v obou smérech

ion | Current | Desired Strength | Confirm Direction | Current | Desired Strength | Confirm
—_———t——_—— e ——————————— e —————_—— o o Fmm -
| ves | mandatory | no send | 151a] | mandatory | 151a]
| ves | mandatory | ves recwv | yes | mandatory | no

a=ice-pwd:asd88fgpdd777uzjYhagZg

a=ice-ufrag:8hhY

m=audio 20000 RTP/AVP 0

c=IN IP4 192.0.2.1

a=rtcp:20001

a=curr:conn e2Ze sendrecv

a=des:conn mandatory eZe sendrecv

a=candidate:1 1 UDP 2130706431 192.0.2.1 20000 typ host

Pohled stanice B po UPDATE

mandatory | no
mandatory | no
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Utoky na SIP proxies

Utoky na protokolovou sadu TCP/IP
Napf. Ping of Death, SYN Flood, Smurf...

Utoky vyuzivajici specifické slabiny protokolu SIP

Napfr. prerusenim relaci...



Testovani moznosti registrovat utoky

SIP proxy A SIP proxy B
IP: 160.216.1.102 &S SIP signalizacem— = IP: 160.216.1.103
(¢} Q
X =
SIP signalizace SIP signalizace
RTP tok
to e Zy
}
Telefon A Telefon B
IP: 160.216.1.109 IP: 160.216.1.104
URI: Pepa@160.216.1.102 URI: Ferda@160.216.1.103
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Test v SNORT na utok SYN Flood

alert tcp any any -> $SIP PROXY IP any \

(msg: "TCP SYN packet flooding from single source"; \
threshold: type both, track by src, count 200, seconds 20; \
flow:stateless; flags:S,12; sid:5000100; rev:1;)



[1:5000001:

[Priority:

[1:5000002:

[Priority:

[1:5000002:

[Priority:

[1:5000004:

[Priority:

[1:5000005:

[Priority:

[1:5000007:

[Priority:

[1:5000008:

[Priority:

[1:5000011:

[Priority:

[1:5000012:

[Priority:

[1:5000013:

[Priority:

[1:5000014:

[Priority:

[1:5000015:

[Priority:

[1:5000016:

[Priority:

1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]

TCP SYN packet flooding from single source

SNORT log

[**]

{TCP} 160.216.1.102:1653 -> 160.216.1.103:506011/10-17:22:18.980228

TCP SYN packet flooding (simple or distributed)
{TCP} 143.110.215.175:3957 -> 160.216.1.103:506011/10-17:23:18.000308
TCP SYN packet flooding (simple or distributed)
{TCP} 151.170.194.143:11334 -> 160.216.1.103:506011/10-17:23:32.253141

[**]

[**]

[**]

[**]

[**]

INVITE message flooding [**]

{UDP} 160.216.1.102:3069 -> 160.216.1.103:506011/10-17:23:35.037319
REGISTER message flooding [**]

{UDP} 160.216.1.102:2002 -> 160.216.1.103:506011/10-17:24:14.483933
TCP/IP message flooding directed to SIP proxy [**]

{UDP} 160.216.1.102:7777 -> 160.216.1.103:506011/10-17:24:40.652745 [**]

DNS No such name threshold. Abnormaly high count of No such name responses.[**

[**]

[**]

{UDP} 160.216.40.10:53 -> 160.216.1.103:105411/10-17:24:54.120039 [**]
SQL Injection. Injection of DROP statement [**]

{UDP} 160.216.1.102:1049 -> 160.216.1.103:506011/10-17:24:55.220988 [**]
SQL Injection. Injection of DELETE statement [*¥*]

{UDP} 160.216.1.102:1049 -> 160.216.1.103:506011/10-17:24:56.265353 [**]
SQL Injection. Injection of SELECT statement [*¥*]

{UDP} 160.216.1.102:1049 -> 160.216.1.103:506011/10-17:24:57.390944 [**]
SQL Injection. Injection of INSERT statement [*¥*]

{UDP} 160.216.1.102:1049 -> 160.216.1.103:506011/10-17:24:58.397378 [**]
SQL Injection. Injection of UPDATE statement [*¥*]

{UDP} 160.216.1.102:1049 -> 160.216.1.103:506011/10-17:24:58.994778 [**]

of
->

UNION statement [**]
160.216.1.103:5060

SQL Injection. Injection
{UDP} 160.216.1.102:1049



Zprava INVITE

RECEIVE TIME: 10913072

RECEIVE << 160.216.1.102:5060

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP 160.216.223.122:5060;rport=5060;
branch=z9hG4bKEOBCCD41AF0648378E3200A1924B454D

From: Pepa <sip:pepa@l1l60.216.1.102>;tag=2110609961

To: <sip:ferda@160.216.1.103>;tag=1461585288

Contact: <sip:ferda@160.216.1.103:5060>

Record-Route: <sip:160.216.1.103;£ftag=2110609961;1lr=on>
Call-ID: 2F56AA96-23FD-4F06-8706-BF2866B977720@160.216.1.103
CSeq: 18188 INVITE

Server: SIPphone Lite release 1104v

Content-Length: 0



Test na utok INVITE Flood

alert ip any any -> $SIP PROXY IP $SIP PROXY PORTS \
(msg:"INVITE message flooding"; content:"INVITE"; depth:6; \
threshold: type both, track by src, count 200, seconds 60; \
s$sid:1000100; rev:1;)

#Suppresion of alerting for known proxy 160.216.1.102
suppress gen _id 1, sig id 1000100, track by src, ip
160.216.1.103



SNORT log podruh¢

[1:5000001:1] TCP SYN packet flooding from single source [**]

[Priority: 0] {TCP} 160.216.1.102:1653 -> 160.216.1.103:506011/10-17:22:18.980228 [**]
[1:5000002:1] TCP SYN packet flooding (simple or distributed) [*¥*]

[Priority: 0] {TCP} 143.110.215.175:3957 -> 160.216.1.103:506011/10-17:23:18.000308 [**]
[1:5000002:1] TCP SYN packet flooding (simple or distributed) [*¥*]

[Priority: 0] {TCP} 151.170.194.143:11334 -> 160.216.1.103:506011/10-17:23:32.253141 [**]
[1:5000004:1] INVITE message flooding [*¥*]

[Priority: 0] {UDP} 160.216.1.102:3069 -> 160.216.1.103:506011/10-17:23:35.037319 [**]
[1:5000005:1] REGISTER message flooding [**]

[Priority: 0] {UDP} 160.216.1.102:2002 -> 160.216.1.103:506011/10-17:24:14.483933 [**]
[1:5000007:1] TCP/IP message flooding directed to SIP proxy [**]

[Priority: 0] {UDP} 160.216.1.102:7777 -> 160.216.1.103:506011/10-17:24:40.652745 [**]
[1:5000008:1] DNS No such name threshold. Abnormaly high count of No such name responses.
[Priority: 0] {UDP} 160.216.40.10:53 -> 160.216.1.103:105411/10-17:24:54.120039 [**]
[1:5000011:1] SQL Injection. Injection of DROP statement [**]

[Priority: 0] {UDP} 160.216.1.102:1049 -> 160.216.1.103:506011/10-17:24:55.220988 [**]
[1:5000012:1] SQL Injection. Injection of DELETE statement [**]

[Priority: 0] {UDP} 160.216.1.102:1049 -> 160.216.1.103:506011/10-17:24:56.265353 [**]
[1:5000013:1] SQL Injection. Injection of SELECT statement [**]

[Priority: 0] {UDP} 160.216.1.102:1049 -> 160.216.1.103:506011/10-17:24:57.390944 [**]
[1:5000014:1] SQL Injection. Injection of INSERT statement [**]

[Priority: 0] {UDP} 160.216.1.102:1049 -> 160.216.1.103:506011/10-17:24:58.397378 [**]
[1:5000015:1] SQL Injection. Injection of UPDATE statement [**]

[Priority: 0] {UDP} 160.216.1.102:1049 -> 160.216.1.103:506011/10-17:24:58.994778 [**]
[1:5000016:1] SQL Injection. Injection of UNION statement [**]

[Priority: 0] {UDP} 160.216.1.102:1049 -> 160.216.1.103:5060



Test na utok Register Flood

alert ip any any -> $SIP PROXY IP $SIP PROXY PORTS \
(msg:"REGISTER message flooding"; content:"REGISTER"; depth:8;\
threshold: type both , track by src, count 100, seconds 60; \
sid:1000200; rev:1;)



[1:5000001:

[Priority:

[1:5000002:

[Priority:

[1:5000002:

[Priority:

[1:5000004:

[Priority:

[1:5000005:

[Priority:

[1:5000007:

[Priority:

[1:5000008:

[Priority:

[1:5000011:

[Priority:

[1:5000012:

[Priority:

[1:5000013:

[Priority:

[1:5000014:

[Priority:

[1:5000015:

[Priority:

[1:5000016:

[Priority:

1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]

SNORT log potreti

TCP SYN packet flooding from single source

[**]

{TCP} 160.216.1.102:1653 -> 160.216.1.103:506011/10-17:22:18.980228

TCP SYN packet flooding (simple or distributed)
{TCP} 143.110.215.175:3957 -> 160.216.1.103:506011/10-17:23:18.000308
TCP SYN packet flooding (simple or distributed)
{TCP} 151.170.194.143:11334 -> 160.216.1.103:506011/10-17:23:32.253141

[**]

[**]

[**]

[**]

[**]

INVITE message flooding [**]

{UDP} 160.216.1.102:3069 -> 160.216.1.103:506011/10-17:23:35.037319
REGISTER message flooding [*¥*]

{UDP} 160.216.1.102:2002 -> 160.216.1.103:506011/10-17:24:14.483933
TCP/IP message flooding directed to SIP proxy [**]

{UDP} 160.216.1.102:7777 -> 160.216.1.103:506011/10-17:24:40.652745 [**]
DNS No such name threshold. Abnormaly high count of No such name responses.

[**]

[**]

{UDP} 160.216.40.10:53 -> 160.216.1.103:105411/10-17:24:54.120039 [**]
SQL Injection. Injection of DROP statement [**]

{UDP} 160.216.1.102:1049 -> 160.216.1.103:506011/10-17:24:55.220988 [**]
SQL Injection. Injection of DELETE statement [*¥*]

{UDP} 160.216.1.102:1049 -> 160.216.1.103:506011/10-17:24:56.265353 [**]
SQL Injection. Injection of SELECT statement [*¥*]

{UDP} 160.216.1.102:1049 -> 160.216.1.103:506011/10-17:24:57.390944 [**]
SQL Injection. Injection of INSERT statement [*¥*]

{UDP} 160.216.1.102:1049 -> 160.216.1.103:506011/10-17:24:58.397378 [**]
SQL Injection. Injection of UPDATE statement [**]

{UDP} 160.216.1.102:1049 -> 160.216.1.103:506011/10-17:24:58.994778 [**]

of
->

UNION statement [**]
160.216.1.103:5060

SQL Injection. Injection
{UDP} 160.216.1.102:1049



Utok SQL Injection

Select password from subscriber

where username='myname'; and
realm='160.216.1.102"

}

Select password from subscriber
where username='myname;

DROP table Subscriber -- ' and
realm='160.216.1.102"



Test na utok SQL Injection

alert ip any any -> $SIP PROXY IP $SIP PROXY PORTS \
(msg:"SQL Injection - Injection of DROP statement"; \
pcre:"/\'drop/ix"; \

sid: 1000510; rev:1;)

alert ip any any -> $SIP PROXY IP $SIP PROXY PORTS \
(msg:"SQL Injection - Injection of DELETE statement"; \
pcre:"/\'delete/ix"; \

sid: 1000520; rev:1;)

alert ip any any -> $SIP PROXY IP $SIP PROXY PORTS \
(msg:"SQL Injection - Injection of SELECT statement"; \
pcre:"/\'select/ix"; \

sid: 1000530; rev:1;)

alert ip any any -> $SIP PROXY IP $SIP PROXY PORTS \
(msg:"SQL Injection - Injection of INSERT statement"; \
pcre:"/\'insert/ix"; \

sid: 1000530; rev:1;)



[1:5000001:

[Priority:

[1:5000002:

[Priority:

[1:5000002:

[Priority:

[1:5000004:

[Priority:

[1:5000005:

[Priority:

[1:5000007:

[Priority:

[1:5000008:

[Priority:

[1:5000011:

[Priority:

[1:5000012:

[Priority:

[1:5000013:

[Priority:

[1:5000014:

[Priority:

[1:5000015:

[Priority:

[1:5000016:

[Priority:

1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]
1]
0]

SNORT log naposledy

TCP SYN packet flooding from single source

[**]

{TCP} 160.216.1.102:1653 -> 160.216.1.103:506011/10-17:22:18.980228

TCP SYN packet flooding (simple or distributed)
{TCP} 143.110.215.175:3957 -> 160.216.1.103:506011/10-17:23:18.000308
TCP SYN packet flooding (simple or distributed)
{TCP} 151.170.194.143:11334 -> 160.216.1.103:506011/10-17:23:32.253141
INVITE message flooding [**]

[**]

[**]

{UDP} 160.216.1.102:3069 -> 160.216.1.103:506011/10-17:23:35.037319
REGISTER message flooding [**]
{UDP} 160.216.1.102:2002 -> 160.216.1.103:506011/10-17:24:14.483933
TCP/IP message flooding directed to SIP proxy [**]
{UDP} 160.216.1.102:7777 -> 160.216.1.103:506011/10-17:24:40.652745

DNS No such name threshold. Abnormaly high count of No such name responses.
.40.10:53 -> 160.216.1.103:105411/10-17:24:54.120039

{UDP} 160.216

SQL Injection.
.1.102:1049
SQL Injection.
.1.102:1049
SQL Injection.
.1.102:1049
SQL Injection.
.1.102:1049
SQL Injection.
.1.102:1049
SQL Injection.
.1.102:1049

{UDP} 160.216
{UDP} 160.216
{UDP} 160.216
{UDP} 160.216
{UDP} 160.216

{UDP} 160.216

Injection
Injection
Injection
Injection
Injection

Injection

of
->
of
->
of
->
of
->
of
->
of
->

DROP statement [**]
160.216.1.103:506011/10-17:24:55.
DELETE statement [**]
160.216.1.103:506011/10-17:24:56.
SELECT statement [*¥*]
160.216.1.103:506011/10-17:24:57.
INSERT statement [**]
160.216.1.103:506011/10-17:24:58.
UPDATE statement [**]
160.216.1.103:506011/10-17:24:58.
UNION statement [**]
160.216.1.103:5060

220988

265353

390944

397378

994778

[**]

[**]
[**]
[**]
[**]
[**]
[**]
[**]
[**]

[**]

[**]

[**]



4. Konfigurace SIP
na Cisco smerovacich
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Scenar konfigurace brany SIP

Jako sitovy administrator mate nakonfigurovat hlasovou branu tak,
abyste integrovali konektivitu Vasi firmy s poskytovatelem Vasich
hlasovych sluzeb. Konkrétné:

» Pouzit SIP jako signalizaCni protokol
» Nastavit transportni protokol na UDP

» Pouzit rozhrani Loopback 0 jako zdrojové rozhrani pro SIP
= Zmeénit UA takto:

- Zapnout mistni ovérovani

- Aktivovat registraci adresy E.164 pfimo pfipojenych analog. Telefonu
- Nastavit server SIP

- Zmenit pocCet opakovani INVITE, RESPONSE, BYE A CANCEL na 2
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Topologie bran I0S a ITSP

(Internet Telephony Service Provider)

SIp2 Lls00.com

Express to connect to a SIP service provider
twork amd route external calls via that connection.

Li;rrhgure Cizgco Unified Communications Manager

- SIF TSP
W L
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Integrace bran I0S s ITSP SIP
s poznamkami 1/2

Router (config) #voice service voip

! Zadani VoIP jako typ zapouzd¥eni hlasu (mize byt i POTS, VoFR, VoATM
Router (conf-voi-serv) #sip

! Vstup do rezimu konfigurace SIP

Router (conf-serv-sip) #session transport udp

! Volba transportniho protokolu

Router (conf-serv-sip) #bind control source-interface Loopback 0

! Svazani zdrojové adresy pro signalizaci s adresou IP rozhrani

Router (conf-serv-sip) #bind media source-interface Loopback 0

! Svazani zdrojové adresy pro p¥enos paketd hlasu s adresou IP rozhrani
Router (conf-serv-sip) #fexit

Router (conf-voi-serv) #no shutdown

! Aktivace hlasové sluzby

Router (config-sip-ua) #retry bye 2

Router (config-sip-ua) #fretry cancel 2
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Integrace bran I0S s ITSP SIP
s poznamkami 2/2

Router (config) #sip-ua

! Vstup do rezimu konfigurace UA SIP

Router (config-sip-ua) #authentication username JD password secret

! Nakonfigurovani ovérovani typu Digest

Router (config-sip-ua) #iregistrar dns:sip2.cisco.com expires 3600

! Je umoznéno registrovat éisla E.164 (¢islovaci plan pouzivany pro
! telef.) hlasovych portd (FXS) analogovych telefond a IP telefont
! u externiho proxy SIP nebo registraé¢niho serveru SIP

Router (config-sip-ua) #sip-server dns:sip2.cisco.com

! Zadani adresy hostitele

Router (config-sip-ua) #iretry invite 2

Router (config-sip-ua) #retry response 2

Router (config-sip-ua) #fretry bye 2

Router (config-sip-ua) #iretry cancel 2

! Prizplisobeni parametrd podminkam sité
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Integrace bran I0S s ITSP SIP

Router (config) #voice service voip

Router

Router (conf-serv-sip
Router (conf-serv-sip
Router (conf-serv-sip
Router (conf-serv-sip
conf-voi-serv

Router

conf-voi-serv

#sip

f#session transport udp

#bind control source-interface Loopback 0
#bind media source-interface Loopback 0
texit

#no shutdown

— S~ S~ ~— ~— ~—

Router (config-sip-ua) #authentication username JDoe password secret

Router (config-sip-ua) #registrar dns:sip2.cisco.com expires 3600

Router (config-sip-ua) #sip-server dns:sip2.cisco.com

Router (config-sip-ua) #fretry response 2
Router (config-sip-ua) #fretry bye 2

(
(
(
(
(
(
(
Router (config) #sip-ua
(
(
(
(
(
(
(

)
)
)
Router (config-sip-ua) #retry invite 2
)
)
)

Router (config-sip-ua) #retry cancel 2
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Dial peer

» Dial peer je adresovatelny koncovy bod volani

» PfisluSna adresa se oznacCuje za vzor cile (destination patern)
a konfiguruje se v kazdém dial peeru.

= \Vzory cile mohou vyuzivat pfrimo zadané Cislice i zastupné promenné
= Dial peery definuji parametry hovoru, kterym odpovidaji
= Hlasové brany Cisco podporuji pét typu dial peeru:
POTS, VolP, VoFR, VoATM a MMolP (Multimedia Mail over IP).
- Dial peery POTS poskytuiji tel. Cislo a ukazuji na konkretni hlasovy port
- Dial peery VoIP zajistuji cilovou adresu (tel. Cislo) okrajového zafizeni na
druhé strane, prirazuji cilovou adresu ke smerovaci
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Priklad topologie dial peeru SIP

SIP server
CUChM:- 101115

| +
v
1921681100
; s
!, - SIFITSP
> [mm

' S|P Gateway
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Konfigurace dial peeru SIP

Router (config) #dial-peer voice 2000 pots

Router (config-dial-peer) #destination-pattern 2.

Router (config-dial-peer) #session protocol s1pv2

Router (config-dial-peer) #session target sip-server
Router (config-dial-peer) #dtmf-relay rtp-nte

Router (config) #dial-peer voice 2001 pots

Router (config-dial-peer) #tdestination-pattern 2.

Router (config-dial-peer) #session protocol s1pv2

Router (config-dial-peer) #session target ipv4:10.1.1.15
Router (config-dial-peer) #dtmf-relay sip-notify
Router (config-dial-peer) #preference 1

Router (config) #dial-peer voice 90 voip

Router (config-dial-peer) #destination-pattern 9T

Router (config-dial-peer) #session target ipv4:192.168.1.100
Router (config-dial-peer) #session protocol sipv2

Router (config-dial-peer) #tdtmf-relay rtp-nte
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Konfigurace dial peeru SIP

Router (config) #dial-peer voice 2000 pots

Router (config-dial-peer) #destination-pattern 2. ..

Router (config-dial-peer) #session protocol sipv2

Router (config-dial-peer) #session target sip-server

Router (config-dial-peer) #tdtmf-relay rtp-nte

IDTMF tény Jjsou zakdédovany v nte (named telephone events)

1formatu a prenaseny stejnym RTP kanalem jako hlas

Inte jsou vyhrazena ¢isla z rozsahu 96 az 127

Router (config) #dial-peer voice 2001 pots

Router (config-dial-peer) #destination-pattern 2. ..

Router (config-dial-peer) #session protocol sipv2

Router (config-dial-peer) #session target ipv4:10.1.1.15

Router (config-dial-peer) tdtmf-relay sip-notify

! Zajisti upozornéni na udalosti telefonu zpravami NOTIFY

Router (config-dial-peer) #preference 1

Router (config) #dial-peer voice 90 voip

Router (config-dial-peer) #destination-pattern 9T

Router (config-dial-peer) #session target ipv4:192.168.1.100

Router (config-dial-peer) #session protocol sipv2 122
(c )

Router (config-dial-peer) #tdtmf-relay rtp-nte



Overovani stavu brany

Router#show sip service

SIP Service 1s up

Router#

Router#show sip-ua status

SIP User Agent Status

SIP User Agent for UDP : ENABLED

SIP User Agent for TCP : ENABLED

SIP User Agent bind status(signaling): DISABLED
SIP User Agent bind status(media): DISABLED

SIP max-forwards : 6

SIP DNS SRV version: 1 (rfc 2052)

Redirection (3xx) message handling: ENABLED
Router#

Router#show sip-ua timers

SIP UA Timer Values (millisecs)

trying 500, expires 180000, connect 500, disconnect 500
comet 500, prack 500, rellxx 500, notify 500
refer 500, register 500
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Overovani stavu brany

Router#show sip-ua register status
Line peer expires(sec) registered

4001 20001 596 no

4002 20002 596 no

5100 1 596 no

9998 2 596 no
routerf#show sip-ua calls
SIP UAC CALL INFO

Number of SIP User Agent Client (UAC)

SIP UAS CALL INFO
Call 1

SIP Call ID : D215F304-/B5A11DC-8005EA1A-6A8F4ADE@10.10.10.2
State of the call : STATE ACTIVE

(7)

Substate of the call : SUBSTATE NONE (0)

Calling Number : 2818902001
Called Number : 1003

Bit Flags : 0x1212003A 0x100000
CC Call ID : 1

Source IP Address (Sig ): 10.10.
Destn SIP Reqg Addr:Port : 10.10.
Destn SIP Resp Addr:Port: 10.10.

Destination Name : 10.10.10.2

0x488

10.1
10.2:5060
10.2:56884

calls:
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Zprava INVITE

routerf#debug ccsip messages

SIP Call messages tracing 1s enabled

router#

*Mar 6 14:19:14: Sent:

INVITE sip:3660210@166.34.245.231;user=phone;phone-context=unknown SIP/2.0
Via: SIP/2.0/UDP 166.34.245.230:55820

From: “3660110” <sip:36601100@166.34.245.230>

To: <sip:36602100@166.34.245.231;user=phone;phone-context=unknown>
Date: Sat, 06 Mar 1993 19:19:14 GMT

Call-ID: ABBAET7AF-823100E2-0-1CD274BC@172.18.192.194

Cisco-Guid: 2881152943-2184249568-0-483551624

User-Agent: Cisco VoIP Gateway/ IOS 12.x/ SIP enabled

CSeq: 101 INVITE

Max-Forwards: 6

Timestamp: 731427554

Contact: <s1p:36601100@166.34.245.230:5060;user=phone>

Expires: 180

Content-Type: application/sdp

Content-Length: 138 125



/Zprava OK

*Mar 6 14:19:16: Receilved:

SIP/2.0 200 OK

Via: SIP/2.0/UDP 166.34.245.230:55820

From: “3660110"” <sip:3660110@166.34.245.230>

To: <s1p:3660210@166.34.245.231;user=phone;phone-context=unknown>;
tag=27DBC6D8-1357

Date: Mon, 08 Mar 1993 22:45:12 GMT

Call-ID: ABBAET7AF-823100E2-0-1CD274BC@172.18.192.194

Timestamp: 731427554

Server: Cisco VoIP Gateway/ IOS 12.x/ SIP enabled

Contact: <sip:36602100@166.34.245.231:5060;user=phone>

CSeq: 101 INVITE

Content-Type: application/sdp

Content-Length: 138

v=0

o=CiscoSystemsSIP-GW-UserAgent 1193 7927 IN IP4 166.34.245.231
s=SIP Call

t=0 0

c=IN IP4 166.34.245.231 126
m=audio 20224 RTP/AVP O



/prava Bye

*Mar 6 14:19:19: Received:

BYE sip:36601100@166.34.245.230:5060;user=phone SIP/2.0
Via: SIP/2.0/UDP 166.34.245.231:53600

From: <sip:3660210@166.34.245.231;user=phone;phone-
context=unknown>; tag=27DBC6D8-1357

To: “3660110” <sip:3660110@166.34.245.230>

Date: Mon, 08 Mar 1993 22:45:14 GMT

Call-ID: ABBAET7AF-823100E2-0-1CD274BC@172.18.192.194
User-Agent: Cisco VoIP Gateway/ IOS 12.x/ SIP enabled
Max-Forwards: ©

Timestamp: 731612717

CSeqg: 101 BYE

Content-Length: O
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Konfigurace dial peeru SIP

Router (config) #dial-peer voice 2000 pots

Router (config-dial-peer) #tdestination-pattern 2.

Router (config-dial-peer) #session protocol s1pv2

Router (config-dial-peer) #session target sip-server
Router (config-dial-peer) #dtmf-relay rtp-nte

Router (config) #dial-peer voice 2001 pots

Router (config-dial-peer) #destination-pattern 2.

Router (config-dial-peer) #session protocol s1pv2

Router (config-dial-peer) #session target ipv4:10.1.1.15
Router (config-dial-peer) #dtmf-relay sip-notify
Router (config-dial-peer) #preference 1

Router (config) #dial-peer voice 90 voip

Router (config-dial-peer) #tdestination-pattern 9T

Router (config-dial-peer) #session target ipv4:192.168.1.100
Router (config-dial-peer) #session protocol sipv2

Router (config-dial-peer) #tdtmf-relay rtp-nte
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Vyvoj SIPu

5. RAMS
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RAMS

(Unicast-based Rapid aquisition of Multicast RTP Sessions)
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PROPOSED STANDARD

Internet Engineering Task Force (IETF) B. Ver Steeqg
Reguest for Comments: 6285 L. Begen
Category: Standards Track Cisco
ISSN: 2070-1721 T. Van Caenegem
Alcatel-Lucent

Z. Vax

Magnum Semiconductor

June 2011

Unicast-Based Rapid Acquisition of Multicast RTP Sessions

Abstract

When an RTP receiver Jjoins a multicast session, it may need to
acquire and parse certain Reference Information before it can process
any data sent in the multicast session. Depending on the join time,
length of the Reference Information repetition (or appearance)
interval, size of the Reference Information, and the application and
transport properties, the time lag before an RTP receiver can
usefully consume the multicast data, which we refer to as the

Acquisition Delay, wvaries and can be large. This is an undesirable
phenomenon for receivers that frequently switch among different
multicast sessions, such as video broadcasts. 131
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Diskuse RAMS
(Rapid aquisition of Multicast RTP Sessions)
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RFC 6659 - Considerations for Deploying the Rapid
Acquisition of Multicast RTP Sessions (RAMS) Method

(Formats: TXT)

Internet Engineering Task Force (IETF) A. Begen
Request for Comments: 6659 Cisco
Category: Informational July 2012

ISSN: 2070-1721

Considerations for Deploying the Rapid Acquisition of
Multicast RTP Sessions (RAMS) Method

Abstract
The Rapid Acquisition of Multicast RTP Sessions (RAMS) solution is a 132

method based on RTP and the RTP Control Protocol (RTCP) that enables
an RTP receiver to rapidlv acauire and start consumina the RTP



Scenar se skupinou dvou SSM
(Source-Specific Multicast)

v=0

o=ali 1122334455 1122334466 IN IP4 rams.example.com
s=RAMS Scenarios

t=0 0

a=group:FEC-FR Channell Video Channell FEC

m=video 40000 RTP/AVPF 96

c=IN IP4 233.252.0.1/127

a=source-filter:incl IN IP4 233.252.0.1 198.51.100.1
a=rtcp:41000 IN IP4 192.0.2.1

a=ssrc:1 cname:chl videolexample.com

a=mid:Channell Video

m=application 40000 RTP/AVPF 97

c=IN IP4 233.252.0.2/127

a=source-filter:incl IN IP4 233.252.0.2 198.51.100.1
a=rtcp:42000 IN IP4 192.0.2.1

a=ssrc:2 cname:chl feclexample.com
a=mid:Channell FEC
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6. Porovnani H.323 a SIP



Porovnani SIP a H.323

H.323

SIP

Standard. protokol

Uzavieny. slozity

Otevieny. jednoduchy

Orgamzace ITU-T IETF
Vytvofeny pro LAN — zaméfeny Redeni adresace pro mezinarodni
Adresace - -
na lokalni provoz provoz
Typ zprav Binami. zaloZzené na ASN.1 Textova typ zadost — odpovéd
Pouzivané protokoly H.245. H.225 (Q.931, RAS) SDP

Pouzivane servery

Spravce zony (Gatekeeper)

Registracni server (Registrar Server)
Zastupny server (Proxy Server)
Presmérovaci server (Redirect Server)
Server umisténi (Location Server)

Transportni protokol | RTP s fidicim protokolem RTCP RTP s fidicim protokolem RTCP
Nese odpovédnost za ) . .
_— : . . Prenechava zabezpeceni pfenosu
Zabezpeceni spolehlivost pfenosu — zbyteéna O cvur o . .
redie paketu m1z3im pfenosovym vrstvam
I Rozsifeni jsou ?:axflsla ma Povoluje rozsifeni zikladu protokolu
Rozsifeni protokolu specifikaci vyrobce —

nestandardni roziifeni

pro specialni funkce
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Vyhody SIP

SIP H.323 vyhody SIP
specifikace Internetové komunity ITU-T (1996) uréen pro prace po Internetu
(IETF, 1999)
pouzity model Internet / WWW telefonie (Q.sig)
koédovani textové binarni (zalozené na ASN.1, textové kddovani snazsi na
Abstract Syntax Notation One) porozuméni i na feSeni
problémi
o o re nastup 3G muize znamenat

vyuziti v mobilnich sitich 3G ano ne konec H.323

slozitost stfedni vysoka

architektura modularni monoliticka monol'ltlcky nav’rvh cint .
aktualizace obtizné a drahé

podpora pro IM ano ne

zpozdeni pri navazovani 4 o o (Round-Trip Time)  1,5x RTT - 7x RTT

spojeni
rozsSiritelnost oteviené pro nové protokolové ASN.1 nestandardni zmény
prvky podle vyrobce pouze na
preddefinovanych mistech
adresace URL, e-mailova adresa, E.164, alias stanice zjistény
H.323, E.164 pomoci gatekeeper
transportni protokol UDP (hlavné) nebo TCP UDP nebo TCP (hlavné) UDP je jednodussi
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Testy spojeni

S http://www.connectionanalyzer.com/

i LEADORUCeNd POt e | G SPI2013. ] Comnectionanal., <[
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£ Connection Analyzer Speed Test

|Achieved download speed is 903 kbps (of about 29.2 Mbps)|

137




Connection Analysis

Test Type:
Location:
Download Speed:
Upload Speed:
Speed Consistency:
Round Trip Time:
Max Delay:
Average Delay:
Bandwidth:

Max Route Speed:
Forced Idle:

Route Concurrency:

Test Type:

Round Trip Time Consistency:

Glossary of Results

AplikaCni testovani

Application Speed

283 kbps
4 connection problems found, click the * to learn more.
27 %
189 ms ¥ MSDLO1: The download speed is too low for the latency/bandwidth of the connection
766 ms
91 ms ¥ MSTTO1: The trip time is too high to achieve maximum speed
38400 kbps
2774 kb
ps ¥ MSTRO1: The data flow for this test is too erratic
93 %
135.7
/ & MSMDO1: TCP is waiting too long for data
s/s
94 %
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Connection Analysis

Test Type:
Downstream Jitter:

Downstream Loss:

Downstream Packet Order:

Upstream Jitter:
Upstream Loss:
Upstream Packet Order:
Packet Discards:

MOS Score:

Glossary of Results

VolIP testovani

Voice over IP

-1ms

0%

0%

-1 ms

0%

0.0 %

0%

-1.0

Need help with these results? Contact us.

3 connection problems found, click the " to learn more.

& Firewall Blocking Upstream Test

& Firewall Blocking Downstream Test

% MVLS03: VoIP packets are arriving out of order.
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