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Lab 1.4.1: Challenge Review
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Addressing Table

Device Interface IP Address Subnet Mask Default Gateway

Fa0/1 N/A N/A N/A

Fa0/1.10 192.168.10.1 255.255.255.0 N/A

R1 Fa0/1.12 10.12.12.1 255.255.255.0 N/A
Fa0/1.13 10.13.13.1 255.255.255.0 N/A

S0/0/0 10.1.1.1 255.255.255.252 N/A

Fa0/1 N/A N/A N/A

Fa0/1.12 10.12.12.2 255.255.255.0 N/A

R2 Fa0/1.20 192.168.20.1 255.255.255.0 N/A
S0/0/0 10.1.1.2 255.255.255.252 N/A

S0/0/1 10.2.2.1 255.255.255.252 N/A

R3 Fa0/1 N/A N/A N/A
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Fa0/1.13 10.13.13.3 255.255.255.0 N/A
Fa0/1.30 192.168.30.1 255.255.255.0 N/A
S0/0/1 10.2.2.2 255.255.255.252 N/A
S1 VLAN10 192.168.10.2 255.255.255.0 192.168.10.1
S2 VLAN20 192.168.20.2 255.255.255.0 192.168.20.1
S3 VLAN30 192.168.30.2 255.255.255.0 192.168.30.1
PC1 NIC 192.168.10.10 255.255.255.0 192.168.10.1
PC3 NIC 192.168.30.10 255.255.255.0 192.168.30.1

Learning Objectives
To complete this lab:

e Cable a network according to the topology diagram.

e Erase the startup configuration and reload a router to the default state.
e Perform basic configuration tasks on a router.

e Configure and activate interfaces.

e Configure Spanning Tree Protocol.

e Configure VTP servers and client.

e Configure VLANS on the switches.

e Configure RIP routing on all the routers.

e Configure OSPF routing on all routers.

e Configure EIGRP routing on all the routers.

Scenario

In this lab, you will review basic routing and switching concepts. Try to do as much on your own as
possible. Refer back to previous material when you cannot proceed on your own.

Note: Configuring three separate routing protocols—RIP, OSPF, and EIGRP—to route the same network
is emphatically not a best practice. It should be considered a worst practice and is not something that
would be done in a production network. It is done here so that you can review the major routing protocols
before proceeding, and see a dramatic illustration of the concept of administrative distance.

Task 1: Prepare the Network
Step 1: Cable a network that is similar to the one in the topology diagram.
Step 2: Clear any existing configurations on the routers.
Task 2: Perform Basic Device Configurations.
Configure the R1, R2, and R3 routers and the S1, S2, S3 switches according to the following guidelines:
e Configure the hostname.

e Disable DNS lookup.

e Configure an EXEC mode password as "class".

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 2 of 4



CCNA Exploration
Accessing the WAN: Introduction to WANs Lab 1.4.1: Challenge Review

e Configure the following message-of-the-day banner: “Unauthorized access strictly prohibited and
prosecuted to the full extent of the law".

e Configure a password for console connections.
e Configure synchronous logging.
e Configure a password for vty connections.
e Save the running configuration to NVRAM.
Task 3: Configure and Activate Serial and Ethernet Addresses
Step 1: Configure interfaces on R1, R2, and R3.
Step 2: Verify IP addressing and interfaces.
Step 3: Configure the Management VLAN interface on S1, S2, and S3.

Step 4: Configure the PC1 and PC3 Ethernet interfaces.

Step 5: Test connectivity between the PCs.

Task 4: Configure STP
Step 1: Configure S1 to always be root.

Step 2: Verify that S1 is root.

Task 5: Configure VTP
Step 1: Configure S1 as the VTP server and create a domain name and password.
Note: The domain name is "cisco" and the vtp password is "cisco".
Step 2: Configure S2 and S3 as VTP clients and assigh domain names and passwords.

Step 3: Verify the configuration.

Task 6: Configure VLANSs
Step 1: Configure S1 with VLANS.
Step 2: Verify that S2 and S3 received VLAN configurations from S1.

Step 3: Assign ports to the appropriate VLANS.

Task 7: Configure RIP Routing

Step 1: Configure RIP routing on R1, R2, and R3.
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Step 2: Test connectivity by pinging all of the addresses in the Addressing Table.

Step 3: Verify the routing table.

Task 8: Configure OSPF Routing
Step 1: Configure OSPF routing on R1, R2, and R3.

Step 2: Verify that OSPF routes have replaced RIP routes because of lower administrative
distance.

How are the routing decisions different now that OSPF is running?

Step 3: Verify that RIP is still running.

Task 9: Configure EIGRP Routing
Step 1: Configure EIGRP routing on R1, R2, and R3.

Step 2: Verify that EIGRP routes have replaced OSPF routes because of lower administrative
distance.

Step 3: Verify that OSPF is still running.
Task 10: Document the Router Configurations
Task 11: Clean Up
Erase the configurations and reload the routers. Disconnect and store the cabling. For PC hosts that are

normally connected to other networks (such as the school LAN or to the Internet), reconnect the
appropriate cabling and restore the TCP/IP settings.
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Lab 2.5.1: Basic PPP Configuration Lab

Topology Diagram
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Addressing Table
Device Interface IP Address Subnet Mask GDatatL?/:/leaty
R1 Fa0/1 192.168.10.1 255.255.255.0 N/A
S0/0/0 10.1.1.1 255.255.255.252 N/A
LoO 209.165.200.225 255.255.255.224 N/A
R2 S0/0/0 10.1.1.2 255.255.255.252 N/A
S0/0/1 10.2.2.1 255.255.255.252 N/A
R3 Fa0/1 192.168.30.1 255.255.255.0 N/A
S0/0/1 10.2.2.2 255.255.255.252 N/A
PC1 NIC 192.168.10.10 255.255.255.0 192.168.10.1
PC3 NIC 192.168.30.10 255.255.255.0 192.168.30.1
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Learning Objectives

Upon completion of this lab, you will be able to:
e Cable a network according to the topology diagram.
o Erase the startup configuration and reload a router to the default state.
e Perform basic configuration tasks on a router.
e Configure and activate interfaces.
e Configure OSPF routing on all routers.
e Configure PPP encapsulation on all serial interfaces.
e Learn about the debug ppp negotiation and debug ppp packet commands.
e Learn how to change the encapsulation on the serial interfaces from PPP to HDLC.
e Intentionally break and restore PPP encapsulation.
e Configure PPP PAP and CHAP authentication.
¢ Intentionally break and restore PPP PAP and CHAP authentication.

Scenario

In this lab, you will learn how to configure PPP encapsulation on serial links using the network
shown in the topology diagram. You will also learn how to restore serial links to their default
HDLC encapsulation. Pay special attention to what the output of the router looks like when you
intentionally break PPP encapsulation. This will assist you in the Troubleshooting lab associated
with this chapter. Finally, you will configure PPP PAP authentication and PPP CHAP
authentication.

Task 1: Prepare the Network

Step 1: Cable a network that is similar to the one in the topology diagram.

You can use any current router in your lab as long as it has the required interfaces shown in the
topology diagram.

Note: If you use 1700, 2500, or 2600 routers, the router outputs and interface descriptions appear
differently.

Step 2: Clear any existing configurations on the routers.

Task 2: Perform Basic Router Configuration
Configure the R1, R2, and R3 routers according to the following guidelines:
e Configure the router hostname.
e Disable DNS lookup.
e Configure an EXEC mode password.
e Configure a message-of-the-day banner.

e Configure a password for console connections.
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e Configure synchronous logging.

e Configure a password for vty connections.

Task 3: Configure and Activate Serial and Ethernet Addresses

Step 1: Configure interfaces on R1, R2, and R3.

Configure the interfaces on the R1, R2, and R3 routers with the IP addresses from the addressing
table at the beginning of the lab. Be sure to include the clock rate on the serial DCE interfaces.

Step 2: Verify IP addressing and interfaces.

Use the show ip interface brief command to verify that the IP addressing is correct and that the
interfaces are active.

When you have finished, be sure to save the running configuration to the NVRAM of the router.

Step 3: Configure the Ethernet interfaces of PC1 and PC3.

Configure the Ethernet interfaces of PC1 and PC3 with the IP addresses and default gateways
from the addressing table.

Step 4: Test the configuration by pinging the default gateway from the PC.

Task 4: Configure OSPF on the Routers

If you need to review the OSPF commands, see Exploration 2, module 11.

Step 1: Enable OSPF routing on R1, R2, and R3.
Use the router ospf command with a process ID of 1. Be sure to advertise the networks.

Ri(config)#router ospf 1

R1(config-router)#network 192.168.10.0 0.0.0.255 area O
R1(config-router)#network 10.1.1.0 0.0.0.3 area O

*Aug 17 17:49:14.689: %0SPF-5-ADJCHG: Process 1, Nbr 209.165.200.225 on
Serial0/0/0 from LOADING to FULL, Loading Done

Ri(config-router)#

R2(config)#router ospf 1

R2(config-router)#network 10.1.1.0 0.0.0.3 area O

*Aug 17 17:48:40.645: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.10.1 on
Serial0/0/0 from LOADING to FULL, Loading Done
R2(config-router)#network 10.2.2.0 0.0.0.3 area O
R2(config-router)#network 209.165.200.224 0.0.0.31 area O
R2(config-router)#

*Aug 17 17:57:44.729: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.30.1 on
Serial0/0/1 from LOADING to FULL, Loading Done

R2(config-router)#

R3(config)#router ospf 1

R3(config-router)#network 10.2.2.0 0.0.0.3 area O

*Aug 17 17:58:02.017: %OSPF-5-ADJCHG: Process 1, Nbr 209.165.200.225 on
Serial0/0/1 from LOADING to FULL, Loading Done
R3(config-router)#network 192.168.30.0 0.0.0.255 area O
R3(config-router)#
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Step 2: Verify that you have full network connectivity.
Use the show ip route and ping commands to verify connectivity.
Ri#show ip route

<output omitted>
0 192.168.30.0/24 [110/1563] via 10.1.1.2, 00:33:56, Serial0/0/0

C 192.168.10.0/24 is directly connected, FastEthernet0/1
209.165.200.0/27 is subnetted, 1 subnets

0 209.165.200.225 [110/782] via 10.1.1.2, 00:33:56, Serial0/0/0
10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks

0 10.2.2.0/30 [110/1562] via 10.1.1.2, 00:33:56, Serial0/0/0

C 10.1.1.0/30 is directly connected, Serial0/0/0

Ril#ping 192.168.30.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.30.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/32 ms
R1#

R2#show ip route
<output omitted>
0 192.168.30.0/24 [110/782] via 10.2.2.2, 00:33:04, Serial0/0/1

0 192.168.10.0/24 [110/782] via 10.1.1.1, 00:33:04, Serial0/0/0
209.165.200.0/27 is subnetted, 1 subnets

C 209.165.200.224 is directly connected, LoopbackO
10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

C 10.2.2.0/30 1is directly connected, Serial0/0/1

C 10.1.1.0/30 is directly connected, Serial0/0/0

R2#ping 192.168.30.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.30.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 16/16/16 ms
R2#ping 192.168.10.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.10.1, timeout is 2 seconds:

éﬂéééss rate is 100 percent (5/5), round-trip min/avg/max = 16/16/16 ms
R2#

R3#show ip route
<output omitted>
C 192.168.30.0/24 is directly connected, FastEthernet0/1

0 192.168.10.0/24 [110/1563] via 10.2.2.1, 00:32:01, Serial0/0/1
209.165.200.0/27 is subnetted, 1 subnets
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0 209.165.200.225 [110/782] via 10.2.2.1, 00:32:01, Serial0/0/1
10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks

C 10.2.2.0/30 is directly connected, Serial0/0/1

0 10.1.1.0/30 [110/1562] via 10.2.2.1, 00:32:01, Serial0/0/1

R3#ping 209.165.200.225

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 209.165.200.225, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 16/16/16 ms
R3#ping 192.168.10.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.10.1, timeout is 2 seconds:
éﬂéééss rate is 100 percent (5/5), round-trip min/avg/max = 32/32/32 ms
R3#

Task 5: Configure PPP Encapsulation on Serial Interfaces

Step 1: Use the show interface command to check whether HDLC is the default serial
encapsulation.

Ri#show interface serial0/0/0
Seri1al0/0/0 is up, line protocol is up
Hardware is GT96K Serial
Internet address is 10.1.1.1/30
MTU 1500 bytes, BW 128 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation HDLC, loopback not set

<output omitted>

R2#show interface serial 0/0/0
Seri1al0/0/0 is up, line protocol is up
Hardware is GT96K Serial
Internet address is 10.1.1.2/30
MTU 1500 bytes, BW 128 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation HDLC, loopback not set

<output omitted>

R2#show interface serial 0/0/1
Seri1al0/0/1 is up, line protocol is up
Hardware is GT96K Serial
Internet address is 10.2.2.1/30
MTU 1500 bytes, BW 128 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation HDLC, loopback not set

<output omitted>
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R3#show interface serial 0/0/1
Serial0/0/1 is up, line protocol is up
Hardware is GT96K Serial
Internet address is 10.2.2.2/30
MTU 1500 bytes, BW 128 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation HDLC, loopback not set

<output omitted>

Step 2: Use debug commands on R1 and R2 to see the effects of configuring PPP.

R1#debug ppp negotiation

PPP protocol negotiation debugging is on
Ri1#debug ppp packet

PPP packet display debugging is on

R1#

R2#debug ppp negotiation

PPP protocol negotiation debugging is on
R2#debug ppp packet

PPP packet display debugging is on

R2#

Step 3: Change the encapsulation of the serial interfaces from HDLC to PPP.

Change the encapsulation type on the link between R1 and R2, and observe the effects. If you
start to receive too much debug data, use the undebug all command to turn debugging off.

Ri(config)#interface serial 0/0/0

R1(config-if)#encapsulation ppp

Ri(config-if)#

*Aug 17 19:02:53.412: %0SPF-5-ADJCHG: Process 1, Nbr 209.165.200.225 on
Serial0/0/0 from FULL to DOWN, Neighbor Down: Interface down or
detached

Ri(config-ifH)#

*Aug 17 19:02:53.416: Se0/0/0 PPP: Phase is DOWN, Setup

*Aug 17 19:02:53.416: Se0/0/0 PPP: Using default call direction

*Aug 17 19:02:53.416: Se0/0/0 PPP: Treating connection as a dedicated
line

*Aug 17 19:02:53.416: Se0/0/0 PPP: Session handle[E4000001] Session
id[0]

*Aug 17 19:02:53.416: Se0/0/0 PPP: Phase is ESTABLISHING, Active Open
*Aug 17 19:02:53.424: Se0/0/0 LCP: O CONFREQ [Closed] id 1 len 10
*Aug 17 19:02:53.424: Se0/0/0 LCP: MagicNumber 0x63B994DE
(0x050663B994DE)

Ri(config-if)#

*Aug 17 19:02:55.412: Se0/0/0 PPP: Outbound cdp packet dropped

*Aug 17 19:02:55.432: Se0/0/0 LCP: TIMEout: State REQsent

*Aug 17 19:02:55.432: Se0/0/0 LCP: O CONFREQ [REQsent] id 2 len 10

*Aug 17 19:02:55.432: Se0/0/0 LCP: MagicNumber 0x63B994DE
(0x050663B994DE)

*Aug 17 19:02:56.024: Se0/0/0 PPP: 1 pkt type Ox008F, datagramsize 24
link[illegal]

*Aug 17 19:02:56.024: Se0/0/0 UNKNOWN(OxO008F): Non-NCP packet,
discarding

Ri(config-if)#
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*Aug 17 19:02:57.252:
link[illegal]

*Aug 17 19:02:57.252:
discarding

*Aug 17 19:02:57.448:
*Aug 17 19:02:57.448:
*Aug 17 19:02:57.448:
(0x050663B994DE)
Ri(config-iH)#

Se0/0/0 PPP:

Se0/0/0 LCP:
Se0/0/0 LCP:
Se0/0/0 LCP:

*Aug 17 19:02:58.412: %LINEPROTO-5-

Serial0/0/0, changed state to down

R2(config)#interface serial 0/0/0
R2(config-if)#encapsulation ppp
R2(config-ifH)#

*Aug 17 19:06:48.848:
*Aug 17 19:06:48.848:
*Aug 17 19:06:48.848:
line
*Aug 17
id[0]
*Aug 17

Se0/0/0
Se0/0/0
Se0/0/0

PPP:
PPP:
PPP:
19:06:48.848: Se0/0/0 PPP:
19:06:48.848:
*Aug 17 19:06:48.856:
*Aug 17 19:06:48.856:
(0x050663BD388C)

*Aug 17 19:06:48.860:
link[ppp]

*Aug 17 19:06:48.860:
R2(config-iH)#

*Aug 17 19:06:48.860:
(0x050663BD388C)
R2(config-iP)#

*Aug 17 19:06:50.864:
*Aug 17 19:06:50.864:
*Aug 17 19:06:50.864:
(0x050663BD388C)

*Aug 17 19:06:50.868:
link[ppp]

*Aug 17 19:06:50.868:
*Aug 17 19:06:50.868:
(0x050663BDB9A8)

*Aug 17 19:06:50.868:
*Aug 17 19:06:50.868:
(0x050663BDB9A8)

*Aug 17 19:06:50.868:
link[ppp]

*Aug 17 19:06:50.868:
*Aug 17 19:06:50.868:
(0x050663BD388C)

*Aug 17 19:06:50.868:
*Aug 17 19:06:50.872:
Forward
*Aug 17
*Aug 17
*Aug 17
*Aug 17

Se0/0/0
Se0/0/0
Se0/0/0

PPP:
LCP:
LCP:

Se0/0/0 PPP:

Se0/0/0 LCP:

Se0/0/0 LCP:

Se0/0/0
Se0/0/0
Se0/0/0

LCP:
LCP:
LCP:
Se0/0/0 PPP:

Se0/0/0
Se0/0/0

LCP:
LCP:

Se0/0/0
Se0/0/0

LCP:
LCP:
Se0/0/0 PPP:

Se0/0/0
Se0/0/0

LCP:
LCP:

Se0/0/0
Se0/0/0

LCP:
PPP:

19:06:50.872:
19:06:50.872:
19:06:50.872:
19:06:50.872:

Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0

PPP:
PPP:

IPCP:
IPCP:
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I pkt type Ox000F, datagramsize 84

Se0/0/0 UNKNOWN(OxO000F): Non-NCP packet,

TIMEout: State REQsent
O CONFREQ [REQsent] id 3 len 10
MagicNumber O0x63B994DE

UPDOWN: Line protocol on Interface

Phase is DOWN, Setup

Using default call direction

Treating connection as a dedicated

Session handle[C6000001] Session

Phase is ESTABLISHING, Active Open

O CONFREQ [Closed] id 1 len 10
MagicNumber 0x63BD388C

I pkt type 0xC021, datagramsize 14

I CONFACK [REQsent] id 1 len 10

MagicNumber 0x63BD388C

TIMEout: State ACKrcvd

O CONFREQ [ACKrcvd] id 2 len 10
MagicNumber 0x63BD388C

I pkt type 0xC021, datagramsize 14

I CONFREQ [REQsent] id 61 len 10
MagicNumber Ox63BDB9A8

O CONFACK [REQsent] id 61 len 10
MagicNumber Ox63BDB9A8

I pkt type 0xC021, datagramsize 14

I CONFACK [ACKsent] id 2 len 10
MagicNumber 0x63BD388C

State i1s Open

Phase is FORWARDING, Attempting
Phase is ESTABLISHING, Finish LCP
Phase is UP

O CONFREQ [Closed] id 1 len 10
Address 10.1.1.2
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(0x03060A010102)

*Aug 17 19:06:50.872: Se0/0/0 CDPCP: O CONFREQ [Closed] id 1 len 4
*Aug 17 19:06:50.872: Se0/0/0 PPP: Process pending ncp packets

*Aug 17 19:06:50.876: Se0/0/0 PPP: 1 pkt type 0x8021, datagramsize 14

link[ip]

*Aug 17 19:06:50.876: Se0/0/0 IPCP: I CONFREQ [REQsent] id 1 len 10
*Aug 17 19:06:50.876: Se0/0/0 I1PCP: Address 10.1.1.1
(0x03060A010101)

*Aug 17 19:06:50.876: Se0/0/0 PPP: 1 pkt type 0x8207, datagramsize 8
link[cdp]

*Aug 17 19:06:50.876: Se0/0/0 IPCP: O CONFACK [REQsent] id 1 len 10
*Aug 17 19:06:50.876: Se0/0/0 1PCP: Address 10.1.1.1
(0x03060A010101)

*Aug 17 19:06:50.876: Se0/0/0 CDPCP: I CONFREQ [REQsent] id 1 len 4
*Aug 17 19:06:50.876: Se0/0/0 CDPCP: O CONFACK [REQsent] id 1 len 4
*Aug 17 19:06:50.876: Se0/0/0 PPP: 1 pkt type 0x8021, datagramsize 14
link[ip]

*Aug 17 19:06:50.876: Se0/0/0 IPCP: 1 CONFACK [ACKse
R2(config-iH)#nt] id 1 len 10

*Aug 17 19:06:50.876: Se0/0/0 1PCP: Address 10.1.1.2
(0x03060A010102)

*Aug 17 19:06:50.876: Se0/0/0 IPCP: State is Open

*Aug 17 19:06:50.876: Se0/0/0 PPP: 1 pkt type 0x8207, datagramsize 8
link[cdp]

*Aug 17 19:06:50.876: Se0/0/0 IPCP: Install route to 10.1.1.1

*Aug 17 19:06:50.880: Se0/0/0 CDPCP: 1 CONFACK [ACKsent] id 1 len 4
*Aug 17 19:06:50.880: Se0/0/0 CDPCP: State is Open

*Aug 17 19:06:50.880: Se0/0/0 PPP: O pkt type 0x0021, datagramsize 80
*Aug 17 19:06:50.880: Se0/0/0 IPCP: Add link info for cef entry
10.1.1.1

*Aug 17 19:06:50.884: Se0/0/0 PPP: 1 pkt type 0x0021, datagramsize 80
link[ip]

*Aug 17 19:06:51.848: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Seri1al0/0/0, changed state to up

R2(config-ifH)#

*Aug 17 19:06:51.888: Se0/0/0 LCP-FS: 1 ECHOREQ [Open] id 1 len 12
magic Ox63BDB9A8

*Aug 17 19:06:51.888: Se0/0/0 LCP-FS: O ECHOREP [Open] id 1 len 12
magic 0x63BD388C

<output omitted>
*Aug 17 19:07:00.936: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.10.1 on
Serial0/0/0 from LOADING to FULL, Loading Done

What happens when one end of the serial link is encapsulated with PPP and the other
end of the link is encapsulated with HDLC?
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What steps does PPP go through when the other end of the serial link on R2 is
configured with PPP encapsulation?

What happens when PPP encapsulation is configured on each end of the serial link?

Step 4: Turn off debugging.
Turn off debugging if you have not already used the undebug all command

R1#undebug all
Port Statistics for unclassified packets iIs not turned on.

All possible debugging has been turned off
R1#

R2#undebug all
Port Statistics for unclassified packets iIs not turned on.

All possible debugging has been turned off
R2#

Step 5: Change the encapsulation from HDLC to PPP on both ends of the serial link
between R2 and R3.

R2(config)#interface serial0/0/1

R2(config-if)#encapsulation ppp

R2(config-iH)#

*Aug 17 20:02:08.080: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.30.1 on
Serial0/0/1 from FULL to DOWN, Neighbor Down: Interface down or
detached

R2(config-iH)#

*Aug 17 20:02:13.080: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Serial0/0/1, changed state to down

R2(config-ifH)#

*Aug 17 20:02:58.564: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Serial0/0/1, changed state to up

R2(config-iH)#

*Aug 17 20:03:03.644: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.30.1 on
Serial0/0/1 from LOADING to FULL, Loading Done
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R2(config-if)#

*Aug 17 20:03:46.988: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Seri1al0/0/1, changed state to down

R3(config)#interface serial 0/0/1

R3(config-if)#encapsulation ppp

R3(config-iP)#

*Aug 17 20:04:27.152: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Seri1al0/0/1, changed state to up

*Aug 17 20:04:30.952: %OSPF-5-ADJCHG: Process 1, Nbr 209.165.200.225 on
Serial0/0/1 from LOADING to FULL, Loading Done

When does the line protocol on the serial link come up and the OSPF adjacency is
restored?

Step 6: Verify that PPP is now the encapsulation on the serial interfaces.

Rl#show interface serial0/0/0
Serial0/0/0 is up, line protocol is up
Hardware is GT96K Serial
Internet address is 10.1.1.1/30
MTU 1500 bytes, BW 128 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation PPP, LCP Open
Open: CDPCP, IPCP, loopback not set

<output omitted>

R2#show interface serial 0/0/0
Serial0/0/0 is up, line protocol is up
Hardware is GT96K Serial
Internet address is 10.1.1.2/30
MTU 1500 bytes, BW 128 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation PPP, LCP Open
Open: CDPCP, IPCP, loopback not set

<output omitted>

R2#show interface serial 0/0/1
Serial0/0/1 is up, line protocol is up
Hardware is GT96K Serial
Internet address is 10.2.2.1/30
MTU 1500 bytes, BW 128 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation PPP, LCP Open
Open: CDPCP, IPCP, loopback not set

<output omitted>

R3#show interface serial 0/0/1
Serial0/0/1 is up, line protocol is up
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Hardware is GT96K Serial

Internet address is 10.2.2.2/30

MTU 1500 bytes, BW 128 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation PPP, LCP Open

Open: CDPCP, IPCP, loopback not set

<output omitted>

Task 6: Break and Restore PPP Encapsulation

By intentionally breaking PPP encapsulation, you will learn about the error messages that are
generated. This will help you later in the Troubleshooting lab.

Step 1: Return both serial interfaces on R2 to their default HDLC encapsulation.

R2(config)#interface serial 0/0/0

R2(config-if)#encapsulation hdlc

R2(config-iH)#

*Aug 17 20:36:48.432: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.10.1 on
Serial0/0/0 from FULL to DOWN, Neighbor Down: Interface down or
detached

*Aug 17 20:36:49.432: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Serial0/0/0, changed state to down

R2(config-iH)#

*Aug 17 20:36:51.432: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Serial0/0/0, changed state to up

R2(config-if)#interface serial 0/0/1

*Aug 17 20:37:14.080: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Seri1al0/0/0, changed state to down

R2(config-if)#encapsulation hdlc

R2(config-if)#

*Aug 17 20:37:17.368: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.30.1 on
Serial0/0/1 from FULL to DOWN, Neighbor Down: Interface down or
detached

*Aug 17 20:37:18.368: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Serial0/0/1, changed state to down

R2(config-iH)#

*Aug 17 20:37:20.368: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Serial0/0/1, changed state to up

R2(config-ifH)#

*Aug 17 20:37:44.080: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Serial0/0/1, changed state to down

R2(config-iH)#

Why is it useful to intentionally break a configuration?

Why do both serial interfaces go down, come back up, and then go back down?
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Can you think of another way to change the encapsulation of a serial interface from
PPP to the default HDLC encapsulation other than using the encapsulation hdlc
command? (Hint: It has to do with the no command.)

Step 2: Return both serial interfaces on R2 to PPP encapsulation.

R2(config)#interface s0/0/0

R2(config-if)#encapsulation ppp

*Aug 17 20:53:06.612: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Seri1al0/0/0, changed state to up

R2(config-if)#interface s0/0/1

*Aug 17 20:53:10.856: %0SPF-5-ADJCHG: Process 1, Nbr 192.168.10.1 on
Serial0/0/0 from LOADING to FULL, Loading Done
R2(config-if)#encapsulation ppp

*Aug 17 20:53:23.332: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Serial0/0/1, changed state to up

R2(config-if)#

*Aug 17 20:53:24.916: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.30.1 on
Serial0/0/1 from LOADING to FULL, Loading Done

R2(config-iH)#

Task 7: Configure PPP Authentication

Step 1: Configure PPP PAP authentication on the serial link between R1 and R2.

R1(config)#username R1 password cisco

R1(config)#int s0/0/0

Ri(config-if)#ppp authentication pap

Ri(config-if)#

*Aug 22 18:58:57.367: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Seri1al0/0/0, changed state to down

Ri(config-iH)#

*Aug 22 18:58:58.423: %OSPF-5-ADJCHG: Process 1, Nbr 209.165.200.225 on
Serial0/0/0 from FULL to DOWN, Neighbor Down: Interface down or
detached

Ri(config-if)#ppp pap sent-username R2 password cisco
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What happens when PPP PAP authentication is only configured on one end of the
serial link?

R2(config)#username R2 password cisco

R2(config)#interface Serial0/0/0

R2(config-if)#ppp authentication pap

R2(config-if)#ppp pap sent-username R1 password cisco

R2(config-if)#

*Aug 23 16:30:33.771: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Serial0/0/0, changed state to up

R2(config-iH)#

*Aug 23 16:30:40.815: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.10.1 on
Serial0/0/0 from LOADING to FULL, Loading Done

R2(config-iP)#

What happens when PPP PAP authentication is configured on both ends of the serial
link?

Step 2: Configure PPP CHAP authentication on the serial link between R2 and R3.

In PAP authentication, the password is not encrypted. While this is certainly better than no
authentication at all, it is still highly preferable to encrypt the password that is being sent across
the link. CHAP encrypts the password.

R2(config)#username R3 password cisco

R2(config)#int s0/0/1

R2(config-iF)#ppp authentication chap

R2(config-iH)#

*Aug 23 18:06:00.935: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Seri1al0/0/1, changed state to down

R2(config-ifH)#

*Aug 23 18:06:01.947: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.30.1 on
Serial0/0/1 from FULL to DOWN, Neighbor Down: Interface down or
detached

R2(config-iH)#

R3(config)#username R2 password cisco

*Aug 23 18:07:13.074: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Seri1al0/0/1, changed state to up

R3(config)#int s0/0/1

R3(config-ifH)#

*Aug 23 18:07:22.174: %OSPF-5-ADJCHG: Process 1, Nbr 209.165.200.225 on
Serial0/0/1 from LOADING to FULL, Loading Done

R3(config-if)#ppp authentication chap

R3(config-iH)#
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Notice that the line protocol on interface serial 0/0/1 changes state to UP even before
the interface is configured for CHAP authentication. Can you guess why this is the
case?

Step 3: Review the debug output.

To better understand the CHAP process, view the output of the debug ppp authentication
command on R2 and R3. Then shut down interface serial 0/0/1 on R2, and issue the no
shutdown command on interface serial 0/0/1 on R2.

R2#debug ppp authentication

PPP authentication debugging is on

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#int s0/0/1

R2(config-if)#shutdown

R2(config-ifH)#

*Aug 23 18:19:21.059: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.30.1 on
Serial0/0/1 from FULL to DOWN, Neighbor Down: Interface down or
detached

R2(config-iH)#

*Aug 23 18:19:23.059: %LINK-5-CHANGED: Interface Serial0/0/1, changed
state to administratively down

*Aug 23 18:19:24.059: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Serial0/0/1, changed state to down

R2(config-if)#no shutdown

*Aug 23 18:19:55.059: Se0/0/1 PPP: Using default call direction

*Aug 23 18:19:55.059: Se0/0/1 PPP: Treating connection as a dedicated
line

*Aug 23 18:19:55.059: Se0/0/1 PPP: Session handle[5B000005] Session
1d[49]

*Aug 23 18:19:55.059: Se0/0/1 PPP: Authorization required

*Aug 23 18:19:55.063: %LINK-3-UPDOWN: Interface Serial0/0/1, changed
state to up

*Aug 23 18:19:55.063: Se0/0/1 CHAP: O CHALLENGE id 48 len 23 from ""R2"
*Aug 23 18:19:55.067: Se0/0/1 CHAP: 1 CHALLENGE id 2 len 23 from "R3"
*Aug 23 18:19:55.067: Se0/0/1 CHAP: Using hostname from unknown source
*Aug 23 18:19:55.067: Se0/0/1 CHAP: Using password from AAA

*Aug 23 18:19:55.067: Se0/0/1 CHAP: O RESPONSE id 2 len 23 from ""R2"
*Aug 23 18:19:55.071: Se0/0/1 CHAP: 1 RESPONSE id 48 len 23 from "R3"
*Aug 23 18:19:55.071: Se0/0/1 PPP: Sent CHAP LOGIN Request

*Aug 23 18:19:55.071: Se0/0/1 PPP: Received LOGIN Response PASS

*Aug 23 18:19:55.071: Se0/0/1 PPP: Sent LCP AUTHOR Request

*Aug 23 18:19:55.075: Se0/0/1 PPP: Sent IPCP AUTHOR Request

*Aug 23 18:19:55.075: Se0/0/1 LCP: Received AAA AUTHOR Response PASS
*Aug 23 18:19:55.075: Se0/0/1 IPCP: Received AAA AUTHOR Response PASS
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*Aug 23 18:19:55.075: Se0/0/1 CHAP: O SUCCESS id 48 len 4

*Aug 23 18:19:55.075: Se0/0/1 CHAP: 1 SUCCESS id 2 len 4

*Aug 23 18:19:55.075: Se0/0/1 PPP: Sent CDPCP AUTHOR Request

*Aug 23 18:19:55.075: Se0/0/1 CDPCP: Received AAA AUTHOR Response PASS
*Aug 23 18:19:55.079: Se0/0/1 PPP: Sent IPCP AUTHOR Request

*Aug 23 18:19:56.075: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Serial0/0/1, changed state to up

R2(config-iH)#

*Aug 23 18:20:05.135: %0OSPF-5-ADJCHG: Process 1, Nbr 192.168.30.1 on
Serial0/0/1 from LOADING to FULL, Loading Done

R3#debug ppp authentication

PPP authentication debugging is on

R3#

*Aug 23 18:19:04.494: %LINK-3-UPDOWN: Interface Serial0/0/1, changed
state to down

R3#

*Aug 23 18:19:04.494: %0OSPF-5-ADJCHG: Process 1, Nbr 209.165.200.225 on
Serial0/0/1 from FULL to DOWN, Neighbor Down: Interface down or
detached

*Aug 23 18:19:05.494: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Serial0/0/1, changed state to down

R3#

*Aug 23 18:19:36.494: %LINK-3-UPDOWN: Interface Serial0/0/1, changed
state to up

*Aug 23 18:19:36.494: Se0/0/1 PPP: Using default call direction

*Aug 23 18:19:36.494: Se0/0/1 PPP: Treating connection as a dedicated
line

*Aug 23 18:19:36.494: Se0/0/1 PPP: Session handle[3C000034] Session
1d[52]

*Aug 23 18:19:36.494: Se0/0/1 PPP: Authorization required

*Aug 23 18:19:36.498: Se0/0/1 CHAP: O CHALLENGE id 2 len 23 from "R3"
*Aug 23 18:19:36.502: Se0/0/1 CHAP: 1 CHALLENGE id 48 len 23 from ""R2"
*Aug 23 18:19:36.502: Se0/0/1 CHAP: Using hostname from unknown source
*Aug 23 18:19:36.506: Se0/0/1 CHAP: Using password from AAA

*Aug 23 18:19:36.506: Se0/0/1 CHAP: O RESPONSE id 48 len 23 from "R3"
*Aug 23 18:19:36.506: Se0/0/1 CHAP: 1 RESPONSE id 2 len 23 from "R2"
R3#

*Aug 23 18:19:36.506: Se0/0/1 PPP: Sent CHAP LOGIN Request

*Aug 23 18:19:36.506: Se0/0/1 PPP: Received LOGIN Response PASS

*Aug 23 18:19:36.510: Se0/0/1 PPP: Sent LCP AUTHOR Request

*Aug 23 18:19:36.510: Se0/0/1 PPP: Sent IPCP AUTHOR Request

*Aug 23 18:19:36.510: Se0/0/1 LCP: Received AAA AUTHOR Response PASS
*Aug 23 18:19:36.510: Se0/0/1 IPCP: Received AAA AUTHOR Response PASS
*Aug 23 18:19:36.510: Se0/0/1 CHAP: O SUCCESS id 2 len 4

*Aug 23 18:19:36.510: Se0/0/1 CHAP: 1 SUCCESS id 48 len 4

*Aug 23 18:19:36.514: Se0/0/1 PPP: Sent CDPCP AUTHOR Request

*Aug 23 18:19:36.514: Se0/0/1 PPP: Sent IPCP AUTHOR Request

*Aug 23 18:19:36.514: Se0/0/1 CDPCP: Received AAA AUTHOR Response PASS
R3#

*Aug 23 18:19:37.510: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Serial0/0/1, changed state to up

R3#

*Aug 23 18:19:46.570: %OSPF-5-ADJCHG: Process 1, Nbr 209.165.200.225 on
Serial0/0/1 from LOADING to FULL, Loading Done

R3#
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Task 8: Intentionally Break and Restore PPP CHAP Authentication

Step 1: Break PPP CHAP authentication.

On the serial link between R2 and R3, change the authentication protocol on interface serial 0/0/1
to PAP.

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#int s0/0/1

R2(config-if)#ppp authentication pap

R2(config-iH)#~Z

R2#

*Aug 24 15:45:47.039: %SYS-5-CONFIG_I: Configured from console by
console

R2#copy run start

Destination Ffilename [startup-config]?

Building configuration...

[OK]

R2#reload

Does changing the authentication protocol to PAP on interface serial 0/0/1 break
authentication between R2 and R3?

Step 2: Restore PPP CHAP authentication on the serial link.
Notice that it is not necessary to reload the router for this change to take effect.

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#int s0/0/1

R2(config-if)#ppp authentication chap

R2(config-iH)#

*Aug 24 15:50:00.419: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Seri1al0/0/1, changed state to up

R2(config-ifH)#

*Aug 24 15:50:07.467: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.30.1 on
Serial0/0/1 from LOADING to FULL, Loading Done

R2(config-iH)#

Step 3: Intentionally Break PPP CHAP authentication by changing the password on R3.

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#username R2 password ciisco

R3(config)#™Z

R3#

*Aug 24 15:54:17.215: %SYS-5-CONFIG_I: Configured from console by
console

R3#copy run start

Destination filename [startup-config]?

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 16 of 20



CCNA Exploration
Accessing the WAN: PPP Lab 2.5.1: Basic PPP Configuration Lab

Building configuration. ..

[OK]
R3#reload

After reloading, what is the status of the line protocol on serial 0/0/1?

Step 4: Restore PPP CHAP authentication by changing the password on R3.

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#username R2 password cisco

R3(config)#

*Aug 24 16:11:10.679: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Serial0/0/1, changed state to up

R3(config)#

*Aug 24 16:11:19.739: %OSPF-5-ADJCHG: Process 1, Nbr 209.165.200.225 on
Serial0/0/1 from LOADING to FULL, Loading Done

R3(config)#

Task 9: Document the Router Configurations

On each router, issue the show run command and capture the configurations.

R1#show run

I<output omitted>
1

hostname R1
1

1
enable secret class

o ip domain lookup

sername R1 password O cisco

T TRy T P ———

interface FastEthernet0/1
ip address 192.168.10.1 255.255.255.0
no shutdown

interface Serial0/0/0

ip address 10.1.1.1 255.255.255.252
encapsulation ppp

clockrate 64000

ppp authentication pap

ppp pap sent-username R2 password O cisco
no shutdown
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router ospf 1
network 10.1.1.0 0.0.0.
network 192.168.10.0 O.

3 area O
0.0.255 area O

banner motd ~CCUnauthorized access strictly prohibited and prosecuted
to the full extent of the law™C
I
line con O
exec-timeout 0 O
password cisco
logging synchronous
login
line aux O
line vty 0 4
password cisco
login
!
end

R2#show run
I<output omitted>

hostname R2
1

enable secret class
1

no ip domain lookup
I
username R3 password O cisco

username R2 password O cisco
1

i
interface LoopbackO
ip address 209.165.200.225 255.255.255.224

interface Serial0/0/0

ip address 10.1.1.2 255.255.255.252
encapsulation ppp

ppp authentication pap

ppp pap sent-username R1 password O cisco
no shutdown

interface Serial0/0/1

ip address 10.2.2.1 255.255.255.252
encapsulation ppp

clockrate 64000
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ppp authentication chap
no shutdown
!

router ospf 1

network 10.1.1.0 0.0.0.3 area O
network 10.2.2.0 0.0.0.3 area O
network 209.165.200.224 0.0.0.31 area O

banner motd ~CUnauthorized access strictly prohibited and prosecuted to
the full extent of the law™C
1
line con O
exec-timeout 0 O
password cisco
logging synchronous
login
line aux O
line vty 0 4
password cisco
login
!
end

R3#show run
I<output omitted>

Hostname R3
1

1
enable secret class

o ip domain lookup

sername R2 password O cisco

T Ty i QT prr—

interface FastEthernet0/1
ip address 192.168.30.1 255.255.255.0
no shutdown

interface Serial0/0/1
ip address 10.2.2.2 255.255.255.252
encapsulation ppp

ppp authentication chap
no shutdown

1
router ospf 1

network 10.2.2.0 0.0.0.
network 192.168.30.0 0.

3 area O
0.0.255 area O

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 19 of 20



CCNA Exploration
Accessing the WAN: PPP Lab 2.5.1: Basic PPP Configuration Lab

banner motd ~CUnauthorized access strictly prohibited and prosecuted to
the full extent of the law"C
I
line con O
exec-timeout 0 O
password cisco
logging synchronous
login
line aux O
line vty 0 4
password cisco
login
!
end

Task 10: Clean Up

Erase the configurations and reload the routers. Disconnect and store the cabling. For PC hosts
that are normally connected to other networks, such as the school LAN or the Internet, reconnect
the appropriate cabling and restore the TCP/IP settings.
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Lab 2.5.2: Challenge PPP Configuration

Topology Diagram

Lo0
~ 209.165.200.161 /27

S0/0/1
DCE

S0/0/0

172.16.0.0/30 172.16.0.4/30

S0/0/0

: S0/0/1 =

10.0.0.0/25 10.0.0.128/25

EG1
o
10.0.0.10 10.0.0.139

Addressing Table

Device Interface IP Address Subnet Mask GDatatL?/\L/leaty

Fa0/1 10.0.0.1 255.255.255.128 N/A

R1 S0/0/0 172.16.0.1 255.255.255.252 N/A
S0/0/1 172.16.0.9 255.255.255.252 N/A

LoO 209.165.200.161 255.255.255.224 N/A

R2 S0/0/0 172.16.0.2 255.255.255.252 N/A
S0/0/1 172.16.0.5 255.255.255.252 N/A

R3 Fa0/1 10.0.0.129 255.255.255.128 N/A
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S0/0/0 172.16.0.10 255.255.255.252 N/A
S0/0/1 172.16.0.6 255.255.255.252 N/A
PC1 NIC 10.0.0.10 255.255.255.128 10.0.0.1
PC3 NIC 10.0.0.139 255.255.255.128 10.0.0.129

Learning Objectives

To complete this lab:

Cable a network according to the topology diagram.

Erase the startup configuration and reload a router to the default state.
Perform basic configuration tasks on a router.

Configure and activate interfaces.

Configure OSPF routing on all routers.

Configure PPP encapsulation on all serial interfaces.

Change the encapsulation on the serial interfaces from PPP to HDLC.
Intentionally break and restore PPP encapsulation.

Configure PPP CHAP authentication.

Intentionally break and restore PPP CHAP authentication.

Scenario

In this lab, you will learn how to configure PPP encapsulation on serial links using the network
shown in the topology diagram. You will also configure PPP CHAP authentication. If you need
assistance, refer back to the Basic PPP Configuration lab, but try to do as much on your own as
possible.

Task 1: Prepare the Network

Step 1:

Step 2:

Cable a network that is similar to the one in the topology diagram.

Clear any existing configurations on the routers.

Task 2: Perform Basic Router Configuration

Configure the R1, R2, and R3 routers according to the following guidelines:

Configure the router hostname.

Disable DNS lookup.

Configure an EXEC mode password.
Configure a message-of-the-day banner.
Configure a password for console connections.
Configure synchronous logging.

Configure a password for vty connections.
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Task 3: Configure and Activate Serial and Ethernet Addresses
Step 1: Configure interfaces on R1, R2, and R3.
Step 2: Verify IP addressing and interfaces.
Step 3: Configure the Ethernet interfaces of PC1 and PC3.

Step 4: Test connectivity between the PCs.

Task 4: Configure OSPF on Routers
Step 1: Enable OSPF routing on the routers.

Step 2: Verify that you have full network connectivity.

Task 5: Configure PPP Encapsulation on Serial Interfaces
Step 1: Configure PPP on the serial interfaces of all three routers.

Step 2: Verify that all serial interfaces are using PPP encapsulation.

Task 6: Intentionally Break and Restore PPP Encapsulation
Step 1: Choose a way to break PPP encapsulation on the network.
Step 2: Restore full connectivity to your network.

Step 3: Verify full connectivity to your network.

Task 7: Configure PPP CHAP Authentication
Step 1: Configure PPP CHAP authentication on all serial links.

Step 2: Verify PPP CHAP authentication on all serial links.

Task 8: Intentionally Break and Restore PPP CHAP Authentication

Step 1: Choose a way to break PPP CHAP authentication on one or more serial links.

Step 2: Verify that PPP CHAP authentication is broken.
Step 3: Restore PPP CHAP authentication on all serial links.

Step 4: Verify PPP CHAP authentication on all serial links.

Task 9: Document the Router Configurations

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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Task 10: Clean Up

Erase the configurations and reload the routers. Disconnect and store the cabling. For PC hosts
that are normally connected to other networks, such as the school LAN or the Internet, reconnect
the appropriate cabling and restore the TCP/IP settings.
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Lab 2.5.3: Troubleshooting PPP Configuration
Topology Diagram

Lo0

209.165.200.161 /27 (-f :)
S0/0/1 \ %

DCE

S0/0/0

172.16.0.0/30 172.16.0.4/30

S0/0/0

DCE S0/0/1

S0/0/1 = —
Fa0/1 172.16.0.8/30 Fa0/1

10.0.0.0/25 10.0.0.128/25

10.0.0.10 10.0.0.139

Addressing Table

Device Interface  IPAddress SubnetMask gronl
Fa0/1 10.0.0.1 255.255.255.128 N/A
R1 S0/0/0 172.16.0.1 255.255.255.252 N/A
S0/0/1 172.16.0.9 255.255.255.252 N/A
LoO 209.165.200.161 255.255.255.224 N/A
R2 S0/0/0 172.16.0.2 255.255.255.252 N/A
S0/0/1 172.16.0.5 255.255.255.252 N/A
R3 Fa0/1 10.0.0.129 255.255.255.128 N/A

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 1 of 6



CCNA Exploration

Accessing the WAN: PPP Lab 2.5.3: Troubleshooting PPP Configuration
S0/0/0 172.16.0.10 255.255.255.252 N/A
S0/0/1 172.16.0.6 255.255.255.252 N/A
PC1 NIC 10.0.0.10 255.255.255.128 10.0.0.1
PC3 NIC 10.0.0.139 255.255.255.128 10.0.0.129

Learning Objectives
To complete this lab:

e Cable a network according to the topology diagram.

e Erase the startup configuration and reload a router to the default state.
e Load routers with scripts.

e Find and correct network errors.

e Document the corrected network.

Scenario

The routers at your company were configured by an inexperienced network engineer. Several errors in
the configuration have resulted in connectivity issues. Your boss has asked you to troubleshoot and
correct the configuration errors and document your work. Using your knowledge of PPP and standard
testing methods, find and correct the errors. Make sure that all of the serial links use PPP CHAP
authentication, and that all of the networks are reachable.

Task 1: Load Routers with the Supplied Scripts

R1

enable
configure terminal
1

hostname R1
1

enable secret class
1

ﬁo ip domain lookup
1

Qsername R2 password 0 cisco
!

interface FastEthernet0/0

ip address 10.0.0.1 255.255.255.128
shutdown

duplex auto

speed auto

!
interface FastEthernet0/1
duplex auto

speed auto

interface Serial0/0/0
ip address 172.16.0.1 255.255.255.248
no fair-queue
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clockrate 64000

interface Serial0/0/1

ip address 172.16.0.9 255.255.255.252
encapsulation ppp

ppp authentication pap

I

router ospf 1
log-adjacency-changes

network 10.0.0.0 0.0.0.127 area O
network 172.16.0.4 0.0.0.3 area O
network 172.16.0.8 0.0.0.3 area O
p classless

p http server

ontrol-plane

-) i e -

banner motd ~CUnauthorized access strictly prohibited and prosecuted to the
full extent of the law"C
1
line con O
exec-timeout 0 O
password cisco
logging synchronous
login
line aux O
line vty 0 4
password cisco
login
!
end

R2

enable
configure terminal
1

hostname R2
1

enable secret class
1

ﬁo ip domain lookup
1

username R11 password O cisco

username R3 password O class
1

interface LoopbackO

interface FastEthernet0/0
no ip address

shutdown

duplex auto

speed auto

1
interface FastEthernet0/1
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ip address 209.165.200.161 255.255.255.224
shutdown

duplex auto

speed auto

interface Serial0/0/0

ip address 172.16.0.2 255.255.255.252
encapsulation ppp

no fair-queue

ppp authentication chap
I
interface Serial0/0/1

ip address 172.16.0.5 255.255.255.252

1
router ospf 1

log-adjacency-changes

network 172.16.0.0 0.0.0.3 area O
network 172.16.0.4 0.0.0.3 area O
network 209.165.200.128 0.0.0.31 area O

p classless
p http server

ontrol-plane

- ) e Emi e e

banner motd ~CUnauthorized access strictly prohibited and prosecuted to the
full extent of the law"C
1
line con O
exec-timeout 0 O
password cisco
logging synchronous
login
line aux O
line vty 0 4
password cisco
login
!
end

R3

enable
configure terminal
I

Hostname R3
1

enable secret class
1

ﬁo ip domain lookup
1

username R1 password O cisco

username R3 password O ciscco
1

interface FastEthernet0/0
no ip address
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shutdown
duplex auto
speed auto

interface FastEthernet0/1

ip address 10.0.0.129 255.255.255.0
duplex auto

speed auto

interface Serial0/0/0

ip address 172.16.0.10 255.255.255.252
no fair-queue

clockrate 64000

1

interface Serial0/0/1

encapsulation ppp

ppp authentication pap

1

;outer ospf 1
log-adjacency-changes

network 10.0.0.128 0.0.0.127 area O
network 192.16.0.4 0.0.0.3 area O
network 192.16.0.8 0.0.0.3 area O

p classless
p http server

ontrol-plane

-) i e -

banner motd ~CUnauthorized access strictly prohibited and prosecuted to the
full extent of the law”C
1
line con O
exec-timeout 0 O
password cisco
logging synchronous
login
line aux O
line vty 0 4
password cisco
login
!
end

Task 2: Find and Correct Network Errors

Task 3: Document the Corrected Network

Now that you have corrected all errors and tested connectivity throughout the network, document the final
configuration for each device.
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Task 4: Clean Up

Erase the configurations and reload the routers. Disconnect and store the cabling. For PC hosts that are
normally connected to other networks, such as the school LAN or the Internet, reconnect the appropriate
cabling and restore the TCP/IP settings.
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Lab 3.5.1: Basic Frame Relay

Topology Diagram
209.165.200.224 /27

Lod
209.165.200.225 /27

S0/0M1
10.1.1.2 /30

DCE
S50/0M1

S0/

ﬁ‘mljj 130

Fal0/0
192.168.10.1 /24

S0/0/0

Fadn

192.165.10.23’245

192.168.10.0 /24 Fal/2

EG1
L
192.168.10.10 /24

Addressing Table
Device Interface IP Address Subnet Mask GDe‘tath\l/vgy
Fa0/0 192.168.10.1 255.255.255.0 N/A
e S0/0/1 10.1.1.1 255.255.255.252 N/A
S0/0/1 10.1.1.2 255.255.255.252 N/A
R2 LoO 209.165.200.225 255.255.255.224 N/A
S1 VLAN1 192.168.10.2 255.255.255.0 192.168.10.1
PC1 NIC 192.168.10.10 255.255.255.0 192.168.10.1

Learning Objectives
Upon completion of this lab, you will be able to:

Cable a network according to the topology diagram.
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e Erase the startup configuration and reload a router to the default state.
e Perform basic configuration tasks on a router.

e Configure and activate interfaces.

e Configure EIGRP routing on all routers.

e Configure Frame Relay encapsulation on all serial interfaces.

e Configure a router as a Frame Relay switch.

e Understand the output of the show frame-relay commands.

e Learn the effects of the debug frame-relay Imi command.

e Intentionally break and restore a Frame Relay link.

e Change the Frame Relay encapsulation type from the Cisco default to IETF.
e Change the Frame Relay LMI type from Cisco to ANSI.

e Configure a Frame Relay subinterface.

Scenario

In this lab, you will learn how to configure Frame Relay encapsulation on serial links using the
network shown in the topology diagram. You will also learn how to configure a router as a Frame
Relay switch. There are both Cisco standards and Open standards that apply to Frame Relay.
You will learn both. Pay special attention in the lab section in which you intentionally break the
Frame Relay configurations. This will help you in the Troubleshooting lab associated with this
chapter.

Task 1: Prepare the Network

Step 1: Cable a network that is similar to the one in the topology diagram.

You can use any current router in your lab as long as it has the required interfaces shown in the
topology. The Frame Relay labs, unlike any of the other labs in Exploration 4, have two DCE
links on the same router. Be sure to change your cabling to reflect the topology diagram.

Note: If you use 1700, 2500, or 2600 routers, the router output and interface descriptions appear
differently.

Step 2: Clear any existing configurations on the routers.

Task 2: Perform Basic Router Configuration
Configure the R1 and R2 routers and the S1 switch according to the following guidelines:
e Configure the router hostname.
e Disable DNS lookup.
e Configure an EXEC mode password.
e Configure a message-of-the-day banner.
e Configure a password for console connections.
e Configure a password for vty connections.
e Configure IP addresses on R1 and R2
Important; Leave serial interfaces shut down.
¢ Enable EIGRP AS 1 on R1 and R2 for all networks.
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Basi ¢ configurations for all routers

enabl e
configure term na
hostname [Rl, R2, FR-Switch]

no i p domai n-1 ookup
enabl e secret class
banner notd ~CUnaut horized access strictly prohibited, violators
will be prosecuted to the full extent of the [ aw'C
I
I
I
line console O
| oggi ng synchronous
password cisco
login
I
line vty 0 4
password cisco
 ogin
end
copy runni ng-config startup-config

Basi ¢ configurations for switch

enabl e
configure term na
host nane [ S1]

no i p domai n-1 ookup
enabl e secret cl ass
banner notd ~CUnaut horized access strictly prohibited, violators
will be prosecuted to the full extent of the [ aw'C
|
|
]
line console O
| oggi ng synchronous
password cisco
login
|
line vty 0 15
password cisco
 ogin
end
copy runni ng-config startup-config
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R1

interface serial 0/0/1
i p address 10.1.1.1 255.255. 255. 252
shut down

I The serial interfaces should remain shutdown until the Frame Rel ay
Iswitch is configured

interface fastethernet 0/0

i p address 192.168.10.1 255. 255.255.0
no shut down

router eigrp 1

no aut o- sunmary

network 10.0.0.0

network 192.168.10.0

R2

interface serial 0/0/1
ip address 10.1.1.2 255.255. 255. 252
shut down

I The serial interfaces should remain shutdown until the Frame Rel ay
Iswitch is configured

i nterface | oopback 0

i p address 209. 165. 200. 225 255. 255. 255. 224
router eigrp 1

no aut o- sunmary

network 10.0.0.0

net wor k 209. 165. 200. 0

Task 3: Configure Frame Relay

You will now set up a basic point-to-point Frame Relay connection between routers 1 and 2. You
first need to configure FR Switch as a Frame Relay switch and create DLClIs

What does DLCI stand for?

What is a DLCI used for?

What is a PVC and how is it used?
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Step 1: Configure FR Switch as a Frame Relay switch and create a PVC between R1 and
R2.

This command enables Frame Relay switching globally on the router, allowing it to forward
frames based on the incoming DLCI rather than on an IP address basis:

FR- Swi t ch( confi g) #frame-relay switching

Change the interface encapsulation type to Frame Relay. Like HDLC or PPP, Frame Relay is a
data link layer protocol that specifies the framing of Layer 2 traffic.

FR- Swi t ch( confi g) #interface serial 0/0/0
FR- Swi t ch( confi g) #clock rate 64000

FR- Swi t ch( confi g-i f) #encapsulation frame-relay

Changing the interface type to DCE tells the router to send LMI keepalives and allows Frame
Relay route statements to be applied. You cannot set up PVCs using the frame-relay route
command between two Frame Relay DTE interfaces.

FR- Swi t ch( config-if) #frame-relay intf-type dce

Note: Frame Relay interface types do not need to match the underlying physical interface type. A
physical DTE serial interface can act as a Frame Relay DCE interface, and a physical DCE
interface can act as a logical Frame Relay DTE interface.

Configure the router to forward incoming traffic on interface serial 0/0/0 with DLCI 102 to serial
0/0/1 with an output DLCI of 201.

FR- Swi t ch(confi g-if)#frame-relay route 102 interface serial 0/0/1 201
FR- Swi t ch( config-if)#no shutdown

This configuration creates two PVCs: one from R1 to R2 (DLCI 102), and one from R2 to R1
(DLCI 201). You can verify the configuration using the show frame-relay pvc command.

FR- Swi t ch( config-if)#interface serial 0/0/1

FR- Swi t ch( confi g) #clock rate 64000

FR- Swi t ch( confi g-if) #encapsulation frame-relay

FR- Swi t ch( config-if) #frame-relay intf-type dce

FR-Swi tch(config-if)#frame-relay route 201 interface serial 0/0/0 102
FR- Swi t ch( config-if)#no shutdown

FR- Swi t ch#show frame-relay pvc
PVC Statistics for interface Serial 0/0/0 (Franme Rel ay DCE)

Active | nactive Del et ed Static
Local 0 0 0 0
Swi t ched 0 1 0 0
Unused 0 0 0 0

DLCI = 102, DLCI USAGE = SW TCHED, PVC STATUS = | NACTI VE, | NTERFACE =
Serial 0/0/0

i nput pkts 0 out put pkts O in bytes O
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out bytes 0 dropped pkts 0O in pkts dropped 0
out pkts dropped O out bytes dropped O
in FECN pkts 0 in BECN pkts 0 out FECN pkts 0O
out BECN pkts O in DE pkts 0 out DE pkts O
out bcast pkts O out bcast bytes O

30 second input rate O bits/sec, 0 packets/sec
30 second output rate O bits/sec, 0 packets/sec
swi tched pkts 0

Det ai | ed packet drop counters:

no out intf O out intf down O no out PVC 0
in PVC down O out PVC down 0O pkt too big O
shaping Qfull 0 pkt above DE O policing drop O

pvc create tine 00:03:33, last time pvc status changed 00:00: 19

PVC Statistics for interface Serial 0/0/1 (Frame Rel ay DCE)

Active | nactive Del et ed Static
Local 0 0 0 0
Swi t ched 0 1 0 0
Unused 0 0 0 0

DLCI = 201, DLCI USAGE = SW TCHED, PVC STATUS = | NACTI VE, | NTERFACE =
Serial 0/0/1

i nput pkts O out put pkts O in bytes O

out bytes 0 dropped pkts 0O in pkts dropped 0
out pkts dropped O out bytes dropped 0

in FECN pkts 0 in BECN pkts 0 out FECN pkts 0
out BECN pkts O in DE pkts 0O out DE pkts O

out bcast pkts O out bcast bytes 0

30 second input rate O bits/sec, 0 packets/sec
30 second output rate 0 bits/sec, 0 packets/sec
swi tched pkts 0

Det ai | ed packet drop counters:

no out intf O out intf down O no out PVC 0O
in PVC down O out PVC down 0O pkt too big 0
shaping Qfull 0 pkt above DE O policing drop O

pvc create tine 00:02:02, last time pvc status changed 00:00: 18

Notice the 1 in the Inactive column. The PVC you have created does not have any endpoints
configured. The Frame Relay switch knows this and has marked the PVC as Inactive.

Issue the show frame-relay route command. This command shows any existing Frame Relay
routes, their interfaces, DLCIs, and status. This is the Layer 2 route that Frame Relay traffic takes
through the network. Do not confuse this with Layer 3 IP routing.

FR- Swi t ch#show frame-relay route

| nput Intf I nput Dl ci Qut put Intf Qut put Dl ci St at us
Serial 0/0/0 102 Serial 0/0/1 201 i nactive
Serial 0/0/1 201 Serial 0/0/0 102 i nactive

Step 2: Configure R1 for Frame Relay.

Inverse ARP allows distant ends of a Frame Relay link to dynamically discover each other and
provides a dynamic method of mapping IP addresses to DLCIs. Although Inverse ARP is useful, it
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is not always reliable. The best practice is to statically map IP addresses to DLCIs and to disable
inverse-arp.

R1( confi g) #interface serial 0/0/1
R1(config-if)#encapsulation frame-relay
Ri(config-if)#no frame-relay inverse-arp

Why would you want to map an IP address to a DLCI?

The command frame-relay map statically maps an IP address to a DLCI. In addition to mapping
IP to a DLCI, Cisco 10S software allows several other Layer 3 protocol addresses to be mapped.
The broadcast keyword in the following command sends any multicast or broadcast traffic
destined for this link over the DLCI. Most routing protocols require the broadcast keyword to
properly function over Frame Relay. You can use the broadcast keyword on multiple DLCIs on
the same interface. The traffic is replicated to all PVCs.

Ri(config-if)#frame-relay map ip 10.1.1.2 102 broadcast

In order for the router to be able to ping its own interface, a second map must be created to map
the DLCI to the local interface.

Rl(config-if)#frame-relay map ip 10.1.1.1 102

Is the DLCI mapped to the local IP address or the IP address at the other end of the PVC?

R1(config-if)#no shutdown

Why is the no shutdown command used after the no frame-relay inverse-arp command?

Step 3: Configure R2 for Frame Relay.

R2(confi g) #interface serial 0/0/1
R2(config-if)#encapsulation frame-relay
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R2(config-if)#no frame-relay inverse-arp
R2(config-if)#Fframe-relay map ip 10.1.1.1 201 broadcast

In order for the router to be able to ping its own interface, a second map must be created to map
the DLCI to the local interface.

R2(config-if)#frame-relay map ip 10.1.1.2 201
R2(config-if)#no shutdown

At this point, you receive messages indicating that the interfaces have come up and that EIGRP
neighbor adjacency has been established.

R1#*Sep 9 17:05:08.771: Y%OUAL-5- NBRCHANGE: | P-EI GRP(0) 1: Nei ghbor
10.1.1.2 (Serial0/0/1) is up: new adj acency

R2#*Sep 9 17:05:47.691: 9%OUAL-5- NBRCHANGE: | P-EI GRP(0) 1: Nei ghbor
10.1.1.1 (Serial0/0/1) is up: new adjacency

The show ip route command shows complete routing tables.
R1:
Ri#show ip route

Codes: C - connected, S - static, R- RIP, M- nobile, B - BGP

D- EIGRP, EX - EIGRP external, O- OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2

i - ISI1S su- 1SI1Ssumary, L1 - IS 1S level-1, L2 - IS-IS
l evel -2

ia - IS I1Sinter area, * - candidate default, U - per-user
static route

0 - ODR, P - periodic dowl oaded static route

Gat eway of last resort is not set

C 192.168.10.0/24 is directly connected, FastEthernet0/0

D 209. 165. 200. 0/ 24 [ 90/ 20640000] via 10.1.1.2, 00:00:07, Serial0/0/1
10.0.0.0/30 is subnetted, 1 subnets

C 10.1.1.0 is directly connected, Serial0/0/1

R2:
R2#show ip route

Codes: C - connected, S - static, R- RIP, M- nobile, B - BGP

D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2

i - ISI1S su-I1SI1Ssumary, L1 - IS ISlevel-1, L2 - IS 1S level-
2

ia- IS ISinter area, * - candidate default, U- per-user static
route

0 - ODR P - periodic downl oaded static route

Gat eway of | ast resort is not set

D 192.168.10. 0/ 24 [90/20514560] via 10.1.1.1, 00:26:03, Serial 0/0/1
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209.165.200.0/27 is subnetted, 1 subnets

C 209. 165.200.224 is directly connected, LoopbackO
10.0.0.0/30 is subnetted, 1 subnets
C 10.1.1.0 is directly connected, Serial 0/0/1

Task 4: Verify the Configuration

You should now be able to ping from R1 to R2. It may take several seconds after bringing up the
interfaces for the PVC to become active. You can also see EIGRP routes for each router.

Step 1: Ping R1 and R2.
Ensure that you can ping router R2 from router R1.
Rl#ping 10.1.1.2

Type escape sequence to abort.

Sending 5, 100-byte |ICWP Echos to 10.1.1.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip nmin/avg/ max = 28/ 29/ 32
ns

R2#ping 10.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 10.1.1.1, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip nmin/avg/ max = 28/ 29/ 32
ns

Step 2: Get PVC information.

The show frame-relay pvc command displays information on all PVVCs configured on the router.
The output also includes the associated DLCI.

R1:
Ri#show frame-relay pvc

PVC Statistics for interface Serial0/0/1 (Frame Rel ay DTE)

Active | nactive Del et ed Static
Local 1 0 0 0
Swi t ched 0 0 0 0
Unused 0 0 0 0

DLCI = 102, DLCI USAGE = LOCAL, PVC STATUS = ACTI VE, | NTERFACE =
Serial 0/0/1

i nput pkts 5 out put pkts 5 in bytes 520

out bytes 520 dropped pkts O in pkts dropped O
out pkts dropped O out bytes dropped O

in FECN pkts O in BECN pkts O out FECN pkts O
out BECN pkts O in DE pkts O out DE pkts O

out bcast pkts O out bcast bytes 0

5 mnute input rate 0 bits/sec, 0 packets/sec
5 mnute output rate 0 bits/sec, 0 packets/sec
pvc create tine 10:26:41, last tinme pvc status changed 00:01: 04
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R2:
R2#show frame-relay pvc

PVC Statistics for interface Serial0/0/1 (Frame Rel ay DTE)

Active | nacti ve Del et ed Static
Local 1 0 0 0
Swi t ched 0 0 0 0
Unused 0 0 0 0

DLCI = 201, DLCI USAGE = LOCAL, PVC STATUS = ACTI VE, | NTERFACE =
Serial 0/0/1

i nput pkts 5 out put pkts 5 in bytes 520

out bytes 520 dropped pkts O in pkts dropped 0
out pkts dropped O out bytes dropped O

in FECN pkts 0O in BECN pkts O out FECN pkts O
out BECN pkts 0 in DE pkts O out DE pkts O

out bcast pkts O out bcast bytes 0

5 mnute input rate 0 bits/sec, 0 packets/sec
5 mnute output rate O bits/sec, 0 packets/sec
pvc create tine 10:25:31, last time pvc status changed 00: 00: 00

FR Switch:
FR- Swi t ch#show frame-relay pvc

PVC Statistics for interface Serial 0/0/0 (Frame Rel ay DCE)

Active | nacti ve Del et ed Static
Local 0 0 0 0
Swi t ched 1 0 0 0
Unused 0 0 0 0

DLCI = 102, DLClI USAGE = SW TCHED, PVC STATUS = ACTI VE, | NTERFACE =
Serial 0/0/0

i nput pkts O out put pkts O in bytes 0O

out bytes O dropped pkts O in pkts dropped O
out pkts dropped O out bytes dropped O

in FECN pkts 0O in BECN pkts O out FECN pkts O
out BECN pkts 0 in DE pkts O out DE pkts O

out bcast pkts O out bcast bytes 0

30 second input rate O bits/sec, 0 packets/sec
30 second output rate O bits/sec, 0 packets/sec
swi tched pkts 0

Det ai | ed packet drop counters:

no out intf 0O out intf down O no out PVC 0O
in PVC down O out PVC down O pkt too big O
shaping Q full 0 pkt above DE O policing drop O

pvc create tine 10:28:31, last tinme pvc status changed 00: 03: 57
PVC Statistics for interface Serial0/0/1 (Frame Rel ay DCE)

Active | nacti ve Del et ed Static
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Local 0 0 0 0
Swi t ched 1 0 0 0
Unused 0 0 0 0

DLCI = 201, DLCI USAGE = SW TCHED, PVC STATUS = ACTI VE, | NTERFACE =
Serial 0/0/1

i nput pkts O out put pkts 0 in bytes 0O

out bytes 0 dropped pkts O in pkts dropped O
out pkts dropped O out bytes dropped O

in FECN pkts 0O in BECN pkts O out FECN pkts O
out BECN pkts 0 in DE pkts O out DE pkts O

out bcast pkts O out bcast bytes 0

30 second input rate O bits/sec, 0 packets/sec
30 second output rate O bits/sec, 0 packets/sec
swi tched pkts O

Det ai | ed packet drop counters:

no out intf O out intf down O no out PVC O
in PVC down O out PVC down O pkt too big O
shaping Q full 0 pkt above DE O policing drop O

pvc create tine 10:27:00, last time pvc status changed 00: 04: 03

Step 3: Verify Frame Relay mappings.

The show frame-relay map command displays information on the static and dynamic mappings
of Layer 3 addresses to DLCIs. Because Inverse ARP has been turned off, there are only static
maps.

R1:

Ri#show frame-relay map
Serial0/0/1 (up): ip 10.1.1.2 dlci 102(0x66,0x1860), static, broadcast,
Cl SCO, status defined, active

R2:

R2#show frame-relay map
Serial0/0/1 (up): ip 10.1.1.1 dlci 201(0xC9, 0x3090), static, broadcast,
Cl SCO, status defined, active

FR Switch:

FR Switch acts as a Layer 2 device, so there is no need to map Layer 3 addresses to Layer 2
DLCls.

Step 4: Debug the Frame Relay LMI.

What purpose does the LMI serve in a Frame Relay network?
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What are the three different types of LMI?

What DLCI does the Cisco LMI operate on?

Issue the debug frame-relay Imi command. The output gives detailed information on all LMI
data. Keepalives are sent every 10 seconds, so you may have to wait until you see any output.

The debug output shows two LMI packets: the first outgoing, the second incoming.

Rl#debug frame-relay Imi
Frame Relay LM debugging is on
Di splaying all Frame Relay LM data

R1#
*Aug 24 06:19:15.920: Serial0/0/1(out): StEng, nyseq 196, yourseen
195, DTE up

*Aug 24 06:19: 15. 920: datagranstart = OxE73F24F4, datagransize = 13
*Aug 24 06:19:15.920: FR encap = OxFCF10309

*Aug 24 06:19:15.920: 00 75 01 01 00 03 02 ¢4 C3

*Aug 24 06:19: 15. 920:

*Aug 24 06:19:15.924: Serial0/0/1(in): Status, nyseq 196, pak size 21
*Aug 24 06:19:15.924: RT IE 1, length 1, type O

*Aug 24 06:19:15.924. KA IE 3, length 2, yourseq 196, nyseq 196

*Aug 24 06:19:15.924: PVC IE 0x7 , length 0x6 , dlci 102, status 0x2
, bw O

R1#undebug all

Port Statistics for unclassified packets is not turned on.

Al'l possibl e debuggi ng has been turned off

Notice that the output shows an outgoing LMI packet with a sequence number of 196. The last
LMI message received from the FR Switch had sequence number 195.

*Aug 24 06:19:15.920: Serial0/0/1(out): StEng, nyseq 196, yourseen
195, DTE up

This line indicates an incoming LMI message from the FR Switch to R1 with sequence number
196.

*Aug 24 06:19:15.924: Serial0/0/1(in): Status, nyseq 196, pak size 21

FR Switch sent this as sequence number 196 (myseq), and the last LMI message received by the
FR-Switch from R1 had sequence number 196 (yourseq).

*Aug 24 06:19:15.924: KA IE 3, length 2, yourseq 196, nyseq 196
DLCI 102 is the only DLCI on this link, and it is currently active.

*Aug 24 06:19:15.924: PVC IE 0x7 , length 0x6 , dlci 102, status 0x2
, bw O
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Task 5: Troubleshooting Frame Relay.

A variety of tools are available for troubleshooting Frame Relay connectivity issues. To learn
about troubleshooting, you will break the Frame Relay connection established earlier and then re-
establish it.

Step 1: Remove the frame map from R1.

Ri#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Ri(confi g) #interface serial0/0/1

Ri(config-if)#encapsulation frame-relay

Ri(config-if)#no frame-relay map ip 10.1.1.2 102 broadcast

Now that you have removed the frame map statement from R1, try to ping router R1 from router
R2. You will get no response.

R2#ping 10.1.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICVWP Echos to 10.1.1.1, tineout is 2 seconds:

Success rate is 0 percent (0/5)

Additionally, you should get console messages reporting the EIGRP adjacency going up and
down.

Ri(config-if)#*Sep 9 17:28:36.579: Y%DUAL-5- NBRCHANGE: | P-El GRP(0) 1:
Nei ghbor 10.1.1.2 (Serial0/0/1) is down: Interface Goodbye received

Rl(config-if)#*Sep 9 17:29:32.583: %UAL-5- NBRCHANGE: | P- El GRP(0) 1:
Nei ghbor 10.1.1.2 (Serial0/0/1) is up: new adjacency

Rl(config-if)#*Sep 9 17:32:37.095: 9%DUAL-5- NBRCHANGE: | P-El GRP(0) 1:
Nei ghbor 10.1.1.2 (Serial0/0/1) is dowmn: retry linmt exceeded

R2#*Sep 9 17:29:15.359: %OUAL- 5- NBRCHANGE: | P-EI GRP(0) 1: Nei ghbor
10.1.1.1 (Serial0/0/1) is down: holding tinme expired

Issue the debug ip icmp command on R1:

Ri#debug ip icmp

| CMP packet debugging is on

Now ping the serial interface of R1 again. The following debug message appears on R1:
Re#ping 10.1.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICWP Echos to 10.1.1.1, tineout is 2 seconds:

Success rate is 0 percent (0/5)

Ri#*Sep 9 17:42:13.415: ICW: echo reply sent, src 10.1.1.1, dst
ég#fsipz 9 17:42:15.411: 1CWP. echo reply sent, src 10.1.1.1, dst
%zcl)#}'sébz 9 17:42:17.411: 1 OWP: echo reply sent, src 10.1.1.1, dst
éz#}sépz 9 17:42:19.411: |1 CWP: echo reply sent, src 10.1.1.1, dst
10.1. 1.
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Rl#*Sep 9 17:42:21.411: |1CWMP: echo reply sent, src 10.1.1.1, dst
10.1.1.2

As is shown by this debug message, the ICMP packet from R2 is reaching R1.
Why does the ping fail?

Issuing the show frame-relay map command returns a blank line.
Ri#show frame-relay map
R1#

Turn off all debugging with the undebug all command, and re-apply the frame-relay map ip
command but without using the broadcast keyword.

Ri#undebug all

Port Statistics for unclassified packets is not turned on.

Al'l possible debuggi ng has been turned off

Ri#configure terminal

Enter configurati on commands, one per line. End with CNTL/Z.
Rl(confi g)#interface serial0/0/1

Ri(confi g-if)#encapsulation frame-relay
Ri(config-if)#frame-relay map ip 10.1.1.2 102

R2#ping 10.1.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICWP Echos to 10.1.1.1, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 40/ 41/ 44 ns

Notice that while pings are successful, the EIGRP adjacency continues to “flap” (go up and
down).

Rl(config-if)#*Sep 9 17:47:58.375: %UAL-5- NBRCHANGE: | P- El GRP(0) 1:
Nei ghbor 10.1.1.2 (Serial0/0/1) is up: new adjacency

Rl(config-if)#*Sep 9 17:51:02.887: YDUAL-5- NBRCHANGE: | P-EI GRP(0) 1:
Nei ghbor 10.1.1.2 (Serial0/0/1) is down: retry limt exceeded

Ri(config-if)#*Sep 9 17:51:33.175: %UAL-5- NBRCHANGE: | P-ElI GRP(0) 1:
Nei ghbor 10.1.1.2 (Serial0/0/1) is up: new adj acency

Rl(config-if)#*Sep 9 17:54:37.687: 9%DUAL-5- NBRCHANGE: | P-El GRP(0) 1:
Nei ghbor 10.1.1.2 (Serial0/0/1) is down: retry limt exceeded

Why does the EIGRP adjacency continue to flap?
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Replace the Frame Relay map statement and include the broadcast keyword this time. Verify
that the full routing table is restored and that you have full end-to-end connectivity.

Ri#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Rl(confi g) #interface serial0/0/1

Ri(confi g-if)#encapsulation frame-relay
Ri(config-if)#frame-relay map ip 10.1.1.2 102 broadcast

Ri#show ip route

Codes: C - connected, S - static, R- RP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1SI1S, su- 1SS sumary, L1 - IS ISlevel-1, L2 - ISIS
| evel -2
ia - IS ISinter area, * - candidate default, U - per-user
static route o - ODR, P - periodic dowl oaded static route

Gateway of last resort is not set

C 192.168.10.0/24 is directly connected, FastEthernet0/0
209. 165. 200. 0/ 27 is subnetted, 1 subnets

D 209. 165. 200. 224 [ 90/ 20640000] via 10.1.1.2, 00:00:05, Serial0/0/1
10.0.0.0/30 is subnetted, 1 subnets

C 10.1.1.0 is directly connected, Serial0/0/1

Step 2: Change the Frame Relay encapsulation type.

Cisco 10S software supports two types of Frame Relay encapsulation: the default Cisco
encapsulation and the standards-based IETF encapsulation. Change the Frame Relay
encapsulation on serial0/0/1 on R2 to IETF.

R2(confi g-if)#encapsulation frame-relay ietf

Notice that the interface does not go down. You might be surprised by this. Cisco routers can
correctly interpret Frame Relay frames that use either the default Cisco Frame Relay
encapsulation or the IETF standard Frame Relay encapsulation. If your network is composed
entirely of Cisco routers, then it does not make any difference whether you use the default Cisco
Frame Relay encapsulation or the IETF standard. Cisco routers understand both types of
incoming frames. However, if you have routers from different vendors using Frame Relay, then
the IETF standard must be used. The command encapsulation frame-relay ietf
forces the Cisco router to encapsulate its outgoing frames using the IETF standard. This
standard can be correctly understood by the router of another vendor.

R2#show interface serial 0/0/1
Serial0/0/1 is up, line protocol is up
Hardware is GI96K Seri al
Internet address is 10.1.1.2/30
MIU 1500 bytes, BW 128 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on FRAME- RELAY | ETF, | oopback not set

<out put omtted>

FR- Swi t ch#show int s0/0/0
Serial0/0/0 is up, line protocol is up
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Hardware is GI96K Seri al

MIU 1500 bytes, BW 128 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsul ati on FRAME- RELAY, | oopback not set

Note the difference in output between the two show interface commands. Also notice that the
EIGRP adjacency is still up. Although FR Switch and R2 are using different encapsulation types,
they are still passing traffic.

Change the encapsulation type back to the default:

R2( confi g-if)#encapsulation frame-relay

Step 3: Change the LMI type.
On R2, change the LMI type to ANSI.
R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(confi g) #interface serial 0/0/1

R2(confi g-if)#encapsulation frame-relay
R2(config-if)#frame-relay Imi-type ansi

R2(config-if)#~zZ

R2#copy run start

Destination filenane [startup-config]?

Bui | di ng configuration...

[ K]

*Sep 9 18:41:08.351: %.| NEPROTO 5- UPDOMN: Line protocol on Interface
Serial 0/0/1, changed state to down

*Sep 9 18:41:08.351: %DUAL-5- NBRCHANGE: | P-EI GRP(0) 1: Nei ghbor
10.1.1.1 (Serial0/0/1) is down: interface down

R2#show interface serial 0/0/1
Serial0/0/1 is up, line protocol is down
R2#show frame-relay Imi

LM Statistics for interface Serial0/0/1 (Frane Relay DTE) LM TYPE =
ANSI

Invalid Unnunbered info O Invalid Prot Disc O

Invalid dummy Call Ref O Invalid Msg Type O

Invalid Status Message O Invalid Lock Shift O

Invalid Information ID O Invalid Report IE Len O
Invalid Report Request 0 Invalid Keep IE Len O

Num Status Eng. Sent 1391 Num St atus msgs Rcvd 1382
Num Update Status Rcvd 0 Num Status Ti neouts 10

Last Full Status Reqg 00: 00: 27 Last Full Status Rcvd 00: 00: 27

If you continue issuing the show frame-relay Imi command, you will notice the highlighted times
incrementing. When 60 seconds have passed, the interface changes its state to Up Down,
because R2 and FR Switch are no longer exchanging keepalives or any other link-state
information.

Issue the debug frame-relay Imi command. Notice that LMI packets are no longer showing up in
pairs. While all outgoing LMI messages are logged, no incoming messages are shown. This is
because R2 is expecting ANSI LMI, and FR Switch is sending Cisco LMI.
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R2#debug frame-relay Imi

*Aug 25 04:34:25.774: Serial0/0/1(out): StEng, nyseq 20, yourseen 0,
DTE down

*Aug 25 04: 34:25.774: datagranstart = OxE73F2634, datagransize = 14
*Aug 25 04: 34:25.774: FR encap = 0x00010308

*Aug 25 04:34:25.774: 00 75 95 01 01 00 03 02 14 00

*Aug 25 04: 34:25. 774:

Leave debugging on and restore the LMI type to Cisco on R2.

R2(config-if)#frame-relay Imi-type cisco

*Aug 25 04:42:45.774: Serial0/0/1(out): StEng, nmyseq 2, yourseen 1, DIE
down

*Aug 25 04:42:45.774. datagranstart = OxE7000D54, datagransize = 13
*Aug 25 04:42:45.774: FR encap = OxFCF10309

*Aug 25 04:42:45.774: 00 75 01 01 01 03 02 02 01

*Aug 25 04:42:45.774:

*Aug 25 04:42:45.778: Serial0/0/1(in): Status, myseq 2, pak size 21
*Aug 25 04:42:45.778. RT IE 1, length 1, type O

*Aug 25 04:42:45.778: KA IE 3, length 2, yourseq 2 , nyseq 2

*Aug 25 04:42:45.778: PVC IE Ox7 , length Ox6 , dlci 201, status 0x2 ,
bw 0

*Aug 25 04:42:55.774: Serial0/0/1(out): StEng, nmyseq 3, yourseen 2, DIE
up

*Aug 25 04:42:55.774: datagranstart = OxE7001614, datagransize = 13
*Aug 25 04:42:55.774: FR encap = OxFCF10309

*Aug 25 04:42:55.774: 00 75 01 01 01 03 02 03 02

*Aug 25 04:42:55.774:

*Aug 25 04:42:55.778: Serial0/0/1(in): Status, mnmyseq 3, pak size 21
*Aug 25 04:42:55.778: RT IE 1, length 1, type O

*Aug 25 04:42:55.778: KA IE 3, length 2, yourseq 1 , nyseq 3

*Aug 25 04:42:55.778. PVC IE Ox7 , length Ox6 , dlci 201, status 0x2
bw 0

*Aug 25 04:42:56.774: %.| NEPROTO 5- UPDOMN: Li ne protocol on Interface
Serial 0/0/1, changed state to up

As you can see, the LMI sequence number has been reset to 1, and R2 began to understand the
LMI messages coming in from FR Switch. After FR Switch and R2 had successfully exchanged
LMI messages, the interface changed state to Up.

Task 6: Configure a Frame Relay Sub-interface

Frame Relay supports two types of sub-interfaces: point-to-point and point-to-multipoint. Point-to-
multipoint sub-interfaces support non-broadcast multi-access topologies. For example, a hub and
spoke topology would use a point-to-multipoint sub-interface. In this lab, you will create a point-to-
point sub-interface.

Step 1: On FR Switch, create a new PVC between R1 and R2.

FR- Swi t ch(confi g) #interface serial 0/0/0

FR-Swi t ch(config-if)#frame-relay route 112 interface serial 0/0/1 212
FR-Swi t ch(config-if)#interface serial 0/0/1

FR-Swi t ch(config-if)#frame-relay route 212 interface serial 0/0/0 112
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Step 2: Create and configure a point-to-point sub-interface on R1.

Create subinterface 112 as a point-to-point interface. Frame Relay encapsulation must be
specified on the physical interface before subinterfaces can be created.

Ri(confi g) #interface serial 0/0/1.112 point-to-point
Rl(config-subif)#ip address 10.1.1.5 255_255.255_252
R1(confi g- subi f) #frame-relay interface-dlci 112

Step 3: Create and configure a point-to-point sub-interface on R2.

R2(confi g) #interface serial 0/0/1.212 point-to-point
R2(confi g-subi f)#ip address 10.1.1.6 255.255.255.252
R2(confi g- subi f) #frame-relay interface-dlci 212

Step 4: Verify connectivity.
You should be able to ping across the new PVC.

Rl#ping 10.1.1.6
Type escape sequence to abort.
Sendi ng 5, 100-byte | CWMP Echos to 10.1.1.6, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 28/28/32 ns
R2#ping 10.1.1.5

Type escape sequence to abort.
Sending 5, 100-byte ICVP Echos to 10.1.1.5, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/ max = 28/28/32 ns

You can also verify the configuration using the show frame-relay pvc and show frame-relay
map commands in Task 4.

R1:
Ri#show frame-relay pvc
PVC Statistics for interface Serial0/0/1 (Frame Rel ay DTE)

Active | nacti ve Del et ed Static
Local 2 0 0 0
Swi t ched 0 0 0 0
Unused 0 0 0 0

DLCI = 102, DLCI USAGE = LOCAL, PVC STATUS = ACTI VE, | NTERFACE =
Serial 0/0/1

i nput pkts 319 out put pkts 279 in bytes 20665
out bytes 16665 dropped pkts O in pkts dropped 0
out pkts dropped O out bytes dropped O

in FECN pkts O in BECN pkts O out FECN pkts O
out BECN pkts O in DE pkts O out DE pkts O

out bcast pkts 193 out bcast bytes 12352

5 mnute input rate 0 bits/sec, 0 packets/sec
5 mnute output rate O bits/sec, 0 packets/sec
pvc create tinme 04:43:35, last time pvc status changed 01: 16: 05
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DLCI = 112, DLClI USAGE = LOCAL, PVC STATUS = ACTI VE, | NTERFACE =
Serial 0/0/1.112

i nput pkts 15 out put pkts 211 in bytes 2600

out bytes 17624 dropped pkts O in pkts dropped O
out pkts dropped O out bytes dropped O

in FECN pkts 0O in BECN pkts O out FECN pkts O
out BECN pkts 0O in DE pkts O out DE pkts O

out bcast pkts 200 out bcast bytes 16520

5 mnute input rate 0 bits/sec, 0 packets/sec
5 mnute output rate O bits/sec, 0 packets/sec
pvc create tine 00:19:16, last tinme pvc status changed 00: 18: 56

R2:
R2#show frame-relay pvc
PVC Statistics for interface Serial0/0/1 (Frame Rel ay DTE)

Active | nacti ve Del et ed Static
Local 2 0 0 0
Swi t ched 0 0 0 0
Unused 0 0 0 0

DLCI = 201, DLCI USAGE = LOCAL, PVC STATUS = ACTI VE, | NTERFACE =
Serial 0/0/1

i nput pkts 331 out put pkts 374 in bytes 19928
out bytes 24098 dropped pkts O in pkts dropped O
out pkts dropped O out bytes dropped O

in FECN pkts 0O in BECN pkts O out FECN pkts O
out BECN pkts 0 in DE pkts O out DE pkts O

out bcast pkts 331 out bcast bytes 21184

5 mnute input rate 0 bits/sec, 0 packets/sec
5 minute output rate O bits/sec, 0 packets/sec
pvc create tine 05:22:55, last tinme pvc status changed 01: 16: 36

DLCI = 212, DLCI USAGE = LOCAL, PVC STATUS = ACTI VE, | NTERFACE =
Serial 0/0/1. 212

i nput pkts 217 out put pkts 16 in bytes 18008
out bytes 2912 dropped pkts O in pkts dropped 0
out pkts dropped O out bytes dropped O

in FECN pkts O in BECN pkts O out FECN pkts O
out BECN pkts O in DE pkts O out DE pkts O

out bcast pkts 6 out bcast bytes 1872

5 mnute input rate 0 bits/sec, 0 packets/sec
5 mnute output rate O bits/sec, 0 packets/sec
pvc create tine 00:19:37, last time pvc status changed 00: 18: 57

FR Switch:
FR- Swi t ch#show frame-relay pvc

PVC Statistics for interface Serial0/0/0 (Franme Rel ay DCE)
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Active I nactive Del et ed Static
Local 0 0 0 0
Swi t ched 2 0 0 0
Unused 0 0 0 0

DLCI = 102, DLClI USAGE = SW TCHED, PVC STATUS = ACTI VE, | NTERFACE =
Serial 0/0/0

i nput pkts 335 out put pkts 376 in bytes 20184
out bytes 24226 dropped pkts 2 in pkts dropped 2
out pkts dropped O out bytes dropped O

in FECN pkts 0O in BECN pkts O out FECN pkts O
out BECN pkts 0 in DE pkts O out DE pkts O

out bcast pkts O out bcast bytes 0

30 second input rate O bits/sec, 0 packets/sec
30 second output rate O bits/sec, 0 packets/sec
swi tched pkts 333

Det ai | ed packet drop counters:

no out intf 0O out intf down O no out PVC 0O
in PVC down O out PVC down 2 pkt too big O
shaping Q full 0 pkt above DE O policing drop O

pvc create tine 05:23:43, last tinme pvc status changed 01:18: 32

DLCI = 112, DLClI USAGE = SW TCHED, PVC STATUS = ACTI VE, | NTERFACE =
Serial 0/0/0

i nput pkts 242 out put pkts 18 in bytes 20104
out bytes 3536 dropped pkts O in pkts dropped O
out pkts dropped O out bytes dropped O

in FECN pkts O in BECN pkts O out FECN pkts O
out BECN pkts O in DE pkts O out DE pkts O

out bcast pkts O out bcast bytes 0

30 second input rate 0 bits/sec, 0 packets/sec
30 second output rate O bits/sec, 0 packets/sec
swi tched pkts 242

Det ai | ed packet drop counters:

no out intf O out intf down O no out PVC O
in PVC down O out PVC down O pkt too big 0
shaping Q full O pkt above DE O policing drop O

pvc create tinme 00:21:41, last time pvc status changed 00: 21: 22

PVC Statistics for interface Serial0/0/1 (Franme Rel ay DCE)

Active | nactive Del et ed Static
Local 0 0 0 0
Swi t ched 2 0 0 0
Unused 0 0 0 0

DLCI = 201, DLClI USAGE = SW TCHED, PVC STATUS = ACTI VE, | NTERFACE =
Serial 0/0/1

i nput pkts 376 out put pkts 333 in bytes 24226
out bytes 20056 dropped pkts O in pkts dropped 0
out pkts dropped O out bytes dropped O

in FECN pkts O in BECN pkts O out FECN pkts O
out BECN pkts O in DE pkts O out DE pkts O
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out bcast pkts O out bcast bytes 0

30 second input rate O bits/sec, 0 packets/sec
30 second output rate O bits/sec, 0 packets/sec
swi tched pkts 376

Det ai | ed packet drop counters:

no out intf 0O out intf down O no out PVC O
in PVC down 0O out PVC down O pkt too big 0
shaping Q full 0 pkt above DE O policing drop O

pvc create tinme 05:23:14, last time pvc status changed 01: 39: 39

DLCI = 212, DLClI USAGE = SW TCHED, PVC STATUS = ACTI VE, | NTERFACE =
Serial 0/0/1

i nput pkts 18 out put pkts 243 in bytes 3536

out bytes 20168 dropped pkts O in pkts dropped O
out pkts dropped O out bytes dropped O

in FECN pkts 0O in BECN pkts O out FECN pkts O
out BECN pkts 0 in DE pkts O out DE pkts O

out bcast pkts O out bcast bytes 0

30 second input rate O bits/sec, 0 packets/sec
30 second output rate O bits/sec, 0 packets/sec
swi tched pkts 18

Det ai | ed packet drop counters:

no out intf O out intf down O no out PVC 0O
in PVC down O out PVC down O pkt too big O
shaping Q full 0 pkt above DE O policing drop O

pvc create tine 00:21:36, last tinme pvc status changed 00: 21: 20

R1:
Ri#show frame-relay map

Serial0/0/1 (up): ip 10.1.1.2 dlci 102(0x66,0x1860), static,
br oadcast,
Cl SCO, status defined, active
Serial0/0/1.112 (up): point-to-point dlci, dlci 112(0x70, 0x1C00),
br oadcast
status defined, active

R2:
R2#show frame-relay map

Serial0/0/1 (up): ip 10.1.1.1 dlci 201(0xC9,0x3090), static,
br oadcast,
Cl SCO, status defined, active
Serial 0/0/1.212 (up): point-to-point dlci, dlci 212(0xD4, 0x3440),
br oadcast
status defined, active

FR Switch:

FR- Swi t ch#show frame-relay route

[ nput Intf [ nput Dl ci Qut put Intf Qut put Dl ci St at us
Serial 0/0/0 102 Serial 0/0/1 201 active
Serial 0/0/0 112 Serial 0/0/1 212 active
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Serial 0/0/1 201 Serial 0/0/0 102 active
Serial 0/0/1 212 Serial 0/0/0 112 active

Now debug the Frame Relay LMI.
Ri#debug frame-relay Imi

*Aug 25 05:58:50.902: Serial0/0/1(out): StEng, nmyseq 136, yourseen 135,
DTE up

*Aug 25 05:58:50.902: datagranstart = OxE7000354, datagransize = 13
*Aug 25 05:58:50.902: FR encap = OxFCF10309

*Aug 25 05:58:50.902: 00 75 01 01 00 03 02 88 87

*Aug 25 05:58:50.902:

*Aug 25 05:58:50.906: Serial0/0/1(in): Status, myseq 136, pak size 29
*Aug 25 05:58:50.906: RT IE 1, length 1, type O

*Aug 25 05:58:50.906: KA IE 3, length 2, yourseq 136, myseq 136

*Aug 25 05:58:50.906: PVC IE Ox7 , length Ox6 , dlci 102, status 0x2
bw 0

*Aug 25 05:58:50.906: PVC IE Ox7 , length Ox6 , dlci 112, status 0x2
bw 0

Note that two DLClIs are listed in the LMI message from FR Switch to R1.

R2#debug frame-relay Imi

*Aug 25 06:08:35.774: Serial0/0/1(out): StEng, myseq 7,yourseen 4, DTE up
*Aug 25 06:08:35.774: datagranmstart = OxE73F28B4, datagransize = 13
*Aug 25 06:08:35.774: FR encap = OxFCF10309

*Aug 25 06:08:35.774: 00 75 01 01 00 03 02 07 04

*Aug 25 06:08: 35. 774:

*Aug 25 06:08:35.778: Serial0/0/1(in): Status, nyseq 7, pak size 29
*Aug 25 06:08:35.778: RT IE 1, length 1, type O

*Aug 25 06:08:35.778: KA IE 3, length 2, yourseq 5, nyseq 7

*Aug 25 06:08:35.778: PVC | E Ox7,1 ength 0x6, dlci 201, status 0x2, bw O
*Aug 25 06:08:35.778: PVC I E Ox7,l ength 0x6, dlci 212, status 0x2, bw O

Final Configurations

Rl1#show run
<out put omtted>
I

host nane R1

enabl e secret class
no i p domain | ookup
|
i nterface FastEthernet0/0
i p address 192.168. 10.1 255. 255. 255.0
no shut down
|
interface Serial 0/0/1
i p address 10.1.1.1 255.255. 255. 252
encapsul ation frame-rel ay
frane-relay map ip 10.1.1.2 102 broadcast
no frame-relay inverse-arp
no shut down
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interface Serial 0/0/1.112 point-to-point
i p address 10.1.1.5 255.255. 255. 252
frame-relay interface-dlci 112

|

router eigrp 1

network 10.0.0.0

network 192.168.10.0

no aut o- sunmary

|

|

banner notd ~CUnaut horized access prohibited, violators will be

prosecuted to the full extent of the |law ~C
|
line con O
password cisco
| oggi ng synchr onous
l ogin
line aux O
line vty 0 4
 ogin
password cisco
|
end

R2#show run
<out put om tted>

!

host name R2

!

!
enabl e secret cl ass

!

!

no i p donmain | ookup

!

!

i nterface LoopbackO

i p address 209. 165. 200. 225 255. 255. 255. 224
!

I
interface Serial 0/0/1

i p address 10.1.1.2 255.255. 255. 252
encapsul ati on frane-rel ay

frame-relay map ip 10.1.1.1 201 broadcast
no frame-relay inverse-arp

frame-relay I m-type cisco

no shut down

!
interface Serial 0/0/1.212 point-to-point
i p address 10.1.1.6 255.255.255. 252
franme-relay interface-dlci 212

!
router eigrp 1

network 10.0.0.0
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net wor k 209. 165. 200.0
no aut o- sunmary

|

!

line con O

password cisco

| oggi ng synchr onous
login

line aux O

line vty 0 4
password cisco

I ogin

|

end

FR- Swi t ch#show run
<out put omtted>
]

hostnane FR-Swi tch
|

enabl e secret cl ass
|
no i p domain | ookup

frane-relay switching
|

nterface Serial 0/0/0

no i p address

encapsul ati on frane-rel ay

cl ockrat e 64000

frane-relay intf-type dce

franme-relay route 102 interface Serial 0/0/1 201
frame-relay route 112 interface Serial 0/0/1 212
no shut down

nterface Serial 0/0/1
no i p address
encapsul ati on frane-rel ay
cl ock rate 64000
frame-relay intf-type dce
frame-relay route 201 interface Serial 0/0/0 102
frame-relay route 212 interface Serial 0/0/0 112
no shut down
|
!
line con O
password cisco
login
line aux 0O
line vty 0 4
password cisco
 ogin
|
end
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Lab 3.5.2: Challenge Frame Relay Configuration

Topology Diagram

S0/0/0
10.1.2.1 /30

Fa0/1
172.16.1.254 /24

172.16.1.1 /24 172.16.2.1 /24

Addressing Table

Default Gateway

Device Interface IP Address Subnet Mask
Fa0/1 172.16.1.254 255.255.255.0 N/A
R S0/0/0 10.1.2.1 255.255.255.252 N/A
Fa0/1 172.16.2.254 255.255.255.0 N/A
Re S0/0/1 10.1.2.2 255.255.255.252 N/A
PC1 NIC 172.16.1.1 255.255.255.0 172.16.1.254
PC3 NIC 172.16.2.1 255.255.255.0 172.16.2.254

Learning Objectives
Upon completion of this lab, you will be able to:

e Cable a network according to the topology diagram.

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 1 of 4



CCNA Exploration
Accessing the WAN: Frame Relay Lab 3.5.2: Challenge Frame Relay Configuration

o Erase the startup configuration and reload a router to the default state.
e Perform basic configuration tasks on a router.

e Configure and activate interfaces.

e Configure EIGRP routing on all routers.

e Configure Frame Relay encapsulation on all serial interfaces.

e Configure a Frame Relay PVC.

¢ Intentionally break and restore a Frame Relay PVC.

e Configure Frame Relay subinterfaces.

e Intentionally break and restore the PVC.

Scenario

In this lab, you will configure Frame Relay using the network shown in the topology diagram. If
you need assistance, refer to the Basic Frame Relay lab. However, try to do as much on your
own as possible.

Task 1: Prepare the Network
Step 1: Cable a network that is similar to the one in the topology diagram.
Step 2: Clear any existing configurations on the routers.
Task 2: Perform Basic Router Configuration
Configure the R1, R2, and R3 routers according to the following guidelines:
e Configure the router hostname.
e Disable DNS lookup.
e Configure an EXEC mode password.
e Configure a message-of-the-day banner.
e Configure a password for console connections.

e Configure synchronous logging.

e Configure a password for vty connections.
Task 3: Configure IP Addresses
Step 1: Configure IP addresses on all links according to the addressing table.
Step 2: Verify IP addressing and interfaces.
Step 3: Activate Ethernet interfaces of R1 and R2. Do not activate the serial interfaces.

Step 3: Configure the Ethernet interfaces of PC1 and PC3.

Step 4: Test connectivity between the PCs and their local routers.

Task 4: Configure EIGRP on Routers R1 and R2
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Step 1: Enable EIGRP on R1 and R2 for all subnets.

Task 5: Configure Frame Relay PVC Between R1 and R2

Step 1: Configure interfaces on FR-Switch to create the PVC between R1 and R2.
Use the DLCIs in the topology diagram.

Step 2: Configure physical interfaces on R1 and R2 for Frame Relay encapsulation.

Do not automatically discover IP addresses on the far end of links. Activate the link after full
configuration.

Step 3: Configure Frame Relay maps on R1 and R2 with proper DLCIs. Enable broadcast
traffic on the DLCIs.

Step 4: Verify end-to-end connectivity using PC1 and PC2.

Task 6: Intentionally Break the PVC and Then Restore It
Step 1: By a means of your choosing, break the PVC between R1 and R2.
Step 2: Restore full connectivity to your network.

Step 3: Verify full connectivity to your network.

Task 7: Configure Frame Relay Subinterfaces

Step 1: Remove the IP address and frame map configuration from the physical interfaces
on R1 and R2.

Step 2: Configure Frame Relay point-to-point subinterfaces on R1 and R2 with the same IP
addresses and DLCI used earlier on the physical interfaces.

Step 3: Verify full end-to-end connectivity.

Task 8: Intentionally Break the PVC and Then Restore It
Step 1: Break the PVC using a different method than you used in Task 6.
Step 2: Restore the PVC.

Step 3: Verify full end-to-end connectivity.

Task 9: Document the Router Configurations

On each router, issue the show run command and capture the configurations.
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Task 10: Clean Up

Erase the configurations and reload the routers. Disconnect and store the cabling. For PC hosts
that are normally connected to other networks (such as the school LAN or to the Internet),
reconnect the appropriate cabling and restore the TCP/IP settings.
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Lab 3.5.3: Troubleshooting Frame Relay

Topology Diagram

DCE

DCE 1
S0/0/1

S0/0/0

S0/0/1
172.18.221.2 /30

S0/0/0

Lo0 LoO
172.18.11.254 /24 172.18.111.254 /24

Addressing Table
Default Gateway

Device Interface IP Address Subnet Mask
1 LoO 172.18.11.254 255.255.255.0 N/A
S0/0/0 172.18.221.1 255.255.255.252 N/A
o LoO 172.18.111.254 255.255.255.0 N/A
S0/0/1 172.18.221.2 255.255.255.252 N/A

Learning Objectives

Practice Frame Relay troubleshooting skills.

Scenario

In this lab, you will practice troubleshooting a misconfigured Frame Relay environment. Load or
have your instructor load the configurations below into your routers. Locate and repair all errors in
the configurations and establish end-to-end connectivity. Your final configuration should match
the topology diagram and addressing table. All passwords are set to cisco except the enable
secret password which is set to class.
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Task 1: Prepare the Network
Step 1: Cable a network that is similar to the one in the topology diagram.
Step 2: Clear any existing configurations on the routers.

Step 3: Import the configurations.

Router 1
1

hostname R1
1

enable secret class
1

ﬁo ip domain lookup

interface LoopbackO
ip address 172.18.11.254 255.255.255.0

interface FastEthernet0/0
no ip address

shutdown

duplex auto

speed auto

interface FastEthernet0/1
no ip address

shutdown

duplex auto

speed auto

I

interface Serial0/0/1

no ip address

shutdown

no fair-queue

interface Serial0/0/0

ip address 172.18.221.1 255.255.255.252
encapsulation frame-relay

frame-relay map ip 172.18.221.2 678 broadcast
no frame-relay inverse-arp

no shutdown

1
router eigrp 1

network 172.18.221.0

network 172.18.11.0

no auto-summary

line con O
password cisco
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logging synchronous
line aux O

line vty 0 4
password cisco
login

!

end

Router 2
1

Hostname R2
1

enable secret class
1

ﬁo ip domain lookup
1

interface LoopbackO
ip address 172.18.111.254 255.255.255.0
I

interface FastEthernet0/0
no ip address

shutdown

duplex auto

speed auto

1

interface FastEthernet0/1
no ip address

shutdown

duplex auto

speed auto

interface Serial0/0/0
no ip address
shutdown

no fair-queue

interface Serial0/0/1

ip address 172.18.221.2 255.255_255_.252
encapsulation frame-relay
frame-relay map ip 172.18.221.1 181
no frame-relay inverse-arp
frame-relay Imi-type ansi

I
router eigrp 1

network 172.18.221.0

network 172.18.111.0

no auto-summary

line con O

password cisco
logging synchronous
line aux O
line vty 0 4

login
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!
end

FR-Switch
1

Hostname FR-Switch
1

enable secret class
1

ﬁo ip domain lookup

frame-relay switching
1

interface FastEthernet0/0
no ip address

shutdown

duplex auto

speed auto

interface FastEthernet0/1
no ip address

shutdown

duplex auto

speed auto

interface Serial0/0/0

no ip address
encapsulation frame-relay
no fair-queue

clockrate 125000
frame-relay intf-type dce

frame-relay route 182 interface Serial0/0/1 181

no shutdown

interface Serial0/0/1

no ip address

clockrate 125000
encapsulation frame-relay
frame-relay intf-type dce
no shutdown

line con O

password cisco
logging synchronous
line aux O

line vty 0 4
password cisco
login

!

end
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Task 2: Troubleshoot and Repair the Frame Relay Connection Between R1 and R2.

Task 3: Document the Router Configurations

On each router, issue the show run command and capture the configurations.

Task 4: Clean Up

Erase the configurations and reload the routers. Disconnect and store the cabling. For PC hosts
that are normally connected to other networks, such as the school LAN or to the Internet,
reconnect the appropriate cabling and restore the TCP/IP settings.
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Topology Diagram

192.

192.168.20.0 /24

10.1.1.0 /30

S0/0/0
10.1.1.1/30

Fa0/1
168.10.1 /24

192.168.20.1 /24

Fa0/1

S0/0/0
10.1.1.2/30

Fa0/1

192.168.10.2 /245

192.168.10.0 /24

Bl

Fa0/2

(]

192.168.10.10 /24

Addressing Table

Device

Interface

IP Address

S0/0/1
10.2.2.1/30

209.165.200.224 /27

Lo0
209.165.200.225 /27

DCE

Fa0/1

5 192.168.30.2 /24

Fa0/2

192.168.30.10 /24

Subnet Mask

Cisco | Networking Academy”

10.2.2.0 /30

S0/0/1
10.2.2.2 /30

Fa0/1

192.168.30.1 /24

¢

192.168.30.0 /24

Default Gateway

R1 Fa0/1 192.168.10.1 255.255.255.0 N/A
S0/0/0 10.1.1.1 255.255.255.252 N/A

Fa0/1 192.168.20.1 255.255.255.0 N/A

R2 S0/0/0 10.1.1.2 255.255.255.252 N/A
S0/0/1 10.2.2.1 255.255.255.252 N/A

LoO 209.165.200.225 255.255.255.224 N/A

R3 Fa0/1 192.168.30.1 255.255.255.0 N/A
S0/0/1 10.2.2.2 255.255.255.252 N/A

S1 VLAN10 192.168.10.2 255.255.255.0 N/A
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S3 VLAN20 192.168.30.2 255.255.255.0 N/A
PC1 NIC 192.168.10.10 255.255.255.0 192.168.10.1
PC3 NIC 192.168.30.10 255.255.255.0 192.168.30.1
TFTP Server NIC 192.168.20.254 255.255.255.0 192.168.20.1

Learning Objectives
Upon completion of this lab, you will be able to:

e Cable a network according to the topology diagram.

o Erase the startup configuration and reload a router to the default state.

e Perform basic configuration tasks on a router.

e Configure basic router security.

e Disable unused Cisco services and interfaces.

e Protect enterprise networks from basic external and internal attacks.

e Understand and manage Cisco 10S configuration files and Cisco file system.

e Set up and use Cisco SDM (Security Device Manager) and SDM Express to configure basic
router security.

e Configure VLANSs on the switches.

Scenario

In this lab, you will learn how to configure basic network security using the network shown in the topology
diagram. You will learn how to configure router security three different ways: using the CLI, the auto-
secure feature, and Cisco SDM. You will also learn how to manage Cisco 10S software.

Task 1: Prepare the Network

Step 1: Cable a network that is similar to the one in the topology diagram.
You can use any current router in your lab as long as it has the required interfaces shown in the topology.

Note: This lab was developed and tested using 1841 routers. If you use 1700, 2500, or 2600 series
routers, the router outputs and interface descriptions might be different.

Step 2: Clear any existing configurations on the routers.

Task 2: Perform Basic Router Configurations

Step 1: Configure routers.

Configure the R1, R2, and R3 routers according to the following guidelines:
e Configure the router hostname according to the topology diagram.
e Disable DNS lookup.
e Configure a message of the day banner.
e Configure IP addresses on R1, R2, and R3.

e Enable RIP version 2 on all routers for all networks.
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e Create a loopback interface on R2 to simulate the connection to the Internet.
e Configure a TFTP server on PC2. If you need to download TFTP server software, one option is:
http://tftpd32.jounin.net/
Step 2: Configure Ethernet interfaces.
Configure the Ethernet interfaces of PC1, PC3, and TFTP Server with the IP addresses and default
gateways from the Addressing Table at the beginning of the lab.

Step 3: Test the PC configuration by pinging the default gateway from each of the PCs and the
TFTP server.

Task 3: Secure the Router from Unauthorized Access

Step 1: Configure secure passwords and AAA authentication.

Use a local database on R1 to configure secure passwords. Use ciscoccna for all passwords in this lab.
R1(confi g) #enable secret ciscoccna

How does configuring an enable secret password help protect a router from being compromised by an
attack?

The username command creates a username and password that is stored locally on the router. The
default privilege level of the user is 0 (the least amount of access). You can change the level of access for
a user by adding the keyword privilege 0-15 before the password keyword.

R1(confi g) #username ccna password ciscoccha

The aaa command enables AAA (authentication, authorization, and accounting) globally on the router.
This is used when connecting to the router.

Rl1(confi g) #aaa new-model

You can create an authentication list that is accessed when someone attempts to log in to the device after
applying it to vty and console lines. The local keyword indicates that the user database is stored locally
on the router.

R1(confi g) #aaa authentication login LOCAL_AUTH local

Note: LOCAL_AUTH is a case sensitive tag name that must match for all uses.

The following commands tell the router that users attempting to connect to the router should be
authenticated using the list you just created.

Ri(config)#line console O
Ri(config-lin)#login authentication LOCAL_ AUTH
Ri(config-lin)#line vty O 4
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Rl(config-1in)#login authentication LOCAL_AUTH

What do you notice that is insecure about the following section of the running configuration:

Rl#show run

foutput om tted>

%nable secret 5 $1%. DB7$DunHvguQHOEVLqzQCqzfr 1
?aa new node

?aa aut hentication login LOCAL_AUTH | oca
Psernane ccna password O ciscoccna

<out put omtted>

!

banner notd ~CUnaut hori zed access strictly prohibited, violators will be
prosecuted to the full extent of the | awC

!

line con O

| ogi n aut hentication LOCAL_ AUTH

line aux O

line vty 0 4

| ogi n aut henti cati on LOCAL_AUTH
!

To apply simple encryption to the passwords, enter the following command in global config mode:
Rl(confi g) #service password-encryption

Verify this with the show run command.

Rl#show run
servi ce password-encryption
|

énable secret 5 $1$. DB7$DunHvguQHOEVLgzQCqzfr 1
|

aaa new- node
|

aaa authentication |login LOCAL_AUTH | oca
|

usernane ccna password 7 0822455D0A1606141C0A

<out put om tted>

!

banner notd ~CCUnaut hori zed access strictly prohibited, violators will be

prosecuted to the full extent of the | aw'C
|

line con O
| ogi n aut henticati on LOCAL_AUTH

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.  Page 4 of 28



CCNA Exploration
Accessing the WAN: Network Security Lab 4.6.1: Basic Security Configuration

line aux O
line vty 0 4
| ogi n aut hentication LOCAL_ AUTH

!
Step 2: Secure the console and VTY lines.

You can cause the router to log out a line that has been idle for a specified time. If a network engineer
was logged into a networking device and was suddenly called away, this command automatically logs the
user out after the specified time. The following commands cause the line to log out after 5 minutes.

Ri(config)#line console O
Rl(config-lin)#exec-timeout 5 0

Ri(config-lin)#line vty O 4
Ri(config-1in)#exec-timeout 5 0

The following command hampers brute force login attempts. The router blocks login attempts for 5
minutes if someone fails two attempts within 2 minutes. This is set especially low for the purpose of this
lab. An additional measure is to log each time this happens.

R1(confi g)#login block-for 300 attempt 2 within 120
R1l(confi g)#security authentication failure rate 2 log

To verify this, attempt to connect to R1 from R2 via Telnet with an incorrect username and password.

On R2:

R2#telnet 10.1.1.1

Trying 10.1.1.1 ... Open

Unaut hori zed access strictly prohibited, violators will be prosecuted to the
full extent of the |law

User Access Verification

User nanme: cisco
Passwor d:

% Aut hentication fail ed
User Access Verification

User nane: ci sco
Passwor d:

% Aut hentication failed

[ Connection to 10.1.1.1 closed by foreign host]
R2#telnet 10.1.1.1

Trying 10.1.1.1 ...

% Connection refused by renote host

On R1:

*Sep 10 12:40:11.211: %SEC LOA N-5- QUI ET_MODE_OFF: Quiet Mde is OFF, because
bl ock period tined out at 12:40:11 UTC Mon Sep 10 2007

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.  Page 5 of 28



CCNA Exploration
Accessing the WAN: Network Security Lab 4.6.1: Basic Security Configuration

Task 4: Secure Access to the Network

Step 1: Prevent RIP routing update propagation.

Who can receive RIP updates on a network segment where RIP is enabled? Is this the most desirable
setup?

The passive-interface command prevents routers from sending routing updates to all interfaces
except those interfaces configured to participate in routing updates. This command is issued as part of
the RIP configuration.

The first command puts all interfaces into passive mode (the interface only receives RIP updates). The
second command returns specific interfaces from passive to active mode (both sending and receiving RIP
updates).

R1

R1(confi g)#router rip

R1(confi g-rout er) #passive-interface default
Rl(confi g-router)#no passive-interface s0/0/0

R2

R2(confi g) #router rip

R2( confi g-rout er)#passive-interface default
R2(confi g-rout er)#no passive-interface s0/0/0
R2(confi g-rout er)#no passive-interface s0/0/1

R3

R3(confi g) #router rip

R3(confi g-rout er) #passive-interface default
R3(confi g-rout er)#no passive-interface s0/0/1

Step 2: Prevent unauthorized reception of RIP updates.

Preventing unnecessary RIP updates to the whole network is the first step to securing RIP. The next is to
have RIP updates password protected. To do this, you must first configure a key to use.

R1( confi g) #key chain RIP_KEY
R1(confi g- keychai n) #key 1
R1(confi g- keychai n- key) #key-string cisco

This has to be added to each router that is going to receive RIP updates.

R2(confi g) #key chain RIP_KEY
R2(confi g- keychai n) #key 1

R2( confi g- keychai n- key) #key-string cisco
R3(confi g) #key chain RIP_KEY
R3(confi g- keychai n) #key 1

R3(confi g- keychai n- key) #key-string cisco

To use the key, each interface participating in RIP updates needs to be configured. These will be the
same interfaces that were enabled using the no passive-interface command earlier.
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R1

Ri(config)#int s0/0/0

Rl(config-if)#ip rip authentication mode md5
Ri(config-if)#ip rip authentication key-chain RIP_KEY

At this point, R1 is no longer receiving RIP updates from R2, because R2 is not yet configured to use a
key for routing updates. You can view this on R1 using the show ip route command and confirming
that no routes from R2 appear in the routing table.

Clear out IP routes with clear ip route * or wait for routes to timeout.

Ri#show ip route

Codes: C - connected, S - static, R- RP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - ISIS, su- ISIS sumary, L1 - IS ISlevel-1, L2 - IS 1S level-2
ia - IS I1Sinter area, *- candidate default, U - per-user static route
0 - ODR, P - periodic dowl oaded static route

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 1 subnets, 1 nasks
C 10.1.1.0/24 is directly connected, Serial0/0/0
C 192.168.10.0 is directly connected, Serial0/0/0

Configure R2 and R3 to use routing authentication. Remember that each active interface must be
configured.

R2

R2(confi g) #int s0/0/0

R2(config-if)#ip rip authentication mode md5
R2(config-if)#ip rip authentication key-chain RIP_KEY
R2(confi g) #int s0/0/1

R2(config-if)#ip rip authentication mode md5
R2(config-if)#ip rip authentication key-chain RIP_KEY

R3

R3(confi g)#int s0/0/1

R3(config-if)#ip rip authentication mode md5
R3(config-if)#ip rip authentication key-chain RIP_KEY

Step 3: Verify that RIP routing still works.

After all three routers have been configured to use routing authentication, the routing tables should
repopulate with all RIP routes. R1 should now have all the routes via RIP. Confirm this with the show ip
route command.

Rl#show ip route

Codes: C - connected, S - static, R- RP, M- mobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - ISIS, su- ISIS sunmary, L1 - IS ISlevel-1, L2 - IS IS level-2
ia - IS 1Sinter area, *-candidate default, U per-user static route
0 - ODR, P - periodic dowl oaded static route
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Gateway of last resort is not set

192.168.30.0/24 [120/2] via 10.1.1.2, 00:00: 16, Serial 0/0/0
192.168.10.0/24 is directly connected, FastEthernet0O/1
192.168.20.0/24 [120/1] via 10.1.1.2, 00:00:13, Serial0/0/0
10.0.0.0/8 is variably subnetted, 2 subnets, 1 nasks
10.2.2.0/24 [120/1] via 10.1.0.2, 00:00: 16, Serial0/0/0
10.1.1.0/24 is directly connected, Serial0/0/0

OXx TVOXD

Task 5: Logging Activity with SNMP (Simple Network Management Protocol)

Step 1: Configure SNMP logging to the syslog server.

SNMP logging can be useful in monitoring network activity. The captured information can be sent to a
syslog server on the network, where it can be analyzed and archived. You should be careful when
configuring logging (syslog) on the router. When choosing the designated log host, remember that the log
host should be connected to a trusted or protected network or an isolated and dedicated router interface.

In this lab, you will configure PC1 as the syslog server for R1. Use the logging command to select the
IP address of the device to which SNMP messages are sent. In this example, the IP address of PC1 is
used.

Rl(confi g)#logging 192.168.10.10

Note: PC1 should have syslog software installed and running if you wish to view syslog
messages.

In the next step, you will define the level of severity for messages to be sent to the syslog server.

Step 2: Configure the SNMP severity level.

The level of SNMP messages can be adjusted to allow the administrator to determine what kinds of
messages are sent to the syslog device. Routers support different levels of logging. The eight levels
range from 0 (emergencies), indicating that the system is unstable, to 7 (debugging), which sends
messages that include router information. To configure the severity levels, you use the keyword
associated with the level, as shown in the table.

Severity Level Keyword Description
0 emergencies System unusable
1 alerts Immediate action required
2 critical Critical conditions
3 errors Error conditions
4 warnings Warning conditions
5 notifications Normal but significant condition
6 informational Informational messages
7 debugging Debugging messages

The logging trap command sets the severity level. The severity level includes the level specified and
anything below it (severity-wise). Set R1 to level 4 to capture messages with severity level 4, 3, 2, and 1.
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R1l(config)#logging trap warnings

What is the danger of setting the level of severity too high or too low?

Note: If you installed syslog software on PC1, generate and look at syslog software for messages.

Task 6: Disabling Unused Cisco Network Services

Step 1: Disable unused interfaces.

Why should you disable unused interfaces on network devices?

In the topology diagram, you can see that R1 should only be using interface S0/0/0 and Fa0/1. All other
interfaces on R1 should be administratively shut down using the shutdown interface configuration
command.

Rl(confi g) #interface fastethernet0/0
Rl(confi g-if)#shutdown
Ri(config-if)# interface s0/0/1
R1l(confi g-if)#shutdown

*Sep 10 13:40:24.887: %.| NK-5- CHANGED: | nterface FastEthernet0/0, changed
state to adm nistratively down

*Sep 10 13:40: 25.887: %1 NEPROTO 5- UPDOMN: Li ne protocol on Interface
Fast Et hernet 0/ 0, changed state to down

To verify that R1 has all inactive interfaces shut down, use the show ip interface brief command.
Interfaces manually shut down are listed as administratively down.

Ri#sh ip interface brief

Interface | P- Addr ess OK? Met hod Status Pr ot ocol
Fast Et her net 0/ 0 unassi gned YES unset administratively down down
Fast Et hernet 0/ 1 192.168.10.1 YES nanual up up
Serial 0/0/0 10.1. 1.1 YES nmanual up up
Serial 0/0/1 unassi gned YES unset admnistratively down down

Step 2: Disable unused global services.

Many services are not needed in most modern networks. Leaving unused services enabled leaves ports
open that can be used to compromise a network. Disable each of these services on R1.

Rl1(confi g) #no service pad

Rl(confi g)#no service finger

Ri(confi g)#no service udp-small-server
Rl(confi g)#no service tcp-small-server
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Rl(config)#no i
R1(confi g)#no
R1(confi g) #no finger

Rl(confi g)#no ip source-route
Ri(confi g)#no ip gratuitous-arps
R1l(config)#no cdp run

bootp server
http server

p
p
p
p

Step 3: Disable unused interface services.
These commands are entered at the interface level and should be applied to every interface on R1.

Rl(config-if)#no ip redirects
Ri(config-if)#no ip proxy-arp
Ri(config-if)#no ip unreachables
Ri(config-if)#no ip directed-broadcast
Ri(config-if)#no ip mask-reply
Rl(config-if)#no mop enabled

Step 4: Use AutoSecure to secure a Cisco router.

By using a single command in CLI mode, the AutoSecure feature allows you to disable common IP
services that can be exploited for network attacks and enable IP services and features that can aid in the
defense of a network when under attack. AutoSecure simplifies the security configuration of a router and
hardens the router configuration.

Using the AutoSecure feature, you can apply the same security features that you just applied (except for
securing RIP) to a router much faster. Because you have already secured R1, use the auto secure
command on R3.

R3#auto secure
--- AutoSecure Configuration ---

*** Aut oSecure configurati on enhances the security of
the router, but it will not nmake it absolutely resistant
to all security attacks ***

Aut oSecure will nodify the configuration of your device.

Al'l configuration changes will be shown. For a detailed

expl anati on of how the configuration changes enhance security
and any possible side effects, please refer to C sco.comfor
Aut osecur e docunent ati on.

At any pronpt you may enter '?' for help.

Use ctrl-c to abort this session at any pronpt.

Gat hering infornati on about the router for AutoSecure

Is this router connected to internet? [no]: yes
Enter the nunber of interfaces facing the internet [1]: 1

Interface | P- Addr ess OK? Met hod St at us Pr ot ocol
Fast Et hernet 0/ 0 unassi gned YES unset down down
Fast Et hernet 0/ 1 192.168. 30.1 YES manual up up
Serial 0/0/0 unassi gned YES manual down down
Serial 0/0/1 10.2.2.2 YES nmanual up up

Enter the interface name that is facing the internet: Serial0/0/1
Securi ng Managenent plane services...
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Di sabling service finger

Di sabling service pad

Disabling udp & tcp small servers
Enabl i ng service password encryption
Enabl i ng service tcp-keepalives-in
Enabl i ng service tcp-keepalives-out
Di sabling the cdp protoco

Di sabling the bootp server

Di sabling the http server

Di sabling the finger service

Di sabling source routing

Di sabling gratuitous arp

Enabl e secret is either not configured or
Is the same as enabl e password

Enter the new enabl e password: ciscoccha

Confirmthe enabl e password: ciscoccna

Enter the new enabl e password: ccnhacisco

Confirmthe enabl e password: ccnacisco

Configuration of |ocal user database

Enter the usernane: ccna

Enter the password: ciscoccna

Confirmthe password: ciscoccha

Configuring AAA | ocal authentication

Configuring Console, Aux and VTY lines for

| ocal authentication, exec-tineout, and transport
Securing device agai nst Login Attacks

Configure the foll owi ng paraneters

Bl ocki ng Period when Login Attack detected: 300
Maxi mum Login failures with the device: 5
Maxi mum tine period for crossing the failed login attenpts: 120

Configure SSH server? Yes
Ent er domai n- nane: cisco.com

Configuring interface specific AutoSecure services
Di sabling the following ip services on all interfaces:

no ip redirects

no i p proxy-arp

no i p unreachabl es

no i p directed-broadcast

no i p mask-reply

Di sabling nop on Ethernet interfaces

Securing Forwardi ng pl ane services..

Enabling CEF (This mnight inpact the nenory requirenments for your platform
Enabl i ng uni cast rpf on all interfaces connected to internet

Configure CBAC firewall feature: no
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Tcp intercept feature is used prevent tcp syn attack
On the servers in the network.

Create autosec_tcp_intercept list

To formthe list of servers to which the tcp traffic is to be observed

Enabl e TCP intercept feature:

This is the configuration generated:

no service finger
no service pad

no service udp-snall-servers
no service tcp-snall-servers

servi ce password-encryption
service tcp-keepalives-in
servi ce tcp-keepalives-out
no cdp run

no i p bootp server

no ip http server

no ip finger

no i p source-route

no i p gratuitous-arps

no ip identd

security passwords mn-length 6

security authentication failure rate 10 | og
enabl e password 7 070C285F4D061A061913

user name ccna password 7 045802150C2E4F4D0718

aaa new- node

aaa authentication login |ocal _auth |oca

line con O

| ogi n aut hentication | ocal _auth

exec-tinmeout 5 0
transport output telnet
line aux O

| ogi n authentication |ocal _auth

exec-tinmeout 10 O
transport output telnet
line vty 0 4

| ogi n aut hentication | ocal _auth

transport input telnet
line tty 1

[ ogi n aut hentication |ocal _auth

exec-tinmeout 15 0
line tty 192

| ogi n authentication |ocal _auth

exec-tinmeout 15 0

[ ogin block-for 300 attenpts 5 within 120
service tinmestanps debug datetime nmsec localtinme showtinezone
service tinmestanps |og datetinme nsec |localtinme showtinezone

logging facility local 2
| oggi ng trap debuggi ng
servi ce sequence- nunbers
| oggi ng console critica
| oggi ng buffered
interface FastEthernet0/0
no ip redirects
no i p proxy-arp
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no i p unreachabl es
no i p directed-broadcast
no i p mask-reply
no nop enabl ed
nterface FastEthernet0/1
no ip redirects
no i p proxy-arp
no i p unreachabl es
no i p directed-broadcast
no ip mask-reply
no nop enabl ed
nterface Serial 0/0/0
no ip redirects
no i p proxy-arp
no i p unreachabl es
no i p directed-broadcast
no i p mask-reply
nterface Serial 0/0/1
no ip redirects
no i p proxy-arp
no i p unreachabl es
no i p directed-broadcast
no i p mask-reply
nterface Serial 0/1/0
no ip redirects
no i p proxy-arp
no i p unreachabl es
no i p directed-broadcast
no ip mask-reply
nterface Serial0/1/1
no ip redirects
no i p proxy-arp
no i p unreachabl es
no i p directed-broadcast
no ip mask-reply
ip cef
access-list 100 permit udp any any eq bootpc
interface Serial 0/0/1
ip verify unicast source reachable-via rx allowdefault 100

ip tcp intercept list autosec_tcp_intercept _list
ip tcp intercept drop-node random

ip tcp intercept watch-timeout 15

ip tcp intercept connection-tinmeout 3600

ip tcp intercept max-inconplete | ow 450

ip tcp intercept max-inconplete high 550

|

end

Apply this configuration to running-config? [yes]:yes
The nane for the keys will be: R3.cisco.com
% The key nodul us size is 1024 bits

% Generating 1024 bit RSA keys, keys will be non-exportable...[ ]
R3#

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 13 of 28



CCNA Exploration
Accessing the WAN: Network Security Lab 4.6.1: Basic Security Configuration

000045: *Nov 16 15:39:10.991 UTC. %AUTOSEC- 1- MODI FI ED: Aut oSecur e
configuration has been Mdified on this device

As you can see, the AutoSecure feature is much faster than line by line configuration. However, there are
advantages to doing it manually, as you will see in the troubleshooting lab. When you use AutoSecure,
you may disable a service you need. Always use caution and think about the services that you require
before using AutoSecure.

Task 7: Managing Cisco 10S and Configuration Files

Step 1: Show Cisco IOS files.

Cisco 10S is the software that routers use to operate. Your router may have enough memory to store
multiple Cisco 10S images. It is important to know which files are stored on your router.

Issue the show flash command to view the contents of the flash memory of your router.

Caution: Be very careful when issuing commands that involve the flash memory. Mistyping a command
could result in the deletion of the Cisco IOS image.

Rl#show flash
-#- --length-- ----- date/tine------ pat h
13937472 May 05 2007 21:25:14 +00:00 c1841-i pbase-ne. 124-1c. bin
1821 May 05 2007 21:40:28 +00: 00 sdntonfig-18xx.cfg
4734464 May 05 2007 21:41:02 +00: 00 sdmtar
833024 May 05 2007 21:41:24 +00:00 es.tar
1052160 May 05 2007 21:41:48 +00: 00 conmon.tar

OabhwWNE

8679424 bytes avail able (23252992 bytes used)

Just by looking at this list, we can determine the following:

e Theimage is for an 1841 router (c1841-ipbase-mz.124-1c.bin).

e The router is using IP base image (c1841-ipbase-mz.124-1c.bin).

e The Cisco IOS is version 12.4(1c) (c1841-ipbase-mz.124-1c.bin).

e SDMiis installed on this device (sdmconfig-18xx.cfg, sdm.tar).
You can use the dir all command to show all files on the router.

Ri#dir all
Directory of archive:/

No files in directory

No space infornmation avail able
Directory of system/

3 dr-x 0 <no date> nenory
1 -rw 979 <no date> running-config
2 dr-x 0 <no date> vfiles

No space information avail able
Directory of nvram/

189 -rw 979 <no date> startup-config
190 ---- 5 <no date> private-config
191 -rw 979 <no date> underlying-config
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1 -rw 0 <no date> iflndex-table

196600 bytes total (194540 bytes free)
Directory of flash:/

-rw 13937472 May 05 2007 20:08:50 +00:00 c1841-ipbase-ne.124-1c. bin
- W 1821 May 05 2007 20: 25: 00 +00: 00 sdntonfi g-18xx.cfg

-rw 4734464 May 05 2007 20:25:38 +00: 00 sdmtar

-rw 833024 May 05 2007 20:26:02 +00:00 es.tar

-rw 1052160 May 05 2007 20:26:30 +00:00 comon.tar

-rw 1038 May 05 2007 20:26:56 +00: 00 horme. shtni

-rw 102400 May 05 2007 20:27:20 +00:00 hone.tar

A 491213 May 05 2007 20:27:50 +00: 00 128MB. sdf

—r W 398305 May 05 2007 20:29: 08 +00:00 sslclient-wi n-1.1.0.154. pkg
10 -rw 1684577 May 05 2007 20:28:32 +00: 00 securedesktop-ios-3.1.1.27-
k9. pkg

O©CoOoO~NOOOUITA~,WNPE

31932416 bytes total (8679424 bytes free)

Step 2: Transfer files with TFTP.

TFTP is used when archiving and updating the Cisco 10S software of a device. In this lab, however, we
do not use actual Cisco 10S files because any mistakes made in entering the commands could lead to
erasing the Cisco I0S image of the device. At the end of this section, there is an example of what a Cisco
IOS TFTP transfer looks like.

Why is it important to have an updated version of Cisco 10S software?

When transferring files via TFTP, it is important to ensure that the TFTP server and the router can
communicate. One way to test this is to ping between these devices.

To begin transfer of the Cisco 10S software, create a file on the TFTP server called test in the TFTP root
folder. Each TFTP program differs in where files are stored. Consult your TFTP server help file to
determine the root folder.

From R1, retrieve the file and save it to the flash memory.

Rl#copy tftp flash

Address or nane of renote host []? 192.168.20.254 (IP address of the TFTP server)
Source filenane []? Test (name of the file you created and saved to TFTP server)
Destination filenane [test]? test-server (An arbitrary name for the file when saved to the
router)

Accessing tftp://192.168. 20. 254/ test. ..

Loadi ng test from 192.168. 20. 254 (via FastEthernet0/1): !

[OK - 1192 byt es]

1192 bytes copied in 0.424 secs (2811 bytes/sec)

Verify the file's existence in the flash with the show flash command.

Rl#show flash
-#- --length-- ----- date/tine------ pat h
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1 13937472 May 05 2007 21:13:20 +00: 00 c1841-i pbase-nz. 124-1c. bin
2 1821 May 05 2007 21:29:36 +00: 00 sdntonfig-18xx.cfg

3 4734464 May 05 2007 21:30: 14 +00: 00 sdm tar

4 833024 May 05 2007 21:30:42 +00:00 es.tar

5 1052160 May 05 2007 21:31:10 +00: 00 conmon.tar

6 1038 May 05 2007 21:31:36 +00:00 hore. shtn

7 102400 May 05 2007 21:32:02 +00: 00 home.tar

8 491213 May 05 2007 21:32:30 +00: 00 128MB. sdf

9 1684577 May 05 2007 21:33: 16 +00: 00 securedesktop-ios-3.1.1.27-k9. pkg
10 398305 May 05 2007 21:33:50 +00:00 sslclient-wn-1.1.0.154. pkg
11 1192 Sep 12 2007 07:38:18 +00: 00 test-server

8675328 bytes avail able (23257088 bytes used)

Routers can also act as TFTP servers. This can be useful if there is a device that needs an image and
you have one that is already using that image. We will make R2 a TFTP server for R1. Remember that
Cisco 10S images are specific to router platforms and memory requirements. Use caution when
transferring a Cisco IOS image from one router to another.

The command syntax is: tftp-server nvram: [filenamel [alias filename2]

The command below configures R2 as a TFTP server. R2 supplies its startup config file to devices
requesting it via TFTP (we are using the startup config for the sake of simplicity and ease). The alias
keyword allows devices to request the file using the alias test instead of the full filename.

R1(confi g) #tftp-server nvram:startup-config alias test

Now we can request the file from R2 using R1.

Ri#copy tftp flash

Address or nane of renote host []? 10.1.1.2
Source filename []? test

Destination filenane []? test-router

Accessing tftp://10.1.1.2/test...

Loading test from10.1.1.2 (via Serial0/0/0): !
[OK - 1192 byt es]

1192 bytes copied in 0.452 secs (2637 bytes/sec)

Again, verify that the file test has been successfully copied with the show flash command

Rl#show flash
-#- --length-- ----- date/tine------ pat h
13937472 May 05 2007 21:13:20 +00:00 c1841-i pbase-ne. 124-1c. bin
1821 May 05 2007 21:29: 36 +00: 00 sdntonfig-18xx.cfg
4734464 May 05 2007 21:30:14 +00: 00 sdmtar
833024 May 05 2007 21:30:42 +00:00 es.tar
1052160 May 05 2007 21:31:10 +00: 00 conmon.tar
1038 May 05 2007 21:31:36 +00: 00 hone. shtni
102400 May 05 2007 21:32:02 +00: 00 home.tar
491213 May 05 2007 21:32:30 +00: 00 128MB. sdf
1684577 May 05 2007 21:33:16 +00: 00 securedesktop-ios-3.1.1.27-k9. pkg
10 398305 May 05 2007 21:33:50 +00:00 sslclient-win-1.1.0.154. pkg
11 1192 Sep 12 2007 07:38:18 +00: 00 test-server
12 1192 Sep 12 2007 07:51: 04 +00:00 test-router

O©CoO~NOOOUOITRA,WNPE

8671232 bytes avail able (23261184 bytes used)
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Because you do not want unused files occupying precious memory space, delete them now from the flash
memory of R1. Be very careful when doing this! Accidentally erasing flash memory will mean that you
have to re-install the entire 10S image for the router. If the router prompts you to erase flash,
something is very wrong. You rarely want to erase the entire flash. The only legitimate time this will
happen is when you are upgrading the 10S to a large 10S image. If you see the erase flash prompt
as in the example, STOP IMMEDIATELY. Do NOT hit enter. IMMEDIATELY ask for assistance from
your instructor.

Erase flash: ?[confirn] no

Ri#del ete fl ash: test-server

Delete filename [test-server]?

Del ete flash:test? [confirn

Rl#del ete fl ash: test-router

Delete filenane [test-router]?
Delete flash:test-router? [confirni

Verify that the files have been deleted by issuing the show flash command.

Ri#show fl ash
-#- --length-- ----- date/tine------ pat h
13937472 May 05 2007 21:13:20 +00:00 c1841-i pbase-ne. 124-1c. bin
1821 May 05 2007 21:29: 36 +00: 00 sdntonfig-18xx.cfg
4734464 May 05 2007 21:30:14 +00: 00 sdmtar
833024 May 05 2007 21:30:42 +00:00 es.tar
1052160 May 05 2007 21:31:10 +00: 00 conmon.tar
1038 May 05 2007 21:31:36 +00:00 hore. shtn
102400 May 05 2007 21:32:02 +00: 00 home.tar
491213 May 05 2007 21:32:30 +00: 00 128MB. sdf
1684577 May 05 2007 21:33:16 +00: 00 securedesktop-ios-3.1.1.27-k9. pkg
0 398305 May 05 2007 21:33:50 +00:00 sslclient-win-1.1.0.154. pkg

P OO~NOOUOTA,WNPE

8679424 bytes avail abl e (23252992 bytes used)

The following is an example of a TFTP transfer of a Cisco 10S image file.

Do NOT complete on your routers. Only read it.

Rl#copy tftp flash

Address or nane of renote host []? 10.1.1.2

Source filenanme []? cl1841-ipbase-mz.124-1c.bin
Destination filenane []? flash:c1841-ipbase-mz.124-1c.bin
Accessing tftp://10.1.1.2/c1841-i pbase-nz. 124-1c. bin. ..

Loadi ng c1841-i pbase-ne. 124-1c.bin from 10.1.1.2 (via Seri
rrrrrrrrerrrrrerrrrrrerrrrrrerrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnrnd

<out put om tted>
rrrrrrrrrrrrrrrrrrrrrrrrrnrnd

[OK - 13937472 bytes]
13937472 bytes copied in 1113.948 secs (12512 bytes/sec)

Step 3: Recover a password using ROMmon.

If for some reason you can no longer access a device because you do not know, have lost, or have
forgotten a password, you can still gain access by changing the configuration register. The configuration
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register tells the router which configuration to load on bootup. In the configuration register, you can
instruct the router to boot from a blank configuration that is not password protected.

The first step in changing the configuration register is to view the current setting using the show
version command. These steps are performed on R3.

R3#show version

Cisco | 0S Software, 1841 Software (Cl841-1PBASE-M, Version 12.4(1c), RELEASE
SOFTWARE (fc1)

Techni cal Support: http://ww.cisco.conitechsupport

Copyright (c) 1986-2005 by Cisco Systens, Inc.

Conpil ed Tue 25-Cct-05 17:10 by evniller

ROM System Bootstrap, Version 12.4(13r)T, RELEASE SOFTWARE (fcl)

R3 uptine is 25 mnutes
Systemreturned to ROM by reload at 08:56:50 UTC Wed Sep 12 2007
Systeminmage file is "flash:c1841-i pbase-ne. 124-1c. bi n"

Cisco 1841 (revision 7.0) with 114688K/ 16384K bytes of nenory.
Processor board I D FTX1118X0BN

2 FastEthernet interfaces

2 Low speed serial (sync/async) interfaces

DRAM configuration is 64 bits wide with parity disabl ed.

191K byt es of NVRAM

31360K bytes of ATA Conpact Fl ash (Read/ Wite)

Configuration register is 0x2102

Next, reload the router and send a break during the boot up. The Break key is different on different
computers. Frequently, it is in the upper right hand corner of the keyboard. A break causes the device to
enter a mode called ROMmon. This mode does not require the device to have access to a Cisco 10S
image file.

Note: Hyperterminal require a Ctrl-Break sequence. For other terminal emulation software, check the
standard Break Key sequence combinations.

R3#reload
Proceed with reload? [confirni

*Sep 12 08:27:28.670: %BYS-5- RELOAD: Rel oad requested by consol e. Rel oad
Reason: Rel oad comand.

System Boot strap, Version 12.4(13r)T, RELEASE SOFTWARE (fc1l)

Techni cal Support: http://ww.ci sco.conitechsupport

Copyright (c) 2006 by cisco Systens, |nc.

PLD version 0x10

G O ASI C version 0x127

c1841 platformw th 131072 Kbytes of main nmenory

Main menory is configured to 64 bit node with parity disabl ed

Readonly ROMMON initialized
ronmon 1 >
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Change the configuration register to a value that loads the initial configuration of the router. This
configuration does not have a password configured, but supports Cisco I0S commands. Change the
value of the configuration register to 0x2142.

rommon 1 > confreg 0x2142

Now that this is changed we can boot the device with the reset command.

rommn 2 > reset
program | oad conplete, entry point: 0x8000f000, size: 0xcbh80
program | oad conplete, entry point: 0x8000f000, size: Oxcbh80

program | oad conplete, entry point: 0x8000f000, size: Oxd4a9a0

Sel f deconpressing the imge :

HERHHHHH ARG

HURHHHHH TR

# [OK]

<out put om tted>

--- System Configuration Dialog ---

Wul d you like to enter the initial configuration dialog? [yes/no]: no

Press RETURN to get started!

Step 4: Restore the router.

Now we copy the startup configuration to the running configuration, restore the configuration, and then
change the configuration register back to the default (0x2102).

To copy the startup configuration from NVRAM to running memory, type copy startup-config
running-config. Be carefull Do not type copy runni ng-confi g startup-confi g oryou will
erase your startup configuration.

Rout er #copy startup-config running-config
Destination filenane [running-config]? {enter}

2261 bytes copied in 0.576 secs (3925 bytes/sec)

R3#: show running-config

<out put omtted>

enabl e secret 5 $1$31P/ $cyPgoxcOR9y93Ps/ N3/ kg.
I

<out put omtted>
|
key chain RI P_KEY
key 1
key-string 7 01100F175804
user name ccna password 7 094F471A1A0A1411050D
|
nterface FastEthernet0/1
i p address 192.168.30.1 255. 255.255.0
no ip redirects
no i p unreachabl es
no i p proxy-arp
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no i p directed-broadcast
shut down

dupl ex auto

speed auto

nterface Serial 0/0/1

i p address 10.2.2.2 255.255. 255. 252

no ip redirects

no i p unreachabl es

no i p proxy-arp

no i p directed-broadcast

shut down

ip rip authentication node nd5

ip rip authentication key-chain Rl P_KEY
|

<out put omtted>

|

line con O

exec-tinmeout 50

| oggi ng synchr onous

| ogi n aut henticati on

transport output tel net

[ine aux O

exec-tineout 15 0

| oggi ng synchr onous

[ ogi n aut hentication |ocal _auth
transport output tel net

line vty 0 4

exec-tinmeout 15 0

| oggi ng synchr onous

[ ogi n aut hentication |ocal _auth
transport input tel net

|
end

In this configuration, the shutdown command appears under all interfaces because all the interfaces are
currently shut down. Most important, you can now see the passwords (enable password, enable secret,
VTY, console passwords) in either an encrypted or unencrypted format. You can reuse unencrypted
passwords. You must change encrypted passwords to a new password.

R3#configure terminal

Enter configurati on commands, one per line. End with CNTL/Z.
R3(confi g) #enable secret ciscoccna

R3(confi g) #username ccna password ciscoccha

Issue the no shutdown command on every interface that you want to use.

R3(confi g) #interface FastEthernet0/1
R3(config-if)#no shutdown
R3(confi g) #interface Serial0/0/1
R3(config-if)#no shutdown

You can issue a show ip interface brief command to confirm that your interface configuration is
correct. Every interface that you want to use should display up up.

R3#show ip interface brief
Interface | P- Addr ess OK? Met hod Status Pr ot oco
Fast Et hernet 0/ 0 unassi gned YES NVRAM admini stratively down down
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Fast Et hernet 0/ 1 192. 168. 30. 1 YES NVRAM up up
Serial 0/0/1 unassi gned YES NVRAM administratively down down
Serial 0/0/0 10.2.2.2 YES NVRAM up up

Type config-register configuration register value. The variable configuration
register value is either the value you recorded in Step 3 or 0x2102. Save the running configuration.

R3(confi g) #config-register 0x2102
R3(confi g) #end

R3#copy running-config startup-config
Destination filenane [startup-config]?
Bui | di ng configuration..

[ K]

What are the downsides to password recovery?

Task 8: Using SDM to Secure a Router

In this task, you will use Security Device Manager (SDM), the GUI interface, to secure router R2. SDM is
faster than typing each command and gives you more control than the AutoSecure feature.

Verify whether SDM is installed on your router:

R2#show flash

-#- --length-- ----- date/tine------ pat h

1 13937472 Sep 12 2007 08:31:42 +00: 00 c1841-i pbase-ne. 124-1c. bin
2 1821 May 05 2007 21:29:36 +00: 00 sdntonfig-18xx.cfg

3 4734464 May 05 2007 21:30: 14 +00: 00 sdm tar

4 833024 May 05 2007 21:30:42 +00:00 es.tar

5 1052160 May 05 2007 21:31:10 +00:00 common.tar

6 1038 May 05 2007 21:31:36 +00:00 hone. shtmn

7 102400 May 05 2007 21:32:02 +00: 00 home.tar

8 491213 May 05 2007 21:32:30 +00: 00 128MB. sdf

9 1684577 May 05 2007 21:33:16 +00: 00 securedesktop-ios-3.1.1.27-k9. pkg

10 398305 May 05 2007 21:33:50 +00:00 sslclient-wi n-1.1.0.154. pkg
11 2261 Sep 25 2007 23:20:16 +00:00 Tr(RIP)
12 2506 Sep 26 2007 17:11:58 +00: 00 save. txt

If SDM is NOT installed on your router, it must be installed to continue. Please consult your
instructor for directions.

Step 1: Connect to R2 using TFTP Server.

Create a username and password on R2.

R2(confi g) #username ccna password ciscoccha

Enable the http secure server on R2 and connect to R2 using a web browser on TFTP Server.

R2(confi g) #ip http secure-server
% Cenerating 1024 bit RSA keys, keys will be non-exportable...[ K]
R2(config)#
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*Nov 16 16:01:07.763: %BSH 5- ENABLED: SSH 1.99 has been enabl ed

*Nov 16 16:01:08.731: %Kl - 4- NOAUTOSAVE: Configuration was nodified. |ssue
"wite nenory" to save new certificate

R2(confi g) #end

R2#copy run start

From TFTP Server, open a web browser and navigate to https://192.168.20.1/. Login with the previously
configured username and password:

username: ccna
password: ciscoccha
Select Cisco Router and Security Device Manager

Open Internet Explorer and enter the IP address for R2 in the address bar. A new window opens. Make
sure that you have all popup blockers turned off in your browser. Also make sure that JAVA is installed
and updated.

Cisco Router and Security Device Manager (SDM)

Cisco SysTEMS
Copynght ® 2002 - 2006 Cisco Systems, Inc.
All nghts reserved

Loading Cisco SDM. Please wait ... §

SDM for 192.168.20.1 will open in another window. Do
not close this window until you
exit SO

After it is done loading, a new window opens for SDM.
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File Edit “iew Tools Help

S ; @ led Q ?
@ LErE i thaol Refrezh Save Search Help

About Your Router Host Name: Rz

Cisco SYSTEMS

Hardware tore .. Software
Model Type: Cisco 1841 105 Version: 12.4{01¢c)
Available ! Total MemonaMB): TEM 28 MB SDM Version: 231

Cisco 1841 TutalFlashCapacity: _ SR o

Configuration Overview

iterfaces and Connections

Total Supported LAN: 2 Total Supported YWAN: 4(8erial Syvnchhsync)
Configured LAN Interface: 1 Total WAN Connections: 2{HDLC)

Step 2: Navigate to the Security Audit feature.
Click the Configure button in the top left side of the window.

File Edit View Tools Help

s
_ Configure

@ Cisco SysTEWS
g Manitar Q Q ?

3 Fiefrech Save Search Help
i 8. Metwork Acmission Control

MAC unavailable

The |05 image in your router does not support the requested feature. To configure this
feature, you need to go to the Software Center on Cisco.com and upgrade your 105
image to one that suppors this feature set

Now navigate down the left panel to Security Audit and click on it.

File Edit “iew Tools Help

i . ﬁ . @ = a 2 Cisco SysTEMS
@ Hore Coalcoe blonitor Fefresh Save Search Help M
Tasks W Security Audit

— Becurity Audit

Use Case Scenario

SDM will run a series of predefined checklistto assess your router's security
configuration. Once finished, S0OM will present you with a list of recommended
actions, which vou may choose to apply. Or, you may directly perform one step
rauter lock-down by using the helow option.

; Ferform security aud|ti
Rouking

When you click on Security Audit, another window opens.
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Step 3: Perform a Security Audit.

Welcome to the security audit wizard

Security audit is a feature that examines your existing router configuration and then provides
a list of recomimended canfiguration changes in arder to make yaur router and netwark mare
SECUre,

For a complete list of functions security audit checks far, see the On-line healp
topics.

S SBecurity audit will

= Checkthe router's running confin. against a list of predefined security
configuration settings.

" List identified problems then provide recommendations for fiking them.

Allow the user to choose which identified prablemis) to fix then display the

" appropriate user interface for fixing them.

B Configures the router with user chosen security confiquration.

To continue click next.

This gives a brief explanation of what the Security Audit feature does. Click on Next to open the Security
Audit Interface configuration window.

m M Security audit interface configuration

Selectinside (frusted) and outside (untrusted) interfaces. You can select one or more
inside (frustedyfoutside (untrusted) interfaces.

Interface Outside (Untinside (Trusti
FastEthernetl 1 v
Serial0i0i0 I v
| Serial0ioi H 02
Serial0f 0 v I

Click next to perform the checking of security configurations on the router whether it is
configured or not.

An interface should be classified as outside (untrusted) if you cannot be sure of the legitimacy of the
traffic coming into the interface. In this example, both FastEthernet0/1 and Serial0/1/0 are untrusted
because Serial0/1/0 is facing the Internet, and Fastethernet0/1 is facing the access part of the network
and illegitimate traffic could be generated.

After selecting outside and inside interfaces, click Next. A new window opens indicating that SDM is
conducting a security audit.
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FPlease waitwhile Security Audit checks if the recommended security settings are
configured an the router.

ND| ltern Mame | Status el
1 Disable Finger Semvice

2 Disable PAD Service § EEI E:iggg

3 Disahle TCF small servers Service * Mot Passed

4 Dizable UDP small servers Service ¥ Mot Passed

A Dizahle IP bootp server Service ¥ Mot Passed

G Digable IP ident Service ¥ Mot Passed

T Disahle COP x Mot Passed

8 Digable IP source route ¥ Mot Passed

9  Enable Password encryption Service ¥ Mot Passed

10 Enable TCP Keepalives far inbound telnet sessions ¥ Mot Passed ||
11 Enable TCF Keepalives for outhound telnet sessions ¥ Mot Passed

12 Enable Sequence Mumbers and Time Stamps on Debugs ¥ Mot Passed

13 Enable IP CEF ' Passed

14 Disable IP Gratuitous Arps ¥ Mot Passed

15 SetMinimum Password lendgth to less than B characters # Mot Passed [«

Click "Close" to cantinue fixing the identified security prohlems or undaing the configured
security configurations in the router.

Close Save Report

As you can see, the default configuration is unsecure. Click the Close button to continue.

Step 4: Apply settings to the router.

m%Mt I Selectan option: | + = _]
Checkthe "Ficit' checkhox next to the seffings you want to fix. Then, click "Mext ta continua.
You may be prompted far more information to fix certain settings.
.N.°: Security Problems |dentified | Aetion | =]
1 Finger Service is enabled ¥ Fixit
2 PAD Senice is enabled [w Fixit
3 TCP small servers Service is enahled ¥ Fix it
4 UDP small servers Service is enabled v Fixit
5 |P hootp server Service is enabled ¥ Finit
G |Pident Service is enabled [v Fixit
7 |P source route is enabled ¥ Fix it
8 Password encryption Service is disabled v Finit
3 TCP Keepalives for inbound telnet sessions is disabled ¥ Fix it i
10 TCP Keepalives for outhound telnet sessions is disahled v Fix it
11 Sequence Mumbers and Time Stamps on Debugs are disabled v Fixit
12 |P Gratuitous Arps is enabled ¥ Fixit
13 TCP Synwait time is not set ¥ Fixit
14 Banner is not sat W Fixit
15 Logaing is not enabled ¥ Finit
16 Scheduler Allocate is not set ¥ Fixit _'_J
< Back | Next> | cancer| Hew |

Click the Fix All button to make all the suggested security changes. Then click the Next button.
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—— Login Banner

Enter the text for hanner (login);

Stay Out

| Security Audit Wizard

Security Audit

Logging Lewvel

Set logging level: debugging j

Next, set the level of severity of log traps that you want the router to send to the syslog server. The
severity level is set to debugging for this scenario. Click Next to view a summary of the changes about to
be made to the router.

Step 5: Commit the configuration to the router.
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Security Audit Wizard

Summary

Fleasze click Finish to deliver to the router

Finger Service will be disabled L
Pad Service will be disabled

TCP small servers Service will he disabled

UDF small servers Service will be disahled

IP bootp server Service will he enabled

IP ident Service will he disahled

IP source route will be disahled

Password encryption Service will be enahled

TCF Keepalives for inbound telnet sessions will be enabled

TCF Keepalives for outhound telnet sessions will be enabled
Sequence Mumbers and Time Stamps on Debugs will be enabled
IP Gratuitous Arps will be disabled

TCP Syrwait time will be setto 10 sec

Bannerwill he set

Logging will be enabled

Scheduler Allocate will be set

Telnet settings will be enahled

etk low switching will be enahled
1D Dadivants wsill e dicabklaed —

= Back Finish Cancel Help
[ 1z | Finish | | |

After reviewing the changes about to be committed, click Finish.

Security Audit Wizard

Summary

FPlease click Finish to deliver to the router

Finger Service will be disabled

Pad Service will be disabled

TCF small servers Service will be disabled

UDPF small servers Service will be disabled

IP bootp server Service will be enahbled

IP ident Service will be disabled

IF source route will he disabled

FPassword encryption Service will be enabled

TCF Keepalives for inbound telnet sessions will be enabled
TCF Keepalives for outbound telnet sessions will be enabled
Sequence Mumbers and Time Stamps on Debugs will be enabled
IP Gratuitous Arps will be disabled

TCP Synwait time will be setto 10 sec

Bannerwill he set

Logging will be enabled

Scheduler Allocate will he set

Telnet settings will be enabled

retFlow switching will be enabled
T et e e S e o]

|

<Ela[:k1 Pl et = ] Finish ] Cancel Help
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. §gc -uri_,t;g.._ﬂuudi.t-..‘ﬁ.[iza fa.d

Security Audit

Summany

Please click Finish to deliver ta the rauter

Commands Delivery Status

Zommand Delivery Status:

Freparing commands far delivery...
Submitting 68 commands, please wait...
Configuration delivered to router.

|

<Back | 110~ | Finish | cancel| Hel |

Click OK and exit SDM.

Task 9: Document the Router Configurations

On each router, issue the show run command and capture the configurations.

Task 10: Clean Up

Erase the configurations and reload the routers. Disconnect and store the cabling. For PC hosts that are
normally connected to other networks (such as the school LAN or to the Internet), reconnect the
appropriate cabling and restore the TCP/IP settings.
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Lab 4.6.2: Challenge Security Configuration

Topology Diagram

192.168.20.0 /24

192.168.20.1 /24

iETP Se VET]
192.168.20.254 /24

192.168.10.1 /24

Fa0/1

Fa0/1 Lo0
 209.165.200.225 /27

S0/0/1
10.2.2.1 /30

209.165.200.224 /27

10.2.2.0 /30

S0/0/1

DCE

S0/0/1

10.1.1.1 /30

Fa0/1

192.168.10.2 /245

192.168.10.0 /24

Fa0/2

L=

Addressing Table

>

192.168.10.10 /24

10.1.1.0 /30

S0/0/0
10.1.1.2 /30

Fa0/1

Fa0/1

192.168.30.10 /24

10.2.2.2 /30

192.168.30.1 /24

192.168.30.2 /24

192.168.30.0 /24

Device Interface IP Address Subnet Mask Default Gateway
R1 Fa0/1 192.168.10.1 255.255.255.0 N/A
S0/0/1 10.1.11 255.255.255.252 N/A
Fa0/1 192.168.20.1 255.255.255.0 N/A
R2 S0/0/1 10.2.2.1 255.255.255.252 N/A
LoO 209.165.200.225 255.255.255.224 N/A
Fa0/1 192.168.30.1 255.255.255.0 N/A
R3 S0/0/1 10.2.2.2 255.255.255.252 N/A
S0/0/0 10.1.1.2 255.255.255.252 N/A
S1 VLAN10 192.168.10.2 255.255.255.0 N/A
S3 VLAN30 192.168.30.2 255.255.255.0 N/A
PC1 NIC 192.168.10.10 255.255.255.0 192.168.10.1
PC3 NIC 192.168.30.10 255.255.255.0 192.168.30.1
TFTP Server NIC 192.168.20.254 255.255.255.0 192.168.20.1
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Learning Objectives

Upon completion of this lab, you will be able to:

Cable a network according to the topology diagram.

Erase the startup configuration and reload a router to the default state.

Perform basic configuration tasks on a router.

Configure and activate interfaces.

Configuring basic router security.

Disable unused Cisco services and interfaces.

Protect enterprise networks from basic external and internal attacks.

Understand and manage Cisco I0S configuration files and Cisco file system.

Set up and use Cisco SDM (Security Device Manager) to configure basic router security.

Scenario

In this lab, you will configure security using the network shown in the topology diagram. If you
need assistance, refer to the Basic Security lab. However, try to do as much on your own as
possible. For this lab, do not use password protection or login on any console lines because they
might cause accidental logout. However, you should still secure the console line using other
means. Use ciscoccna for all passwords in this lab.

Task 1: Prepare the Network

Step 1: Cable a network that is similar to the one in the topology diagram.

Step 2: Clear any existing configurations on the routers.

Task 2: Perform Basic Router Configurations

Step 1: Configure routers.

Configure the R1, R2, and R3 routers according to the following guidelines:

Configure the router hostname according to the topology diagram.
Disable DNS lookup.

Configure a message-of-the-day banner.

Configure IP addresses on interfaces on R1, R2, and R3.

Enable RIPv2 on all routers for all networks.

Create a loopback interface on R2 to simulate the connection to the Internet.

Create VLANSs on switch S1 and S3 and configure the respective interfaces to participate
in the VLANs

Configure router R3 for SDM secure connectivity

Install SDM on either PC3 or R3 if it is not installed already

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 2 of 4



CCNA Exploration
Accessing the WAN: Network Security Lab 4.6.2: Challenge Security Configuration

Step 2: Configure Ethernet interfaces.

Configure the Ethernet interfaces of PC1, PC3, and TFTP Server with the IP addresses and
default gateways from the addressing table at the beginning of the lab.

Step 3: Test the PC configuration by pinging the default gateway from each PC and the
TFTP server.

Task 3: Secure Access to Routers

Step 1: Configure secure passwords and AAA authentication using a local database.

Create a secure password for router access. Create the username ccna to store locally on the
router. Configure the router to use the local authentication database. Remember to use
ciscoccna for all passwords in this lab.

Step 2: Secure the console and the vty lines.

Configure the console and vty lines to block a user who enters an incorrect username and
password five times within 2 minutes. Block additional login attempts for 2 minutes.

Step 3: Verify that connection attempts are denied after the failed attempt limit is reached.

Task 4: Secure Access to the Network

Step 1: Secure the RIP routing protocol.

Do not send RIP updates to non-network routers. Authenticate RIP updates and encrypt them.
Step 2: Verify that RIP routing still works.

Task 5: Logging Activity with SNMP (Simple Network Management Protocol)
Step 1: Configure SNMP logging to the syslog server at 192.168.10.250 on all devices.

Step 2: Log all messages with severity level 4 to the syslog server.

Task 6: Disabling Unused Cisco Network Services
Step 1: Disable unused interfaces on all devices.
Step 2: Disable unused global services on R1.

Step 3: Disable unused interface services on R1.

Step 4: Use AutoSecure to secure R2.

Remember to use ciscoccna for all passwords in this lab.
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Task 7: Managing Cisco 10S and Configuration Files
Step 1: Identify where the running-config file is located in router memory.
Step 2: Transfer the running-config file from R1 to R2 using TFTP.

Step 3: Break R1 and recover it using ROMmon.
Copy and paste the following commands on R1, and then recover R1 using ROMmon.

line vty 0 4

exec-tineout 0 20

line console O

exec-tineout 0 20

end

copy run start

exit

Step 4: Restore the saved configuration to R1 from R2 using TFTP.

Step 5: Erase the saved configuration from R2.

Task 8: Using SDM to Secure R3
Step 1: Connect to R3 using PC3.
Step 2: Navigate to the Security Audit feature.
Step 3: Perform a Security Audit.
Step 4: Choose settings to apply to the router.
Step 5: Commit the configuration to the router.

Task 9: Document the Router Configurations

On each router, issue the show run command and capture the configurations.

Task 10: Clean Up

Erase the configurations and reload the routers. Disconnect and store the cabling. For PC hosts
that are normally connected to other networks (such as the school LAN or to the Internet),
reconnect the appropriate cabling and restore the TCP/IP settings.
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Topology Diagram

192.168.20.0 /24
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192.168.20.254 /24

192.168.20.1 /24
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~ 209.165.200.225 /27

§0/0/1
10.2.2.1 /30
DCE

209.165.200.224 /27

S0/0/1
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10.2.2.0 /30

10.2.2.2 /30

&, - .=
S /011 $0/0/0
192.168.10!:13?2/411 10411730 10112730 I1:<31g.qesss.30.1 124
10.1.1.0 /30
Fa0/1 Fa0/1
192.168.10.2 /245 192.168.30.2 /24
192.168.10.0 /24 Fa0/2 192.168.30.0 /24
]
192.168.10.10 /24 192.168.30.10 /24
Addressing Table
Device Interface IP Address Subnet Mask Default Gateway
R1 Fa0/1 192.168.10.1 255.255.255.0 N/A
S0/0/1 10.1.1.1 255.255.255.252 N/A
Fa0/1 192.168.20.1 255.255.255.0 N/A
R2 S0/0/1 10.2.2.1 255.255.255.252 N/A
Lo0 209.165.200.225 255.255.255.224 N/A
Fa0/1 192.168.30.1 255.255.255.0 N/A
R3 S0/0/1 10.2.2.2 255.255.255.252 N/A
S0/0/0 10.1.1.2 255.255.255.252 N/A
S1 VLAN10 192.168.10.2 255.255.255.0 N/A
S3 VLAN30 192.168.30.2 255.255.255.0 N/A
PC1 NIC 192.168.10.10 255.255.255.0 192.168.10.1
PC3 NIC 192.168.30.10 255.255.255.0 192.168.30.1
TFTP Server NIC 192.168.20.254 255.255.255.0 192.168.20.1
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Learning Objectives
Upon completion of this lab, you will be able to:
e Cable a network according to the topology diagram.
e Erase the startup configuration and restore all routers to the default state.
e Load routers with supplied scripts.
e Find and correct all network errors.
e Document the corrected network.

Scenario

Your company just hired a new network engineer who has created some security issues in the
network with misconfigurations and oversights. Your boss has asked you to correct the errors the
new engineer has made configuring the routers. While correcting the problems, make sure that all

the devices are secure but are still accessible by administrators, and that all networks are

reachable. All routers must be accessible with SDM from PC1. Verify that a device is secure by
using tools such as Telnet and ping. Unauthorized use of these tools should be blocked, but also
ensure that authorized use is permitted. For this lab, do not use login or password protection on
any console lines to prevent accidental lockout. Use ciscoccna for all passwords in this scenario.

Task 1: Load Routers with the Supplied Scripts
Load the following configurations into the devices in the topology.

R1:

no service pad

service tinmestanps debug datetine nsec
service timestanps | og datetime nsec
servi ce password-encryption

|

host nane R1

!

boot - st art - mar ker

boot - end- mar ker

!

security authentication failure rate 10 | og
security passwords mn-length 6

enabl e secret ciscoccna

|

aaa new- nodel
|

aaa authentication login |ocal _auth |ocal
|

aaa session-id conmon
|

resource policy

|

mm pol ling-interval 60
no mm auto-configure
no mm pvc

nm  snnp-ti nmeout 180
i p subnet-zero

no i p source-route

no i p gratuitous-arps
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ip cef

!

no ip dhcp use vrf connected
!

no ip bootp server

|

key chain Rl P_KEY
key 1
key-string cisco
user name ccna password ci scoccha
|
interface FastEthernet0/0
no i p address
no ip redirects
no i p unreachabl es
no i p proxy-arp
no shut down
dupl ex auto
speed auto
|
nterface FastEthernet0/1
i p address 192.168. 10.1 255. 255. 255.0
no ip redirects
no i p unreachabl es
no i p proxy-arp
dupl ex auto
speed auto
no shut down

nterface Serial 0/0/0
no i p address

no ip redirects

no i p unreachabl es
no i p proxy-arp

no shut down

no fair-queue

cl ockrate 125000

nterface Serial 0/0/1

ip address 10.1.1.1 255.255. 255. 252

no ip redirects

no i p unreachabl es

no i p proxy-arp

ip rip authentication node nmd5

ip rip authentication key-chain Rl P_KEY
no shut down

nterface Serial 0/1/0
no i p address

no ip redirects

no i p unreachabl es
no i p proxy-arp

no shut down

cl ockrat e 2000000
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nterface Serial 0/1/1

no i p address

no ip redirects

no i p unreachabl es

no i p proxy-arp

no shut down

|

router rip

version 2

passi ve-interface default
no passive-interface Serial 0/0/0
network 10.0.0.0

net work 192.168.10.0

no aut o- sunmary

|

i p classless
|

no ip http server
|

| oggi ng 192. 168. 10. 150

no cdp run

|

line con O

exec-tineout 5 0

| oggi ng synchr onous

transport output tel net

[ine aux O

exec-tineout 15 0

| oggi ng synchr onous

| ogi n aut hentication LOCAL_AUTH
transport output tel net

line vty 0 4

exec-tineout 50

| oggi ng synchr onous

| ogi n aut hentication LOCAL_AUTH
transport input tel net

|
end

R2:

no service pad

service tinestanps debug datetine nmsec
service timestanps | og datetime nsec

!

host nanme R2

|

security authentication failure rate 10 | og
security passwords mn-length 6

enabl e secret ciscoccna

|

aaa new- nodel
|

aaa authentication login |ocal_auth |oca
|

aaa session-id conmon
|
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resource policy
|

nm pol ling-interval 60

no nmm auto-configure

no mm pvc

nm  snnp-ti meout 180

no i p source-route

no i p gratuitous-arps

ip cef

|

no i p dhcp use vrf connected
|

no i p bootp server
|

|

user name ccna password ci scoccha
|

i nterface LoopbackO

i p address 209. 165. 200. 225 255. 255. 255. 224
|

nterface FastEthernet0/0

no i p address

no ip redirects

no i p unreachabl es

no i p proxy-arp

no i p directed-broadcast

shut down

dupl ex auto

speed auto
|

nterface FastEthernet0/1

i p address 192.168.20.1 255. 255. 255.0
no ip redirects

no i p unreachabl es

no i p proxy-arp

no i p directed-broadcast

dupl ex auto

speed auto

no shut down

nterface Serial 0/0/0

no i p address

no ip redirects

no i p unreachabl es

no i p proxy-arp

no i p directed-broadcast
shut down

no fair-queue

nterface Serial 0/0/1

i p address 10.2.2.1 255. 255. 255. 252
no ip redirects

no i p unreachabl es

no i p proxy-arp

no i p directed-broadcast

ip rip authentication node nmd5
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ip rip authentication key-chain Rl P_KEY

cl ockrate 128000
no shut down

nterface Serial 0/1/0

no i p address

no ip redirects

no i p unreachabl es

no i p proxy-arp

no i p directed-broadcast
shut down

nterface Serial 0/1/1

no i p address

no ip redirects

no i p unreachabl es

no i p proxy-arp

no i p directed-broadcast
shut down

cl ockrat e 2000000

|

router rip

version 2

no passive-interface Serial 0/0/1
network 10.0.0.0
network 192.168.20.0

net wor k 209. 165. 200. 224
no aut o- sunmary

|

i p classless
|

no ip http server
|

iogging trap debuggi ng
| oggi ng 192. 168. 10. 150
|

line con O

exec-tineout 5 0

| oggi ng synchr onous

transport output tel net

line aux 0O

exec-tineout 15 0

| oggi ng synchr onous

| ogi n aut hentication LOCAL_ AUTH
transport output tel net

line vty 0 4

exec-tineout 0 O

| oggi ng synchr onous

| ogi n aut hentication LOCAL_ AUTH
transport input telnet

|
end

R3:
no service pad

service tinmestanps debug datetine nmsec
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service tinmestanps |og datetinme nsec
servi ce password-encryption
|

host nane R3

!

boot - st art - mar ker

boot - end- mar ker

|

security authentication failure rate 10 | og
security passwords mn-length 6

enabl e secret ciscoccna

|

aaa new- nodel
|

aaa authentication login |ocal_auth |oca
]

aaa session-id conmmon

|

resource policy

!

nm pol ling-interval 60
no mm auto-configure
no mm pvc

nm  snnp-tinmeout 180

i p subnet-zero

no i p source-route

no i p gratuitous-arps
ip cef

|

!
no i p dhcp use vrf connected
|

no i p bootp server
|

key chain Rl P_KEY
key 1
key-string G sco
|
interface FastEthernet0/0
no i p address
no ip redirects
no i p proxy-arp
no i p directed-broadcast
dupl ex auto
speed auto
shut down
|
interface FastEthernet0O/1
i p address 192.168.30.1 255.255.255.0
no ip redirects
no i p unreachabl es
no i p proxy-arp
no i p directed-broadcast
no shut down
dupl ex auto
speed auto
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nterface Serial 0/0/0

i p address 10.1.1.2 255. 255. 255. 252
no ip redirects

no i p unreachabl es

no i p proxy-arp

no i p directed-broadcast

cl ockrate 125000

nterface Serial 0/0/1

i p address 10.2.2.2 255.255. 255. 252
no ip redirects

no i p unreachabl es

no i p proxy-arp

no i p directed-broadcast

|

router rip

version 2

passi ve-interface default

no passive-interface Serial 0/0/0
no passive-interface Serial 0/0/1
network 10.0.0.0

net work 192.168.30.0

no aut o- sunmary

|

i p classless
|

ip http server
|

iogging trap debuggi ng
 oggi ng 192. 168. 10. 150
no cdp run

|

control -pl ane

|

line con O

exec-tineout 5 0

| oggi ng synchr onous

transport output telnet

line aux O

exec-tineout 15 0

| oggi ng synchronous

| ogi n aut hentication LOCAL_ AUTH
transport output telnet

line vty 0 4

exec-tineout 15 0

| oggi ng synchronous

| ogi n aut hentication LOCAL_ AUTH
transport input telnet

|
end

Task 2: Find and Correct all Network Errors

Using standard troubleshooting methods, find, document, and correct each error.
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Note: When troubleshooting a production network that is not working, many very small mistakes
can prevent everything from working correctly. The first item to check is the spelling and case of
all passwords, keychain names and keys, and authentication list names. It is often a mismatch in
case or spelling that causes total failure. The best practice is to start with the most basic and work
upward. First ask whether all the names and keys match up. Next, if the configuration uses a list
or keychain and so on, check if the item referenced actually exists and is the same on all devices.
Configuring something once on one device and then copying and pasting into the other device is
the best way to ensure that the configuration is exactly the same. Next, when thinking about
disabling or restricting services, ask what the services are used for and if they are needed. Also
ask what information the router should be sending out. Who should and should not receive that
information. Finally, ask what the services enable the users to do, and do you want them to be
able to do that. Generally, if you can think of a way that a service can be abused, you should take
steps to prevent that.

Task 3: Document the Corrected Network
Task 4: Clean Up
Erase the configurations and reload the routers. Disconnect and store the cabling. For PC hosts

that are normally connected to other networks (such as the school LAN or to the Internet),
reconnect the appropriate cabling and restore the TCP/IP settings.
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Topology Diagram
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209.165.200.224 /27
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Fa0/1
192.168.30.1 /24
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Device Interface IP Address Subnet Mask GD:t]:/t/le;y

Fa0/0 192.168.10.1 255.255.255.0 N/A
R1 Fa0/1 192.168.11.1 255.255.255.0 N/A
S0/0/0 10.1.1.1 255.255.255.252 N/A
Fa0/1 192.168.20.1 255.255.255.0 N/A
R S0/0/0 10.1.1.2 255.255.255.252 N/A
S0/0/1 10.2.2.1 255.255.255.252 N/A
LoO 209.165.200.225 255.255.255.224 N/A
R3 Fa0/1 192.168.30.1 255.255.255.0 N/A
S0/0/1 10.2.2.2 255.255.255.252 N/A

S1 Vlianl 192.168.10.2 255.255.255.0 192.168.10.1
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S2 Vlanl 192.168.11.2 255.255.255.0 192.168.11.1

S3 Vlanl 192.168.30.2 255.255.255.0 192.168.30.1

PC1 NIC 192.168.10.10 255.255.255.0 192.168.10.1
PC2 NIC 192.168.11.10 255.255.255.0 192.168.11.1
PC3 NIC 192.168.30.10 255.255.255.0 192.168.30.1
Web Server NIC 192.168.20.254 255.255.255.0 192.168.20.1

Learning Objectives
Upon completion of this lab, you will be able to:

e Design named standard and named extended ACLSs.

e Apply named standard and named extended ACLs.

e Test named standard and named extended ACLSs.

e Troubleshoot named standard and named extended ACLs.

Scenario

In this lab, you will learn how to configure basic network security using Access Control Lists. You will
apply both standard and extended ACLs.

Task 1: Prepare the Network

Step 1: Cable a network that is similar to the one in the topology diagram.

You can use any current router in your lab as long as it has the required interfaces shown in the topology
diagram.

Note: This lab was developed and tested using 1841 routers. If you use 1700, 2500, or 2600 series
routers, the router outputs and interface descriptions might be different. On older routers, or versions of
the 10S before 12.4, some commands may be different or non-existent.

Step 2: Clear any existing configurations on the routers.

Task 2: Perform Basic Router Configurations
Configure the R1, R2, R3, S1, S2, and S3 routers and switches according to the following guidelines:

e Configure the router hostname to match the topology diagram.
e Disable DNS lookup.
e Configure an EXEC mode password of class.
e Configure a message-of-the-day banner.
e Configure a password of cisco for console connections.
e Configure a password for VTY connections.
e Configure IP addresses and masks on all devices.
e Enable OSPF area 0 with a process ID of 1 on all routers for all networks.

e Configure a loopback interface on R2 to simulate the ISP.
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e Configure IP addresses for the VLAN 1 interface on each switch.
e Configure each switch with the appropriate default gateway.

o Verify full IP connectivity using the ping command.

Task 3: Configuring a Standard ACL

Standard ACLs can filter traffic based on source IP address only. A typical best practice is to configure a
standard ACL as close to the destination as possible. In this task, you are configuring a standard ACL.
The ACL is designed to block traffic from the 192.168.11.0/24 network located in a student lab from
accessing any local networks on R3.

This ACL will be applied inbound on the R3 serial interface. Remember that every ACL has an implicit
“deny all” that causes all traffic that has not matched a statement in the ACL to be blocked. For this
reason, add the permit any statement to the end of the ACL.

Before configuring and applying this ACL, be sure to test connectivity from PC1 (or the Fa0/1 interface on
R1) to PC3 (or the Fa0/1 interface on R3). Connectivity tests should be successful before applying the
ACL.

Step 1: Create the ACL on router R3.
In global configuration mode, create a standard named ACL called STND-1.
R3(confi g) #ip access-list standard STND-1

In standard ACL configuration mode, add a statement that denies any packets with a source address of
192.168.11.0/24 and prints a message to the console for each matched packet.

R3(confi g-std-nacl )#deny 192.168.11.0 0.0.0.255 log

Permit all other traffic.
R3(confi g-std-nacl ) #permit any

Step 2: Apply the ACL.
Apply the ACL STND-1 as a filter on packets entering R3 through Serial interface 0/0/1.

R3(confi g) #interface serial 0/0/1
R3(config-if)#ip access-group STND-1 in
R3(config-if)#end

R3#copy run start

Step 3: Test the ACL.

Before testing the ACL, make sure that the console of R3 is visible. This will allow you to see the access
list log messages when the packet is denied.

Test the ACL by pinging from PC2 to PC3. Since the ACL is designed to block traffic with source
addresses from the 192.168.11.0/24 network, PC2 (192.168.11.10) should not be able to ping PC3.

You can also use an extended ping from the Fa0/1 interface on R1 to the Fa0/1 interface on R3.

Ri#ping ip

Target | P address: 192.168.30.1

Repeat count [5]:

Dat agram si ze [100] :

Ti meout in seconds [2]:

Ext ended commands [n]: vy

Source address or interface: 192.168.11.1
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Type of service [0]:

Set DF bit in IP header? [no]:

Val idate reply data? [no]:

Data pattern [ OXABCD]

Loose, Strict, Record, Tinmestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte I CVMP Echos to 192.168.30.1, tinmeout is 2 seconds:
Packet sent with a source address of 192.168.11.1
U uu

Success rate is 0 percent (0/5)

You should see the following message on the R3 console:

*Sep 4 03:22:58.935: YSEC- 6- | PACCESSLOGNP: |ist STND-1 denied O
0.0.0.0 -> 192.168.11.1, 1 packet

In privileged EXEC mode on R3, issue the show access-lists command. You see output similar to the
following. Each line of an ACL has an associated counter showing how many packets have matched the
rule.
Standard | P access |ist STND 1
10 deny 192.168.11.0, wildcard bits 0.0.0.255 |log (5 matches)
20 permt any (25 matches)

The purpose of this ACL was to block hosts from the 192.168.11.0/24 network. Any other hosts, such as
those on the 192.168.10.0/24 network should be allowed access to the networks on R3. Conduct another
test from PC1 to PC3 to ensure that this traffic is not blocked.

You can also use an extended ping from the Fa0/0 interface on R1 to the Fa0/1 interface on R3.

Ri#ping ip

Target | P address: 192.168.30.1

Repeat count [5]:

Dat agram si ze [ 100]:

Ti meout in seconds [2]:

Ext ended commands [n]: vy

Source address or interface: 192.168.10.1

Type of service [0]:

Set DF bit in IP header? [no]:

Val idate reply data? [no]:

Data pattern [ OXABCD]

Loose, Strict, Record, Tinestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte I CVMP Echos to 192.168.30.1, tinmeout is 2 seconds:
Packet sent with a source address of 192.168.10.1

Success rate is 100 percent (5/5), round-trip nmin/avg/ max = 40/ 43/ 44 ns

Task 4: Configuring an Extended ACL

When greater granularity is required, you should use an extended ACL. Extended ACLs can filter traffic
based on more than just source address. Extended ACLs can filter on protocol, source, and destination IP
addresses, and source and destination port numbers.

An additional policy for this network states that devices from the 192.168.10.0/24 LAN are only permitted
to reach internal networks. Computers on this LAN are not permitted to access the Internet. Therefore,
these users must be blocked from reaching the IP address 209.165.200.225. Because this requirement

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.  Page 4 of 10



CCNA Exploration
Accessing the WAN: ACLs Lab 5.5.1 Basic Access Control Lists

needs to enforce both source and destination, an extended ACL is needed.

In this task, you are configuring an extended ACL on R1 that blocks traffic originating from any device on
the 192.168.10.0/24 network to access the 209.165.200.255 host (the simulated ISP). This ACL will be
applied outbound on the R1 Serial 0/0/0 interface. A typical best practice for applying extended ACLs is to
place them as close to the source as possible.

Before beginning, verify that you can ping 209.165.200.225 from PC1.

Step 1: Configure a named extended ACL.
In global configuration mode, create a named extended ACL called EXTEND-1.
Ri(confi g) #ip access-list extended EXTEND-1

Notice that the router prompt changes to indicate that you are now in extended ACL configuration mode.
From this prompt, add the necessary statements to block traffic from the 192.168.10.0/24 network to the
host. Use the host keyword when defining the destination.

Ri(confi g-ext-nacl)#deny ip 192.168.10.0 0.0.0.255 host 209.165.200.225

Recall that the implicit “deny all” blocks all other traffic without the additional permit statement. Add the
permit statement to ensure that other traffic is not blocked.

R1(confi g- ext-nacl)#permit ip any any

Step 2: Apply the ACL.

With standard ACLs, the best practice is to place the ACL as close to the destination as possible.
Extended ACLs are typically placed close to the source. The EXTEND-1 ACL will be placed on the Serial
interface, and will filter outbound traffic.

Rl(confi g) #interface serial 0/0/0
Ri(config-if)#ip access-group EXTEND-1 out
Ri(config-if)#end

Rl#copy run start

Step 3: Test the ACL.

From PC1, ping the loopback interface on R2. These pings should fail, because all traffic from the
192.168.10.0/24 network is filtered when the destination is 209.165.200.225. If the destination is any
other address, the pings should succeed. Confirm this by pinging R3 from the 192.168.10.0/24 network
device.

Note: The extended ping feature on R1 cannot be used to test this ACL, since the traffic will originate
within R1 and will never be tested against the ACL applied to the R1 serial interface.

You can further verify this by issuing the show ip access-list on R1 after pinging.

Ri#show ip access-list

Extended | P access |ist EXTEND 1
10 deny ip 192.168.10.0 0.0.0.255 host 209. 165. 200. 225 (4 mat ches)
20 permt ip any any

Task 5: Control Access to the VTY Lines with a Standard ACL

It is good practice to restrict access to the router VTY lines for remote administration. An ACL can be
applied to the VTY lines, allowing you to restrict access to specific hosts or networks. In this task, you will
configure a standard ACL to permit hosts from two networks to access the VTY lines. All other hosts are
denied.
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Verify that you can telnet to R2 from both R1 and R3.
Step 1: Configure the ACL.

Configure a named standard ACL on R2 that permits traffic from 10.2.2.0/30 and 192.168.30.0/24. Deny
all other traffic. Call the ACL TASK-5.

R2(confi g) #ip access-list standard TASK-5
R2(confi g-std-nacl ) #permit 10.2.2.0 0.0.0.
0.

3
R2(confi g- st d- nacl ) #permit 192.168.30.0 0.0.0.255

Step 2: Apply the ACL.
Enter line configuration mode for VTY lines 0—4.
R2(config)#line vty 0 4
Use the access-class command to apply the ACL to the vty lines in the inbound direction. Note that this
differs from the command used to apply ACLs to other interfaces.

R2(confi g-1i ne) #access-class TASK-5 in
R2(config-1ine)#end
R2#copy run start

Step 3: Test the ACL

Telnet to R2 from R1. Note that R1 does not have IP addresses in the address range listed in the ACL
TASK-5 permit statements. Connection attempts should fail.

R1# telnet 10.1.1.2
Trying 10.1.1.2 ...
% Connection refused by renote host

From R3, telnet to R2. You will be presented with a prompt for the VTY line password.

R3# telnet 10.1.1.2

Trying 10.1.1.2 ...Open

CUnaut hori zed access strictly prohibited, violators will be prosecuted
to the full extent of the |aw.

User Access Verification
Passwor d:

Why do connection attempts from other networks fail even though they are not specifically listed in the
ACL?

Task 6: Troubleshooting ACLs

When an ACL is improperly configured or applied to the wrong interface or in the wrong direction, network
traffic may be affected in an undesirable manner.

Step 1: Remove ACL STND-1 from S0/0/1 of R3.

In an earlier task, you created and applied a named standard ACL on R3. Use the show running-config
command to view the ACL and its placement. You should see that an ACL named STND-1 was
configured and applied inbound on Serial 0/0/1. Recall that this ACL was designed to block all network
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traffic with a source address from the 192.168.11.0/24 network from accessing the LAN on R3.

To remove the ACL, go to interface configuration mode for Serial 0/0/1 on R3. Use the no ip access-
group STND-1 in command to remove the ACL from the interface.

R3(confi g) #interface serial 0/0/1
R3(config-if)#no ip access-group STND-1 in

Use the show running-config command to confirm that the ACL has been removed from Serial 0/0/1.

Step 2: Apply ACL STND-1 on S0/0/1 outbound.

To test the importance of ACL filtering direction, reapply the STND-1 ACL to the Serial 0/0/1 interface.
This time the ACL will be filtering outbound traffic, rather than inbound traffic. Remember to use the out
keyword when applying the ACL.

R3(confi g) #interface serial 0/0/1
R3(config-if)#ip access-group STND-1 out

Step 3: Test the ACL.

Test the ACL by pinging from PC2 to PC3. As an alternative, use an extended ping from R1. Notice that
this time pings succeed, and the ACL counters are not incremented. Confirm this by issuing the show ip
access-list command on R3.

Step 4: Restore the ACL to its original configuration.
Remove the ACL from the outbound direction and reapply it to the inbound direction.

R3(confi g) #interface serial 0/0/1
R3(config-if)#no 1p access-group STND-1 out
R3(config-if)#ip access-group STND-1 in

Step 5: Apply TASK-5 to the R2 serial 0/0/0 interface inbound.

R2(confi g) #interface serial 0/0/0
R2(config-if)#ip access-group TASK-5 in

Step 6: Test the ACL.

Attempt to communicate to any device connected to R2 or R3 from R1 or its attached networks. Notice
that all communication is blocked; however, ACL counters are not incremented. This is because of the
implicit “deny all” at the end of every ACL. This deny statement will prevent all inbound traffic to serial
0/0/0 from any source other than R3. Essentially, this will cause routes from R1 to be removed from the
routing table.

You should see messages similar to the following printed on the consoles of R1 and R2 (It will take some
time for the OSPF neighbor relationship to go down, so be patient):

*Sep 4 09:51:21.757: %0SPF-5-ADICHG Process 1, Nor 192.168.11.1 on
Serial 0/0/0 fromFULL to DOM, Nei ghbor Down: Dead timer expired

Once you receive this message, issue the command show ip route on both R1 and R2 to see which
routes have been removed from the routing table.

Remove ACL TASK-5 from the interface, and save your configurations.

R2(confi g) #interface serial 0/0/0
R2(config-if)#no ip access-group TASK-5 in
R2(confi g) #exit

R2#copy run start
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Task 7: Document the Router Configurations

Configurations
Router 1
host namre R1

enabl e secret cl ass
|

no i p domain | ookup

|

nt erf ace Fast Et hernet0/0

i p address 192.168.10.1 255. 255.255.0
no shut down

nt erface Fast Et hernet0/1
i p address 192.168.11.1 255.255.255.0
no shut down

nterface Serial 0/0/0

i p address 10.1.1.1 255.255. 255. 252

i p access-group EXTEND- 1 out

cl ockrat e 64000

no shut down

!

router ospf 1

network 10.1.1.0 0.0.0.3 area O

network 192.168.10.0 0.0.0.255 area O
network 192.168.11.0 0.0.0.255 area O

!

i p access-list extended EXTEND 1

deny ip 192.168.10.0 0.0.0.255 host 209.165. 200. 225
permt ip any any

I

banner notd ~CUnaut hori zed access strictly prohibited, violators will be
prosecuted to the full extent of the [aw *
!

line con O

password cisco

| oggi ng synchr onous

login

!

line vty 0 4

password cisco

I ogin

!

Router 2
host nane R2
|

enabl e secret class
|

ﬁo i p donai n | ookup
!
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i nterface LoopbackO

i p address 209. 165. 200. 225 255. 255. 255. 224
|

nterface Fast Et hernet0/ 1

i p address 192.168.20.1 255.255.255.0

no shut down

nterface Serial 0/0/0
i p address 10.1.1.2 255.255. 255. 252
no shut down

nterface Serial 0/0/1

i p address 10.2.2.1 255.255. 255. 252
cl ockrate 125000
no shut down

|

router ospf 1

no aut o- cost
network 10.1.1.0
network 10.2.2.0 area 0

network 192.168. 2 0.255 area O

net wor k 209. 165. 200.224 0.0.0.31 area O

|

i p access-list standard TASK-5

permt 10.2.2.0 0.0.0.3

permt 192.168.30.0 0.0.0.255

|

banner notd “Unaut hori zed access strictly prohibited, violators will be
prosecuted to the full extent of the [aw *

|
line con O

password cisco

| oggi ng synchr onous

l ogin

|
line vty 0 4

access-class TASK-5 in

password cisco

l ogin

|

0.0.0.3 area O

0.0.0.3

0.0 0.0.
2

Router 3

host nane R3
|

enabl e secret cl ass
|

no i p domai n | ookup

!

i nterface FastEthernet0/1

i p address 192.168. 30.1 255. 255.255.0
no shut down

!
interface Serial 0/0/1

i p address 10.2.2.2 255.255. 255. 252

i p access-group STND-1 in
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no shut down
!
router ospf 1
network 10.2.2.0 0.0.0.
network 192.168. 30.0 O.
!
i p access-list standard STND- 1
deny 192.168.11.0 0.0.0.255 | og
permt any
I
banner notd ~Unaut horized access strictly prohibited, violators will be
prosecuted to the full extent of the [aw *
I
line con O
password cisco
| oggi ng synchronous
l ogin
I
line vty 0 4
password cisco
 ogin
!
end

3 area O
0.0.255 area O

Task 8: Clean Up

Erase the configurations and reload the routers. Disconnect and store the cabling. For PC hosts that are
normally connected to other networks, such as the school LAN or the Internet, reconnect the appropriate
cabling and restore the TCP/IP settings.
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Lab 5.5.2: Access Control Lists Challenge

Topology Diagram

10.1.0.0 /24

S0/0/0
10.1.0.1 /24

10.1.1.0 /24

LoO

10.13.205.1 /16

S0/0/0
10.1.0.2 /24

Fa0/1
10.1.1.254 /24

(

10.1.1.1 /24

Addressing Table

Device

Interface

IP Address

S0/0/1
10.3.0.1 /24
DCE

10.3.0.0 /24

S0/0/1
10.3.0.2 /24

Fa0/1
10.3.1.254 /24

10.3.1.0 /24

10.3.1.1 /24

Subnet Mask

Default Gateway

R1 S0/0/0 10.1.0.1 255.255.255.0 N/A
Fa0/1 10.1.1.254 255.255.255.0 N/A
S0/0/0 10.1.0.2 255.255.255.0 N/A
R2 S0/0/1 10.3.0.1 255.255.255.0 N/A
LoO 10.13.205.1 255.255.0.0 N/A
s S0/0/1 10.3.0.2 255.255.255.0 N/A
Fa0/1 10.3.1.254 255.255.255.0 N/A
PC1 NIC 10.1.1.1 255.255.255.0 10.1.1.254
PC3 NIC 10.3.1.1 255.255.255.0 10.3.1.254
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Learning Objectives
To complete this lab:

e Design named standard and named extended ACLSs.

e Apply named standard and named extended ACLs.

e Test named standard and named extended ACLs.

e Troubleshoot named standard and named extended ACLs.

Task 1: Prepare the Network

Step 1: Cable a network that is similar to the one in the Topology Diagram.

You can use any current router in your lab as long as it has the required interfaces shown in the topology
diagram.

Note: If you use a 1700, 2500, or 2600 router, the router outputs and interface descriptions may appear
different.

Step 2: Clear any existing configurations on the routers.

Task 2: Perform Basic Router Configurations.
Configure the R1, R2, and R3 routers according to the following guidelines:
e Configure the router hostname.
e Disable DNS lookup.
e Configure an EXEC mode password.
e Configure a message-of-the-day banner.
e Configure a password for console connections.
e Configure a password for VTY connections.
e Configure IP addresses on all devices.
e Create a loopback interface on R2.
e Enable OSPF area 0 on all routers for all networks.

o Verify full IP connectivity using the ping command.

Task 3: Configuring Standard ACLs

Configure standard named ACLs on the R1 and R3 VTY lines, permitting hosts connected directly to their
FastEthernet subnets to gain Telnet access. Deny and log all other connection attempts. Document your
testing procedures.
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Task 4: Configuring Extended ACLs
Using extended ACLs on R2, complete the following requirements:

e The LANs connected to R1 and R3 are used for student computer labs. The network
administrator has noticed that students in these labs are playing games across the WAN with the
remote students. Make sure that your ACL prevents the LAN attached to R1 from reaching the
LAN at R3 and that the LAN on R3 cannot reach the LAN on R1. Be specific in your statements
so that any new LANs added to either R1 or R3 are not affected.

e Permit all OSPF traffic.
e Permit ICMP traffic to the R2 local interfaces.

o All network traffic destined to TCP port 80 should be allowed and logged. Any other traffic should
be denied.

e Any traffic not specified above should be denied.

Note: This may require multiple access lists. Verify your configuration and document your testing
procedure.

Why is the order of access list statements so important?

Task 5: Verifying an ACL

Test each protocol that you are trying block, and make sure that permitted traffic is allowed.
Task 6: Document the Router Configurations
Task 7: Clean Up
Erase the configurations and reload the routers. Disconnect and store the cabling. For PC hosts that are

normally connected to other networks, such as the school LAN or the Internet, reconnect the appropriate
cabling and restore the TCP/IP settings.
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Topology Diagram

10.1.0.0 /24

S0/0/0
10.1.0.1 /24

10.1.1.0 /24

10.1.1.1/

Addressing Table

LoO

10.13.205.1 /16

S0/0/0
10.1.0.2 /24

Fa0/1
10.1.1.254 /24

i

24

S0/0/1
10.3.0.5/24
DCE

10.3.1.1 /24
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10.3.0.0 /24

S0/0/1
10.3.0.6 /24

Fa0/1
10.3.1.254 /24

10.3.1.0 /24

Default Gateway

Device Interface IP Address Subnet Mask
R1 S0/0/0 10.1.0.1 255.255.255.0 N/A
Fa0/1 10.1.1.254 255.255.255.0 N/A
S0/0/0 10.1.0.2 255.255.255.0 N/A
R2 S0/0/1 10.3.0.5 255.255.255.0 N/A
LoO 10.13.205.1 255.255.0.0 N/A
R3 S0/0/1 10.3.0.6 255.255.255.0 N/A
Fa0/1 10.3.1.254 255.255.255.0 N/A

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 1 of 3



CCNA Exploration

Accessing the WAN: ACLs Lab 5.5.3: Troubleshooting Access Control Lists
PC1 NIC 10.1.1.1 255.255.255.0 10.1.1.254
PC3 NIC 10.3.1.1 255.255.255.0 10.3.1.254

Learning Objectives
To complete this lab:

e Cable a network according to the topology diagram

e Erase the startup configuration and reload a router to the default state
e Load routers with scripts

e Find and correct network errors

e Document the corrected network

Scenario

You work for a regional service provider that has customers who have recently experienced several
security breaches. Some security policies have been implemented that haven’t addressed the specific
needs of the customers. Your department has been asked to examine the configuration, conduct tests
and change the configuration as necessary to secure the customer routers.

Ensure that your final configurations implement the following security policies:

e R1 and R3 customers request that only local PCs are able to access VTY lines. Log any attempts
by other devices to access the VTY lines.

¢ R1 and R3 LANSs should not be allowed to send or receive traffic to each other. All other traffic
should be allowed to and from R1 and R3.

A minimum of ACL statements should be used and applied inbound on the R2 serial interfaces. OSPF is
used to distribute routing information. All passwords, except the enable secret password, are set to cisco.
The enable secret password is set to class.

Task 1: Load Routers with the Supplied Scripts

Your instructor will either load the devices prior to this lab, or provide you with the configs.

Task 2: Find and Correct Network Errors

Find and correct all errors in the configuration. Document the steps you used to troubleshoot the network
and note each error found.
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Task 3: Document the Corrected Network

Now that you have corrected all errors and tested connectivity throughout the network, document the final
configuration for each device.

Task 4: Clean Up

Erase the configurations and reload the routers. Disconnect and store the cabling. For PC hosts that are
normally connected to other networks, such as the school LAN or the Internet, reconnect the appropriate
cabling and restore the TCP/IP settings.
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Lab 7.4.1: Basic DHCP and NAT Configuration

Topology Diagram
192.168.20.0 /24

Bide seV R
- NAS] S0/0/0
Local: 192.168.20.254
Global: 209.165.200.254
10.1.1.0 /30

S0/0/1
DCE

209.165.200.224 /30

S0/0/0
DCE S0/0/1

192.168.10.0 /24 192.168.11.0 /24

Addressing Table

Device Interface IP Address Subnet Mask
S0/0/0 10.1.1.1 255.255.255.252
R1 Fa0/0 192.168.10.1 255.255.255.0
Fa0/1 192.168.11.1 255.255.255.0
S0/0/0 10.1.1.2 255.255.255.252
R2 S0/0/1 209.165.200.225 255.255.255.252
Fa0/0 192.168.20.1 255.255.255.0
ISP S0/0/1 209.165.200.226 255.255.255.252

Learning Objectives
Upon completion of this lab, you will be able to:

e Prepare the network.

e Perform basic router configurations.

e Configure a Cisco IOS DHCP server.

e Configure static and default routing.

e Configure static NAT.

e Configure dynamic NAT with a pool of addresses.

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.  Page 1 of 13



CCNA Exploration
Accessing the WAN: IP Addressing Services Lab 7.4.1: Basic DHCP and NAT Configuration

e Configure NAT overload.

Scenario

In this lab, you will configure the DHCP and NAT IP services. One router is the DHCP server. The other
router forwards DHCP requests to the server. You will also configure both static and dynamic NAT
configurations, including NAT overload. When you have completed the configurations, verify the
connectivity between the inside and outside addresses.

Task 1: Prepare the Network

Step 1: Cable a network that is similar to the one in the topology diagram.

You can use any current router in your lab as long as it has the required interfaces shown in the topology.
Note: If you use a 1700, 2500, or 2600 series router, the router outputs and interface descriptions may
look different. On older routers some commands may be different, or not exist.

Step 2: Clear all existing configurations on the routers.

Task 2: Perform Basic Router Configurations
Configure the R1, R2, and ISP routers according to the following guidelines:

e Configure the device hostname.
e Disable DNS lookup.
e Configure a privileged EXEC mode password.
e Configure a message-of-the-day banner.
e Configure a password for the console connections.
e Configure a password for all vty connections.
e Configure IP addresses on all routers. The PCs receive IP addressing from DHCP later in the lab.

¢ Enable OSPF with process ID 1 on R1 and R2. Do not advertise the 209.165.200.224/27
network.

Note: Instead of attaching a server to R2, you can configure a loopback interface on R2 to use the IP
address 192.168.20.254/24. If you do this, you do not need to configure the Fast Ethernet interface.

Task 3: Configure PC1 and PC2 to receive an IP address through DHCP

On a Windows PC go to Start -> Control Panel -> Network Connections -> Local Area Connection.
Right mouse click on the Local Area Connection and select Properties.
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Once this has been done on both PC1 and PC2, they are ready to receive an IP address from a DHCP
server.

Task 4: Configure a Cisco 10S DHCP Server

Cisco 10S software supports a DHCP server configuration called Easy IP. The goal for this lab is to have
devices on the networks 192.168.10.0/24 and 192.168.11.0/24 request IP addresses via DHCP from R2.

Step 1: Exclude statically assigned addresses.

The DHCP server assumes that all IP addresses in a DHCP address pool subnet are available for
assigning to DHCP clients. You must specify the IP addresses that the DHCP server should not assign to
clients. These IP addresses are usually static addresses reserved for the router interface, switch
management IP address, servers, and local network printer. The ip dhcp excluded-address command
prevents the router from assigning IP addresses within the configured range. The following commands
exclude the first 10 IP addresses from each pool for the LANs attached to R1. These addresses will not
be assigned to any DHCP clients.

R2(config)#ip dhcp excluded-address 192.168.10.1 192.168.10.10
R2(config)#ip dhcp excluded-address 192.168.11.1 192.168.11.10

Step 2: Configure the pool.
Create the DHCP pool using the ip dhcp pool command and name it R1Fa0.
R2(config)#ip dhcp pool R1FaO

Specify the subnet to use when assigning IP addresses. DHCP pools automatically associate with an
interface based on the network statement. The router now acts as a DHCP server, handing out addresses
in the 192.168.10.0/24 subnet starting with 192.168.10.1.

R2(dhcp-config)#network 192.168.10.0 255.255.255.0
Configure the default router and domain name server for the network. Clients receive these settings via
DHCP, along with an IP address.

R2(dhcp-config)#dns-server 192.168.11.5
R2(dhcp-config)#default-router 192.168.10.1

Note: There is not a DNS server at 192.168.11.5. You are configuring the command for practice only.

Because devices from the network 192.168.11.0/24 also request addresses from R2, a separate pool
must be created to serve devices on that network. The commands are similar to the commands shown
above:

R2(config)#ip dhcp pool RlFal
R2(dhcp-config)#network 192.168.11.0 255.255.255.0
R2(dhcp-config)#dns-server 192.168.11.5
R2(dhcp-config)#default-router 192.168.11.1

Step 3: Test DHCP

On PC1 and PC2 test whether each has received an IP address automatically. On each PC go to Start -
> Run ->cmd -> ipconfig

C:\WINDOWS)\system32\cmd.exe _ o x|

X
C:\>ipconfig !

What are the results of your test?
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Why are these the results?

Step 4: Configure a helper address.

Network services such as DHCP rely on Layer 2 broadcasts to function. When the devices providing
these services exist on a different subnet than the clients, they cannot receive the broadcast packets.
Because the DHCP server and the DHCP clients are not on the same subnet, configure R1 to forward
DHCP broadcasts to R2, which is the DHCP server, using the ip helper-address interface configuration
command.

Notice that ip helper-address must be configured on each interface involved.

Ri(config)#interface fa0/0
Ri(config-if)#ip helper-address 10.1.1.2
Ri(config)#interface fal0/1
Ri(config-if)#ip helper-address 10.1.1.2

Step 5: Release and Renew the IP addresses on PC1 and PC2

Depending upon whether your PCs have been used in a different lab, or connected to the internet, they
may already have learned an IP address automatically from a different DHCP server. We need to clear
this IP address using the ipconfig /release and ipconfig /renew commands.

P

C:\WINDOWS\system32\cmd.

C:\>ipconfig /release

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DN$ Suffix
IP Address.

Subnet Mask . . .

Default Gateway .

C:\>ipconfig /renew

Step 6: Verify the DHCP configuration.

You can verify the DHCP server configuration in several different ways. Issue the command ipconfig on
PC1 and PC2 to verify that they have now received an IP address dynamically. You can then issue
commands on the router to get more information. The show ip dhcp binding command provides
information on all currently assigned DHCP addresses. For instance, the following output shows that the
IP address 192.168.10.11 has been assigned to MAC address 3031.632e.3537.6563. The IP lease
expires on September 14, 2007 at 7:33 p.m.

Ril#show ip dhcp binding
Bindings from all pools not associated with VRF:

IP address Client-1D/ Lease expiration Type
Hardware address/
User name

192.168.10.11 0063.6973.636F.2d30. Sep 14 2007 07:33 PM Automatic

3031.632e.3537.6563.
2e30.3634.302d.566¢C.
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31

The show ip dhcp pool command displays information on all currently configured DHCP pools on the
router. In this output, the pool R1Fa0 is configured on R1. One address has been leased from this pool.
The next client to request an address will receive 192.168.10.12.

R2#show ip dhcp pool
Pool R1FaO :

Utilization mark (high/low) 100/ 0

Subnet size (first/next) :0/70

Total addresses : 254

Leased addresses o1

Pending event I none

1 subnet is currently in the pool :

Current index IP address range Leased addresses
192.168.10.12 192.168.10.1 - 192.168.10.254 1

The debug ip dhcp server events command can be extremely useful when troubleshooting DHCP
leases with a Cisco I0S DHCP server. The following is the debug output on R1 after connecting a host.
Notice that the highlighted portion shows DHCP giving the client an address of 192.168.10.12 and mask
of 255.255.255.0

*Sep 13 21:04:18.072: DHCPD: Sending notification of DISCOVER:

*Sep 13 21:04:18.072: DHCPD: htype 1 chaddr 001lc.57ec.0640

*Sep 13 21:04:18.072: DHCPD: remote id 020a0000c0a80b01010000000000
*Sep 13 21:04:18.072: DHCPD: circuit id 00000000

*Sep 13 21:04:18.072: DHCPD: Seeing if there is an internally specified pool
class:

*Sep 13 21:04:18.072: DHCPD: htype 1 chaddr 001lc.57ec.0640

*Sep 13 21:04:18.072: DHCPD: remote id 020a0000c0a80b01010000000000
*Sep 13 21:04:18.072: DHCPD: circuit id 00000000

*Sep 13 21:04:18.072: DHCPD: there is no address pool for 192.168.11.1.
*Sep 13 21:04:18.072: DHCPD: Sending notification of DISCOVER:

R1#

*Sep 13 21:04:18.072: DHCPD: htype 1 chaddr 001lc.57ec.0640

*Sep 13 21:04:18.072: DHCPD: remote id 020a0000c0a80a01000000000000
*Sep 13 21:04:18.072: DHCPD: circuit id 00000000

*Sep 13 21:04:18.072: DHCPD: Seeing if there is an internally specified pool
class:

*Sep 13 21:04:18.072: DHCPD: htype 1 chaddr 001lc.57ec.0640

*Sep 13 21:04:18.072: DHCPD: remote id 020a0000c0a80a01000000000000
*Sep 13 21:04:18.072: DHCPD: circuit id 00000000

R1#

*Sep 13 21:04:20.072: DHCPD: Adding binding to radix tree (192.168.10.12)
*Sep 13 21:04:20.072: DHCPD: Adding binding to hash tree

*Sep 13 21:04:20.072: DHCPD: assigned IP address 192.168.10.12 to client
0063.6973.636F.2d30.3031.632e.3537.6563.2e30.3634.302d.566cCc.31.

*Sep 13 21:04:20.072: DHCPD: Sending notification of ASSIGNMENT:

*Sep 13 21:04:20.072: DHCPD: address 192.168.10.12 mask 255.255.255.0
*Sep 13 21:04:20.072: DHCPD: htype 1 chaddr 001lc.57ec.0640

*Sep 13 21:04:20.072: DHCPD: lease time remaining (secs) = 86400

*Sep 13 21:04:20.076: DHCPD: Sending notification of ASSIGNMENT:

*Sep 13 21:04:20.076: DHCPD: address 192.168.10.12 mask 255.255.255.0
R1#

*Sep 13 21:04:20.076: DHCPD: htype 1 chaddr 001lc.57ec.0640

*Sep 13 21:04:20.076: DHCPD: lease time remaining (secs) = 86400
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Task 5: Configure Static and Default Routing

ISP uses static routing to reach all networks beyond R2. However, R2 translates private addresses into
public addresses before sending traffic to ISP. Therefore, ISP must be configured with the public
addresses that are part of the NAT configuration on R2. Enter the following static route on ISP:

ISP(config)#ip route 209.165.200.240 255.255.255.240 serial 0/0/1
This static route includes all addresses assigned to R2 for public use.

Configure a default route on R2 and propagate the route in OSPF.

R2(config)#ip route 0.0.0.0 0.0.0.0 209.165.200.226
R2(config)#router ospf 1
R2(config-router)#default-information originate

Allow a few seconds for R1 to learn the default route from R2 and then check the R1 routing table.
Alternatively, you can clear the routing table with the clear ip route * command. A default route pointing
to R2 should appear in the R1 routing table. Note that the static route that is configured on the ISP only
routes to the public addresses that the R1 hosts will use after NAT is configured on R2. Until NAT is
configured, the static route will lead to an unknown network, causing the pings from R1 to fail.

Task 6: Configure Static NAT

Step 1: Statically map a public IP address to a private IP address.

The inside server attached to R2 is accessible by outside hosts beyond ISP. Statically assign the public
IP address 209.165.200.254 as the address for NAT to use to map packets to the private IP address of
the inside server at 192.168.20.254.

R2(config)#ip nat inside source static 192.168.20.254 209.165.200.254

Step 2: Specify inside and outside NAT interfaces.
Before NAT can work, you must specify which interfaces are inside and which interfaces are outside.

R2(config)#interface serial 0/0/1
R2(config-if)#ip nat outside
R2(config-if)#interface fa0/0
R2(config-if)#ip nat inside

Note: If using a simulated inside server, assign the ip nat inside command to the loopback interface.

Step 3: Verify the static NAT configuration.
From ISP, ping the public IP address 209.165.200.254.

Task 7: Configure Dynamic NAT with a Pool of Addresses

While static NAT provides a permanent mapping between an internal address and a specific public
address, dynamic NAT maps private IP addresses to public addresses. These public IP addresses come
from a NAT pool.

Step 1: Define a pool of global addresses.

Create a pool of addresses to which matched source addresses are translated. The following command
creates a pool named MY-NAT-POOL that translates matched addresses to an available IP address in
the 209.165.200.241-209.165.200.246 range.

R2(config)#ip nat pool MY-NAT-POOL 209.165.200.241 209.165.200.246 netmask
255.255.255.248
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Step 2: Create an extended access control list to identify which inside addresses are translated.

R2(config)#ip access-list extended NAT
R2(config-ext-nacD#permit ip 192.168.10.0 0.0.0.255 any
R2(config-ext-nacD#permit ip 192.168.11.0 0.0.0.255 any

Step 3: Establish dynamic source translation by binding the pool with the access control list.

A router can have more than one NAT pool and more than one ACL. The following command tells the
router which address pool to use to translate hosts that are allowed by the ACL.

R2(config)#ip nat inside source list NAT pool MY-NAT-POOL

Step 4: Specify inside and outside NAT interfaces.

You have already specified the inside and outside interfaces for your static NAT configuration. Now add
the serial interface linked to R1 as an inside interface.

R2(config)#interface serial 0/0/0
R2(config-if)#ip nat inside

Step 5: Verify the configuration.

Ping ISP from PC1 or the Fast Ethernet interface on R1 using extended ping. Then use the show ip nat
translations and show ip nat statistics commands on R2 to verify NAT.

R2#show ip nat translations

Pro Inside global Inside local Outside local Outside global
icmp 209.165.200.241:4 192.168.10.1:4 209.165.200.226:4 209.165.200.226:4
--- 209.165.200.241 192.168.10.1 -— -—=

--- 209.165.200.254 192.168.20.254 -— -——=

R2#show ip nat statistics
Total active translations: 2 (1 static, 1 dynamic; O extended)
Outside interfaces:
Serial0/0/1
Inside interfaces:
Serial0/0/0, LoopbackO
Hits: 23 Misses: 3
CEF Translated packets: 18, CEF Punted packets: 0
Expired translations: 3
Dynamic mappings:
-- Inside Source
[1d: 1] access-list NAT pool MY-NAT-POOL refcount 1
pool MY-NAT-POOL: netmask 255.255.255.248
start 209.165.200.241 end 209.165.200.246
type generic, total addresses 6, allocated 1 (16%), misses 0O
Queued Packets: 0O

To troubleshoot issues with NAT, you can use the debug ip nat command. Turn on NAT debugging and
repeat the ping from PC1.

R2#debug ip nat

IP NAT debugging is on

R2#

*Sep 13 21:15:02.215: NAT*: s=192.168.10.11->209.165.200.241, d=209.165.200.226 [25]
*Sep 13 21:15:02.231: NAT*: s=209.165.200.226, d=209.165.200.241->192.168.10.11 [25]
*Sep 13 21:15:02.247: NAT*: s=192.168.10.11->209.165.200.241, d=209.165.200.226 [26]
*Sep 13 21:15:02.263: NAT*: s=209.165.200.226, d=209.165.200.241->192.168.10.11 [26]
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*Sep 13 21:15:02.275: NAT*: s=192.168.10.11->209.165.200.241, d=209.165.200.226 [27]
*Sep 13 21:15:02.291: NAT*: s=209.165.200.226, d=209.165.200.241->192.168.10.11 [27]
*Sep 13 21:15:02.307: NAT*: s=192.168.10.11->209.165.200.241, d=209.165.200.226 [28]
*Sep 13 21:15:02.323: NAT*: s=209.165.200.226, d=209.165.200.241->192.168.10.11 [28]
*Sep 13 21:15:02.335: NAT*: s$=192.168.10.11->209.165.200.241, d=209.165.200.226 [29]
*Sep 13 21:15:02.351: NAT*: s=209.165.200.226, d=209.165.200.241->192.168.10.11 [29]
R2#

Task 8: Configure NAT Overload

In the previous example, what would happen if you heeded more than the six public IP addresses that the
pool allows?

By tracking port numbers, NAT overloading allows multiple inside users to reuse a public IP address.

In this task, you will remove the pool and mapping statement configured in the previous task. Then you
will configure NAT overload on R2 so that all internal IP addresses are translated to the R2 S0/0/1
address when connecting to any outside device.

Step 1: Remove the NAT pool and mapping statement.
Use the following commands to remove the NAT pool and the map to the NAT ACL.

R2(config)#no ip nat inside source list NAT pool MY-NAT-POOL
R2(config)#no ip nat pool MY-NAT-POOL 209.165.200.241 209.165.200.246 netmask
255.255.255.248

If you receive the following message, clear your NAT translations.

%Pool MY-NAT-POOL in use, cannot destroy
R2#clear ip nat translation *

Step 2: Configure PAT on R2 using the serial 0/0/1 interface public IP address.

The configuration is similar to dynamic NAT, except that instead of a pool of addresses, the interface
keyword is used to identify the outside IP address. Therefore, no NAT pool is defined. The overload
keyword enables the addition of the port number to the translation.

Because you already configured an ACL to identify which inside IP addresses to translate as well as
which interfaces are inside and outside, you only need to configure the following:

R2(config)#ip nat inside source list NAT interface S0/0/1 overload

Step 3: Verify the configuration.

Ping ISP from PC1 or the Fast Ethernet interface on R1 using extended ping. Then use the show ip nat
translations and show ip nat statistics commands on R2 to verify NAT.

R2#show ip nat translations

Pro Inside global Inside local Outside local Outside global
icmp 209.165.200.225:6 192.168.10.11:6 209.165.200.226:6 209.165.200.226:6
--- 209.165.200.254 192.168.20.254 -—= -

R2#show ip nat statistics
Total active translations: 2 (1 static, 1 dynamic; 1 extended)
Outside interfaces:
Serial0/0/1
Inside interfaces:
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Serial0/0/0, LoopbackO
Hits: 48 Misses: 6
CEF Translated packets: 46, CEF Punted packets: O
Expired translations: 5
Dynamic mappings:
-- Inside Source
[1d: 2] access-list NAT interface Serial0/0/1 refcount 1
Queued Packets: 0

Note: In the previous task, you could have added the keyword overload to the ip nat inside source list
NAT pool MY-NAT-POOL command to allow for more than six concurrent users.

Task 9: Document the Network
On each router, issue the show run command and capture the configurations.

R1#show run
<output omitted>
|

hostname R1
|

enable secret class
|

no ip domain lookup

!

interface FastEthernet0/0

ip address 192.168.10.1 255.255.255.0
ip helper-address 10.1.1.2

no shutdown

!

interface FastEthernet0/1

ip address 192.168.11.1 255.255.255.0
ip helper-address 10.1.1.2

no shutdown

!

interface Serial0/0/0

ip address 10.1.1.1 255.255.255.252
clock rate 125000

!

interface Serial0/0/1

no ip address

shutdown

!

router ospf 1

network 10.1.1.0 0.0.0.3 area 0
network 192.168.10.0 0.0.0.255 area 0
network 192.168.11.0 0.0.0.255 area 0
!

!

banner motd ~C

*kkkkkkkkkk * * *kkkkkkhkhkk

IMAUTHORIZED ACCESS ONLY!!!

*hkkkhkhkkkkhkhkhkkkhkhkhkhkkhkhkhkkkkhkhkhkkkhkhkhkhhkx
~C

!

line con O
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exec-timeout 0 0
password cisco
logging synchronous
login

line aux 0
exec-timeout 0 0
password cisco
logging synchronous
login

linevty 04
exec-timeout 0 0
password cisco
logging synchronous
login

|

end

R2#show run
|

hostname R2

!

!

enable secret class

!

no ip dhcp use vrf connected

ip dhcp excluded-address 192.168.10.1 192.168.10.10
ip dhcp excluded-address 192.168.11.1 192.168.11.10
|

ip dhcp pool R1Fa0
network 192.168.10.0 255.255.255.0
default-router 192.168.10.1
dns-server 192.168.11.5

|

ip dhcp pool R1Fal
network 192.168.11.0 255.255.255.0
dns-server 192.168.11.5
default-router 192.168.11.1

|

no ip domain lookup

|

interface LoopbackO

ip address 192.168.20.254 255.255.255.0
ip nat inside

ip virtual-reassembly

|

|

!

interface Serial0/0/0

ip address 10.1.1.2 255.255.255.252

ip nat inside

ip virtual-reassembly

|

interface Serial0/0/1

ip address 209.165.200.225 255.255.255.252
ip nat outside

ip virtual-reassembly
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clock rate 125000

!

router ospf 1

network 10.1.1.0 0.0.0.3 area 0
network 192.168.20.0 0.0.0.255 area 0
default-information originate

|

ip route 0.0.0.0 0.0.0.0 209.165.200.226
!

!

no ip http server

no ip http secure-server

ip nat inside source list NAT interface Serial0/0/1 overload
ip nat inside source static 192.168.20.254 209.165.200.254
|

ip access-list extended NAT

permit ip 192.168.10.0 0.0.0.255 any
permit ip 192.168.11.0 0.0.0.255 any
I

!
banner motd ~C

*kkkkkkkkkhk * * *kkkkkkkkhkhk

IMAUTHORIZED ACCESS ONLY!!!
*kkkkkkkkkhkkkkkhkkkkkkkkkkkhkhkkhkkhkkhkhkkhkk
~C
!
line con 0
exec-timeout 0 0

password cisco
logging synchronous
login

line aux 0
exec-timeout 0 0
password cisco
logging synchronous
login

linevty 0 4
exec-timeout 0 0
password cisco
logging synchronous
login

|

end

ISP#show run

<output omitted>
|

hostname ISP
|

enable secret class
|

ﬁo ip domain lookup
|

interface Serial0/0/1
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ip address 209.165.200.226 255.255.255.252

no shutdown

I

]

]

ip route 209.165.200.240 255.255.255.240 Serial0/0/1
|

banner motd ~C

*kkkkkkkkkk * * *kkkkkkkkhkhk

IMAUTHORIZED ACCESS ONLY!!!
~C

!

line con 0
exec-timeout 0 0
password cisco
logging synchronous
login

line aux 0
exec-timeout 0 0
password cisco
logging synchronous
login

linevty 04

password cisco
logging synchronous
login

|

end

Task 10: Clean Up

Erase the configurations and reload the routers. Disconnect and store the cabling. For PC hosts that are
normally connected to other networks, such as the school LAN or the Internet, reconnect the appropriate
cabling and restore the TCP/IP settings.
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Topology Diagram

172.16.20.0 /24
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172.16.0.0/30
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209.165.201.0 /30

S0/0/0
S0/0/1

172.16.10.0 /24 172.16.11.0 /24

Addressing Table

Device Interface IP Address Subnet Mask
S0/0/0 172.16.0.1 255.255.255.252
R1 Fa0/0 172.16.10.1 255.255.255.0
Fa0/1 172.16.11.1 255.255.255.0
S0/0/0 172.16.0.2 255.255.255.252
R2 S0/0/1 209.165.201.1 255.255.255.252
Fa0/0 172.16.20.1 255.255.255.0
ISP S0/0/1 209.165.201.2 255.255.255.252

Learning Objectives
Upon completion of this lab, you will be able to:
e Prepare the network.
e Perform basic router configurations.
e Configure a Cisco IOS DHCP server.
e Configure static and default routing.
e Configure static NAT.

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 1 of 3



CCNA Exploration
Accessing the WAN: IP Addressing Services Lab 7.4.2: Challenge DHCP and NAT Configuration

e Configure dynamic NAT with a pool of addresses.
e Configure NAT overload.

Scenario

In this lab, configure the IP address services using the network shown in the topology diagram. If you
need assistance, refer back to the basic DHCP and NAT configuration lab. However, try to do as much on
your own as possible.

Task 1: Prepare the Network

Step 1: Cable a network that is similar to the one in the topology diagram.
You can use any current router in your lab as long as it has the required interfaces shown in the topology.

Note: If you use a 1700, 2500, or 2600 series router, the router outputs and interface descriptions may
look different.

Step 2: Clear all existing configurations on the routers.

Task 2: Perform Basic Router Configurations
Configure the R1, R2, and ISP routers according to the following guidelines:

e Configure the device hostname.
e Disable DNS lookup.
e Configure a privileged EXEC mode password.
e Configure a message-of-the-day banner.
e Configure a password for the console connections.
e Configure a password for all vty connections.
e Configure IP addresses on all routers. The PCs receive IP addressing from DHCP later in the lab.
e Enable RIP version 2 on R1 and R2. Do not advertise the 209.165.200.224/27 network.

Note: Instead of attaching a server to R2, you can configure a loopback interface on R2 to use the IP
address 172.16.20.254/24. If you do this, you do not need to configure the Fast Ethernet interface.

Task 3: Configure a Cisco 10S DHCP Server
Configure R2 as the DHCP server for the two R1 LANSs.

Step 1: Exclude statically assigned addresses.

Exclude the first three addresses from each pool.

Step 2: Configure the DHCP pool.

Create two DHCP pools. Name one of them R1_LAN10 for the 172.16.10.0/24 network, and name the
other R1_LANL11 for the 172.16.11.0/24 network.

Configure each pool with a default gateway and a simulated DNS at 172.16.20.254.

Step 3: Configure a helper address.

Configure helper addresses so that broadcasts from client broadcasts are forwarded to the DHCP server.
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Step 4: Verify the DHCP configuration.

Task 4: Configure Static and Default Routing
Configure ISP with a static route for the 209.165.201.0/27 network. Use the exit interface as an argument.

Configure a default route on R2 and propagate the route in OSPF. Use the next-hop IP address as an
argument.

Task 5: Configure Static NAT

Step 1: Statically map a public IP address to a private IP address.

Statically map the inside server IP address to the public address 209.165.201.30.
Step 2: Specify inside and outside NAT interfaces.

Step 3: Verify the static NAT configuration.

Task 6: Configure Dynamic NAT with a Pool of Addresses

Step 1: Define a pool of global addresses.

Create a pool named NAT_POOL for the IP addresses 209.165.201.9 through 209.165.201.14 using a
/29 subnet mask.

Step 2: Create a standard named access control list to identify which inside addresses are
translated.

Use the name NAT_ACL and allow all hosts attached to the two LANs on R1.

Step 3: Establish dynamic source translation.
Bind the NAT pool to the ACL and allow NAT overloading.

Step 4: Specify the inside and outside NAT interfaces.

Verify that the inside and outside interfaces are all correctly specified.
Step 5: Verify the configuration.

Task 7: Document the Network

On each router, issue the show run command and capture the configurations.

Task 8: Clean Up

Erase the configurations and reload the routers. Disconnect and store the cabling. For PC hosts that are
normally connected to other networks, such as the school LAN or the Internet, reconnect the appropriate
cabling and restore the TCP/IP settings.
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Lab 7.4.3: Troubleshooting DHCP and NAT

Topology Diagram
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209.165.201.0 /30
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&

Addressing Table

Device Interface IP Address Subnet Mask
S0/0/0 172.16.0.1 255.255.255.252
R1 Fa0/0 172.16.10.1 255.255.255.0
Fa0/1 172.16.11.1 255.255.255.0
S0/0/0 172.16.0.2 255.255.255.252
R2 S0/0/1 209.165.201.1 255.255.255.252
Fa0/0 172.16.20.1 255.255.255.0
ISP S0/0/1 209.165.201.2 255.255.255.252

Learning Objectives
Upon completion of this lab, you will be able to:

e Prepare the network.

e Load routers with scripts.

e Find and correct network errors.
e Document the corrected network.
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Scenario

The routers, R1 and R2, at your company were configured by an inexperienced network engineer.
Several errors in the configuration have resulted in connectivity issues. Your boss has asked you to
troubleshoot and correct the configuration errors and document your work. Using your knowledge of
DHCP, NAT, and standard testing methods, find and correct the errors. Make sure all clients have full

connectivity. The ISP has been configured correctly.

Ensure that the network supports the following:

1. The router R2 should serve as the DHCP server for the 172.16.10.0/24 and 172.16.11.0/24

networks connected to R1.

2. All PCs connected to R1 should receive an IP address in the correct network via DHCP.

3. Traffic from the R1 LANSs entering the Serial 0/0/0 interface on R2 and exiting the Serial 0/0/1
interface on R2 should receive NAT translation with a pool of addresses provided by the ISP.

4. The Inside Server should be reachable from outside networks using IP address 209.165.201.30,

and to inside networks using IP address 172.16.20.254

Task 1: Prepare the Network

Step 1: Cable a network that is similar to the one in the topology diagram.

Step 2: Clear all existing configurations on the routers.

Step 3: Import the configurations below.

R1
hostname R1
1

enable secret class
1

ﬁo ip domain lookup
1

interface FastEthernet0/0

ip address 172.16.10.1 255.255.255.0
ip helper-address 172.16.0.2

no shutdown

interface FastEthernet0/1
ip address 172.16.11.1 255.255.255.0
no shutdown

interface Serial0/0/0
ip address 172.16.0.1 255.255.255.252
clock rate 125000

no shutdown
1

router rip

version 2

network 172.16.0.0
no auto-summary

1

Banner motd $AUTHORIZED ACCESS ONLY$
1
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line con O

password cisco
logging synchronous
login

line vty 0 4
password cisco
logging synchronous
login

!

end

R2

hostname R2
1

enable secret class
1

p dhcp excluded-address 172.16.10.1 172.16.10.3
p dhcp excluded-address 172.16.11.1 172.16.11.3

p dhcp pool R1_LAN1O
network 172.16.10.0 255.255.255.0
dns-server 172.16.20.254

p dhcp pool R1_LAN11
network 172.16.11.0 255.255.255.0
dns-server 172.16.20.254

ﬁo ip domain lookup
I

interface FastEthernet0/0

ip address 172.16.20.1 255.255.255.0
ip nat inside

no shutdown

interface Serial0/0/0

ip address 172.16.0.2 255.255.255.252
no shutdown

1
interface Serial0/0/1

ip address 209.165.201.1 255.255.255.252
ip nat outside

clock rate 125000

no shutdown

1

router rip

version 2

network 172.16.0.0

default-information originate

no auto-summary

!
ip route 0.0.0.0 0.0.0.0 209.165.201.2
!
i

p nat pool NAT POOL 209.165.201.9 209.165.201.14 netmask 255.255.255.248
ip nat inside source list NAT_ACL pool NATPOOL overload

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 3 of 5



CCNA Exploration
Accessing the WAN: IP Addressing Services Lab 7.4.3: Troubleshooting DHCP and NAT

ip access-list standard NAT_ACL
permit 172.16.10.0 0.0.0.255
I

banner motd $AUTHORIZED ACCESS ONLY$
I

line con O

password cisco
logging synchronous
login

line vty 0 4
password cisco
logging synchronous
login

!

end

ISP

hostname ISP
1

enable secret class
1

interface Serial0/0/1

ip address 209.165.201.2 255.255.255.252
no shutdown

p route 0.0.0.0 0.0.0.0 Serial0/0/1

anner motd $AUTHORIZED ACCESS ONLY$

- = -

line con O

password cisco
logging synchronous
login

line vty 0 4
password cisco
logging synchronous
login

!

end

Task 2: Find and Correct Network Errors
When the network is configured correctly:

e PC1 and PC2 should be able to receive IP addresses from the correct DHCP pool as evidenced
by an ipconfig on the PCs. Additionally; a show ip dhcp bindings on R2 should show that
both PCs have received IP addresses.

e Test pings from PC1 and PC2 to the ISP should receive NAT overload translation as evidenced
by a show ip nat translations on R2.

e Test pings from the Inside Server to ISP should receive the static NAT translation indicated on
the topology. Use the show ip nat translations command to verify this.

e A ping from the ISP to the global address of the Inside Server should be successful.
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e Test pings from ISP to R1 should not receive NAT translation as evidenced by a show ip nat
translations or adebug ip naton R2.

Task 3: Document the Router Configurations

On each router, issue the show run command and capture the configurations.

Task 4: Clean Up

Erase the configurations and reload the routers. Disconnect and store the cabling. For PC hosts that are
normally connected to other networks, such as the school LAN or to the Internet, reconnect the
appropriate cabling and restore the TCP/IP settings.
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Lab 8.3.7: Troubleshooting Role Play

Topology Diagram
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Learning Objectives

e Build a network

e Test a network

e Break a network

e Troubleshoot a problem

e Gather symptoms

e Correct the problem

e Document the problem and solution

Scenario

In this activity, you and another student will build the network displayed in the topology diagram. You will
configure NAT, DHCP, and OSPF, and then verify connectivity. When the network is fully operational, one
student will introduce several errors. Then the other student will use troubleshooting skills to isolate and solve
the problem. Then the students will reverse roles and repeat the process. This activity can be done on real
equipment or with Packet Tracer.
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Task 1: Build the Network
Step 1: Cable and configure devices according to the topology diagram.

Step 2: Configure NAT, DHCP, and OSPF

Task 2: Test the Network
Step 1: Ensure that you have connectivity from end to end.
Step 2: Verify that DHCP and NAT are working correctly.

Step 3: Become familiar with every device using show and debug commands.

Task 3: Break the Network

One student leaves the room, if necessary, while the other student breaks the configuration. The break should
only be one problem. The idea is to help each other develop troubleshooting skills. Creating multiple problems
magnifies the scope of the work, which is not the goal of the lab. The goal is to help you become aware of the
various changes that can occur in the network from just one problem.

Task 4: Troubleshoot the Problem

The student returns and questions the other student about the symptoms of the problem. Begin with general
guestions and attempt to narrow the scope of the problem. When the student being questioned feels that
enough information has been provided, the questioning can stop.

Task 5: Gather Symptoms from Suspect Devices

Begins gathering symptoms using various show and debug commands. Use the show running-config
command as the very last option.

Task 6: Correct the Problem

Correct the configuration and test the solution.

Task 7: Document the problem and solution.

Both students should enter the problem in their journal and document the solution.

Task 8: Reverse the roles and start over.

The students should now switch roles and start the process over.

Task 9: Clean Up

Erase the configurations and reload the routers. Disconnect and store the cabling. For PC hosts that are
normally connected to other networks, such as the school LAN or to the Internet, reconnect the appropriate
cabling and restore the TCP/IP settings.
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Topology Diagram
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Addressing Table

10.1.1.0 /30

10.3.3.0 /30
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209.165.200.225 /27
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DCE
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10.2.2.0 /30
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192.168.30.0 /24

Device Interface IP Address Subnet Mask Default Gateway
Fa0/0 192.168.10.1 255.255.255.0 N/A
R1 Fa0/1 192.168.11.1 255.255.255.0 N/A
S0/0/0 10.1.1.1 255.255.255.252 N/A
S0/0/1 10.3.3.1 255.255.255.252 N/A
FaO/1 192.168.20.1 255.255.255.0 N/A
R2 S0/0/0 10.1.1.2 255.255.255.252 N/A
S0/0/1 10.2.2.1 255.255.255.252 N/A

LoO 209.165.200.225 255.255.255.224 209.165.200.226
Fa0/1 N/A N/A N/A
Fa0/1.11 192.168.11.3 255.255.255.0 N/A
R3 Fa0/1.30 192.168.30.1 255.255.255.0 N/A
S0/0/0 10.3.3.2 255.255.255.252 N/A
S0/0/1 10.2.2.2 255.255.255.252 N/A
S1 VLAN10 DHCP 255.255.255.0 N/A
S2 VLAN11 192.168.11.2 255.255.255.0 N/A
S3 VLAN30 192.168.30.2 255.255.255.0 N/A
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PC1 NIC 192.168.10.10 255.255.255.0 192.168.10.1
PC2 NIC 192.168.11.10 255.255.255.0 192.168.11.1
PC3 NIC 192.168.30.10 255.255.255.0 192.168.30.1
TFTP Server NIC 192.168.20.254 255.255.255.0 192.168.20.1

Learning Objectives

Upon completion of this lab, you will be able to:

Cable a network according to the topology diagram

Erase the startup configuration and reload a router to the default state
Load the routers and switches with supplied scripts

Find and correct all network errors

Document the corrected network

Scenario

You have been asked to correct configuration errors in the company network. For this lab, do not
use login or password protection on any console lines to prevent accidental lockout. Use
ciscoccna for all passwords in this scenario.

Note: Because this lab is cumulative, you will be using all the knowledge and troubleshooting
techniques that you have acquired from the previous material to successfully complete this lab.

Requirements

S2 is the spanning-tree root for VLAN 11, and S3 is the spanning-tree root for VLAN 30.
S3is a VTP server with S2 as a client.

The serial link between R1 and R2 is Frame Relay. Make sure that each router can ping
their own Frame Relay interface.

The serial link between R2 and R3 uses HDLC encapsulation.

The serial link between R1 and R3 uses PPP.

The serial link between R1 and R3 is authenticated using CHAP.

R2 must have secure login procedures because it is the Internet edge router.

All vty lines, except those belonging to R2, allow connections only from the subnets
shown in the topology diagram, excluding the public address.

Hint:

R2# telnet 10.1.1.1 /source-interface loopback 0
Trying 10.1.1.1 ...

% Connection refused by remote host

Source IP address spoofing should be prevented on all links that do not connect to other
routers.

Routing protocols must be secured. All RIP routers must use MD5 authentication.
R3 must not be able to telnet to R2 through the directly connected serial link.
R3 has access to both VLAN 11 and 30 via its Fast Ethernet port 0/0.

The TFTP server should not get any traffic that has a source address outside the subnet.
All devices have access to the TFTP server.

All devices on the 192.168.10.0 subnet must be able to get their IP addresses from
DHCP on R1. This includes S1.
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¢ R1 must be accessible via SDM.
e All addresses shown in the diagram must be reachable from every device.

Task 1: Load Routers with the Supplied Scripts

! R1

no service password-encryption
I

hostname R1

1

boot-start-marker
boot-end-marker

!

security passwords min-length 6
enable secret 5 ciscoccna

1

ip cef
I

ip dhcp pool Accessl
network 192.168.10.0 255.255.255.0
default-router 192.168.10.1

ﬁo ip domain lookup
1

username R3 password O ciscoccha
username ccha password 0 ciscoccna
1
interface FastEthernet0/0
ip address 192.168.10.1 255.255.255.0
ip rip authentication mode md5
ip rip authentication key-chain RIP_KEY
no shutdown
I
interface FastEthernet0/1
ip address 192.168.11.1 255.255.255.0
ip rip authentication mode md5
ip rip authentication key-chain RIP_KEY
no shutdown

I

interface Serial0/0/0

ip address 10.1.1.1 255.255.255.252

ip rip authentication mode md5

ip rip authentication key-chain RIP_KEY
encapsulation frame-relay

clockrate 128000

frame-relay map ip 10.1.1.1 201
frame-relay map ip 10.1.1.2 201 broadcast
no frame-relay inverse-arp

no shutdown

!
interface Serial0/0/1
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ip address 10.3.3.1 255.255.255.252

ip rip authentication mode md5

ip rip authentication key-chain RIP_KEY
encapsulation ppp

ppp authentication chap

no shutdown

1

router rip

version 2
passive-interface default
network 192.168.10.0
network 192.168.11.0

no auto-summary

p classless

o ip http server

T R T

ip access-list standard Anti-spoofing
permit 192.168.10.0 0.0.0.255

deny any

ip access-list standard VTY

permit 10.0.0.0 0.255.255.255

permit 192.168.10.0 0.0.0.255

permit 192.168.11. 0.255

permit 192.168.20. 0.255
permit 192.168.30. 0.255
1

line con O

exec-timeout 0 O

logging synchronous

line aux O

line vty 0 4

access-class VTY in

login local

0 0.0.
0 0.0.
0 0.0.

no service password-encryption
1

hostname R2
1

security passwords min-length 6

enable secret ciscoccnha
1

aaa new-model
1

aaa authentication login LOCAL_AUTH local

aaa session-id common
1

ip cef
I

ﬁo ip domain lookup
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I
key chain RIP_KEY
key 1
key-string cisco
username ccna password O ciscoccha
I
interface LoopbackO
description Simulated ISP Connection
ip address 209.165.200.245 255.255.255.224
I
interface FastEthernet0/0
ip address 192.168.20.1 255.255.255.0
ip access-group TFTP out
ip access-group Anti-spoofing in
ip nat outside
duplex auto
speed auto
1
interface FastEthernet0/1
no ip address
shutdown
duplex auto
speed auto
1
interface Serial0/0/0
ip address 10.1.1.2 255.255.255.0
ip nat inside
encapsulation frame-relay
no keepalive
frame-relay map ip 10.1.1.1 201 broadcast
no frame-relay inverse-arp
I
interface Serial0/0/1
ip address 10.2.2.1 255.255.255.0
ip access-group R3-telnet in
ip nat inside
ip rip authentication mode md5
ip rip authentication key-chain RIP_KEY
clockrate 128000
I

router rip

version 2

passive-interface default

no passive-interface Serial0/0/0
no passive-interface Serial0/0/1
network 10.0.0.0

network 192.168.20.0
default-information originate

no auto-summary

classless
route 0.0.0.0 0.0.0.0 209.165.200.226

T T

o

ip http server
nat inside source list NAT interface FastEthernet0/0 overload

- e o e

©
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ip access-list standard Anti-spoofing
permit 192.168.20.0 0.0.0.255

deny any

ip access-list standard NAT

permit 10.0.0.0 0.255.255_255

permit 192.168.0.0 0.0.255.255

ip access-list extended R3-telnet

deny  tcp host 10.2.2.2 host 10.2.2.1 eq telnet
deny  tcp host 10.3.3.2 host 10.2.2.1 eq telnet
deny tcp host 192.168.11.3 host 10.2.2.1 eq telnet
deny tcp host 192.168.30.1 host 10.2.2.1 eq telnet
permit ip any any

ip access-list standard TFTP
permit 192.168.20.0 0.0.0.255
1

control-plane

I

line con O

exec-timeout O O

logging synchronous

line aux O

exec-timeout 15 0O

logging synchronous

login authentication local_auth
transport output telnet

line vty 0 4

exec-timeout 15 0O

logging synchronous

login authentication local_auth
transport input telnet

no service password-encryption
I

hostname R3
1
security passwords min-length 6

enable secret ciscoccna
1

no aaa new-model
1

ip cef
1

no ip domain lookup
1
key chain RIP_KEY
key 1
key-string cisco
username R1 password O ciscoccha
username ccha password O ciscoccna
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1
interface FastEthernet0/1
no shutdown

interface FastEthernet0/1.11
encapsulation dotlQ 11

ip address 192.168.11.3 255.255.255.0
no snmp trap link-status

interface FastEthernet0/1.30
encapsulation dotlQ 30

ip address 192.168.30.1 255.255.255.0
ip access-group Anti-spoofing in

no snmp trap link-status

interface Serial0/0/0

ip address 10.3.3.2 255.255.255.252
encapsulation ppp

clockrate 125000

ppp authentication chap

I
interface Serial0/0/1
i

p address 10.2.2.2 255.255.255.252
1

router rip

version 2

passive-interface default

no passive-interface FastEthernet0/0.11
no passive-interface FastEthernet0/0.30
no passive-interface Serial0/0/0

no passive-interface Serial0/0/1
network 10.0.0.0

network 192.168.11.0

network 192.168.30.0

no auto-summary

p classless

p http server

ip access-list standard Anti-spoofing
permit 192.168.30.0 0.0.0.255

deny any

ip access-list standard VTY

permit 10.0.0.0 0.255.255_255

permit 192.168.10.0 0.0.0.255

permit 192.168.11.0 0.0.0.255
permit 192.168.20.0 0.0.0.255
0.0 0.0.0.255

permit 192.168.3
1

control-plane

1

line con O
exec-timeout 0 O
logging synchronous
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line aux O
exec-timeout 15 0O
logging synchronous

line vty 0 4
access-class VTY in
exec-timeout 15 0O
logging synchronous
login local

no service password-encryption
I

hostname S1
!
security passwords min-length 6

enable secret ciscoccna
1

no aaa new-model

vtp domain CCNA Troubleshooting
vtp mode transparent

vtp password ciscoccna

ip subnet-zero

!

no ip domain-lookup

1

no file verify auto
spanning-tree mode pvst
spanning-tree extend system-id
I

vlan internal allocation policy ascending
1

vlan 10

!

interface FastEthernet0/1
switchport access vlan 10
switchport mode access

interface FastEthernet0/2
switchport access vlan 10
switchport mode access

nterface range FastEthernet0/3-24

interface GigabitEthernet0/1
shutdown

interface GigabitEthernet0/2
shutdown

interface Vlanl
no ip address

no ip route-cache
1
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interface Vl1anl0
ip address dhcp
no ip route-cache

p default-gateway 192.168.10.1
p http server

ontrol-plane

-) i -

line con O
exec-timeout 0 O
logging synchronous

line vty 0 4
password ciscoccnha
login

line vty 5 15
no login

no service password-encryption
1

hostname S2

!

security passwords min-length 6
enable secret ciscoccnha

!

no aaa new-model

vtp domain CCNA _Troubleshooting

vtp mode transparent

vtp password ciscoccha

ip subnet-zero

!

no ip domain-lookup

1

no file verify auto

!

spanning-tree mode rapid-pvst
spanning-tree extend system-id
spanning-tree vlan 11 priority 24576
spanning-tree vlan 30 priority 28672
1

vlan internal allocation policy ascending
!
interface FastEthernet0/1
switchport access vlan 11
switchport mode access
!
interface FastEthernet0/2
switchport access vlan 11
switchport mode access

interface FastEthernet0/3
switchport trunk native vlan 99
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switchport trunk allowed vlan 11,30
switchport mode trunk

interface FastkEthernet0/4

switchport trunk native vlan 99
switchport trunk allowed vlan 11,30
switchport mode trunk

interface range FastEthernet0/5-24
shutdown

interface GigabitEthernet0/1
shutdown

1

interface GigabitEthernet0/2
shutdown

interface Vlanl

no ip address

no ip route-cache
I
interface Vlanll

ip address 192.168.11.2 255.255.255.0
no ip route-cache

p http server

-) i -

ontrol-plane

line con O
exec-timeout O O
logging synchronous

line vty 0 4
password ciscoccnha
login

line vty 5 15
no login

no service password-encryption
1

hostname S3
!
security passwords min-length 6

enable secret ciscoccna
1

no aaa new-model

vtp domain CCNA_troubleshooting
vtp mode server

vtp password ciscoccha

ip subnet-zero

I

ﬁo ip domain-lookup
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no file verify auto
1

spanning-tree mode rapid-pvst
spanning-tree extend system-id
spanning-tree vlan 11 priority 28672
spanning-tree vlan 30 priority 24576
1

vlan internal allocation policy ascending
I

interface FastEthernet0/1
switchport trunk allowed vlan 30
switchport mode trunk

interface FastEthernet0/2
switchport access vlan 30
switchport mode access

interface FastEthernet0/3

switchport trunk native vlan 99
switchport trunk allowed vlan 11,30
switchport mode trunk

interface FastEthernet0/4

switchport trunk native vlan 99
switchport trunk allowed vlan 11,30
switchport mode trunk

!

interface range FastEthernet0/5-24
shutdown

!

interface GigabitEthernet0/1
shutdown

interface GigabitEthernet0/2
shutdown

interface Vlanl

no ip address

no ip route-cache
1
interface V1an30

ip address 192.168.30.2 255.255.255.0
no ip route-cache

default-gateway 192.168.30.1

P
p http server

ontrol-plane

- ) i i -

line con O
exec-timeout 5 O
logging synchronous

line vty 0 4
password ciscoccha

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 11 of 12



CCNA Exploration
Accessing the WAN: Network Troubleshooting Lab 8.5.1: Troubleshooting Enterprise Networks 1

login

line vty 5 15
no login
1

end

Task 2: Find and Correct All Network Errors
Task 3: Verify that Requirements Are Fully Met
Task 4. Document the Corrected Network
Task 5: Clean Up
Erase the configurations and reload the routers. Disconnect and store the cabling. For PC hosts

that are normally connected to other networks (such as the school LAN or to the Internet),
reconnect the appropriate cabling and restore the TCP/IP settings.
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Topology Diagram

192.168.20.0 /24

192.168.20.254 /24

192.168.10.0 /24

Fa0/1

Addressing Table

10.1.1.0 /30

10.3.3.0 /30

Lo0

209.165.200.225 /27

S0/01
DCE

—~

10.2.2.0 /30

Cisco Networking Academy”

192.168.30.0 /24

Device Interface IP Address Subnet Mask Default Gateway
Fa0/0 192.168.10.1 255.255.255.0 N/A
R1 Fa0/1 192.168.11.1 255.255.255.0 N/A
S0/0/0 10.1.1.1 255.255.255.252 N/A
S0/0/1 10.3.3.1 255.255.255.252 N/A
FaO/1 192.168.20.1 255.255.255.0 N/A
R2 S0/0/0 10.1.1.2 255.255.255.252 N/A
S0/0/1 10.2.2.1 255.255.255.252 N/A
LoO 209.165.200.225 255.255.255.224 209.165.200.226
Fa0/1 N/A N/A N/A
Fa0/1.11 192.168.11.3 255.255.255.0 N/A
R3 Fa0/1.30 192.168.30.1 255.255.255.0 N/A
S0/0/0 10.3.3.2 255.255.255.252 N/A
S0/0/1 10.2.2.2 255.255.255.252 N/A
S1 VLAN10 DHCP N/A
S2 VLAN11 192.168.11.2 255.255.255.0 N/A
S3 VLAN30 192.168.30.2 255.255.255.0 N/A
PC1 NIC DHCP
PC2 NIC 192.168.11.10 255.255.255.0 192.168.11.1

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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PC3 NIC 192.168.30.10 255.255.255.0 192.168.30.1
TFTP Server NIC 192.168.20.254 255.255.255.0 192.168.20.1

Learning Objectives

Upon completion of this lab, you will be able to:

Cable a network according to the topology diagram

Erase the startup configuration and reload a router to the default state
Load the routers and switches with supplied scripts

Find and correct all network errors

Document the corrected network

Scenario

For this lab, do not use login or password protection on any console lines to prevent accidental
lockout. Use ciscoccna for all passwords in this lab.

Note: Because this lab is cumulative, you will be using all the knowledge and troubleshooting
techniques that you have acquired from the previous material to successfully complete this lab.

Requirements

S2 is the spanning-tree root for VLAN 11, and S3 is the spanning-tree root for VLAN 30.
S3is a VTP server with S2 as a client.

The serial link between R1 and R2 is Frame Relay.

The serial link between R2 and R3 uses HDLC encapsulation.

The serial link between R1 and R3 is authenticated using CHAP.

R2 must have secure login procedures because it is the Internet edge router.

All vty lines, except those belonging to R2, allow connections only from the subnets
shown in the topology diagram, excluding the public address.

Source IP address spoofing should be prevented on all links that do not connect to other
routers.

Routing protocols must be used securely. EIGRP is used in this scenario.
R3 must not be able to telnet to R2 through the directly connected serial link.
R3 has access to both VLAN 11 and 30 via its Fast Ethernet port 0/1.

The TFTP server should not get any traffic that has a source address outside the subnet.
All devices have access to the TFTP server.

All devices on the 192.168.10.0 subnet must be able to get their IP addresses from
DHCP on R1. This includes S1.

All addresses shown in diagram must be reachable from every device.

: Load Routers with the Supplied Scripts

no service password-encryption

hostname R1
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boot-start-marker

boot-end-marker
1

security passwords min-length 6
enable secret ciscoccha
!
ip cef
!
ip dhcp pool Accessl
network 192.168.10.0 255.255.255.0
default-router 192.168.10.1
!
no ip domain lookup

frame-relay switching
I

username R2 password ciscoccha
username ccna password ciscoccna

1

interface FastEthernet0/0

ip address 192.168.10.1 255.255.255.0
ip access-group Anti-spoofing out
duplex auto

speed auto

no shutdown

interface FastEthernet0/1

ip address 192.168.11.1 255.255.255.0
duplex auto

speed auto

no shutdown

interface Serial0/0/0

ip address 10.1.1.1 255.255.255.252
encapsulation frame-relay

no keepalive

clockrate 128000

frame-relay map ip 10.1.1.1 201
frame-relay map ip 10.1.1.2 201 broadcast
no frame-relay inverse-arp

frame-relay intf-type dce

no shutdown

interface Serial0/0/1

ip address 10.3.3.1 255.255.255.0
encapsulation ppp

ppp authentication chap

no shutdown

1
router eigrp 10

passive-interface default

no passive-interface FastEthernet0/0
no passive-interface FastEthernet0/1
no passive-interface Serial0/0/0

no passive-interface Serial0/0/1
network 10.1.1.0 0.0.0.255
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network 10.2.2.0 0.0.0.255
network 192.168.10.0 0.0.0.255
network 192.168.11.0 0.0.0.255

no auto-summary
p route 0.0.0.0 0.0.0.0 10.1.1.2

p http server

ip access-list standard Anti-spoofing
permit 192.168.10.0 0.0.0.255

deny any

ip access-list standard VTY

permit 10.0.0.0 0.255.255.255

permit 192.168.10.0 0.0.0.255

permit 192.168.11.0 0.0.0.255
permit 192.168.20.0 0.0.0.255
permit 192.168.30.0 0.0.0.255
1

line con O

exec-timeout 5 0

logging synchronous

line aux O

line vty 0 4

access-class VTY in

login local

no service password-encryption
1

hostname R2
1

security passwords min-length 6

enable secret ciscoccna
1

aaa new-model
1

aaa authentication login local_auth local

aaa session-id common
1

ip cef

!

no ip domain lookup
1

username ccna password O ciscoccha
1

interface LoopbackO

ip address 209.165.200.225 255.255.255.224
ip access-group private in

1
interface FastEthernet0/1

ip address 192.168.20.1 255.255.255.0
ip access-group TFTP out
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ip access-group Anti-spoofing in
ip nat outside
no shutdown

I
interface Serial0/0/0

ip address 10.1.1.2 255.255.255.252

ip nat inside

encapsulation frame-relay

no keepalive

frame-relay map ip 10.1.1.1 201 broadcast
frame-relay map ip 10.1.1.2 201

no frame-relay inverse-arp

no shutdown

I
interface Serial0/0/1

ip address 10.2.2.1 255.255.255.252
ip nat inside

clockrate 128000

no shutdown

!

router eigrp 100

passive-interface default

no passive-interface FastEthernet0/1
no passive-interface Serial0/0/0

no passive-interface Serial0/0/1

no passive interface 100

network 10.1.1.0 0.0.0.3

network 10.2.2.0 O.
network 192.168.20.
network 209.165.200.
no auto-summary

0.0.3
0 0.0.0.255
0 0.0.0.7

route 0.0.0.0 0.0.0.0 209.165.200.226

o

ip http server
nat inside source list NAT interface FastEthernet0/0 overload

e e
T O

T

access-list standard Anti-spoofing

permit 192.168.20.0 0.0.0.255

deny any

ip access-list standard NAT

permit 10.0.0.0 0.255.255.255

permit 192.168.0.0 0.0.255.255

ip access-list standard private

deny 127.0.0.1

deny 10.0.0.0 0.255.255.255

deny 172.16.0.0 0.15.255.255

deny 192.168.0.0 0.0.255.255

permit any

1

ip access-list extended R3-telnet

deny  tcp host 10.2.2.2 host 10.2.2.1 eq telnet
deny  tcp host 10.3.3.2 host 10.2.2.1 eq telnet
deny  tcp host 192.168.11.3 host 10.2.2.1 eq telnet
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deny tcp host 192.168.30.1 host 10.2.2.1 eq telnet

!

ip access-list standard TFTP
permit 192.168.20.0 0.0.0.255

I

control-plane

1

line con O

exec-timeout 5 0

logging synchronous

line aux O

exec-timeout 15 O

logging synchronous

login authentication local_auth
transport output telnet

line vty 0 4

exec-timeout 15 O

logging synchronous

login authentication local_auth
transport input telnet

Nno service password-encryption
1

hostname R3
1

security passwords min-length 6
I

no aaa new-model
1

ip cef
1

no ip domain lookup

1

username R1 password ciscoccha
username ccna password ciscoccnha
1

interface FastEthernet0/1

no shutdown

interface FastEthernet0/1.11
encapsulation dotlQ 11

ip address 192.168.11.3 255.255.255.0
no snmp trap link-status

interface FastEthernet0/1.30
encapsulation dotlQ 30

ip address 192.168.30.1 255.255.255.0
ip access-group Anti-Spoofin in

no shutdown

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.  Page 6 of 11



CCNA Exploration
Accessing the WAN: Network Troubleshooting Lab 8.5.2: Troubleshooting Enterprise Networks 2

interface Serial0/0/0

ip address 10.3.3.2 255.255.255.252
encapsulation ppp

ppp authentication pap

interface Serial0/0/1

ip address 10.2.2.2 255.255.255.252
no shutdown

1
router eigrp 10
network 10.3.3.0 O.
network 10.2.2.0 O.
network 192.168.11
network 192.168.30
no auto-summary

[eNoNoNe]

0.3
.0.3
0.0.0.255
-0 0.0.0.255

p classless

p http server

ip access-list standard Anti-spoofing
permit 192.168.30.0 0.0.0.255

deny any

ip access-list standard VTY

permit 10.0.0.0 0.255.255.255

permit 192.168.10.0 0.0.0.255

permit 192.168.11.0 0.0.0.255
permit 192.168.20.0 0.0.0.255
permit 192.168.30.0 0.0.0.255

line con O
exec-timeout 5 0O
logging synchronous

line aux O
exec-timeout 15 0O
logging synchronous

line vty 0 4
access-class VTY out
exec-timeout 15 O
logging synchronous
login local

no service password-encryption
1

Hostname S1
!
security passwords min-length 6

enable secret ciscoccna
1

no aaa new-model
vtp domain CCNA_ Troubleshooting
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vtp mode transparent

vtp password ciscoccha

ip subnet-zero

1

no ip domain-lookup

!

no file verify auto
spanning-tree mode pvst
spanning-tree extend system-id
I

vlan internal allocation policy ascending
1

vlan 10

1

interface FastEthernet0/1
switchport access vlan 10
switchport mode access

interface FastEthernet0/2
switchport access vlan 10
switchport mode access

nterface range FastEthernet0/3-24

interface GigabitEthernet0/1
shutdown

interface GigabitEthernet0/2
shutdown

interface Vlanl

no ip address

no ip route-cache
1
interface Vl1anl0
ip address dhcp
no ip route-cache

ip default-gateway 192.168.10.1
ip http server
I

line con O
exec-timeout 5 O
logging synchronous

line vty 0 4
password ciscoccha
login

line vty 5 15
no login

no service pad
service timestamps debug uptime
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service timestamps log uptime
no service password-encryption
1

hostname S2
!
security passwords min-length 6

enable secret ciscoccna
1

no aaa new-model

vtp domain CCNA_Troubleshooting
vtp mode Client

vtp password ciscoccha

ip subnet-zero

1

no ip domain-lookup

I

no file verify auto
1

spanning-tree mode mst
spanning-tree extend system-id
spanning-tree vlan 30 priority 4096
1

vlan internal allocation policy ascending
!

interface FastEthernet0/1

switchport access vlan 11

switchport mode access

interface FastEthernet0/2
switchport access vlan 11
switchport mode access

interface FastEthernet0/3
switchport trunk allowed vlan 11,30
switchport mode trunk

interface FastEthernet0/4

switchport trunk allowed vlan 11,30
switchport mode trunk

1

interface range FastEthernet0/5-24
shutdown

!

interface GigabitEthernet0/1
shutdown

interface GigabitEthernet0/2
shutdown

interface Vlanl

no ip address

no ip route-cache
1
interface Vlanll

ip address 192.168.11.2 255.255.255.0
no ip route-cache
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p http server

ontrol-plane

-) i -

line con O
exec-timeout 5 O
logging synchronous

line vty 0 4
password ciscoccha
login

line vty 5 15
no login

no service password-encryption
I

Hostname S3
!
security passwords min-length 6

enable secret ciscoccna
1

no aaa new-model

vtp domain CCNA _Troubleshooting

vtp mode Server

vtp password ciscoccnha

ip subnet-zero

!

no ip domain-lookup

1

no file verify auto

1

spanning-tree mode rapid-pvst
spanning-tree extend system-id
spanning-tree vlan 11 priority 4096
vlan internal allocation policy ascending
I

Vlan 11,30
!
interface FastEthernet0/1
switchport trunk allowed vlan 11,30
switchport mode trunk
!
interface FastEthernet0/2
switchport access vlan 30
switchport mode access
!
interface FastEthernet0/3
switchport trunk allowed vlan 11,30
switchport mode trunk

!
interface FastEthernet0/4
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switchport trunk allowed vlan 11,30
switchport mode trunk

1

interface range FastEthernet0/5-24
shutdown

!

interface GigabitEthernet0/1
shutdown

1

interface GigabitEthernet0/2
shutdown

interface Vlanl

no ip address

no ip route-cache
1
interface V01an30

ip address 192.168.30.2 255.255.255.0
no ip route-cache

1
ip default-gateway 192.168.30.1
ip http server
1

line con O
exec-timeout 5 0
logging synchronous

line vty 0 4
password ciscoccha
login

line vty 5 15
no login

I

end

Task 2: Find and Correct All Network Errors
Task 3: Verify that Requirements Are Fully Met
Task 4: Document the Corrected Network

Task 5: Clean Up

Erase the configurations and reload the routers. Disconnect and store the cabling. For PC hosts
that are normally connected to other networks (such as the school LAN or to the Internet),

reconnect the appropriate cabling and restore the TCP/IP settings.

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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Topology Diagram

Lo0

192.168.20.0 /24 209.165.200.225 /27

192.168.10.0 /24

192.168.20.254 124

S0/0/0

Fa0/1

J

Addressing Table

10.1.1.0 /30

S0/0/0

10.3.3.0 /30

S0/0/1
DCE

10.2.2.0 /30

192.168.30.0 /24

Device Interface IP Address Subnet Mask Default Gateway
Fa0/0 192.168.10.1 255.255.255.0 N/A
R1 Fa0/1 192.168.11.1 255.255.255.0 N/A
S0/0/0 10.1.1.1 255.255.255.252 N/A
S0/0/1 10.3.3.1 255.255.255.252 N/A
Fa0/1 192.168.20.1 255.255.255.0 N/A
R? S0/0/0 10.1.1.2 255.255.255.252 N/A
S0/0/1 10.2.2.1 255.255.255.252 N/A
LoO 209.165.200.225 255.255.255.224 209.165.200.226
Fa0/1 N/A N/A N/A
Fa0/1.11 192.168.11.3 255.255.255.0 N/A
R3 Fa0/1.30 192.168.30.1 255.255.255.0 N/A
S0/0/0 10.3.3.2 255.255.255.252 N/A
S0/0/1 10.2.2.2 255.255.255.252 N/A
S1 VLAN10 DHCP 255.255.255.0 N/A
S2 VLAN11 192.168.11.2 255.255.255.0 N/A
S3 VLAN30 192.168.30.2 255.255.255.0 N/A
PC1 NIC 192.168.10.10 255.255.255.0 192.168.10.1
PC2 NIC 192.168.11.10 255.255.255.0 192.168.11.1

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.  Page 1 of 11




CCNA Exploration

Accessing the WAN: Network Troubleshooting Lab 8.5.3: Troubleshooting Enterprise Networks 3
PC3 NIC 192.168.30.10 255.255.255.0 192.168.30.1
TFTP Server NIC 192.168.20.254 255.255.255.0 192.168.20.1

Learning Objectives

Upon completion of this lab, you will be able to:

Cable a network according to the topology diagram.

Erase the startup configuration and reload a router to the default state.
Load the routers and switches with supplied scripts.

Find and correct all network errors.

Document the corrected network.

Scenario

For this lab do not use login or password protection on any console lines to prevent accidental
lockout. Use ciscoccna for all passwords in this scenario.

Note: Because this lab is cumulative, you will be using all the knowledge and troubleshooting
techniques that you have acquired from the previous material to successfully complete this lab.

Requirements

S2 is the spanning-tree root for VLAN 11, and S3 is the spanning-tree root for VLAN 30.
S3is a VTP server with S2 as a client.

The serial link between R1 and R2 is Frame Relay.

The serial link between R2 and R3 uses HDLC encapsulation.

The serial link between R1 and R3 is authenticated using CHAP.

R2 must have secure login procedures because it is the Internet edge router.

All vty lines, except those belonging to R2, allow connections only from the subnets
shown in the topology diagram, excluding the public address.

Source IP address spoofing should be prevented on all links that do not connect to other
routers.

Routing protocols must be used securely. OSPF is used in this scenario.
R3 must not be able to telnet to R2 through the directly connected serial link.
R3 has access to both VLAN 11 and 30 via its Fast Ethernet port 0/1.

The TFTP server should not get any traffic that has a source address outside the subnet.
All devices have access to the TFTP server.

All devices on the 192.168.10.0 subnet must be able to get their IP addresses from
DHCP on R1. This includes S1.

All addresses shown in diagram must be reachable from every device.

: Load Routers with the Supplied Scripts

no service password-encryption

hostname R1
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boot-start-marker

boot-end-marker
1

security passwords min-length 6
enable secret ciscoccna
!
ip cef
!
ip dhcp pool Accessl
network 192.168.11.0 255.255.255.0
default-router 192.168.10.1

no ip domain lookup

!

ip dhcp excluded-address 192.168.10.2 192.168.10.254
!

frame-relay switching

1

username R3 password O ciscoccha

username ccna password O ciscoccna
1

interface FastEthernet0/0

ip address 192.168.10.1 255.255.255.0
duplex auto

speed auto

no shutdown

interface FastEthernet0/1

ip address 192.168.11.1 255.255.255.0
duplex auto

speed auto
no shutdown

1

interface Serial0/0/0

ip address 10.1.1.1 255.255.255.252
encapsulation frame-relay

no keepalive

clockrate 128000

frame-relay map ip 10.1.1.1 201
frame-relay map ip 10.1.1.2 201 broadcast
no frame-relay inverse-arp
frame-relay intf-type dce

no shutdown

interface Serial0/0/1

ip address 10.3.3.1 255.255.255.252
encapsulation ppp

ppp authentication chap

no shutdown

1

interface Serial0/1/0

no ip address

shutdown

clockrate 2000000

!
interface Serial0/1/1
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no ip address

shutdown

1
router ospf 1

log-adjacency-changes
passive-interface FastEthernet0/0
network 10.1.1.0 0.0.0.255 area O
network 10.2.2.0 0.0.0.255 area O
network 192.168.10.0 0.0.0.255 area O
network 192.168.11.0 0.0.0.255 area O

p http server

ip access-list standard Anti-spoofing
permit 192.168.10.0 0.0.0.255

deny any

ip access-list standard VTY

permit 10.0.0.0 0.255.255.255

permit 192.168.10.0 0.0.0.255

permit 192.168.11.0 0.0.0.255
permit 192.168.20.0 0.0.0.255
permit 192.168.30.0 0.0.0.255

line con O
exec-timeout 5 0
logging synchronous

line aux O

line vty 0 4
access-class VTY in
login local

no service password-encryption
I

hostname R2
1

security passwords min-length 6

enable secret ciscoccna
1

aaa new-model
1

aaa authentication login local_auth local

aaa session-id common
1

ip cef
!
no ip domain lookup

username ccna password O ciscoccha
I

interface LoopbackO
ip address 209.165.200.245 255.255.255.224
ip access-group private in
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I
interface FastEthernet0/1

ip address 192.168.20.1 255.255.255.0
ip access-group TFTP out

ip access-group Anti-spoofing in

ip nat inside

duplex auto

speed auto

I
interface Serial0/0/0

ip address 10.1.1.2 255.255.255.252

ip nat outside

encapsulation frame-relay

no keepalive

frame-relay map ip 10.1.1.1 201 broadcast
frame-relay map ip 10.1.1.2 201

no frame-relay inverse-arp

1
interface Serial0/0/1

ip address 10.2.2.1 255.255.255.252
ip access-group R3-telnet in
ip nat outside

router ospf 1

passive-interface FastEthernet0/1
network 10.1.1.0 0.0.0.3 area O
network 10.2.2.0 0.0.0.3 area O

1

ip classless

ip route 0.0.0.0 0.0.0.0 209.165.200.226

!

no ip http server

ip nat inside source list nat interface FastEthernet0/0
1

i

p access-list standard Anti-spoofing
permit 192.168.20.0 0.0.0.255
deny any

ip access-list standard NAT
permit 10.0.0.0 0.255.255.255
permit 192.168.0.0 0.0.255.255
ip access-list standard private
deny 127.0.0.1

deny 10.0.0.0 0.255.255.255
deny 172.0.0.0 0.31.255.255
deny 192.168.0.0 0.0.255.255
permit any

ip access-list extended R3-telnet

deny  tcp host 10.2.2.2 host 10.2.2.1 eq telnet
deny tcp host 10.3.3.2 host 10.2.2.1 eq telnet
deny tcp host 192.168.11.3 host 10.2.2.1 eq telnet
deny tcp host 192.168.30.1 host 10.2.2.1 eq telnet
permit ip any any

1
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ip access-list standard TFTP
permit 192.168.20.0 0.0.0.255
1

line con O

exec-timeout 5 0

logging synchronous
line aux O

exec-timeout 15 O

logging synchronous

login authentication local_auth
transport output telnet
line vty 0 4

exec-timeout 15 O

logging synchronous

login authentication local_auth
transport input telnet

no service password-encryption
1

hostname R3

!

security passwords min-length 6
enable secret ciscoccnhna

1

no aaa new-model
1

ip cef
1

ﬁo ip domain lookup
1

username R1 password ciscoccha
username ccna password ciscoccna

I

interface FastEthernet0/1

no ip address

duplex auto

speed auto

no shutdown

1

interface FastkEthernetO0/1.11
encapsulation dotlQ 12

ip address 192.168.11.3 255.255.255.0
no snmp trap link-status

1

interface FastkEthernet0/1.30
encapsulation dotlQ 30

ip address 192.168.30.1 255.255.255.0
ip access-group Anti-spoofing in

interface Serial0/0/0
ip address 10.3.3.2 255.255.255.252
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encapsulation ppp
clockrate 125000

ppp authentication chap
no shutdown

interface Serial0/0/1

ip address 10.2.2.2 255.255.255.252
encapsulation lapb

no shutdown

1
router ospf 1

passive-interface FastEthernet0/1.30
network 10.2.2.0 0.0.0.3 area 1
network 10.3.3.0 0.0.0.3 area 1
network 192.168.11.0 0.0.0.255 area 1
network 192.168.30.0 0.0.0.255 area 1

p classless

p http server

ip access-list standard Anti-spoofing
permit 192.168.30.0 0.0.0.255

deny any

ip access-list standard VTY

permit 10.0.0.0 0.255.255.255

permit 192.168.10.0 0.0.0.255

permit 192.168.11.0 0.0.0.255
permit 192.168.20.0 0.0.0.255
permit 192.168.30.0 0.0.0.255

line con O
exec-timeout 5 0O
logging synchronous

line aux O
exec-timeout 15 0O
logging synchronous

line vty 0 4
access-class VTY 1in
exec-timeout 15 O
logging synchronous
login local

no service password-encryption
1

Hostname S1
1

security passwords min-length 6

enable secret ciscoccna
1

no aaa new-model
vtp domain CCNA_ Troubleshooting
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vtp mode transparent

vtp password ciscoccha

ip subnet-zero

1

no ip domain-lookup

!

no file verify auto
spanning-tree mode pvst
spanning-tree extend system-id
I

vlan internal allocation policy ascending
1

vlan 10

1

interface FastEthernet0/1
switchport access vlan 10
switchport mode access

interface FastEthernet0/2
switchport access vlan 10
switchport mode access

nterface range FastEthernet0/3-24

interface GigabitEthernet0/1
shutdown

interface GigabitEthernet0/2
shutdown

interface Vlanl

no ip address

no ip route-cache
1
interface Vl1anl0
ip address dhcp
no ip route-cache

ip default-gateway 192.168.10.1
ip http server
I

line con O
exec-timeout 5 O
logging synchronous

line vty 0 4
password ciscoccha
login

line vty 5 15
no login

no service pad
service timestamps debug uptime
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service timestamps log uptime
no service password-encryption
1

hostname S2
!
security passwords min-length 6

enable secret ciscoccna
1

no aaa new-model

vtp domain CCNA_Troubleshooting
vtp mode client

vtp password ciscoccha

ip subnet-zero

1

no ip domain-lookup

1

no file verify auto
1

spanning-tree mode rapid-pvst
spanning-tree extend system-id
spanning-tree vlan 11 priority 24576
spanning-tree vlan 30 priority 28672
1

vlan internal allocation policy ascending
!

interface FastEthernet0/1

switchport access vlan 11

switchport mode access

interface FastEthernet0/2
switchport access vlan 11
switchport mode access

interface FastEthernet0/3
switchport trunk allowed vlan 11,30
switchport mode trunk

interface FastEthernet0/4
switchport trunk allowed vlan 11,30
switchport mode trunk

!

interface range FastEthernet0/5-24
shutdown

1

interface GigabitEthernet0/1
shutdown

!

interface GigabitEthernet0/2
shutdown

interface Vlanl

no ip address

no ip route-cache
!
interface Vlanll

ip address 192.168.11.2 255.255.255.0
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no ip route-cache

p http server

line con O
exec-timeout 5 O
logging synchronous

line vty 0 4
password ciscoccna
login

line vty 5 15
no login

no service password-encryption
1

hostname S3

!

security passwords min-length 6
enable secret ciscoccna

!

no aaa new-model

vtp domain CCNA _Troubleshooting
vtp mode Server

vtp password ciscoccha

ip subnet-zero

I

ﬁo ip domain-lookup
1

no file verify auto

1

spanning-tree mode rapid-pvst
spanning-tree extend system-id
spanning-tree vlan 11 priority 28672
spanning-tree vlan 30 priority 24576
I

vlan internal allocation policy ascending
1

vlan 30

!

interface FastEthernet0/1
switchport trunk allowed vlan 11
switchport mode trunk

interface FastEthernet0/2

switchport access vlan 30
switchport mode access

I

interface FastEthernet0/3

switchport trunk native vlan 99
switchport trunk allowed vlan 11,30

switchport mode trunk
!
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interface FastEthernet0/4
switchport trunk native vlan 99
switchport trunk allowed vlan 11,30
switchport mode trunk

interface range FastEthernet0/5-24
shutdown

interface GigabitEthernet0/1
shutdown

interface GigabitEthernet0/2
shutdown

interface Vlanl

no ip address

no ip route-cache
1
interface VIan30

ip address 192.168.30.2 255.255.255.0
no ip route-cache
!
ip default-gateway 192.168.30.1
p http server

iine con O

exec-timeout 5 O

logging synchronous

line vty 0 4

password ciscoccha

login

line vty 5 15

no login

1
end

Task 2: Find and Correct All Network Errors

Task 3: Verify that Requirements Are Fully Met

Because time constraints prevent troubleshooting a problem on each topic, only a select number
of topics have problems. However, to reinforce and strengthen troubleshooting skills, you should
verify that each requirement is met. To do this, present an example of each requirement (for

example a show or debug command).
Task 4: Document the Corrected Network

Task 5: Clean Up

Erase the configurations and reload the routers. Disconnect and store the cabling. For PC hosts
that are normally connected to other networks (such as the school LAN or to the Internet),
reconnect the appropriate cabling and restore the TCP/IP settings.
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