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First step

© Make sure you have: C:\PB167\Fedoral2proPB167.vdi
If not, download it from IS study materials.
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Windows syscall recap

Application

Call CreatefFile(...)

KERNEL32.DLL

Call NtCreateFile
Return to caller

NTDLL.DLL

Int2e/SYSENTER
Return to caller

Software interruphs

User mode

KiSystemService() in
Ntoskrnl.exe

Call NtCreateFile
Dismiss interrupt

NtCreateFile() in
Ntoskrnl.exe

Perform file create
Return to caller

http://www.google.co.in/patents/US7685638
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Windows syscall recap

v -

Windows " Ntoskrnl. KiSystemService

application Some Function =L KiFastCallEntry

Kernel32.dll Fi_ndFirstFi_lef Ntoskrnl.exe |NtQueryDirectoryFile
FindNextFile _

| @ |

Nidil.dll NtQueryDirectoryFile

I @ l File System IRP_MJ_QUERY _INFORMATION

Driver
Int 2Eh +

(sysenter for XP and later)

User mode  Program
(ring 3) 0 T

Ntdil.dll

@

I
interrupt | | g
Kemel mode | I . )
ring nax N 1 Device Driver IRP_MJ_READ
Processor Interrupt dispatch
T _ I

http://www.codeproject.com/KB/winsdk/detect-driver
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Windows syscall recap

Windows Some Function
application
ry
T f f Function address modification. Function
Kernel32.dll FmdFIrStFlle” 1 Import table located in dynamic load library is
FindNextFile . accessible by the address in Import
rF patchlng table. So one can intercept its call by
@ J' modifying this address.
. y Modification of the function code to
NtdIl.dll NtQueryDirectoryFile 2 . » intercept calls. For example, one can
N Function splicing replace the first bytes by JUMP
command leading to the interceptor
@ code.
Int 2Eh CPU implementation of ring0 and ring3
Ntdil.dll 3 GDT levels
(sysenter for XP and later) ) Using GDT we can perform operations
Usermods Progran I Global Descriptor table with kernel mode privileges (ring 0) from
(ring 3) interrupt T i user-mode (ring 3)
|
el | ! MSRs MSRs are used to store handle of
tring 1 i 4| Processor Machine State sysenter instruction. Manipulations with
) them give a possibility to set a single
Processor Interrupt dispatch Registers hook for all system calls.
S IDT Table of handlers of all interrupts. For
5 example, the hook of int 2Eh gives a
@ Interrupt Descriptor Table possibility to intercept all system calls.
+
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Windows syscall recap

Ntoskrnl.exe

Ntoskrnl.exe

1 hd
KiSystemService . SSDT S$SDT contains the table of pointers for
o G | System Service Descriptor each system call. So here one has a
KiFastCallEntry Table possibilty to intercept calls
T @ l Modification of the internal system data
DKOM to change the original behavior. For
H i Direct Kernel Object example, one can change object
NtQueryDlredoryF”e Modification callbacks to intercept the creation of file
. objects.
KiSwapContext is called every time
'when processor switches the thread. For
@ 8 Hook example, one can find the
KiSwapConle)d NtQueryDirectoryFile call located in

stack and modify the return address in
stack - thus the call will be intercepted,

File System
Driver

IRP_MJ_QUERY _INFORMATION

4| MJ function hook

Device Driver

@

FS filter driver

At this level we can modify the
information returned by the file system
driver.

Information level: file records.

For example, one can cut some files
from the list.

IRP_MJ_READ

MJ function hook

(X

Disk filter driver

Logic is the same as in the hook
described above but here it uses the
information of different level
Information level: raw memory.
For example, one can parse memory
and hide  file by modifying FS raw
data.

http://www.codeproject.com/KB/winsdk/detect-driver
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Linux syscall recap

write(fd, buf, sz) User program

User mode

kernel mode

To find code for a Linux syscall: hDp://syscalls.kernelgrok.com

http://www.cs.columbia.edu/ krj/os/lectures/L04-IPC.pdf
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Linux syscall recap

write(fd, buf, sz)

movl __NR_write, %eax
int 0x80
User mode ret  //libc

User program

Libc

kernel mode

To find code for a Linux syscall: hDp://syscalls.kernelgrok.com

http://www.cs.columbia.edu/ krj/os/lectures/L04-IPC.pdf
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Linux syscall recap

write(fd, buf, sz)

movl __NR_write, %eax
int 0x80
User mode ret  //libc

User program

Libc

kernel mpde

0x80 * system_call

To find code for a Linux syscall: hDp://syscalls.kernelgrok.com

http://www.cs.columbia.edu/ krj/os/lectures/L04-IPC.pdf
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Linux syscall recap

write(fd, buf, sz) User program

movl __NR_write, %eax
int 0x80 Libc
User mode ret  //libc

kernel mpde
system_call() {

/ sys_call_table[%eax]()
} >

0x80 * system_call

To find code for a Linux syscall: hDp://syscalls.kernelgrok.com

http://www.cs.columbia.edu/ krj/os/lectures/L04-IPC.pdf
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Linux syscall recap

write(fd, buf, sz) User program

movl __NR_write, %eax

int 0x80 Libc
User mode ret  //libc
kernel mpde sys_call_
] system_call() { table

sys_call_table[%eax]()
/}

0x80 * system_call

To find code for a Linux syscall: hDp://syscalls.kernelgrok.com

http://www.cs.columbia.edu/ krj/os/lectures/L04-IPC.pdf
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Linux syscall recap

write(fd, buf, sz) User program

movl __NR_write, %eax

int 0x80 Libc
User mode ret  //libc

kernel mpde sys_call_
] system_call() { table

sys_call_table[%eax]()
/}

sys_write(...) {
// do real work

0x80 * system_call

To find code for a Linux syscall: hDp://syscalls.kernelgrok.com

http://www.cs.columbia.edu/ krj/os/lectures/L04-IPC.pdf
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PB167
VirtualBox image

© Make sure you have: C:\PB167\Fedoral2proPB167.vdi
If not, download it from IS study materials.
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VirtualBox image

© Make sure you have: C:\PB167\Fedoral2proPB167.vdi
If not, download it from IS study materials.

@ do not use this original. Copy this image yo your private directory
e.g., C:\PB167\UCO\Fedoral2proPB167.vdi
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PB167
VirtualBox image

© Make sure you have: C:\PB167\Fedoral2proPB167.vdi
If not, download it from IS study materials.

@ do not use this original. Copy this image yo your private directory
e.g., C:\PB167\UCO\Fedoral2proPB167.vdi

© Start VirtualBox, create a new virtual machine with existing drive
image.

@ Enable PAE support. Settings — System — Processor.
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PB167
VirtualBox image

© Make sure you have: C:\PB167\Fedoral2proPB167.vdi
If not, download it from IS study materials.

@ do not use this original. Copy this image yo your private directory
e.g., C:\PB167\UCO\Fedoral2proPB167.vdi

© Start VirtualBox, create a new virtual machine with existing drive
image.

@ Enable PAE support. Settings — System — Processor.

© Add one NATed network interface (if not already).
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PB167
VirtualBox image

© Make sure you have: C:\PB167\Fedoral2proPB167.vdi
If not, download it from IS study materials.

@ do not use this original. Copy this image yo your private directory
e.g., C:\PB167\UCO\Fedoral2proPB167.vdi

© Start VirtualBox, create a new virtual machine with existing drive
image.

Enable PAE support. Settings — System — Processor.

Add one NATed network interface (if not already).

© 00

Boot it. user: root
password: OperacniSystemy
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PB167
VM network

@ Look at the network interfaces: ifconfig -a
You should see interface with name eth[0-9].
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PB167
VM network

@ Look at the network interfaces: ifconfig -a
You should see interface with name eth[0-9].

@ Run DHCP in your interface:
dhclient eth2

February 24, 2015 14 /19
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PB167
VM network

@ Look at the network interfaces: ifconfig -a
You should see interface with name eth[0-9].
@ Run DHCP in your interface:
dhclient eth2

© Test your connectivity:
ping muni.cz
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PB167
VM network

© Look at the network interfaces: ifconfig -a
You should see interface with name eth[0-9].
@ Run DHCP in your interface:
dhclient eth?2
© Test your connectivity:
ping muni.cz
@ Install additional help tools

yum makecache
yum install -y openssh-clients strace ltrace rsync vim
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PB167
New syscall

@ Open file:
/root/rpmbuild/BUILD/kernel-2.6.31/1linux-2.6.31.1686
/arch/x86/include/asm/unistd_32.h

@ Add a new constant for system calls:
__NR_pb167_01
__NR_pb167_02
Already added, do not save! Will recompile whole kernel!
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PB167
New syscall

@ Open file:
/root/rpmbuild/BUILD/kernel-2.6.31/1linux-2.6.31.1686
/arch/x86/include/asm/unistd_32.h

@ Add a new constant for system calls:

__NR_pb167_01
__NR_pb167_02
Already added, do not save! Will recompile whole kernel!

© Open file:
/root/rpmbuild/BUILD/kernel-2.6.31/1inux-2.6.31.1686
/arch/x86/kernel/syscall_table_32.S

© Add a new system call to syscall table.
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PB167
New syscall

@ Open file:
/root/rpmbuild/BUILD/kernel-2.6.31/1linux-2.6.31.1686
/arch/x86/include/asm/unistd_32.h

@ Add a new constant for system calls:

__NR_pb167_01
__NR_pb167_02
Already added, do not save! Will recompile whole kernel!

© Open file:
/root/rpmbuild/BUILD/kernel-2.6.31/1inux-2.6.31.1686
/arch/x86/kernel/syscall_table_32.S

© Add a new system call to syscall table.
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New syscall

Offset Symbol sys_call_tabie System call location
0 __NR_restart_syscall | long sys_restart_syscall | - - = fimukemel/signal.c
4 _ Ng sys_exi =% finudkemeliexi
a8 __NR_e: ong sys_fo = =% finux/arch/386/kemel/process.c

1272 ong - i

1276 ng - i i

NR_syscalls ~~  — — — — —
A 4
I '
linuxincludelasm/unist '
'
Ninux/archi386/kemellsyscall_table S

http://www.ibm.com/developerworks/library/l-system-calls/

O Open file:
/root/rpmbuild/BUILD/kernel-2.6.31/1inux-2.6.31.1686
/ipc/sem.c

@ Implement your syscall function here.
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PB167
Compilation

@ Compile new kernel
cd /root/rpmbuild/BUILD/kernel-2.6.3/1linux-2.6.31.1686
make
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PB167
Compilation

@ Compile new kernel
cd /root/rpmbuild/BUILD/kernel-2.6.3/1linux-2.6.31.1686
make

@ Copy to /boot partition
cp arch/x86/boot/bzImage /boot
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PB167
Compilation

@ Compile new kernel
cd /root/rpmbuild/BUILD/kernel-2.6.3/1linux-2.6.31.1686
make

@ Copy to /boot partition
cp arch/x86/boot/bzImage /boot

© Edit GRUB config file, create new entry for new kernel.
vim /boot/grub/grub.conf
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PB167
Compilation

@ Compile new kernel
cd /root/rpmbuild/BUILD/kernel-2.6.3/1linux-2.6.31.1686
make

@ Copy to /boot partition
cp arch/x86/boot/bzImage /boot

© Edit GRUB config file, create new entry for new kernel.
vim /boot/grub/grub.conf

@ reboot
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PB167
Task:

Implement a syscall function sys_cnt_low that accepts a C-string S
(null-terminated) which returns number of characters from interval
[a — m] from string S.

Iplement a C program that calls sys_cnt_low and verifies its
correctness on 1 sample input string.

Max length of the string is 128 B.
Hint: kernel space vs. user address space

o get_user, put_user
e copy_from_user, copy_to_user
o strncpy_from_user, strlen_from_user
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PB167
Linux cheatsheet

o Editors: vim, nano

@ Vim cheatsheet: http://vim.rtorr.com/

@ Vim tutorial: http://www.viemu.com/a_vi_vim_graphical _
cheat_sheet_tutorial.html

@ Bash (linux command line) cheatsheet:
http://www.cheat-sheets.org/saved-copy/fwunixref .pdf
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