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Uvod

* Socidlni sit Twitter
* 300 milidona uzivatelu
* Prispévek s délkou maximalné 140 znaku

e Kdo jsou anomalni uzivatelé?
e Spam ucty, roboti, RSS cCtecky, uzivatelé se zvlastnim slovnikem ...

* Jakd je motivace pro hledani anomalnich uzivatelu?
* Analyza a studium
e PorusSovani pravidel
* Mozny negativni vliv na ucici data



Cile prace
* Navrhnout metodu pro rozpoznani anomalnich uzivatelQ

* Provést charakteristiku anomalnich uzivatell
e OQveérit vliv metody na vysledky klasifikace
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Data a anotace

e Sbér dat (konec ledna 2015)
* Vyuziti navrzenych heuristik a Twitter API
e CZ:>40 000 uzivatelu
e EN: > 25 000 uzivatell
e 200 poslednich prispévku

* Anotace
* Pokud bylo treba znackovat data, byla provedena anotace

* Dva anotatori
* Oba se znalosti prostredi Twitteru
e V pripadé jejich neshody rozhodl treti anotator



Metoda pro rozpoznani anomalnich uzivatelu

* Chovani uzivatele

e Pocty pozitivnich a negativnich prispévku, zminénych uzivatell, URL odkazu,
klicovych slov, prilozenych médii atd.

e Aktivita v Case
* Doba prispivani, Casoveé intervaly mezi prispevky, ...

* Dokument uzivatele
e 200 poslednich prispévku
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Vybraneé atributy

* Pocet pozitivnich prispévku

* PoCet negativnich prispévku
* PocCet zminek

* Pocet klicovych slov

* Pocet URL odkazu

* Pocet médii

e Pocet prevzatych prispévku

* PoCet odpovedi

* Unikatni pocet filtrovanych slov

* Smér. odchylka délky prispévku

* Smér. odchylka zaokrouhlené
délky prispévku

* Maximalni denni aktivita

* Smér. odchylka denni aktivity

 Atributy aktivity béhem dne

e Atributy z dokumentu uzivatele



Testovane pristupy a vysledky

e UCeni bez ucitele
* LOF, OR

e UCeni s uCitelem
« NBM, SVM, RF, J48, Vote (majoritni hlasovani NBM, RF a J48)

* Uceni z klasifikovanych a neklasifikovanych prikladu
* YATSI, CF

* Nejlepsi vysledky
* RFaz94 %
* LOF az 98 %



Charakteristika anomalnich uzivatelu

* Shlukova analyza
* K-means
* Hierarchické shlukovani

* Nalezené skupiny uzivatelu
* Robotické ucty
e Spam ucty
* RSS, propagacni a informacni ucty
* Jednosmeérne tematicky zamérené ucty



||||||||||

|

Spam ucty

e Y



‘0' Home ’ Motifications p Messages ' Search Twitter Q .

¥ Prague, Czech Republic w Google Maps googlem..
A

& ondrahanus.cz
(® Joined October 2012

Ondfej Hanus$ @FotoHanus - Jun 4 +% Follow

! Soccer league in Prague #soccer #soccerleague #fotbal #football
7 - 3 #fotbalpraha #focus #pro #press... instagram.com/p/3himZZt12W/ | The Beatles &0 ihebeatles
[/, Tweet to Ondrej Hanus ; ; - Beaqes
+2 Follow
=) 37 Photos and videos o ) Find friends
- Ondrej Hanus (@ FotoHanus - Jun 4
! Soccer league in Prague #soccer #soccerleague #fotbal #football
#fotbalpraha #focus #pro #press... instagram.com/p/3hliVZt12M/ Trends - change
#MNationalDonutDay
#RubioCrimeSpree

Ondfej Hanus$ @FotoHanus - Jun 4 Chris Brown

! Soccer league in Prague #soccer #soccerleague #fotbal #football Murray
#iotbalpraha #focus #pro #press... instagram._com/p/3hla¥Y9N117/ #SABC3Strictly
#USMNT
#MBAFinals
Tariq Aziz
Ondiej Hanus (@ FotoHanus - Jun 4 App Store
! Soccer league in Prague #soccer #soccerleague #fotbal #football American Bridge

#iotbalpraha #focus #pro #press... instagram.com/p/3hlSc-t11l/

Ondiej Hanus (@ FotoHanus - Jun 4
! Soccer league in Prague #soccer #soccerleague #fotbal #football




'0' Home ’ Notifications p Messages # Discover L J

_ dneska TWEETS FOLLOWING FOLLOWERS
2 @dneska 1,582 1 986
aneskKa

@dneska

T dneska @dneska - 20h

PO 20.4 | 17.tyden

provozuje pan @codeas

@ Praha
& codeasi.blogspot.com
(5 Joined July 2009

FA Tweet to dneska

Svatek ma Marcela
Teplota 3.7°C
EUR 27.49 K& | USD 25.41 K¢&

2 9 Followers you know

_ dneska @dneska - Apr 17
S0 18.4 | 16.tyden

Svatek ma Valérie
Teplota 7°C
EUR 27.49 K& | USD 25 41 K&

_ dneska @dneska - Apr 15
CT 16.4 | 16.tyden

Svatek ma Irena
Teplota 14°C
EUR 27.42 K& | USD 25.91 K&

Search Twitter

- @ =

to 3l Following

Followed by Filip Prochazka...

ﬁ Tomas Fejfar @tomasfejfar

+2 Follow

"_;! Ales Konarik (0 alecvse
2

P

b .

+2 Follow

Jan Ambroz @ .JanAmbroz
M  Followed by pavel jaSek

+2 Follow

Fopular accounts - Find friends

Trends - change

#WholsJace
#ZaynWeveMissedYou
#BostonMarathon

s iy ey e sl GER

Jurassic World
#lyikiDogdunHzMuhammedMustafa
Lou Williams

Ariana and Big Sean

Amélie

Todd McLellan

Followed by Zdrojak.cz and ...



0 Home

\%

’ Motifications

Engineering Daily
{@EngineersDay

Services, Products and Professionals.

Updated Every 10 minutes.

Q Atlanta, GA USA

& directory_engineeringdaily_net
(5 Joined April 2009

p Messages

e e ey e [ ey

Z Tweet to Engineering Daily

23 79 Photos and videos

Qu._

# Discover L
— - -
TWEETS FOLLOWING FOLLOWERS FAVORITES LISTS
164K 1,608 6,576 34 1

New Job: Mechanical & Electrical Engineers,
Company: (Dublin, OH, United States)
Ift.tt/11pHBIa

1 2

|4 Engineering Daily @FngineersDay - 20m
New Job: Mid Career/Professional Structural
Engineer (4+ years), Company: General
Dynamics (Groton, United States)
ift tt/1yLrT3y

i@ Engineering Daily @EngineersDay - 20m

New Job: Quality Control Engineer,
Company: Randstad (Houston, United
States) ift.it/1DE)T|L

iﬂ Engineering Daily @EngineersDay - 20m
New Job: Assistant Manager - Civil
Engineering, Company: Pricol (Coimbatore,

Search Twitter

< W =S

{X <% Follow

- +2 Follow

-h Marvin @ cotomate

L, ) "
- +2 Follow

E] Daniel Rubino @ Daniel Ru
1 : ]
’ +2 Follow

Popular accounts - Find friends

Trends - change

#WholsJace
#ZaynWeveMissedYou
#BostonMarathon

Lpas iy dlingl e 4wl LGSR

Jurassic World
#lyikiDogdunHzMuhammedMustafa
Lou Williams

Ariana and Big Sean

Ameélie

Todd McLellan



0 Home ’ MNotifications p Messages # Discover ' Search Twitter Q .
g% Orloj TWEETS FOLLOWING FOLLOWERS "
@vorloj 3,172 19 16 ﬁ +2 Follow
] Tweets Tweets & replies Who to follow - refresh - view all
Orloj
@vorloj

en wikipedia org/wiki/Prague_As___

@ Prague
& vykook.eu/?p=222
() Joined January 2010

Orloj @vorloj - 28 Sep 2010
bim bam bim bam bim bam bim bam bim
bam bim

5 2

Orloj @vorloj - 28 Sep 2010
bim bam bim bam bim bam bim bam bim bam

Orloj @vorloj - 14 Sep 2010
bim bam bim bam bim bam bim bam bim

Orloj @vorloj - 14 Sep 2010
bim bam bim bam bim bam bim bam

Suggested by Twitter

SoftLayer @SoftLayer - Oct 15
Bare metal servers and virtual servers can
play on the same teaml! = sftlyr.com/5j0

" Tomas Fejfar @ tomasfejfar
Followed by Filip Prochazka...
+2 Follow
Jan Ambroi (@ JanAmbroz
Followed by pavel jagek
+2 Follow

Ales Konarik (D alecvse
Followed by Zdrojak.cz and ...

+2 Follow

Popular accounts - Find friends

Trends - Change

#WholsJace
#ZaynWeveMissedYou
#BostonMarathon

lpem Ay gl o adf a2l

Jurassic World
#lyikiDogdunHzMuhammedMustafa
Lou Williams

Ariana and Big Sean

Amélie

Todd McLellan




Klasifikace sentimentu

e Zalozena na uceni z emotikonu
* Testované klasifikatory NBM, SVM a RF

* Klasifikace do tri trid
* CZ: nejlepsi spravnost 62,9 %
* EN: nejlepsi spravnost 64,5 %
* Klasifikace do dvou trid
* CZ: nejlepsi spravnost 80,6 %
* EN: nejlepsi spravnost 82,5 %



Klasifikace sentimentu a vliv metody

* Metoda smaze z ucicich mnozin prispevky nejvice anomalnich
uzivatelu s vyuzitim LOF

* Klasifikace do tri trid
* CZ: zlepsenio 0,7 %
* EN: zlepsenio 1,3 %
* Klasifikace do dvou trid
e CZ: zlepsenio 1,3 %
* EN: zlepsenio 2,1 %



Shrnuti dosazenych vysledku

* Navrzena metoda pro rozpoznani anomalnich uzivatell

* Nalezeny typy anomalnich uzivatelu a analyzovano jejich chovani
* Klasifikace sentimentu na Twitteru

* Aplikace navrzené metody na klasifikaci sentimentu

* Srovnani vSech experimentu s anglickym Twitterem

* Dale
* Navrzeny heuristiky pro ziskani dat na Twitteru
* Nastroj pro anotaci uzivatelu
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