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Automated Tools for Model Checking

Model Checkers

@ Software tools that can decide validity of a formula over a
model of system under verification.

e SPIN, UppAal, SMV, Prism, DIVINE ...

Modelling Languages
@ Processes described as extended finite state machines.

@ Extension allows to use shared or local variables and guard
execution of a transition with a Boolean expression.

@ Optionally, some transitions may be synchronised with
transitions of other finite state machines/processes.
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Linear Temporal Logic (LTL) Informally

Temporal Operators of LTL
@ F — ¢ holds true eventually (Future).
e G — ¢ holds true all the time (Globally).
e © Uy — ¢ holds true until eventually ¢ holds true (Until).
e X ¢ — o is valid after execution of one transition (Next).
@ ¢ R — 1 holds true until ¢ A ¢ holds true (Release).
e ¢ W — until, but ¢» may never become true (Weak Until).
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Graphical Representation of LTL Temporal Operators
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LTL examples

start —
What is true in this system?
@ "aAnb
e Fa
e ~aUb
e Gb
e FGb

If not, show a counterexample.
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LTL examples

X rain

F rain

pick-up R kin-gar

G(drop-off = (kin-gar U pick-up))

G (—(cs1 A cs2))

G (req = F resp) ...Does it guarantee that #eq = #resp’
G F chocolate

(G Freq) = (GF resp)

sin = (F G hell)

F(sin A (—confession U death)) = (F G hell)
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LTL properties - example

You have two fish, say Alice (A) and Bob (B). There is an
aquarium divided into two parts: left (L) and right (R). Both fish
start on the right side of the aquarium and do the following
sequence of steps (independently): They move to the left, eat,
move back to the right. Formulate using LTL:

@ Whenever Alice eats, she is on the left

@ Whenever Bob is on the left, he will eat eventually

@ Whenever Bob eats, he will immediately go to the left

@ If Alice do not eat before Bob, she will never eat

@ Alice and Bob will never be on the same side from some point

@ Bob chases Alice until they both eat together
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LTL properties - negation

Note and discuss that

oY = pUvy

o pUy =49

o trueUyp = Fp

o ()UY=Fy

o ~(X¢)=X-p

o (Gp)=F-p

e oWiy=9pUyp VvV Gp
o 2(pRY)=—p Uy
°o pRY =y W(pAv)
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LTL - temporal properties

Note and discuss that
Fo=F(Fy)

Gp=G(Gy)

U =pU(pUy)

pUp =19 V(A X(pUv))
eWy =9 V(pAX(eW))
pRY =1 A (Vv X(pR1))

e Gp=pAX(Gy)

e Fo=pVX(Fy)

e XFp=F(Xyp)

e XGp=G(Xyp)

o X(pUv) = (Xp) U(Xy)
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LTL properties - distributivity

Is it true that .

° X(so\/w) Xs0VX1/J
° X((p/\w) X A X
o Fp Vi) =FypVFi GF(p V) = GFoV GF
o F(pA) = Fo A Fap GF(p A) = GFp A GF
o Glp V)= GV Gy FG(oV ¥) = FGp V FGi)
o GlpA) = Go A Gy FG(o A ) = FGp A FGi)

o U (W1 Ve2) = (9 Uths) V (p Ut)
o o U (1 Adha) = (0 Uhs) A (9 U o)
°(901\/902)U¢é(901U¢) V (g2 U)
°(901/\902)U¢é(<P1U1/1) A (g2 U)
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