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How to approach homework I.

« What you should listed about your configuration (replication)
— live vs. dedicated machine — impact on measurement
— list platform configuration, compilation flags used (for replication)
* Analysis
— good to print only shape of histogram instead of bars (visibility)
— good to print multiple histograms in single graph - better visibility

— don't compare only non-blinded to blinded version. More sense makes to
compare different data/exponent for given version (e.g., blinded)

« Good to test also with medium hamming weight

— more spread in histogram with same data — harder to use Template
attacks

— but be aware what is included in timing - e.g., generation of masking r?
Network jitter (attacker can model and subtract)?
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Example solution (O. Mosnacek)

Simple square-and-multiply (squareAndMultiplyMPI) Blinded version (squareAndMultiplyBlindedMPI)
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Conclusions for Homework I.

 Variability for same data and key => noise in
measurement (=> potentially harder to attack)

 Difference between any two measured values =>
possibility to use template attack

 Difference between data with low/mid/high
hamming weight => some information is leaking

« Dependency of time on HW of private exponent
may be possible to detect even for blinded RSA
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AUTHENTICATION & AUTHORIZATION
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Basic terms

* |dentification
— Establish what the (previously unknown) entity is

* Authentication
— Verify if entity is really what it claims to be

 Authorization (access control)
— Define an access policy to use specified resource
— Check if entity is allowed (authorized) to use resource

 Authentication may be required before entity
allowed to use resource to which is authorized
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Hierarchy of authentication and -
key establishment goals Koy Eorat

Mutual Belief in Key

Key-Oriented Goals User-Oriented Goals

Key Confirmation

Entity”Authentication

Fresh Key Key Exclusivity Far-end Operative Once Authenticated

Protocols for Authentication and Key Establishment By Colin Boyd, Anish Mathuria
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PASSWORDS
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Mode of usage for passwords

1. Verify by direct match
— provided password == expected password?
— Example: HTTP basic access authentication
— Be aware of potential side-channels

2. Verify by derived value (hash(password))

— Be aware of rainbow tables and brute-force crackers

3. Derive key: Password — cryptographic key
— Example: key = PBKDF2(password)

4. Use to establish authenticated key
— Example: Password + Diffie-Hellman — authenticated key
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Problems associated with passwords

ow to create strong password?
ow to use password securely?
ow to store password securely?

« Same value is used for the long time (exposure)

« Value of password is independent from target
operation (e.g., authorization of request)
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Where passwords can be compromised?

1. Database storage
— Cleartext storage
— Backup data (tapes)
— Server compromise

2. Host machine (memory, history, cache)
3. Network transmission (network sniffer, proxy logs)

4. Hardcoded secrets (inside app binary)
— Difficult to change after exposure

www.fi.muni.cz/crocs
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Password (hash) cracking

« Scenario: dump of passwords hash database

« Password cracking attacks
— Brute-force attack (up to 7-8 characters)
— Dictionary attack (inputs with higher probability)
— Dictionary + brute-force (Password[0-9])
— Rainbow tables (time-memory trade-off)

— Parallelization (many parallel cores)
— GPU/FPGA/ASIC speedup of cracking

* Tools
— Generic: John the Ripper, Brutus, RainbowCrack...
— Targeted to application: TrueCrack, Aircrack-NG...
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Password cracking defenses

* Don’t transmit or store in plaintext

* Process password on client, transmit only digest
* Don'’t encrypt, hash instead

» Use salt to prevent rainbow tables attack

* Use memory-hard KDF algorithms

— To slow down custom build hardware
— Use strong KDF to derive keys (PBKDF2—Argon2)
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Handling passwords in source code

14

Limiting memory exposure

— Load only when needed

— Erase right after use

— Pass by reference / pointer to prevent copy in memory
— Derive session keys

Don’t hardcode password into application binary

Nice presentation (K. Kohli, examples how not to):
http://www.slideshare.net/amiable indian/insecure-

Implementation-of-security-best-practices-of-hashing-

captchas-and-caching-presentation

PV204 Authentication and passwords www.fi.muni.cz/crocs


http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation
http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation
http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation
http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation
http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation
http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation
http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation
http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation
http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation
http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation
http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation
http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation
http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation
http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation
http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation
http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation
http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation
http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation
http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation
http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation
http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation
http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation
http://www.slideshare.net/amiable_indian/insecure-implementation-of-security-best-practices-of-hashing-captchas-and-caching-presentation

CR& CS

Hard-coded password might be visible

both in application binary and memory
¥ OliyDbg - AES PolarSSLexe B N - L B |

File View Debug Plugins Options Window Help

Slex| wlu| wij+i] #i1i W) » L[EMT|WH|Cc|/|K[B[R|..|5]| =|E|?]

-

@ CPU - rnain thread, module AES Pola
Bl101GEE] § CS FUSH EEP
@1101@61| . SBEC Moy EEF, ESP
GALI01AGRS| . S2EC 1@ SUE ESF, 1A
G110 AEE ST FUSH ESI
A11016GRT| . 2220 2BSA10A1|CHP OWORD FTR DS:Cacs_init_donel,@
Biiniois| I E8 1P1ABEOD | CHLL HEG Pols:ass den table ' ]
o  Pola.ases_gen_tables
G1101815| . CPEE 2@5@10@1) MOV DWORD FTR DS:Taes_init. donel,l [D] Dump - 00208000..0020FFFF || S|
G110161F| > SE4E 1@ MOU EAX, OWORD PTR S5: [EEP+1A] BRZAFSTE
A1101622| . 2945 F4 MOU OWORD PTR 55:CEBP-CI1,EAX ARZEF2aF o
GBI BT e R L S
s _Fola, BEZEFZAF | @A Bl @1 6161 A1 61 A1 @1 61 61 81 61 A1 B1 A1) . ACCEEAREEEEGEEE
AL10182E) . 2170 F4 CA@8d) CHP OWORD PTR SS: CEEF-CI1, ACA GEZEFEF| @1 61 A1 6161 61 61 A1 6l 61 61 61 6l 61 01 A1) GAOOGEGA0OEAGOEE
1101635 w74 _16 JE SHORT AES _Fola.@1101840 AEZAFICF @1 @1 81 @181 81 81 B1 681 Bl 81 61 Bl 81 @1 Bl AEEEEEEREEEEEEEE
1101937 . 8170 F4 @@ails) CHF OWORD PTR 55: [EBF-CI, 184 AAZAFSOF | @1 @l @1 81 @l @l 81 @l @l Bl 81 Bl Bl 61 61 B)]|CAGEEAEAADEEEEEE
ALI01E3E| w74 18 JE SHORT AES _Fola.@1101@53 GEZEFOEF| @1 (B9 EE &3 PE F2 65 B0 &1 72 72 77 &F F2 &4 20| BSecurePassword:
1101848 ~EB 21 JHMP SHORT RES_Pola, 81101863 AAZAFSFF |BE &2 F¥5 81 22 32 @@ 10 @1 52 72 10|/ @1 SC 72 10| nbul23. #@<r#Er+
1101842 > SE4D B8 MOU ECH, DWORD PTR S5: [EBF+2] GEZEFAAF | @1 &8 72 10/ A1 BA BB AR BA 28 FA 26/ A0 F2 2F 10| 6 etB. ... - . OoH
81101845 . CPE1 BREADEGEE) MOV DWORD FTR 0S: CECKI, 8H AEZEFALF | @1 &8 FA 28/ 8@ @5 32 10 @1 Bl B3 @8 BA D2 E1 4F| 8*d 42484, . .10
B1101e84E) .~EE 28 JHP SHORT AES Pola, 81101850 AAZAFOZF | @@ F3 FC 4F @@ FC 7S 74 OB 9@ 8@ 96 98 68 58 08| .* 0. (utl.......
1101840 > SEEE B8 MOU ED, DWORD PTR S5: [EBF+21] AEZEFASF | @A B8 EA FO|FE A OB AR 6 34 FA 26/ A6 52 61 A6 ..0%%....4- .HE.
1101856 . CPE2 acaaaasa) fMoy DWoRD PTR 0S: CEDK], 80 AAZAFA4F | @B 9C FA 28 8@ 29 36 10 @1 24 CO 49|/ 0A B @H B@| . £ .E&H#E4=I ...
ali0iese) .~EB 1% JHP SHORT AES Pola, 31101850 AAZAFASF | @@ 6C FA 2@ @@ AR 33 63 76 8@ E@ FO FE AC FA 28| .1 .—Shu. g “&-
1101858 > 2845 @3 rou- ERX, DWORD PTR S5: [EBF+&] GEZEFASF| @@ F2 9E EE| 76 83 EB FD FE 7r 12 E1|52 88 08 60| .=x"u.d* “wtpR...
1101856 . CPEE BES@@808) Moy DWORD FTR 0OS: CEAXI, BE FAAZAFAFF | @E B BE @H B@ @R ER FO FE BE B@ G0 B8 B@ @8 B@| ...... [
g1i0ieel) .~EE BA JHMP SHORT AES Pola.@1101860 AAZAFASF | @R @@ @G B8 @A 7S FA 20 @@ B3 8@ @8 @8 FF FF FF|..... Y wenns
B11010cs| wES DomepoAE | JHP AES Pola: 21101678 PBCAFrAF| bb CE OF EE 9 €b 52 10 o1 Ob £ Fb|JE B8 Db 2Bl .44 orzhediT... T
o L . Lt #E. 027, ..
A1101660| > SE40 B2 MOU ECH,DWORD PTR S5: [EBF+21 R
A1101676| . 82C1 @2 ADD ECH, S
1101672 . 2940 FC MOU OWORD PTR 55: CEEBP-41,ECH
A110167:| . SESE B2 MOU ED, DWORD FTR S5: [EBP+21
11016729 . SE4E FC MOU EAX, DWORD PTR S5: [EEP-41]
GLIDIG7C) . 2942 B4 MOU OWORD PTR DZ: CEDM+41,EAX
A110167F| . CF45 FE @EEE@l MOU OWORD PTR SS:[EEF-21,8
@1101626| .~EE @3 JHMP SHORT AES_Pola.@1101@91
A110i622) > 2E40 F2 HMOU ECH, DWORD PTR S5: [EBP-21
@1101@2E| . 82C1 B1 ADD ECH, 1
@A110162E| . 2940 F2 MOU OWORD PTR 55: CEBFP-21,ECH
A1101691| > SESE 1@ MOU ED, DWORD PTR S5: [EEF+1@1
A1101624| . C1FA B5 SAR EDOY,E
A1101697) . 2955 F2 CHP_OWORD PTR S5: CEEP-21, EDX
EST=EEARAEET

www.fi.muni.cz/crocs



CR& CS

Alternative to hardcoded passwords/keys

* Don’t use passwords ©

* Ask the user for a password

« Keep secrets in a separate file

* Encrypt stored secrets

» Store secrets in protected database

* Use already existing authentication credentials

« Cern guidelines

— https://security.web.cern.ch/security/recommendations/en/
password alternatives.shtml
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Possible password replacements

« Cambridge’s TR — wide range of possibilities listed

— The quest to replace passwords: a framework for
comparative evaluation of Web authentication schemes

— https://www.cl.cam.ac.uk/techreports/UCAM-CL-TR-817.pdf

« Many different possibilities, but passwords are
cheap to start with, lot of legacy code exists and no
mechanism offers all benefits

« Mandatory reading: UCAM-CL-817

— At least chapters: Il. Benefits, V. Discussion
— Whole report is highly recommended
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ONE-TIME PASSWORDS
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Recall: Problems associated with passwords

ow to create secure password?
ow to use password securely?
ow to store password securely?

« Same value is used for the long time (exposure)

« Value of password is independent from target
operation (e.g., authorization of request)

W \ One-time passwords tries
’ to address these issues
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HMAC-based One-time Password Algorithm

 HMAC-based One-time Password Algorithm (HOTP)
— Secret key K
— Counter (challenge) C
— HMAC(K,C) = SHA1(K @ 0x5c5c... | SHA1(K @ 0x3636... || C))
— HOTP(K,C) = Truncate(HMAC(K,C)) & Ox7FFFFFFF
— Ox7FFFFFFF mask to drop most significant bit (portability)
— HOTP-Value = HOTP(K,C) mod 109 (d ... # of digits)

» Many practical implementations
— E.g., Google authenticator

* https://en.wikipedia.org/wiki/HOTP
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HOTP - items, operations

» Logical operations
1. Generate initial state for new user and distribute key
2. Generate HOTP code and update state (user)
3. Verify HOTP code and update state (auth. server)

« Security considerations of HOTP
— Client compromise
— Server compromise
— Repeat of counter/challenge
— Counter mismatch tolerance window
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Authentication server
HMAC(ctr++,/) == ‘3853092
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Time-based One-time Password Algorithm

* Very similar to HOTP
— Time used instead of counter

* Requires synchronized clocks
— In practice realized as time window

» Tolerance to gradual desynchronization possible
— Server keeps device’s desynchronization offset
— Updates with every successful login
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OCRA: OATH Challenge-Response Algorithm

* Initiative for Open Authentication (OATH)
* OCRA is authentication algorithm based on HOTP
* OCRA code = CryptoFunction(K, Datalnput)

— K: a shared secret key known to both parties
— Datalnput. concatenation of the various input data values
« Counter, challenges, H(PIN/Passwd), session info, H(time)
— Default CryptoFunction is HOTP-SHA1-6
— htitps://tools.ietf.org/html/rfc6287

« Don’t confuse with OAuth
— The OAuth 2.0 Authorization Framework (RFC6749)
— TLS-based security protocol for accessing HTTP service
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Increased risk at *OTP verification server

* More secure against client compromise
— Using OTP instead of passwords, KDF(time|key),

« But what if server is compromised?

— database hacks, temporal attacker presence
— E.g., Heartbleed — dump of OTP keys

 Possible solution
— Trusted hardware on the server

— OTP code verified inside trusted environment
— OTP key never leaves the hardware
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CaaS - Authentication server

-

user(Ctx, ‘385309’

HOTP = HMAC(ctr++,,") = ‘385309’
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METHODS OF DERIVATION OF
SECRETS FROM PASSWORD
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Problems when password used as a key

« Passwords are usually shorter / longer than key
 |f password as a key => low number of distinct keys

« Password does not contain same amount of
entropy as binary key (only printable characters...)

« K=SHA-2("password”)
— Same passwords from multiple users => same key
— Large pre-computed “rainbow” tables allow for quick check
— Solved by addition of random (potentially public) salt
« K=SHA-2(pass | salt)
 Dictionary-based brute-force still possible
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Derivation of secrets from password

« PBKDF2 function, widely used
— Password is HMAC “key™ " =~
— |terations to slow derivation ... |F I
— Salt added *m@;%
| Password | HMAC -

2 |

Source: https://nakedsecurity.sophos.com o LT

PBKDFZ using XOR to combine 10,000 successive HMAC-5HA-256 outputs into a final has

* Problem with custom-build hardware (GPU, ASIC)

— Repeated iterations not enough to prevent bruteforce
— (or would be too slow on standard CPU — user experience)
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scrypt — memory hard function

* Design as a protection against cracking hardware
(usable against PBKDF2)
— GPU, FPGA, ASICs...

— https://qithub.com/waq/scrypt/blob/master/src/main/java/co
m/lambdaworks/crypto/SCrypt.jiava

* Memory-hard function

— Force computation to hold r (parameter) blocks in memory
— Uses PBKDF2 as outer interface

* Improved version: NeoScrypt (uses full Salsa20)
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Reuse of external PBKDF2 structure

Standard PBKDF2

Password Salt
‘vorrect horse battery stapie” seasalt”

¥

‘ PBEKDF2. 12256 ’q

|

Derived Bytes
e.q. 32 bytes

https.//www.reddit.com/r/crypto/comments/3dz285/password _hashing competition_phc _has_selected/
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Argon2

« Password hashing competition (PHC) winner, 2013

~ServArgon2
Password Salt €A Egﬂtﬁmm
‘torrect horse battery staple” “seasalt” PﬂPﬂlI‘ﬁéTEPS
O -
] v v v
ArgonZa

‘ PBKDF2, 255 ’(i Stoety) f FLx/Salsas

|

Derived Bytes

e.q. 32 bytes

https.//www.reddit.com/r/crypto/comments/3dz285/password _hashing. competition_phc _has_selected/
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Problem solved?

o Archived-at: <https://mailarchive.ietf.org/arch/msg/cfrg/XuShCT6dqVmDS50CezeR 1 MFsos00>

e Delivered-to: ctrg at ietfa.amsl.com

o In-reply-fo: <mailman.995.1471241877.1171 cfrg@irtf.org>

o List-archive: <https://mailarchive.ietf.org/arch/browse/cfrg/>

o List-help: <mailto:cfrg-request(@irtf.org?subject=help>

e List-id: Crypto Forum Research Group <cfrg.irtf.org>

o List-post. <mailto:cfrg@irtf.org>

o List-subscribe: <https://www.irtf.org/mailman/listinfo/cfre>, <mailto:cfre-
request(@irtf.org?subject=subscribe>

o List-unsubscribe: <https://www.irtf.ore/mailman/options/cfrg>, <mailto:cfrg-
request(@irtf.org?subject=unsubscribe>

® References: <mailman.995.1471241877.1171.cfrg@irtf.org>

o User-agent: Alpine 2.00 (WNT 1167 2008-08-23)

I would like to gently suggest the CFRG not move forward with blessing any memory-hard hash function
at this time. The area seems too much in flux, at this time, for this to be desirable. Really nice
results are coming out apace. Standards can come too early, you know, just as they can come out too

late.

phil

https.//www.ietf.org/mail-archive/web/cfrg/current/msg08439.html
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PASSWORD MANAGERS
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Evolution of password ‘~~=~~ers)

1. Human memory only

3
e S Google:
sfdik2c&
ite | Skype:
2. Write it down on paper W
P o s, |
Google: __
3. Write it into file 2&3;@/
*(&21mefd872!&

4. Use local password manac~-

g
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Remote password managers
’ a""'-h_h‘-.

p— N KeePass+Dropbox
. Google: .. LastPass
Sfdlk2c&432mo% 2 1Password

s .
: *(&21mefd872!ﬁ ‘MozillaSync
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Reviews

CMET » Security » LastPass CEO reveals details on security breach

LastPass CEO reveals details on
security breach

CEO of the password management company, which is dealing with a likely
breach, tells PC World that users with strong master passwords should be safe,

users with strong master passwords should be safe,

o o/ o 0 @ @ emc.e_

Following yesterday's revelation of a likely security breach at password management company
LastPass, the company's CEQ is revealing more details about the incident and trying to offer some

comfort and advice to his users.




ohn =l
PQpper oD

y

Google:
Sfdlk2c&432mo%
Skype:
*(&21mefd8721&

More than 60% of users
have weak passwords



Price, usability,
Hack-a-Day’s Mooltipass com patlblllty ..
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Common (mis-)Assumptions

User has strong password
Server/service is hard to compromise
User have unique passwords

Different authentication channels are
independent

5. Recovery

B~ wh =
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LinkedIn Password Leak: The Top 30
Passwords Cracked (INFOGRAPHIC)

nakedsecurit=—

Award-winning news, opinion, advice and research from SOPHOS

o

@ E
TOP 30 PASSWORDS CRACKED

malware mac facebook android vulnerability dataloss privai @ Lh
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@ 1234 @ Jeste
@ % @ connect @ dragon
wor
4 Millions of Linkedin passwords repo... Microsoft speaks out on Flar @ Sl @ e R
@ god @ = @ killer
- - monkey
1]
LinkedIn confirms hack, over 60% o' @) ;.. O 8 654321
pepper
stolen passwords already cracked ® = @ 5
by Chester Wisniewski on June 6, 2012 | 21 Comments @ angel @ b*tch @ princes
FILED» UNDER: Data los=, Featured, Privacy, Social networks @ Fhe @ d*ck! @ il
@ : @ iloveyou
LinkedIn has confirmed that some of the password hashes that we @ v ool @ career
online do match users of its service. They have also stated that pa @ e @ Jozdan
that are reset will now be stored in salted hashed format.
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Password Reuse Visualizer

by Paul Sawaya

I. L ] ® ¢ ® ®
e
L ]
] e e
. - . a®® . L a
Study finds high rate of password reuse o it " « o
saaiy o . . *
among users . ﬁl{ = "
Comparing stolen login credentials for two different sites, . 3l T .': % o ; '.
researcher discovers password reuse rate as high as 50 percent . ©r .
By Ted Samson | InfoWorld @ Follow @tsamson_IVW . . o " [ ] . @ * 8.
. * . bd
& Print ' [“inllV| Password ¢ %
= Reuse e
< M Visualizer ‘e
\More)

Study: Gawker vs. root.com passwords leak

“...[from successfully cracked passwords] 76% used the
exact same password. A further 6% used passwords differing
by only capitalisation or a small suffix (e.q. jpassword’ and
password’).”, J. Bonneau

http://www.lightbluetouchpaper.org/2011/02/09/measuring-password-re-use-empirically/

problem of password reuse might be, and his conclusion is that it might be far worse than
previous studies have indicated.
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Award-winning news, opinion, advice and research from SOPHOS

malware mac facebook android vumerabii | AUStralia
stinkingl
by Paul Ducklin on December 11, 2012 | 6 Comments

The Australian Defence Force Academy is the |atest
high-profile arganisation to become embroiled in a data
breach.

Search Results for:

The breach revealed names, birthdates, and some...well,
some stinkingly bad passwords. Find out meora

eBay becomes the latest
own up to a password br

by Paul Ducklin on May 21, 2014 | Leave a comment AOL Ma" aCCOUHtS bl'eaChE'.'d, users
eBay has admitedtoadat ~DreamHost warns customers of g advised to change passwords
d !
. your password, now password breaCh by John Zorabedian on April 29, 2014 | 7 Comments

% y by Graham Cluley on January 23, 2012 | 7 Comments AOL users, change your passwords. AOL said it is
A database server at DreamHost is illegal investigating a large-scale breach of AOL Mail accounts in
a hacker, and the passwords of some cus w which user passwords, security questions, mail

. addresses, and contact lists were compromised.

have been compromised.

Scribd, "world's largest o
admits to network intrusi
breach

by Paul Ducklin on April 5, 2013 | 2 Comments chkstarter breached - change your
San Franciscobased doct | Trapster hack: millions warned ol | passwords

admitted to a network intru: -
pOSSIble password breaCh by Mark Stockley on February 16, 2014 | 2 Comments

Hackers gained unauthorised access to crowdfunding
site kickstarter.com earlier this week. Compromised
details include usernames, email addresses, mailing
addresses, phone numbers and password hashes.
Kickstarter users should change their passwords
immediately.

Details are scant, but fortur
by the company suggests t
are at risk... Trapster is notifying its 10 million users th:

usernames and passwords may have fall
hands of hackers.

trapster

by Graham Cluley on January 20, 2011 | Leave a comment
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ars technica

MAIN MENU

MY STORIES: FORUMS

| RISK ASSESSMENT . SECURITY & HACKTI\=

Hackers expose 453,000 credentials
allegedly taken from Yahoo service

(Updated)

SQL injection retrieve

by Dan Goodin - July 12 2012

user names and passwords stored in plaintext.

8:53am CEST

[HACKING J THE

Hackers posted what appear to be login credentials for more than 453,000 user accounts tha
said they retrieved in plaintext from an unidentified service on Yahoo.

Service implementation is correct and |

free

Authentication and passwords

NEWS / OPINIONS

FEATURES / DEALS / HOW-TO / BUSINESS/ SUBSC

ALL REVIEWS “ LAPTOPS TABLETS PHONES APPS SOFTWARE SECURI

Home / Reviews / Software / Mobile Apps / Starbucks App Saves Usernames, Passwords in Plain Text

Starbucks App Saves Usernames,
Passwords in Plain Text

BY STEPHAMIE MLOT  JANUARY 16, 2014 10:38AM EST ~ §8 COMMENTS

Starbucks has been storing user names, email addresses, and passwords in clear text—where anyone with a
smartphone, USB cable, and computer can see them.

+

UPDATE: Starbucks on Friday released an updated
version of its Starbucks Mahila Ann far iNS with

additional performance
safeguards, promising «
mobile users. The upda
download in the Apple .

The Starbucks mobhile a
convenience when payi
no-foam, six-pump extr
turns out, it could also

According to a report by
massively popular international coffee chain has been st
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ZDNet
#  White Papers Ho

US Edition Mobility | Research | Windoy

Topic: Security
Study: password 1
questions' easily g

Summary: How secret are in fact the 'secret que
Not so secret after all, aceording to a just publishe
security and reliability of authentication via 'secre
study's participants were not only able to answer
the most popular questions were in fact the easiesi

!' Select your secret question...

Select your secret question...

What street did you grow up on?
What is your mother's maiden name?
What is the name of your first school?

ars technica

MAIN MENU MY STORIES: FORUMS

RISK ASSESSMENT - SECURITY & HACKTIVISM

How I lost my $50,000 Twitter username

Stealing info from Pavpal & GoDaddv took just a minor bit of social engineering.

Recovery info shared over multiple

services...




Case study

PASSWORD MANAGER FOR
MULTIPLE DEVICES
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Main security design principles

* Treat storage service as untrusted and perform
security sensitive operations on client

- Make necessary trusted component as small as
possible

* Prevent offline brute-force, but don’t expect strong
password from user

— add entropy from other source
 Make transmitted sensitive values short-lived
* Trusted hardware can provide additional support
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J N iIc-key crvonto indirection
o S
: Sfd|k2c&432 "= KK

‘ Public-key crypto

r/ﬁw . . :
Hfskswordy  INdirection allows for
/4 ‘ 1| asynchronous change of K

Long private key can be
also stored on Service

gurermeanon and passwords



J | \ Weak password?

.":; Users tend to have
weak passwords...

Attacker has motivation
for attacking the Service!
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Other operations

Device management (new, remove, revoke)
Device authentication

Group management (users, boards, secrets)
Password change, private key change
Access recovery

Devil is Iin the detalls.. .«
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Do we have some implementations?

* Apple’s service showcased in 2013
« Lack of details until iOS Security report 02/2014

— https://www.apple.com/business/docs/iOS Security Guide.pdf

- -

-

Apple iCloyd Keychain

Always encrypted
256-bit AES

On device and when pushed

Only trusted devices
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Apple’s iCloud Keychain

* Multiple similarities to described example
— Layer of indirection via asymmetric cryptography
— Support for multiple devices
— Asynchronous operations via application tickets
— Authorization and signature of additional devices
— User phone registered and required

 Sltill reliance on user’s (potentially weak) password
— But limited number of tries (recall recent FBI 10 password attempts)

* Trusted component of iCloud realized via internal HSM
— Recovery mode with 4 digit code (default, can be set longer)
— HSM will decrypt recovery key only after code validation
— 4 digits length is not an issue here — HSM enforce limited # retries
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Summary

« Passwords have multiple issues, but are hard to be
replaced

* |Important to use passwords securely (guidelines)
* One-time passwords getting more used

» Password manager with synchronization over
multiple devices is not straightforward

- Mandatory reading: UCAM-CL-817

— At least chapters: Il. Benefits, V. Discussion
— Whole report is highly recommended
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