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 https://github.com/jeanpaulrichter/nppcrypt

 Crypto plugin for Notepad++

 Functionality invoked by password

 Offers:

Symmetric file encryption/decryption

Various encoding options

Hash functions

RNG



 https://github.com/gimlly/SmartNPPCrypt

 JavaCard extension for NppCrypt

 Adds extra level of security

 NppCrypt retains crypto functionality

 Invoked by PIN

 Card stores KEK



 NppCrypt plugin is not in safe environment

 JavaCard is safe environment

 Pre-shared secret: PIN, H(PIN)

 Session Key establishment: Diffie-Hellman
(using RSA), public generator/modulus

 Channel security verification – PIN check





 Establish secure channel

SecureRNG

RSA 1536

AES 128 CBC

SHA 256

 Encrypt/Decrypt using 128bit KEK

 Change PIN (up to 16 bytes)




