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Source Application

» https://qgithub.com/jeanpaulrichter/nppcrypt
» Crypto plugin for Notepad++
» Functionality invoked by password
» Offers:
Symmetric file encryption/decryption
Various encoding options
Hash functions
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i <Onppcrypt version="1013":»
2 <encrvption cipher="rijndael256" mode="cbc" encoding="base&4"™ />
=) <random iv="dI6NS5PI0Sw4ucbhs9T7TwrHA==" 5alt="QRI0ObywYBrlGCOvO3uZ/xA==" />

4 <key algorithm="scrvpt™ N="16384" r="8" p="1" />
5 <fnpporvpt>
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SmartNppCrypt plugin

» https://qgithub.com/gimlly/SmartNPPCrypt
» JavaCard extension for NppCrypt

» Adds extra level of security

» NppCrypt retains crypto functionality

» Invoked by PIN
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Secure Channel

» NppCrypt plugin is not in safe environment
» JavaCard is safe environment

» Pre-shared secret: PIN, H(PIN)

» Session Key establishment: Diffie-Hellman
(using RSA), public generator/modulus

» Channel security verification - PIN check




Secure Channel

Smart card
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1. a=randoml) 1. b=random()
I NPPCrypt I id: hash of encrypted filel | Kf1
2. A=g"a(modn) 2. B=g*b (modn) parameters g,n =¥ id: hash of encrypted file2 | Kf2
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<-- 3. Encryptsharedsecret(B)
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JavaCard applet

» Establish secure channel
SecureRNG
RSA 1536
AES 128 CBC
SHA 256
» Encrypt/Decrypt using 128bit KEK
» Change PIN (up to 16 bytes)
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