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Project Brief - AEScrypt

1. Password based file encryption program in Java

2. Opensource (Github) project with command line input

of file, encryption/decryption switch and password

3. Existing Usage:-

java -cp bin es.vocali.util.AESCrypt e|d password

fromPathFile toPathFile

4. Modified usage:-

java –jar SimpleAPDU.jar e|d password fromPathFile

toPathFile
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AEScrypt
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AEScrypt
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AEScrypt
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AEScrypt - Existing AEScrypt - Modified



Design of JavaCard based HSM

Components of Design

1. Security in Storage - Long Term Symmetric Key,

PIN, AEScrypt Application Password, PC_ID, JC_ID

2. Security in Transit :-

(a) Secure Session Key Establishment

(b) Secure Channel for Password retrieval
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Design of JavaCard based HSM

Components of Design
3. Authentication

• Mutual Authentication using PCID & JCID (Key

Establishment phase)

• PIN verification for Setting New PIN & App Password

retrieval

4. Integrity:-

• Implementation of session Key based HMAC

• Integrity check of Command APDU and Password

Response through HMAC
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Security of Storage - Trusted Environment 
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1. User PIN Set in Secure Trusted Environment

2. Long Term Symmetric key also Stored as AES key in

JavaCard (Set in Trusted environment)

3. AEScrypt Application Password Stored as AES Key in

JavaCard (Set in Trusted environment)

4. keyType.setKey() and keyType.getKey() functions

for Password/ Long term Key Handling in JavaCard
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Security of Storage - Trusted Environment 

PC JC

Figure: Setting Long Term Key & App Password  in JavaCard

APDU

Set Long Term Key

Set Appn Pswd

Set User PIN



Security Channel - Key Establishment
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1. Use of Long Term Key for Session Key establishment

2. Session Keys generated based on Random Nonces

generated on both the PC and JC ends

3. PCID and JCID used for mutual authentication

4. Implicit authentication by Encryption / Decryption

and verification of Nonces at both ends



Security Channel - Key Establishment
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PC JC

Figure: Secure Session  Key Establishment

APDU

EKL(JCID|NPC | NJC) | IV2

EKL(NPC ⊕ NJC ) | IV3

EKL(PCID | NPC) | IV1
Generate NPC

Decrypt

Verify PCID

Extract NPC

Generate NJC

Decrypt 

Verify JCID , NPC

Extract NJC

SKPC = NPC ⊕ NJC

SKJC = NPC ⊕ NJC

Verify SKPC



1. Secure Encrypted Channel - Symmetric Session Key

2. PIN verification for Command APDU for Password Req

3. Secrets of PIN and Password - always encrypted in

channel

4. Integrity of the Channel protected by SHA2 based HMAC
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Security Channel - Secure Password retrieval
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Security Channel - Secure Password retrieval

PC JC

Figure: Extracting Password in Secure Channel

APDU

[ ESK(PSWD) | IV2 | H ]

[ ESK( PIN) | IV1 | H ]
H = HMAC( ESK(PIN) | IV1)

Decrypt

Verify H, PIN

H = HMAC( ESK(PSWD) | IV2)
Decrypt

Verify H, PIN
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Questions & Discussions

Source : freeppt.net & techstories.wordpress.com


