10. prednaska

Kvalita sluzby v IP telefonii
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Presentation Notes
Budeme se zabývat těmito tématy:

 Výhody sítí VoIP, prvky, rozhraní
 Kodeky pro zpracování zvuku
 Parametry služby
 Transportní protokoly
 Signalizační protokoly ve VoIP (H.323 a SIP)



Co je kodek?
Kodek (složenina z počátečních slabik slov „kodér a dekodér“, respektive komprese a dekomprese; převzato z anglického codec analogického původu) je zařízení nebo počítačový program, který dokáže transformovat datový proud (stream) nebo signál. Kodeky ukládají data do zakódované formy (většinou za účelem přenosu, uchovávání nebo šifrování), ale častěji se používají naopak pro obnovení přesně nebo přibližně původní formy dat vhodné pro zobrazování, případně jinou manipulaci.
(viz wikipedia)
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Co byste meli byt schopni

= \lysvétlit, proc je QoS pro sité VolP zasadni
= Rozliit Fizeni zabezpecfeni od pfedchazeni zahlceni

» Popsat, jak omezit Sirku pasma pouzivanou urcitymi
typy provozu

= UrCit strategii pro maximalizaci dostupné sirky pasma sité
WAN pro provoz VolP
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K cemu vede nedostatek sirky
pasma

» /Zpozdeni

= Casova nestabilita, kolisani velikosti zpozdéni paketu
pfi prachodu siti (angl. jitter) zpusobuijici zrychlovani
a zpozdovani v hovoru, pripadné mezery v hovoru

= Zahazovani paketu v dusledku zahlceni
vyrovnavacich pameti



T11 zakladni kroky

Krok 1. Stanoveni poZzadavku na vykonnost sité pro ruzné typy provozu
Priklad: Hlas zpozdeni do 150 ms, jiter do 30 ms, ztratovost do 1%
Video zpozdéni do 150 ms, jiter do 30 ms, ztratovost do 1%

Krok 2: Roztfidéni do tfid provozu
Priklad: Nizké zpozdéni, nizka priorita...

Krok 3: Zdokumentovani politiky QoS



Klasifikaci QoS dle doporuCeni ITU Y.1541

Trida
QoS Charakteristika IPTD IPDV IPLR IPER
Pfenos v realném ¢&ase, citlivé na rozptyl zpozdéni, vysoka
0 interaktivita 100 ms 50 ms 1x10-38 1x10*
1 Prenos v realném Case, citlivé na rozptyl zpozdéni, interaktivita 400 ms 50 ms 1x10-3 1x104
2 Transakéni data, vysoka interaktivita 100 ms bez limitu 1x10-3 1x10—4
3 Transakéni data, interaktivita 400 ms bez limitu 1x10-3 1x10—
Citlivé na ztratu pakett (kratké transakce, videoretézce, dulezita
4 data) 1ls bez limitu 1x10-3 1x104
5 Ostatni aplikace v IP sitich se zakladnim nastavenim bez limitu bez limitu bez limitu bez limitu

IPTD — IP Packet Transfer Delay
IPDV — IP Packet Delay Variation
IPLR — IP Packet Loss Ratio
IPER — IP Packet Error Ratio




Pristup ke QoS

= Best-Efford

» Integrovane sluzby (hard QoS)
provadi rezervaci

» Diferencovane sluzby (Soft QoS)
znackovani paketu



IntServ

Rozlisuje dve tridy sluzeb:

» GS (Guaranteed Service) [RFC 2212]
GS zajisti, ze IP pakety budou doruCeny v limitu, ktery nepresahne
maximalni hranici nadefinovaného ¢asu pro doru¢eni, a Ze nebudou
zahozeny z davodu prete€eni zasobnikd na rozhrani smérovacu.

= CLS (Controlled—Load Service) [RFC 2211]
CLS je obdoba sluzby ,Best—Effort“ v lehce namahanych sitich.
K zajisteni vyuziva nastroje pro kontrolu a alokaci Sire pasma
pri pretizeni sité. Lehce namahana sit' je takova sit, ktera garantuje
vysokou pravdépodobnost dorueni pfenasenych paketl a namérené
zpozdéni pfi pfenosu mezi koncovymi uzly pro vysoké procento paketu
neprekroCi jejich minimalni hranici zpozdéni skladajici se ze souctu
pfenosového zpozdéni a procesniho zpozdéni zpusobené

na prenosovych zarizenich v siti.
10



Pro hlas je dulezity traffic engineering,
zde RSVP-TE

[+ SENDER TEMPLATE: IPwd-L5P, 17.3.3.3, 1
T A

B SENDER TSPEC: IntServ, 625000 vt
B ADSPEC
Length: 84
Class nunmber: 13 - ADSPEC aobject
Message format version: O
Data length: 1% words, not dncluding header
B pefault General Parameters
B Guar ant eed
service header 2 - Guaranteed
Ereak bit not set
Data length: & words, not including header
End-to-end composed value for © - 1695300 (typs 133, Tlength 1)
End-to-end composed wvalue for 0 - 1200 (type 1324, Tength 1)
Since-last-reshaping point composed C - 169500 (type 135, length 1)
Since-last-reshaping point composed D - 1200 (type 136, Tength 1)

Ukézka odchyceného paketu, ktery specifikuje poZadavek na provoz.
Hodnota pozadavku (TSPEC - traffic specification) je zde 625 kb/s.
Pouzit byl protokolovy analyzator Etheral (www.etheral.com).
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Priklad MPLS

Pakety v okrajovém uzlu dostavaji navesti v zavislosti na poli PHB;
cim vySsi priorita, tim je pridélena efektivnéjsi cesta.DalSi smérovace
hodnotu PHB vsak jiz hezkoumayji.

----- ~  tok s vySSi prioritou
— . tok s niZSi prioritou

—p spolecny tok 12



Problem dodrzeni QoS v MPLS siti

Pro jednotlive cesty v MPLS sitich Ize definovat potrebnou kvalitu sluzby (QoS
— Quality of Service). Problemem je, jak tuto kvalitu dodrzet v pfipadée, kdy jsou
na cestu posilany presmeérovane pakety.

Na obrazku na nasledujicim slajdu jsou zobrazeny tfi rizné cesty siti WAN:

» cesta A je nastavena na 90 % Sirky pasma v hodinach SpiCkove zateze,
» cesta B je v hodinach SpiCkove zateze nastavena na 100 % a nakonec
» cesta C je obdobne nastavena na 125 %.

Pakety, které budou prenaseny po ceste A se nikdy nesetkaji se zahlcenim,
cesta poskytuje pro pfipad vypadku dostateCnou rezervu zatéze.

V pripadé zahlceni na cesté C mohou byt pakety presmérovany na cestu A
a pak na cesté A neni mozné dodrzet parametry kvality sluzby.

Mozna fesSeni problému pfesmeérovani (pracovni skupiny IETF): Pfedevsim
plati, ze pro zajisténi plnohodnotné QoS musi byt systém schopen oznacovat,
klasifikovat a dohlizet na provoz. Oznadovani a klasifikace provozu je zajisto-
vana navestimi MPLS, ale neni zde zajisten dohled nad stanovenym proiozem.




Problem dodrzeni QoS v MPLS siti

A 90%,

@/Bm%—%\\ﬂ;

Pfesmérovani provozu
z cesty C nacestu A m[m'"
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Nevyhody IntServ

» neni dostatecne Skalovatelna
- nékolik pozadavku je schopno zabrat dostupné pasmo
- pasmo je rezervovano i v okamziku, kdy neni pfisluSnym procesem
plné vyuzito

» neni plné podporovana aplikacemi a operacnimi systémy
- rezervaci pasma si zajistuje aplikace

» nezajistuje spravu priorit
» zavadi do paketové orientovaného modelu okruhove orientovany model
» pomerne narocna signalizace mezi sousednimi uzly zvysujici rezii
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DiffServ

DiffServ [RFC 2475] nezajistuje pfimou rezervaci pasma, ale zajiStuje dynamické
rozliSeni trovné sluzeb pozadované datovym tokem na zakladé informace v zahlavi
paketu.

Je proto podstatné vhodnéjsi pro implementaci, nebot staticky nezabira pasmo po dobu,
kdy jej proces nevyuziva. K rozliSeni urovné sluzeb se pouziva ToS pole v zahlavi IP
paketu.

To je v tomto pripadé rozdéleno na dvé Casti:

» DSCP (Differentiated Services Code Point) bit 0-5 def. Index PHB (Per Hop Behavior)
» CU (Currently Unused); bit 6 a 7 (rezervovany pro budouci pouziti);

Na zaklade hodnoty indexu PHB rozhoduje smérovac v prislusné doméne, jak se bude
nakladat s konkrétnim paketem. Stejna hodnota indexu RHB muze mit odliSny vyznam
pro ruzné domeény. IETF definuje tfi typy PHB:

= EF (Expedited Forwarding); nejvyssi typ sluzby, zajisti sluzby virtualni pronajaté linky;

» AF (Assured Forwarding); zajistuje rozliSeni urovné sluzeb pro uzivatele a procesy;

» DF (Default): standardni sluzba typu ,Best Effort”, nezajiStuje zadnou uroven kvality
sluzeb ani garanci vykonu

16



BE

AF

EF

Implementace PHB u DiffServ

vstupni IP
planovani

nic

hlidani prumérné
hodnoty davky,
pakety davky a
mimo kontrakt
se znackuji

hlidani prumérné
hodnoty, pakety
mimo kontrakt
jsou vyhazovany

vystupni IP
planovani

L4 4

vysSi priorita

nejvyssi priorita
(odstranovani
provoznich spicek)

ochrana pred
zahlcenim

pakety se prioritne
vyhazuji

co je v souladu s kontraktem
nemuze byt vyhozeno,

je-li treba, vyhazuiji

se pakety mimo kontrakt

zadne prioritni pakety
nelze vyhodit
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Priklad DitfServ

Vstupujici paket je v ramci Diffserv provozu v okrajovém smeérovaci site
oznacen prioritni informaci, podle které ho pak dalsi smérovacCe sméruiji.

-----  tok s vySSi prioritou
— . tok s nizSi prioritou

—p Spolecny tok 18



Pouziti DiffServ v MPLS

Pokud je datovy tok pfenasen po stejné trase, je v MPLS nazyvana jako Label Switched
Patch (LPS). Ty pakety, které pozaduji stejné Diffserv chovani, se nazyvaji Behaviour
Aggregate (BA). Toto feSeni umozriuje sitovému MPLS administratorovi pruzné definovat,
jak jsou BA mapovany do LPS. Napfriklad toto feSeni umoznuje sitovému administratorovi,
zda ruzné sady BA mapovat na stejnou nebo odlisné LPS.

Ve vstupnim bodé do Diffserv domény jsou pakety klasifikovany a znaceny v Diffserv Code
Point (DSCP), ktery odpovida jejich BA. V kazdém tranzitnim uzlu je DSCP pouzito k vybéru
hodnoty PHB, které ur€uje zpusob planovani a (v nékterych pfipadech) pravdépodobnost
vyfazeni paketu.

Pro uloZeni hodnoty PHB bylo vybrano 5 bitl z 8 bitt pole ToS (Type of Service) zahlavi IP.
Vyznam prvnich tfi bitu zustal pro kompatibilitu zachovan (zpozdéni, spolehlivost,
prichodnost). Doplnén byl napf. expedited forwarding (EF). Sesty bit oznaduje tzv. in or
out profile (IN), tj. zda paket respektuje dany profil (napfiklad tak |ze oznacit pakety s
vy$88imi pozadavky na spolehlivost doruceni). Posledni dva bity v sou¢asnosti nejsou
vyuZzity. Pfedpoklada se jejich budouci pouZiti pro ulozeni hodnot o zahiceni sité (ECN -
explicit congestion notification). Problémy pfinasi kombinace bitu IN a hodnoty EF, protoze bit
IN je pro pakety EF nevhodné pouzivat. 19



Bity ToS A pole DiffServ

p2 M PO T2 T T0 cu1 cuo

= |P precedence — 3 bity (P2 az P0)
= Zpozdéni prachodnost, spolehlivost — 3 bity (T2 az TO)
= CU (Currently Unused) — 2 bity(CU1-CUOQ)

D55 D54 D353 Ds2 031 Ds0 ECHN ECH

» DSCP - 6 bitu (DS5-DS0)
= ECN (Explicit Congestion Notification) — 2 bity

Default: 000000

20



DSCP

V IP sitich uplatiujicich technologii DiffServ je kvalita sluzby urCena
vyznamem hodnot tvoricich DSCP.

Hodnota DSCP identifikuje specifickou tfidu datového provozu a udava, jak
by se mélo s pakety zachazet. Dulezity je zplusob implementace pravidel.

DSCP je tvoreno Sesti bity umoznujicich vytvorit 64 kombinaci, viz RFC
2474
e 1-32jsou urCeny pro standardni akce (tzv. Pool 1);
e 33-48 jsou urCeny pro experimentalni a lokalni uziti (tzv. Pool 2);
e 49-64 jsou urCeny pro standardni aplikace (tzv. Pool 3), pouzivany pokud
nevystacuje Pool 1.

Hodnota DSCP se dale déli na dvé tfibitové hodnoty.

Prvni tfi bity uréuji tfidu CS (Class Selector), dalsi trojice bita pak
oznacuji prioritu P (Precedence).

V RFC 4594 jsou uvedena doporuceni pro znaceni DSCP hodnot pro yuzneé
druhy datovych pfenosu.



Urychlené predavani (Expedited Forwarding),
selektor tridy (Class Selector)

DSCP 46 = 101110 — PHB EF dostane hlas, zatimco provoz pro inicializaci telefonniho
hovoru pouziva hodnotu CS3, Interaktivni video hodnotu AF41.

Kategorie CS chovani PHB zajiStuji kompletni zpétnou kompatibilitu s hodnotami IP precedence,
protoze stejné jako IP precedence maji CS nuly ve 4., 5., a 6. bytu v bajtu ToS.

Napf. smérovac pouziva znaCeni DSCP, ale posila pakety na smérovac, ktery rozumi pouze
znaceni |IP precedence. Odeslany paket s DSCP 40 (101000) je na druhém smérovaci

DSCP chapan jako IP precedence 5 (berou se v uvahu pouze prvni tfi bity zleva).

PHB Decimal Binary Value IP Precedence Value
Value
CS0 0 000000 0
C51 8 001000 1
C52 16 010000 2
CS3 [y 24 011000 3
C54 32 100000 4
CS5 40 101000 5
C56 48 110000 B

CS7 56 111000 7 22
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Priklad
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Zajisténe predavani (Assured Forwarding)

Drop Class 1 Class 2 Class 3 Class 4
NejSirsi kategorie
001010 010010 011010 100010
Low AF11 AF21 AF31 AF41
D3CP 10 DSCP 18 DSCP 26 DSCP 34
001100 010100 011100 100100
Medium AF12 AF 22 AF32 AF42
D3CcP 12 DSCP 20 D2CP 28 D2CP 26
3
001110 010110 011110 100110
High AF13 AF23 AF33 AF43
DSCP 14 DSCP 22 DSCP 30 DSCP 38

Zarizeni, které podporuje IP precedenci, provéfuje jen tfi bit nalevo
Kazda tfida obsahuje tfi priority vyfazeni paketu.
Napf. paket AF13 bude pravdépodobnéji zahozen, nez paket AF11.
AF41 je zde nejlepsi Cislo a AF13 nejhorsi.
25



Znaceni DSCP hodnot dle RFC 4594

Pouzité

Typ Hodnota |Hodnoty znaceni pro

Sluzba tridy DSCP CS—P-DSCP PHB Priklady aplikaci
Informace pro smérovani a
Administrative CS7 111000 7—0-56 RFC 2474 kontrolu
Informace pro smérovani a

Network Control CS6 110000 6—0-48 RFC 2474 kontrolu
Telephony EF 101110 5—6-46 RFC 3246 IP Telefonie — prenos
Signaling CS5 101000 5-0-40 RCF 2474 IP Telefonie — signaly

AF41 100010 2-4-34 4—
Multimedia AF42 100100 4-36 4-6—
Conferencing AF43 100110 38 RFC 2597 H.323/V2 video konference
Real-Time Video konference a interaktivni
Interactive CS4 100000 4-0-32 RFC 2474 hry

AF31 011010 3-2-26 3-
Miltimedia AF32 011100 4-28 3-6-
Streaming AF33 011110 30 RFC 2597 Pfrenos video a audio signalu
Broadcast Video CS3 011000 3-0-24 RFEC 2474 TV a zivé prenosy

AF21 010010 2-2-18 2—

AF22 010100 4-20 26—
Low—Latency Data |AF23 010110 22 RFC 2597 Webové klient/servet transakce
Operation and
Management CS2 010000 2—0-16 RFC 2474 OAM

AF11 001010 1-2-10 1-
High—Throughput AF12 001100 4-12 1-6— Ukladani a odesilani dat pro
Data AF13 001110 14 RFC 2597 aplikace

DF
Standard (CS0) 000000 0-0-0 RFC 2474 Pro nespecifikované aplikace
Low—Priority Data CS1 001000 1-0-8 RFC 3662 Ostatni operace ("Best—Effort")
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Obecn¢ hodnoty metrik tri

Hodnota
Sluzba Typ tridy DSCP IPTD IPDV IPLR
Administrative CS7 111000 0,05-1s 0s 0—-107
Network Control CS6 110000 1-10 s 0s 102 -1073
Telephony EF 101110 100-400 ms 30-50 ms 102 - 107
Signaling CS5 101000 100-400 ms 30-50 ms 102 - 107
100010
AF41 AF42 |100100
Multimedia Conferencing AF43 100110 100—400 ms 30-50 ms 102 -1073
Real-Time Interactive CS4 100000 100-400 ms 30-50 ms 102 -1073
011010
AF31 AF32 |011100
Miltimedia Streaming AF33 011110 5-10 ms 0s 102 -1073
Broadcast Video CS3 011000 nespecifikovano nespecifikovano nespecifikovano
010010
AF21 AF22 |010100
Low-Latency Data AF23 010110 20-100 ms 1-50 ms
Operation and Management CS2 010000 nespecifikovano nespecifikovano nespecifikovano
001010
AF11 AF12 |001100
High—Throughput Data AF13 001110 1-50 ms 0 ms 0—-1073
Standard DF (CS0) 000000 nespecifikovano nespecifikovano nespecifikovano
Low—Priority Data CS1 001000 nespecifikovano nespecifikovano nespecifikovano
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Doporucena volba priorit

Zadani

Rozhodnéte o CoS IP precedenci a DSCP pro Cisco Call Manager

Reseni

Je mozZny postup v souladu s doporucenim obsazenym v [Garcia]
a) Rizeni hlasuVolP

H.323 = TCP 1720, 11xxx (RAS = TCP 1719)
Skinny = TCP 2000-2002

ICCP = TCP 8001-8002

MGCP = UDP 2427, TCP 2428

CoS =3, IP Prec = 3, DSCP = AF31 (26)

b) Vlastni pfenos hlasu VoIP

UDP 16384-32767

CoS =5, IP Prec =5, DSCP = EF (46)

¢) Rizeni videa

Video Control Channels

H.323 = TCP 1720, 11xxx (RAS = TCP 1719)
CoS =3, IP Prec = 3, DSCP = AF31 (26)

d) Prenos videa

UDP 16384-32767

CoS =4, IP Prec =4, DSCP = AF41 (42)

e) Pienos dat

Zde je to dost individualni

CoS = 0-2, IP Prec = 0-2, DSCP = 0-23




Jak nastavujeme DSCP ?

Router (config)$ class-map match-all VOIP
1751-uutl (config-cmap)# match ip dscp ?

<0-63> Differentiated =zervices codepoint wvalue

afll Match packets with AFl11l dscp (001010)

afld Match packets with AF12 dscp (001100)

afl3 Match packets with AF13 dscp (001110)

af2l Match packets w&ﬁh AF2]1 dscp (010010)

aftZz Match packetz with AF2Z dscp (010100)

afZ3 Match packetz with AF23 dscp (010110)

af3l Match packets with AF31 dscp (011010)

af3z Match packets with AF32 dscp (011100)

afi3 Match packets with AF33 dscp (011110)

af4l Match packetz with A4F41 dscp (100010)

af4z Match packetz with AF4Z dscp (100100)

af43 Match packets with AF43 dscp (100110)

cal Match packets with C81 (precedence 1) dscp (001000)
cs2 Match packets with CS2 (precedence 2) dscp (010000)
cs3 Match packetz with CS3 (precedence 3) dscp (011000)
cgd Match packetz with CS54 (precedence 4) dscp (100000)
o35 Match packetz with CS5 (precedence 5) dscp (101000)
c36 Match packets with CS6 (precedence &) dscp (110000)
cs’ Match packets with CS7 (precedence 7) dscp (111000)
default Match packets with default dscp (000000)

et Match packetz with EF dscp (101110}

Routerl (config—cmap) # match ip dscp af3l




Podle preference lze 1 vybirat pakety

Routerl(config)# access-list 101 permit ip any any ?

dscp Match packets with given dscp value
fragments Check non-initial fragments
log Log matches against this entry

log-input Log matches against this entry, including input interface
precedence Match packets with given precedence value

time-range Specify a time-range

tos Match packets with given TOS value

30



QoS v sitich IPv6

V zahlavi paketu protokolu IPv6 jsou vycClenény dvé pole slouzici k upravé kvality sluzby:

= pole pro identifikaci datového toku, tzv. znacka toku (Flow Lable) o velikosti 20 bitd — novinka;
- identifikuje pakety urcitého datového toku;
-oznaceni provedené zdrojem dat se béhem prenosu neméni
-fragmentace ani Sifrovani nepredstavuje problém jako v IPv4
Dava moznosti (zatim nevyuzité) fizeni toku jako ATM mechanismem VC/VP
Do RFC 3697 se nevédélo, co s tim

= pole tzv. tfida provozu (Traffic Class) o velikosti 8 bitd;
- funkéné ekvivalentni poli ToS v IPv4;

8 8 8 8 bitd
verze | tfida provozu znacka toku '
délka dat | daldi zdhlavi | max. skokd

adresa odesilatele

cilova adresa

31



RFC 3697 — IPv6 Flow Label Specification

Toky jsou rozliSovany podle trojice udaja: IP adresa odesilatele, IP adresa pfijemce a znacka toku
Shoduji-li se vSechny tfi, patfi datagramy ke stejnému toku.

Pole Flow Label pomaha identifikovat pakety téhoz datového toku, s nimiz mohou smérovace
na cesté zachazet jistym jednotnym zpusobem. Konkrétni mechanismy jsou vSak dosud pouze
ve stadiu navrhu.

Diky udaji v poli Flow Label smérovac provadi vyhledani ve smérovaci tabulce pouze jedenkrat
a vysledek vilozi pro dalSi pouziti do paméti cache. Zaznamy v cache paméti tak budou mit tvar
n-tic

<zdrojova adresa, flow label, next_hop IF, vystupni_rozhrani, zahlavi 2.vrstvy>

Predpfipraveni zahlavi 2. vrstvy pro vystupni rozhrani ma za ukol urychlit pfepnuti, protoze
odpada potrfeba opakovaného prohledavani ARP tabulky vystupniho rozhrani.
Dokument nenafizuje zadny specificky zpusob, jak znacky toku pfifazovat.

Znacna pozornost je v dokumentu vénovana otazkam bezpe€nosti, fesSi se pfedevsim otazky
mozného zcizeni provozu zménou znacky toku. Tato problematika a jeji dopady se dost
podobaji falSovani IP adres, ovSem s urCitymi rozdily: znacka toku neni chranéna mechanismy
IPsec. S toky prosté jeSté neumime ani pracovat, ani je chranit.
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IPvEe Flow Label Specification
Lbstract

Thiszs decument specifies the IPve Flow Lakel field and the minimum
requirements for IPvE ncodes lskeling flows, IPvE nodes forwarding
lakbeled packets, and flow state establishment metheods. Even when
menticned as examples of possible uses of the flow labeling, more
detailed requirements for specific use cases are cut of the scope for

this deocument.
The usage of the Flow Label field enakles efficient IBve flow
classification based only on IPve main hesder fields in fixed
positions.

Status cf This Memc

This is an Internst Standards Track document.

Thiszs decument is 2 product of the Internet Engineering Task Foree

(IETF) . It represents the ceonsensus cof the IETE community. It has
received pukblic review a&nd has kbeen approved for puklicaticn by the
Internet Engineering Steering Group (IESGE). Further informaticn cn

Internet Standards is awvailakle in Section 2 of RFC 5741.

Infoermaticon abeout the current status of this document, any errats,
and how to provide feedback on it may be cbhbtained at
htep://www.rfc-editor.org/info/rfced3T.
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K ¢emu IPv6 Flow Label Specification slouzi

= statistiky provozu
= diagnostika site
= Q0S

= politika provozu
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(CFW) Call Flow Examples

Thiszs decument provides a list of typical Media Centresl Channel

Frams

work call flows.

It aims at bkbeing a simple guide to the use of

the interface ketween Lpplicaticn Servers and MEDIACTEL-kbased Media

Serve

rs, as well as a base reference

document for both implementors

and preotoccl researchers.

Status of This Memc

This dgcumsnt is not an Internet Standards Track specificaticn:
rukblished for infermaticnal purpcses.

it is

Thiszs decument is a product of the Internet Engineering Task Force
{(IETE) . It represents the consensus <f the IETF community. It

received pukblic rewview and has kpeen approved for pukblicaticn by

Internet Engineering Steering Group (IESG). Hot all documents
arproved by the IESE are a candidate for any level of Internet
Standard: see Section 2 of BRFC 5741.

Infermaticn akbcut the currentc

has
the

status of this doccument, any erratca,
and how to provide feedback on it mayvy be chbtained at
http://www.rfc-editor.org/info/rfc7058.
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JLF (1‘,-] LT (2) I LN (17)
¥ g

Slozeni flow labelu

Flow Label (20 bits)

LF: Flow Label LT: Label Type LN: Label Number

LF

0 iDisah!ﬂ

1 | Enable

LT

00 | The flow label is requested by source

01 | The flow label is responsed by destination

10 | The flow label is for data delivering

11 | The flow label is used to terminate connection

LN

A random number is created by source
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FLMT a FLFT

Flow Label Marking Table (FLMT)
Permit | Label Number Source Destination | TOS

1(yes) |[01100401091041011 | IFFE:3600:5:: XX | 3FFE:3600:0::XX | Oxba

- [ L] [ ] (]
- = - -
L " L] . L

0(no) |0110101101100101 | IFFE:3600:A:: XX | 3FFE:3600:C:: XX | Ox28

Flow Label Forwarding Table (FLFT)

Permit | Label Number | Next Hop
1 (yas) | 0110010101101011 E
0(ne) |0110701101100101 R

https.//pdfs.semanticscholar.org/fce4/f80ec5df71ba525737f4172f7 7ea45bldc7a.pdf? ga=2.215706463.91853226.1525638803-1135306968. 1%2491 8553
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FLMT
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Dotaz
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Odpoved
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Zaver k zajisténi QoS v sitich IPv6

Architektura s implementaci IPv6 mlze uplathovat zabezpeceni kvality sluzeb dvéma hlavnimi
zpusoby:

= Prvni zpusob je orientovan na poskytovanou tfidu sluzZeb v siti, obdobné jako u DiffServ
technologie. Ale na rozdil od DiffServ technologie, ktera ma limitované mnozstvi tfid sluzeb
definované v poli ToS, ma IPv6 mnohem vétsi rozsah pro tvorbu tfid. Neprobiha zde Zadna
identifikace jednotlivého uzivatelského datového toku a vznikly provoz je prepinan na zakladé
DSCP hodnoty. Tento zpusob je znam jako tzv. ,Class of Service Full IPv6 Network".

= Druhy zpusob je orientovan na podporu sluZeb jednotlivym uzivatelim, obdobné jako
u ATM technologie nebo MPLS, kde kazdy tok mize mit nadefinovany specifické kvalitativni
pozadavky pro pfenos. Na zakladé hodnoty v poli Flow Label jsou IPv6 pakety v IPv6 smérovadi,
tzv. ,IPv6 Label Switch Router”, pfepinany a smérovany kK cili. Tento zpuasob je znam jako
tzv. ,Full IPv6 Switched Network".
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Priority ve VLAN

VLAN typ pro Ethernet mé hodnotu 8100.

\ S
\>LAN o
DA | SA typ | tag typ data
3 1 12
priorita CFl VLAN ID
/

/

CFI — Canonical Formatindentifier — identifikator formatu

FCS

bity

oktety
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Standardy 802.1p, 802.1Q

VLAN tag ma tfi Casti: prioritu (3 bity), identifikator formatu (1 bit) a identifikator VLAN sité (12
bitd).

Pole priority neni definovano pomoci VLAN standardu, nybrz pomoci vlastniho standardu
IEEE 802.1p. Protokol 802.1p je zde jisty vedlejSi produkt protokolu 802.1Q a byl zahrnut
jako doplnék do protokolu 802.1D.

Bylo stanoveno osm prioritnich drovni:

0 ... ,best effort” (defaultni hodnota);

1 ... pozadi;

2 ... standard,

3 ... pro kritické obchodni aplikace;

4 ...pro multimédia;

5 ...video se zpozdénim < 100 ms;

6 ...hlas se zpozdénim < 10 ms;

7 ...fizeni sité.

Problém je zde s prodlouzenim ramce (1522 oktetd misto 1518), to feSi standard 802.3ac.
Pokud neni ramec typu VLAN, ma v poli VLAN typ standardni hodnotu.
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Priklad

Ve Frame relay mame bit DE (Dicard Eligilibity — znackovani zahoditelnych ramcu pfi
pretizeni), v ATM mame obdobny bit CLP (Cell Lost Priority).

Pfed priachodem smérovacem musi byt zna¢ka CoS preznaena na DSCP nebo ToS,

neboli znaCka 2. vrstvy na znacku 3. vrstvy, jinak by provoz ze smérovacCe odchazel
s hodnotou CoS 0:

ISL ISL

Trurkk Trunk

— B >
()

Server

PC

| kdyz se doporuCuje znaCkovat provoz co neblize u zdroje, nechceme, aby si priority
nastavovali koncovi uZivatelé. Proto se na pfepinacich vytvafi tzv. trust boundary
(hranice duvéry), kdy nedivéfujeme pfichozim znackam od koncovych uzivateld.
Vyjimkou jsou IP telefony, které znackuji pakety a Ize rozSifit hranici divéry az k nim.
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Prevody CoS na DSCP

Access Switch CoS-to-DSCP
Mapping Table
CoS 7 = DSCP CS7 (56)
CoS 6 = DSCP CS6 (48)
IP Phone CoS 5 > DSCP EF (46)*
CoS Mapping Table CoS 4 => DSCP CS4 (40)
CoS 6-=7 - CoS 0 CoS 3 = DSCP CS3 (24)
Voice - CaoS 5 CoS 2 —» DSCP CS2 (16)
Signaling =2 CoS 3 CoS 1 =2 DSCP CS1 (8)
CoS 0-4 - CoS 0 CoS O = DSCP DF (0)
\ | * Nedefaultni mapovani
{

| | 44
. Trust Bdiindarv



Priklad

Application Class | PHB Marking Admission Control PHB Queuing & Dropping Application Examples

“vornamtes | et | teeana | pmowero | ammovoes
T R - R B T R N R T

AF41 TANDBERG EX / MXP

DSCP 35 Admitted MM-Conferencing

MM-Conferencing BW Queue + DSCP WRED

Jabber /| TANDBERG Movi
Cisco WebEx
Cisco Cast
MM-Streaming BW Queue + DSCP WRED Cisco Show-and-Share

Cisco Digital Signs

Ei, 0w, Bor, e
sccr, o

|

AF21 Order Processing Apps
Transactional Data AF22 BW Queue + DSCP WRED CRM | ERP Apps
AF23 Messaging Apps
AF11 Email
Bulk Data AFi2 BW Queue + DSCP WRED FTP
AF13 Backups

Best Effort

Default Queue + RED Default Class

|
?




Ruzn¢ modely

4-Class Model 8-Class Model 12-Class Model

Realtime Interactive
Interactive Video

Multimedia Conferencing
Broadcast Video
Multimedia Streaming
Call Signaling

Streaming Video

Network Control
Network Management
Transactional Data
Bulk Data
Best Effort
Scavenger

Signaling / Control Call Signaling
Network Control

Critical Data "
Critical Data

Best Effort
Scavenger

https://www.slideshare.net/slide_site/campus-qo-s-design-simplified-2014-san-francisco

Best Effort

I
o



Priklad: Cisco TelePresence

Successful “Condition” Met (i.e. CDP negotiation successful) n l

Trust is Dynamically Extended to Cisco CTS Primary Codec
Cisco 7975G IP Phone: Voice % CoS 5 & DSCP
Signaling % CoS 3 & DSCP CS3

CTS Primary Codec: Voice + Video < CoS 4 & DSCP CS4

—2

CoS-10-DSCP Map:

CoS 5 & DSCP EF (46)
I CoS 4 & DSCP CS4 (32)
CoS 3 & DSCP CS3 (24)
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Rozdé€leni mezi
VVLAN a DVLAN

/

Marking Policies (Optional) Policing Policies
~N
0 VVLAN VolP Policer (<128 kbps)
CS P Signaling Policer (<32 kbps) "
e
2 MM-Conf Policer (<5 Mbps) \
DVLAN | :
o - Signaling Policer (<32 kbps) g

5 Transactional Data Classifier |>{ Mark AF21 |

—

=Y

P 4

Trans-Data Policer (<10 Mbps)

Bulk Data Classifier > Mark AF11

1 om—
R

A4

Bulk Data Policer (<10 Mbps)

st Effort (Class-Default) H Mark DF

&ae

i

Best Effort Policer (<10 Mbps) ]';q

N~




/naceni Cisco

Queuing and Dropping Recommendations

« Catalyst hardware queuing varies by platform/linecard and can be expressed as: xPyQzT

* For Example: 1P3Q8T means:

— 1 strict-Priority queue
— 3 non-priority Queues, each with Realtime

< 33%

— 8 drop-Thresholds per queue

« Minimum recommended queuing capabilities is 1P3Q
— RFC 3246 EF PHB: Realtime (PQ) should be no more than 33% of link
— RFC 2597 AF PHB: Guarantee bandwidth to non-priority queue(s)
— RFC 2474 DF PHB: Best-Effort Queue should be guaranteed at least 25% of link
— RFC 3662 Scavenger PDB (and/or Bulk): BW-constrained queue(s) should be minimally provisioned

Guaranteed BW

. ) 49
PDB ... Per Domain Behaviour, LBE ... Less than Best Efford



Doporuceni Cisco

Configure Egress Queuing
Jd Wired Queuing Models: 8Q3T or 1P7Q3T or 2P6Q3T
d Wireless Queuing Model: 2P2Q+AFD

AFD ... Approximate Fair Drop

https.//www.cisco.com/c/en/us/solutions/enterprise/design-zone-medianet/design-guide-listing. htm/
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2P6Q3T (Catalyst 3650/3860)

Application
Network Control
Internetwork Control

Weighted
DSCP ;‘:('}'p 2P6Q3T

PQ Level 1 (10%)

(CS7)

CSé
PQ Level 2 (20%)

VolP EF

CS7 & CS6 a6
CS3 & CS2 (BWR 10%)

Broadcast Video

Multimedia Conferencing -
Q5

— AF4
(BWR 10% + WTD)

CS4

Realtime Interactive

z
1

3

Multimedia Streaming

0
w
o

&

AF2 Q3
(BWR 10% + DSCP-Based WTD)

Signaling

Transactional Data

Network Management

AF1 Q2
Bulk Data AF1 cs1 (BWR 5% + DSCP-Based WTD)

|
|

Best Effort DF DF Q1 (BWR 25%)




2P2Q (Catalyst 4500)

Application Classes DSCP

2P2Q with AFD

e

CSé6
CS3
AF4

Q1
Priority Level 2
(Limited to 20% of BW)

Interactive Video

Network Control

Bulk Data

Scavenger

I

Q3

Multicast Non-Realtime Queue
Best Effort DF (70/0 BWR)




Application
Network Control
Internetwork Control
VolP
Broadcast Video
Multimedia Conferencing
Realtime Interactive

Multimedia Streaming

Signaling

Transactional Data

Network Management
Bulk Data

Scavenger

Best Effort

1P7Q1T

8
3

m
m

3

CS3

T

%

| S
. DoF |

1P7Q1T (+DBL)

EF
CS5 PQ
CS4

CS7T&CS6 7

CS3 & CS2 (BWR 10%)

Q6
AF4 (BWR 10%)

Q4
i (BWR 10%)
. Q3
AFY (BWR 4%)

DF Q1 (25%)



8QAT/1P7QAT
(Catalyst 6500/6800)

(CS7)
CS6

EF

Application-Class

8Q4T/1P7Q4T

EF

- Realtime-Queue

Internetwork Control e (10% BW/Priority)

VolP

CS7 & CS6 Control Queue
CS3 & CS2 (10% BW/BWR)
Multimedia-Conferencing Queue

AF4 (10% BW/BWR
+ DSCP-WRED

Broadcast Video
Multimedia Conferencing
Healtime Interactive

Multimedia Streaming

ol
:

Signaling CS3
Transactional Data
Transactional Data AF2 AF2 (10% BW/BWR
+ DSCP-based WRED)
= NeworkMaragement_ | co2 I —
(4% BW/BWR
AF1 e +DSCP-based WRED)

Scavenger (1% BW/BWR



Rozdil mezi sluzbami IntServ a DiffServ

Porovnavaci kritéria/Technologie IntServ DiffServ

Zajisténi kvality prenosu na jednotlivy tok na vsechny toky

Rozsah zajisténi kvality prenosu na Urovni aplikace na Urovni domény

Zdroj rezervace provadi aplikace provadi hrani¢ni smérovac na zakladé SLA
Sprava rizeni distribuovana centralné v doméné

Signalizace RSVP DSCP

Skéalovatelnost limitovana poétem datovych tok limitovana poctem tfid

Typ kvality sluzby GS, CLS, "Best—effort" EF, AF, "Best—effort"

Slozitost uplatnéni vysoka nizka

Da se fici, Ze architektura Intserv je komplementarni k architekture Diffserv.

Tyto architektury Ize kombinovat tak, ze se budou mapovat pozadavky Intserv do pozadavkl
Diffserv. Diffserv v porovnani s Intserv eliminuje praci s datovymi toky a tim pfispiva

ke Skalovatelnosti velkych siti. Na druhé strané ovSem negarantuje koncovou kvalitu sluzby.
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Kombinovane systemy

Problém je pfedmétem vyzkumu, napf. na Carnegie Mellon University v Pittsburgu (USA), viz
obrazek z http://www.ncne.nlanr.net/news/workshop/vbns-techs2/Talks/huigos/sld013.htm,

kde okrajoveé sité podporuji RSVP/Intserv a paterni Diffserv.
Service profile

RSVP enabled

Mapovani z Intserv do Diffserv Ize provest nejlépe takto:

GS . EF
CLS — . AF
BE .




2. Klasifikace a znackovani
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Kategorie mechanismu QoS

= Klasifikace

» Znackovani

= Rizeni zahlceni

* Predchazeni zahlceni

= Omezeni rychlosti (policing a sharping)
= VVykonnostni linky
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Zpusob implementace politiky na

A\ ¥4 v ®
SINCIrovacl
Traffic conditioner
[—————1 | Meter [TTTTTTTTTTTTTOC i
: T |
I ] I
| ] i
| + *
Packets
— > Classifier »  Marker —> Shaper/
dropper
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Mechanismy pro klasifikaci na smérovacich

= ACL (Access Control List)

* NBAR (Network Based Application Recognition)
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NBAR

Pepa(config)#interface fastethernet 0/0
Pepa(config-1tH)#ip nbar protocol-discovery
Pepa#show 1p nbar protocol-discovery

FastEthernet0/0

Protocol

Packet Count

Byte Count

5min Bit Rate (bps)
5min Max Bit Rate (bps)

Packet Count

Byte Count

5min Bit Rate (bps)
5min Max Bit Rate (bps)

dhcp

pop3

smtp

httn

4317
279012
0
15000
134
82812
1000
1000
70
4356
0

0

65
6298
0

0

2

10757
14127498
62000
363000

0

0

0

0

59

7487

0

1000

67

5142

0 61
0
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Kde vsude Ize pouzit priority?

config)#priority-list 1 ?

default Set priority queue fTor unspecified datagrams
interface Set priorities for packets from a named interface
protocol priority queueing by protocol

queue-limit Set queue limits for
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Vybér podle protokolu

F(config)#priority-list 1 protocol ?

arp IP ARP

bridge Bridging

cdp Cisco Discovery Protocol
http HTTP

iIp 1P

11c2 1ic2

pad PAD links

pppoe PPP over Ethernet

snapshot Snapshot routing support
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Vybér z protokolu IP

FC-CPE-1(config)#priority-list 1 protocol 1p ?

high
medrum
normal
low
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Jak zpresnit IP pakety vysoke priority

FC-CPE-1(config)#priority-list 1 protocol ip high ?

fragments Prioritize fragmented IP packets

gt Prioritize packets greater than a specified size

list To specify an access list

It Prioritize packets less than a specified size

tcp Prioritize TCP packets "to" or “"from®" the specified port
udp Prioritize UDP packets "to" or “"from®" the specified port
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Jak zptesnit segmenty TCP?

FC-CPE-1(config)#priority-list 1 protocol ip high tcp ?
<0-65535> Port number

domain Domain Name Service (53)

echo Echo (7)

ftp File Transfer Protocol (21)

ftp-data FTP data connections (20)

irc Internet Relay Chat (194)

nntp Network News Transport Protocol (119)
pop3 Post Office Protocol v3 (110)

smtp Simple Mail Transport Protocol (25)
telnet Telnet (23)

WWW World Wide Web (HTTP, 80)
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Konfigurace prioritnich front

F (config)#priority-list Z protocol http high

F (config)#priority-list Z protocol ip normal tcp ftp

F (config)#priority-list Z protocol ip medium tcp telnet
!

F(config)#int s0/1/0

F(config-if)#priority-group 1

!

FC-CPE-1#show queueing priority

Current DLCI priority queue configuration:

Current priority queue configuration:

List Queue Args
1  high protocol http
1  normal protocol ip tcp port ftp

1  medium protocol ip tcp port telnet
67



Kontrola toku na vstupu a vystupu

F(config)#interface fastethernet 0/0
F(config-1P)#ip Fflow egress
F(config-1fH)#ip flow ingress
F(config-1f)#interface fastethernet 0/1
F(config-1f)#ip flow ingress
F(config-1P)#ip Fflow egress

I

F#show ip flow interface

FastEthernet0/0

ip flow ingress

ip flow egress

FastEthernet0/1

ip flow ingress

ip flow egress

|

F#clear ip flow stats
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Vystup statistik

F#show 1p cache flow

IP packet size distribution (3969 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480
.000 .351 .395 .004 .011 .001 .005 .009 .001 .002 .005 .001 .000 .000 .000

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
.000 .000 .013 .000 .195 .000 .000 .000 .000 .000 .000

IP Flow Switching Cache, 278544 bytes
2 active, 4094 inactive, 1368 added
22316 ager polls, O flow alloc failures
Active flows timeout in 30 minutes
Inactive flows timeout iIn 15 seconds
IP Sub Flow Cache, 17416 bytes
0 active, 1024 inactive, 0 added, 0 added to flow
0 alloc failures, 0 force free
1 chunk, O chunks added
last clearing of statistics 02:50:15

Protocol Total Flows Packets Bytes Packets Active(Sec) ldle(Sec)
———————— Flows /Sec /Flow /Pkt /Sec /Flow /Flow
TCP-Telnet 9 0.0 13 47 0.0 5.2 10.8
TCP-FTP 28 0.0 7 62 0.0 0.8 10.4
TCP-WWW 64 0.0 7 138 0.0 0.3 2.1
TCP-other 16 0.0 75 840 0.1 0.0 4.1
UDP-DNS 878 0.0 1 72 0.0 0.0 15.4
UDP-other 347 0.0 3 88 0.1 4.5 15.5
ICMP 26 0.0 1 70 0.0 0.8 15.4
Total: 1368 0.1 2 318 0.3 1.2 14.6
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F#show ip cache verbose flow

Jina varianta vystupu

IP packet size distribution (6223 total packets):
96 128 160 192 224 256 288 320 352 384 416 448 480
-000 .303 .030 .142 .031 .034 .001 .002 .001 .000 .000 .004 .000 .075 .000

1-32

64

IP Flow Switching Cache, 278544 bytes
9 active, 4087 inactive, 62 added

Srclf
Port Msk
Fa0/1
0044 /0
Fa0/1
01BD /0
Fa0/1
01BD /0
FFlags:
Se0/1/0
0404 /0
Se0/1/0
0404 /0
FFlags:
Fa0/0
0035 /0
FFlags:
Fa0/0
0035 /0
Se0/1/0

Total
Flows
18
SrclPaddress
0.0.0.0
10.0.0.200

10.0.0.200

10.20.0.200

10.20.0.200

172.17.1.1

172.17.1.1

10.20.0.200

Flows

Packets Bytes Packets Active(Sec) Idle(Sec)

/Flow /Pkt /Sec
3 45 0.2

DstIf DstlPaddress
Port Msk AS NextHop
Null 255_255.255.255
0043 /0 O 0.0.0.0
Se0/1/0 10.20.0.200
06AA /0 O 0.0.0.0
Se0/1/0* 10.20.0.200
06AA /0 O 0.0.0.0
Fa0/0 172.17.1.1
0035 /0 O 0.0.0.0
Fa0/0* 172.17.1.1
0035 /0 O 0.0.0.0
Se0/1/0* 10.20.0.200
0404 /0 O 0.0.0.0
Se0/1/0 10.20.0.200
0404 /0 O 0.0.0.0
Fa0O/1 10.0.0.200

Pr

11

06

06

11

11

11

11

06

/Flow
3.

6

/Flow
10.9

TOS Flgs Pkts

B/Pk
00 10
604
00 18
970
00 18
970

00 10
62
00 10
62

00 10
62

00 10
62
00 18

Active
222
1356.9
1368
184.9
1368
184.9

B H
W 01 W Ol

1152
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Klasifikace a znaCkovani slouzi jako prvotni kroky k zajisténi
kvality hlasu, samy o sobé v§ak nemeéni chovani provozu.
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3. Metody razeni do fronty



Necitite se pretizeni?

Neobslouzené pozadavky ukladame do vyrovnavaci paméti.
Smeérovace obsahuji hardwarové i softwarové fronty.

Hardwarové fronty pracuji metodou FIFO.

Pfi zaplnéni jeji kapacity se pakety ukladaji do softwarovych front,
u kterych Ize pouzit rizné mechanismy fazeni do fronty

Priority Qugus

L]
Business Qusue
[2](z]

Applicatson Queue
Bian

Best-Effort Queus

nininin

Software Quoue

B @ | E EEE E E

A software gqueuing meachanism is only mvoked after an
interface hardware quaue ovarflows
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Metoda razeni FIFO

FIFO Queue

r:
|

|E||A ‘lD C

ol [e][=] 2] || [e]

FIFO queuing does not perform any packet reordaring.

Hlasove pakety mohou byt trhany velkymi napr. FTP pakety,
coz muze veést k vyhladovéni provozu a k znaénym pauzam ve hlasu.
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Razeni PQ (priority Queuing)

nejvice prioritni fronta

1

3 S |3
nejméne prioritni fronta

4444

Rezim dokaze vyhladovét provoz s nizkou prioritou.



Metoda WFQ (Weighted Fair Queuing)

UrCena pro rozhrani s nizkymi pfenosovymi rychlostmi (do 2 Mb/s).
IP precedence slouzi jako vaha, ukazatel se posunuje byte po byte.

128 Bytas 128 Bytes 128 Bytas
| A || a2 | Al
E
96 Bytas
EREEERERIE
70 Bytes
c1
Output Queue Priklad: precedence: 1, 2, 3,4, 5

Soucet precedenci:l +2+3+4+5=15

Sitky pasma budou 1/15, 2/15, 3/15, 4/15, 5/15
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Realizace WFQ u Cisco

fronta 4 (vaha = 4)
9
fronta 3 (vaha = 3)
> 44
41332 31313 |2
fronta 2 (vaha = 2)
332
fronta 1 (vaha = 1)
1/0]1]0

vaha = 32768 / (IP Prec. + 1)
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Razeni CB-WFQ
(Class-Based Weighted Fair Queuing)

Mechanismus WFO na rozdil od PQ zajistuje, ze Zadny provoz nevyhladovi,

Cili neni opomijen. Ani jeden vSak nezajisti dostupnost pasma pro definované typy
provozu. Pomoci mechanismu CB-WFQ Ize naopak urcit minimalni Sifku pasma
a to pro 64 tfid provozu.

Nevyhladovi ani provoz s nizsi prioritou, jako “je tomu u PQ.

Jedina nevyhoda: nedostatek mechanismu pro prioritni Fizeni, to feSi drobna uprava
fazeni CB-WFO, ktera se nazyva LLQ.

LLQ muze jedné nebo vice tfidam provozu nafidit provoz smérovat do prioritni fronty.
Je si ale tfeba uvédomit, Ze umisténim paketu do prioritni fronty nepfidélujeme tomuto
provozu pouze Sifku pasma, ale také policing (omezeni dostupné Sifky pasma), aby
provoz s nizsi prioritou nevyhladovél.

LLQ je typ fazeni preferovany pro provoz, citlivy na zpozdéni.
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Od razeni CB-WFQ k LLQ
(Low Latency Queuing)

&5
>

Web = Allocate at least 128 kbps of bandwidth if needed.

>

Voice = Allocate up to 256 kbps of priority bandwidth.

While CB-WFQ allocates a specific bandwidth amount, LLQ can
allocate priority bandwidth amounts for specified traffic classes.
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Razeni WRR (Weighted Roud Robin)
pouzivané u prepinacu Catalyst

Cueus 4 (Weight = 4)
s |

Clueus 3 {Weight = 3)

¥

> 4|-1

3 |[1|[o]s | al[a]ls]lz]2]1
Cueus 2 (Weight = 2)

\t1/ EEE

CoS Values

Clueue 1 (Weight=1)

|1|{J|1 0

WRR weaights queues io determine the relative amount of bandwidth
available to each queue. In this example, Queue 4 has twice the available
bandwidth of Quews 2.

Priority a cyklicka obsluha
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Mechanismus RED
(Random Early Detection)

Maximum Threshold

Minimum Threshold

Output Queue
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Rozsahy zahazovani RED

pravdépodobnost vyhozeni paketu

profil |
RED

O \ ‘
minimalni maximalni
prahova hodnota  prahova hodnota

pramérna velikost fronty

Pravdépodobnost zahozeni: 1/5=0,2 =20 % -



WRED (Weighted RED)

Na rozdil od RED WRED vytvafri profil pro kazdé znaceni priority.

Priklad:

Paket s precedenci 0 ma minimalni limit 20 pakett (zacnou se zahazovat
Vv pfipadé pretizeni dfive).

Paket s precedenci 1 ma minimalni limit 25 paketu.
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Ukazka pouziti mechanismu
WRED

pravdépodobnost .
vyfazeni proflly WRED
100% (=== -=====rermsmmemneneas —
profil vyfazeni
pro AF11
profil vyfazeni
pro AF11
profil vyfazeni
pro AF11
5 i e eip s beis e e et
[ | ramerna
0 U ! délka fronty
253035 100

profil vyfazeni je ruzny pro ruzné tridy provozu




WRED (Weighted RED) a oznameni
ECN (Explicit Congestion Notification)

IPv4 Facket

Tos
Byte

T Bit Meaning

I Combination |
0o Router is not ECN
capable.
o Aouter is ECN
= . capable but is not
eyt EXpEnancing
ECT CE congestion.

Bt Bt 10 Router is ECN
capable but is not

expenencing
ECT = ECN-capable Transport congestion.

CE = Congestion Experienced 11 Router iz ECN
capable and is
currantly
Bxpanancing
congestion.

ECN (Explicit Congestion Notification) je pouzivano smérovaci jako nastavba WRED:
signalizuje, ze je tfeba snizit rychlost.
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Usmeérnovace provozu

Jsou to mechanismy QoS, které limituji Sirku pasma:
Policing: zahazuje — mechanismus lze uplatnit v prichozim i odchozim sméru
Sharping: uklada do vyrovnavaci paméti

- muze vést ke zpozdéni, proto je uréeno pro rozhrani s nizSimi
prenosovymi rychlostmi
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provoz

Il sharping

g N
5 [=]
5 >
5 =
. =
POLICING
-s' |
‘F‘ |
| ;"‘I‘
! ‘I ’I‘f
c"‘l |/
/ |
.“"I \‘ |
|/
\f
V
cas
N
=]
, S
/ " ‘.‘ 2
/ "‘ ‘I o
SHAPING
.
|
i
i |/
#’ I,IJ'

— policing
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Priklad metody sharping
(pfenos 64kb/s pres linku 128 kb/s)

Line Rate =
128,000 bps

BO00 bits transmitied a1 line rai CIR = 64,000 bps
T s R _Be = 8000 bits

Line Rate . N Te=1enms

128 Kbps 800 bits are sent
at hine rate esght
times during a
second. Therefore,
the average
transmission rate
(il.e. CIR) is 8 X
8000 = 64,000
bps.

i Time
125 250 375 D 625 a0 875 1000
ms ms ms ms ms ms ms ms



Token Bucket

.\_\_\_‘_—\_
— —
Bc tc:_kens ara An "excesd® action
placed in mg loken occurs whan morg
pu;icet _dunng | than Bc tokens are
timing intarval. |' removed from the
| token bucket during
- a timing interval.
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Dvojita nadoba s poveérenimi

Hr tpkerjs are Tokens that overfiow from
placed in the the Bc bucket are placed in
token bucket the Be buckat, until the Ba

during a timing bucket overflows.
interval,

‘21— Fir = = ___:3|l~-E|:~

Lze-li paket pfesmérovat pomoci bajtu z prvni nadoby, je vyhovujici.
Pokud je nutna i druha nadoba, jde o nadmérny provoz.
Pokud ani to, jde o porusujici (vioalating) provoz
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Dve¢ nadoby pro dvourychlostni policing

With a dual-rata token
bucket, tokens are added to

a CIR and a PIR bucket at
different rates. When
torwarding traffic, tokens
{i.e., bytes) can only be
allocated from one buckst,

N ———— e

CIA FIR

PIR (Peak Information Rate) se napliiuje vySSi rychlosti
S nadmérnymi pakety se déla akce prekroCeni (napfr. se paket prenese
s DSCP AF11)
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Mechanismus policing

Omezeni pro zajisténi prenosu hlasu.

. P E 0/0 o = ""
: ¢

HTTP (100 kbps max)

> Floutef B

Router A

Telnet (50 kbps max)
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Sharping na sitich Frame Relay
Oznameni BECN

(2) Frame Forwarded
{1) Frame Sent F Relav Servi to Receiver
e 3 rame Relay service~ -

E T — Provider's Cloud ) - ““i
L [1
R b < " Router B
outer A (4} Service Provider (3) Traffic Sent Back outer
Marks Frame with the to Sender

BECHM Bit

When Router A receives a frame marked with a
BECNH bit, it reduces its CIR by 25 parcent.

Vychozi smérova¢ musi byt nakonfigurovan tak, aby reagoval na BECN.
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Sharping na sitich Frame Relay

Oznameni BECN

{2) Senvice Provider
Marks Frame with the

FECM bit

(1) Frame Sent y
Frame Relay Service .

l s Provider's Cloud 7 ""“i
Router A (4] Service Provider (3) A 0.922 Test Router B
Marks 0.922 Test Frame Sent in
Frames with the Response to the
BECHM Bit FECN Messagea

Instead of waiting for Router B to send traffic back to Router A, the service provider
marks a frame going to Router B with a FECN bit. This bit causes Houter B to send &
(2.922 Test frame back to Router A. The service provider marks the BECN bit in this frame
to ask Router A to reduce its CIR.

Cilovy smérova¢ musi byt nakonfigurovan tak, aby reagoval na FECN:

Posle bezvyznamny ramec (testovaci ramec Q.922).
Zvyseni rychlosti je uz opatrné: (Be + Bc)/16 bitl za ¢asovy interval.
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Komprimace zahlavi

;o

1P

UDP

RTF

Voice Payload

\

Headers )

v

40 Bytas

Compressed

Header

Voice Payload
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Fragmentace a prokladani
(LFI - Link Frgmentation and Interleaving)

§

—~ =
S
MMM o 873 v [e]vile][v] o] [v]le]

Tri mechanismy LFI:

» MLPP (také oznaceni MP, MPL, MPPP ¢Ci Multilink)
= FRF.12 - VolPoFR
= FRF.11 Annex C — u linek VoFR

Pfi konfiguraci mechanismu LFI musi byt zpozdéni serializace v rozsahu
od 10 do 35 ms

Priklad: Ramec 512 B na lince o0 128 kb/s ma zpozdéni serializace
(512 *8)/128 = 32 ms, neboli nevyhovuje pozadavku
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Priklad: Navrhovane reSeni pro firmu XYZ

XYZ Headquarters

. -
4500 ‘ é

Phones | |

XYZ Remole Office 2

Doporudeni: l:Jstfedi spole&nosti XYZ — vzdalena pobocéka 1: LLQ nebo WRED
Ustiedi spoleénosti XYZ — vzdalena poboc&ka 2: LLQ, WRED, ¢ RTP, MLP
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Priklad: Implentace QoS pro domaci
ADSL pfipojeni do Internetu

Vytvotfime si tfidu protokold typu P2P a do ni zafadime protokoly BitTorrent, FastTrack,
Gnutella, Kazaa, and Napster. Pojmenujeme tiidu jako p2p.

pepa (config)# class-map match-any p2p

pepa (config-cmap)# match protocol bittorrent
pepa (config-cmap)# match protocol fasttrack
pepa (config-cmap)# match protocol gnutella
pepa (config-cmap)# match protocol kazaa2
pepa (config-cmap)# match protocol napster

98



Konfigurujeme ostatni tiidy

pepa
pepa
pepa
pepa
pepa
pepa
pepa
pepa
pepa
pepa
pepa
pepa
pepa
pepa
pepa
pepa
pepa
pepa

(config)# class-map match-any

(config-cmap)#
(config-cmap)#

(config)# class-map match-any

(config-cmap)#
(config-cmap)#

(config)# class-map match-any

(config-cmap)#
(config-cmap)#
(config-cmap)#
(config-cmap)#
(config-cmap)#

(contfig)# class-map match-any

(config-cmap)#
(config-cmap)#
(config-cmap)#
(config-cmap)#
(config-cmap)#

match protocol
exit

match protocol
exit

match protocol
match protocol
match protocol
match protocol
exit

match protocol
match protocol
match protocol
match protocol
exit

voip

sip

important
icmp

high-priority
secure-http
ssh

dns

ntp

normal
http
ftp
pop3
smtp
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Definujeme politiku s vyuzitim
IP precedenci

pepa (config)# policy-map ma politika

pepa (config-pmap)# class voip

pepa (config-pmap-c)# set ip precedence 6
pepa (config-pmap-c)# exit

pepa (config-pmap)# class important

pepa (config-pmap-c)# set ip precedence 6
pepa (config-pmap-c)# exit

pepa (config-pmap)# class high-priority

pepa (config-pmap-c)# set ip precedence 5
pepa (config-pmap-c)# exit

pepa (config-pmap)# class normal

pepa (config-pmap-c)# set ip precedence 3
pepa (config-pmap-c)# exit

pepa (config-pmap)# class p2p

pepa (config-pmap-c)# police 10000 5000 5000 conform-action set-prec-
transmit 2 exceed-action set-prec-transmit 1

U P2P prenosu je do 10 kb/s pridélovana priorita 2, pfi pfekroCeni je

sniZzena na 1.
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Priradime politiky na rozhrani

nepa (config)# interface FastEthernetO
nepa (config-if)# service-policy input ma_politika
pepa# wr mem

Overime spravnost nastaveni pomoci stahovani vétsiho souboru
pomoci BitTorrent a sledovani pouziteho pasma, pak dame ping
anebo zavolame a méla by rychlost stahovani souboru poklesnout.
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