Uloha 2: Obmedzenie privilégii a moznosti uzivatelov

V tejto tlohe sa zameriame na bezpecnost’ siete pred zneuzitim zvnutra, obmedzime prava
pouzivatel'ov a jednotlivych telefonov. Prvym krokom bude vytvorenie particii, adresného

volacieho priestoru a vzorov smerovania.

Particie
Particie su skupiny ¢isiel s podobnou dostupnostou. Napriklad, telefony ktoré nechceme aby
mali moznost’ volat’ na zahrani¢né ¢isla budu stcastou jednej takejto particie, nazvime ju

BLOCK _Intercontinental.

Podl'a mnozstva skupin v cvi€eni si rozdel'te ich nasledujtce particie: All, BLOCK_External,
BLOCK _Intercontinental, BLOCK_Custom.

Pre ich vytvorenie prejdite v menu do polozky Call Routing -> Class of Control ->
Partition -> Add New, vlozte meno a ulozte. To je pre particie zatial’ v§etko, ich d’alSie

upravy budu prebichat’ neskor.

Adresny volaci priestor
Adresny volaci priestor predstavuje skupiny particii. Méze byt priradeny bud’ samotnému

telefonu, alebo konkrétnym DN, vytvorenym v predchadzajucej tlohe.
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B Save

rStatus

@ Status: Ready

—Calling Search Space Information
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Description

r Route Partitions for this Calling Search Space

Available Partitions** | BLOCK_custom
BLOCK_External
BLOCK_Intercontinental
Pracowvna doba
Smerovanie

v A
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b R 4
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Obr.1

Vytvorte Adresné volacie priestory: Network, Verejne priestory, Kancelarie.

Pre ich vytvorenie prejdite v menu do polozky Call Routing -> Class of Control -> Calling

Search Space -> Add New.

Podla Obr.1 pridajte do priestoru Network particiu All. Tento volaci priestor bude priradeny

priamo zariadeniam a teda ho budu vyuzivat’ vSetky DN, predstavuje povolené smery volania.

Zobrazte si v CUCM vase aktivne telefony a vyberte tie, ktoré spravujete. (nachadzaja sa
v Device -> Phone) Otvorte ich a pod polozkou Calling search Space vyberte moznost’
Network (Obr.2).
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Obr.2

Nasledujtce adresné volacie priestory st pridavané jednotlivym DN a predstavuji

obmedzenia.

Do Verejne priestory pridajte particie BLOCK CUSTOM, BLOCK External,

r Device Information

Registration
1P Address

Device is Active

Device is trusted
MAC Address™

Description

Device Pool*

Common Device Configuration
Phone Button Template®
Softkey Template

Common Phone Profile*
Calling Search Space

AAR Calling Search Space
Media Resource Group List
User Hold MOH Audio Source
Network Hold MOH Audio Source

Location*

AAR Group

Unknown

Unknown

0014ABACA429
SEPOO14ABACA429
Default

< None =

Standard 7960 SCCP
< None >

Standard Common Phone Profile

< None =
< None =
< None =
< None =
Hub_None

< None >

BLOCK _Intercontinental. Skupina predstavuje najvyssie obmedzenia.

v | View Details

v | View Details

Do Kancelarie pridajte BLOCK _Intercontinental. V tomto pripade chceme blokovat’ len

zahrani¢né hovory.

Pre samotné priradenie jednotlivym DN z nastavenia telefonu v CUCM vyberte vase DN X01

(X predstavuje ¢islo vasej skupiny) a pod polozkou call search space z Obr. 3 vyberte

Verejne priestory ak ste skupina 1, 3, atd’, Kancelarie ak ste skupina 2, 4, atd’.
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LE Save x Delete % Reset 7 Apply Config |:|']= Add New
|

r Directory Number Information

Directory Number®  [2g

Route Partition < None = v
Description

Alerting Name

ASCII Alerting Name

¥l allow cantrol of Device from CTI
Associated Devices | SEPO014ASACALZS

Edit Device

Edit Line Appearance

W
Dissociate Devices
r Directory Number Settings
\foice Mail Profile = MNone = v | (Choose <=None= to use system default)
< Mone = W
Presence Group* Standard Fresence group w
User Hold MOH Audio Source < None > w

Obr.3

Vzory smerovania
Vzory smerovania urcuju porovndvaci vzor pri vytadcani ¢isla. Pomahajii ndm obmedzit’ typ

odchadzajucich hovory, napriklad vieme, 7e medzinarodné hovory v Ceskej republike
obsahuju predvol'bu 00 a ¢isla s touto predvol’bou teda mozeme zakazat smerovat’. Zaroven

vSak obsahuju aj vzory pre ¢isla, ktoré smerovat’ chceme.

Skupina 1

Call Routing -> Route/Hunt -> Route Patterns -> Add New

Vytvorte Smerovaci pattern so vzorom 0.00[1-9]! Cast’,,0.“ pouzijeme pre indikaciu hovoru
mimo nasu siet’. V samotnom smerovani sa &islice pred bodkou zahadzuju. Cast’

,,00° predstavuje predvol’bu pre medzinarodné hovory z ¢eskej republiky a cast’ [1-9]!
predstavuje myslienku: nasledujica ¢islica moze byt ktorakol'vek z rozpétia 1 az 9 a za fiou sa

moze vyskytovat’ neurcené d’alSie mnozstvo ¢islic.



Podl'a Obr.4 nastavte particiu, vyberte vaSu branu a zmeiite smerovanie tohto vzoru na

7 6¢

blokované, s reakciou ,,hovor odmietnuty*.
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Route Pattern Configuration

FES

r Status

@ Status: Ready

r Pattern Definition

Route Pattern® 0.00[1-9]! |
Route Partition BLOCK_Intercontinenta b
Description |
Numbering Flan -- Not Selected --

Route Filter < None =

MLFF Precedence® | Default V|

O Apply Call Blocking Percentage

Resource Priority Namespace Network Domain | < Mone = v|
Route Class® | Default V|
ateway/Route List | -- Mot Selected -- V| (Edit)
Route Option ) Route this pattern
N —
Block this pattern | Call Rejected W :
Call Classification® | offiet v|

[ Allow Device Override Provide Outside Dial Tone [ Allow Overlap Sending O Urgent Priority

O Require Forced Authorization Code

Authorization Level* |0 |

Obr.4
Vytvorili ste vzor pre blokovanie, teraz vytvorte vzor pre smerovanie. Jediny rozdiel bude
Vv pridelenej particii a povolenom smerovani, vid’ Obr.5. VSimnite si taktiez klasifikaciu

hovoru, tu vieme nastavit, ¢i hovor s danym vzorom povazujeme za vnutorny, alebo vonkajsi.
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Route Pattern Configuration

r Pattern Definition

Route Pattern™ 0.00[1-3]!

Route Partition v
Description

Numbering Flan -- Not Selected --

Route Filter = None =

MLPP Precedence® Default hd

DApva Call Blocking Percentage

Resource Priority Namespace Network Domain | = None = W
Route Class™* Default v
Gateway/Route List* —- Not Selected -- v (Edit)
Route Option
() Block this pattern | No Error W

Call Classification® W

[ Allow Device Override Provide Outside Dial Tone [ Allow Overlap Sending O Urgent Priority
O Require Forced Authorization Code

Authorization Level* 0

Obr.5
Skupina 2

Call Routing -> Route/Hunt -> Route Patterns -> Add New

Vytvorte vzor 0.0[2-5]XXXXXXXX predstavujuci volania na pevnu linku v ramci Ceskej
republiky s predvol'bami miest. VSetky zaéinaju ¢islicou 0, pokracuju ¢islicou 2 az 5

a nasleduje 8 akychkol'vek ¢islic, v naSsom pripade su reprezentované znakom X. Podl'a Obr.6
vypliite pozadované udaje ako particia, vasa brana a vyberte blokovanie smerovania

s moznost’ou odmietnutie hovoru. Nésledne podl'a navodu pre skupinu 1 vytvorte vzor pre

povolenie smerovania.
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Route Pattern Configuration

B Save

| W STatus: Keaay

r Pattern Definition

Route Pattern® 0.0[2- 5]

Route Partition q w
Description

Numbering Plan -- Not Selected --

Route Filter < None =

MLPF Precedence™® Default hd

DAppIy Call Blocking Percentage
Resource Priority Namespace Network Domain | < None = W
Route Class® Default v

Lagieway/Route Li -- Not Selected -- v (Edit)

Route Option ) Route this pattern

& Elock this pattern | Call Rejected -

Call Classification® OffNet v

[ allow Device Override Provide Outside Dial Tone [ Allow Overlap Sending O Urgent Priority

O Require Forced Authorization Code
Authorization Level * 0

[ Require Client Matter Code

Obr.6
Skupina 3

Call Routing -> Route/Hunt -> Route Patterns -> Add New

Vytvorte podl'a povol'ovacich vzorov v skupine 1 a 2 vzory 0.15X a 0.112, rovnako ich
moznosti bez ,,0.“ 15X a 112. Tieto vzory sluzia na nudzové volania a preto nepotrebuju

zakazovacie naprotivky.

Skupina 4

Call Routing -> Route/Hunt -> Route Patterns -> Add New

Vytvorte podl'a Obr.7 vzor 007, nastavte particiu, zvol'te vasu branu, nastavte blokovanie
s odmietnutim hovoru, klasifikaciu hovoru prepnite na vnutorny hovor a od znacte ton pre
vonkajSie volania. Tento vzor predstavuje blokovanie hovoru vo vnutornej sieti. Napriklad

$éfov telefon.



alinhie  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System + CallRouting = Media Resources +  Advanced Features + Device =  Application =  User Management +  Bulk Administration = Help ~

Route Pattern Configuration

B Save

r=tatus

@ Status: Ready

r Pattern Definition

Route Pattern* 007

Route Partition BLOCK_Custom W

Description

Numbering Plan -- Not Selected --
Route Filter < None =
MLPP Precedence * Default v

DApva Call Blocking Percentage

Resource Priority Namespace Network Domain | = None = v
Route Class* Default A
-- Not Selected -- v (Edit)
Route Option ) Route this pattern
&€¥" 5 ook this pattern | Call Rejected JEve- ]

Call Classification™® @ v
[ Allow Device Override ‘!' rovide Outside Dial Tone [ Allow COwverlap Sending O Urgent Priority

O Require Forced Authorization Code

Authorization Level® o

Obr.7

Vysledkom je, Ze polovica z X01 DN sa odteraz na 007 nedovola a pokial’ vytocite vzor so

zakézanym smerovanim, dostanete ton nedostupného cisla.

Obmedzenie nechcenych presmerovani a konferenénych hovorov
Ako ste si uz v8imli, kazdy hovor ma klasifikaciu vnaitorny, alebo vonkajsi. Co nemusime

chciet’, je vediet hovor ktory pride s klasifikdciou vonkajsi prelozit’ na vonkajsi. Tym by sme
vybavili hovor zdarma strane ktora vola a strane na ktorti hovor preloZime, za nase peniaze.

Vedenie firmy pre toto nemusi mat’ pochopenie.

Pre vypnutie takéhoto prekladu je nutné ist’ do menu System -> Service Parameters -

>Server(nas server) -> Service (Cisco CallManager)

Tu sa ponuka na vypnutie prekladu nachadza v sekcii Clusterwide Parameters (Feature —
General) pod nazvom Block OffNet To OffNet Transfer. Zmeite hodnotu na True (Obr.8).
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Service Parameter Configuration

B Save Set to Defaul @'% Advanced

c!usterwide Parameters (Feature - GenﬁEr:ED
Call Park Display Timer ™

Message Waiting Lamp Policy *

Audible Message Waiting Indication Policy *

Multiple Tenant MWI Modes *

MWI Non Message Center Signaling Call Duration *

Message Waiting Indicator APDU Digit Translation CS5

beilock OffNet To OffNet Transfer

Obr.8

Message Waiting Indicator Inbound Calling Search Space

Primary Line - Light and Prompt
OFF

< None =

False

o

< None =

Trus

10
Caller 1D Display Priority Enabled * True v
Call Park Reversion Timer ¥ 60
Park Monitoring Reversion Timer * 60
Park Monitoring Periodic Reversion Timer * 30
Park Monitoring Forward No Retrieve Timer * 300
Preserve globalCallld for Parked Calls * True W
Maximum Call Duration Timer * 720
Maximum Held Duration Timer * 360
Party Entrance Tone @ True v

DalSou nechcenou vecou mozu byt’ konferencné hovory, ktoré mézeme pre vzdialené strany

vytvorit’ a nasledne ich opustit’. Tomu sa da zabranit’ bud’ ukonéenim konferencie po odideni

zakladatela, alebo kontrolou u¢astnikov s vnttornou klasifikaciou v konferencii, kedy by po

odideni vsetkych z nich konferencia skon¢ila.

Nastavenie prebieha v rovnakom menu, ale v sekcii Clusterwide Parameters (Feature —

Conference) pod polozkou Drop Ad Hoc Conference. Hodnotu nastavte na ukoncenie pri

odideni zakladatel’a (Obr.9).

Toto nastavenie otestujte vytvorenim konferenéného hovoru. Zakladatel musi najprv vytvorit
normalny hovor, a potom pod polozkou ,,more* na displeji telefonu najst’ moznost’
konferencie, kedy prida d’alSich ucastnikov. Po pridani otestuje zrusenie konferencie pri

odchode zakladateTla.
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B Save Set to Default @% Advanced

MWI Non Message Center Signaling Call Duration * 0

Message Waiting Indicator APD Digit Translation 55 = None = W
Block OffNet To OffNet Transfer * False v
Use Original Call Classification for Transferred Calls * False v
Use Restriction attribute of ID/Name Presentation of Transferring Party ¥ True W

There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

Q!ustemide Parameters (Feature - Conference) 2
Suppress MCH to Conference Bridae * True "
W Drop Ad Hoc Conference S Wwhen Conference Controller Leaves v

Maximum Ad Hoc Conference * 4

Maximum MeetMe Conference Unicast * a4

Advanced Ad Hoc Conference Enabled * Falze "
Choose Encrypted Audio Conference Instead Of Video Conference * True "
Minimum Video Capable Participants To Allocate Video Conference * 2

Enable Click-to-Conference for Third-Party Applications * Falze "
Ignore JE!FCP Application Line Encryption Status When Designating Call Security | Trye w
Status

There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

Obr.9

Smerovanie podla ¢asu v dni
Obcas mozete chceiet’, aby sa prichadzajice ¢i odchadzajiuce hovory chovali inak podl'a asu

kedy st uskutoénené. Vy si vyskusate presmerovat hovor v ¢asovom useku, ked’ prebieha

vasSe cvicenie.
AKO prvé je potrebné vytvorit’ ¢asové rozvrhy.
Prejdite do menu Call Routing -> Class of Control -> Time Period -> Add New

Kazda skupina si vytvorte vlastnil ¢asovu peridodu s platnostou pocas vasho cvicenia. Vypliite

meno, pociato¢ny a koncovy ¢as, pozrite si moznosti opakovania tejto periddy
Prejdite do menu Call Routing -> Class of Control -> Time Schedule -> Add New

Kazda skupina si vytvori vlastny ¢asovy rozvrh a pridd do neho casovu periddu.



Teraz je nutné pridat’ tieto ¢asové rozvrhy telefonom. Pomocou nadvodu v zaciatku cvicenia si
kazda skupina vytvori novu particiu, nastavte jej vas casovy rozvrh, tto particiu pridajte do

adresného volacieho priestoru Network a nastavte ju ako platnt particiu vo vasom DN XO1.

Posledné nastavenie podl'a Obr.10.
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Directory Number Configuration

LB Save x Delete %' Reset 7 Apply Config |:I'} Add New
@ Status: Ready

r Directory Number Information

Directory Number®*  [2g1

Houte Partition Smerovanie h

Description
Alerting Name
ASCII Alerting Name

[ Allow Control of Device from CTI
Associated Devices | SEPO014ASACA429

Edit Device
Edit Line Appearance

WM
Dissociate Devices
r Directory Number Settings
\oice Mail Profile = Naone > v | (Choose =None= to use system default)

Obr.10

Nasledne sa posunte v nastaveni DN nizsie (Obr.11), k presmerovaniu a nastavte Transfer
All na ¢islo nasledujucej skupiny (napriklad 201 nastavi presmerovanie na 301). Posledna

skupina nastavi presmerovanie na 007, ale len pokial’ ma nan zo svojho DN X01 povolené

volania. Inak nenastavuje nic.
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B Save

~Call Forward and Call Pickup Settings

Calling Search Space Activation Policy

orward All Car 301

Secondary Calling Search Space for Forward All

Forward Busy Internal [Tor
Forward Busy External [Tor
Forward No Answer Internal [ar
Forward No Answer External [ar
Forward No Coverage Internal [Tor
Forward No Cowverage External [Tor
Forward en CTI Failure or
Forward Unregistered Internal [Tor
Forward Unregistered External [Tor

No Answer Ring Duration (seconds)

Call Pickup Group = None = W

Obr.11

Nastavenie vyskusajte zavolanim 201, hovor by sa mal presmerovat’ bud’ na 007, alebo

posledné ¢islo skupiny.

Tymto ste svoje DN obmedzili na isty casovy tsek, mimo neho sa vam nan nik nedovola.
V redlnej prevadzke by ste si vytvorili nové DN s rovnakym ¢islom a pridali mu ¢asovy
rozvrh s ¢asom opacnym nez ma presmerovanie. Nezabudnite na nutnost’ pridania particie do

adresného volacieho priestoru All.

Nutena autorizacia
Pokial’ mame sice smerovacie vzory povolené, ale cheeli by sme im pridelit’ dodato¢nt

ochranu, mézeme vyuzit nitenu autorizaciu. Pre volanie je nutné vlastnit’ ¢iselny kod a tento

koéd musi mat’ dostatoné opravnenia. Tie sa mézu vzor od vzoru menit’.

Kazda skupina si vytvori novy vzor smerovania podla skupiny vzory X02 (X predstavuje
¢islo vaSej skupiny) podl'a Obr.12, priradite particiu All, branu, povolenie smerovania,

klasifikaciu vnatornti a nové nastavenie, nitena autorizacia, troven zvol'te 100.
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Route Pattern Configuration

IBs.ave

r Pattern Definition

Route Pattern®

Route Partition All v

Deescription

Numbering Plan -- Mot Selected --

Route Filter < None =

MLPP Precedence® | Default vl

DApply Call Blocking Percentage

Resource Priority Namespace Network Domain | < Mone > v|

Route Class* | Default V|
| -- Not Selected -- V|

Route Option dL)

) Block this pattern | Mo Error ] |

v

Allow Owverlap Sending O Urgent Priority

O Require Client Matter Code

Obr.12

(Edit)

Rovnako si vytvorte nové DN X02 a prirad’te ho tlacidlu telefonu (navod v ulohe 2).

Nasledovne prejdite do menu Call Routing -> Forced Authorization Code -> Add New

a vytvorte si vlastné kody, s roviiou prevySujicou 100, aj uroviiou nedosahujucou 100.

Rozsah sa moze pohybovat od 0 do 255 (Obr.13).
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Forced Authorization Code Configuration
o =

rStatus

@ Status: Ready

r Forced Authorization Code Information

Authorization Code Name* |te.5t |

Authorization Code* |1234 |
Authorization Level* |1Ul |
—

@ *_ indicates reguired item.

Obr.13

Teraz skuste vase nové DN vytocit. Ak ste vSetko spravne nastavili, budete poziadany

0 vlozenie kodu. V pripade koédu vyssieho nez 100, bude tento kod akceptovany, v pripade
nizSieho, zamietnuty. V oboch pripadoch sa vSak nedovolate, povol'ovacie smerovacie vzory
sa pre DN na vnutorne;j sieti nevytvaraju, CUCM sa hovor snaZi poslat’ branou von.

V niektorych pripadoch vas na to méze CUCM upozornit’ a nedovoli vam takyto vzor ulozit.

Toto je koniec Ulohy 2.



