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Co nas dnes ceka

1. Veérite SMS zpravam vasi banky?
2. Jak zabezpecit kod aplikace pred okopirovanim

3. Jak zabezpecit aplikaci pred zneuzitim
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Veérite SMS zpravam vasi banky?

3. pozadavek

SMS na SMS
centrum Vas 4. zaslani SMS

operator
2. vytvoreni
ovérovaciho kodu

5. predteni SMS

1. vytvoreni platby

Internetové
bankovnictvi 6. piepis kodu
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Jak Android zpracovava
prichozi SMS

1. OS Android pfijima SMS zpravu
2. OS Androidu posila zpravu vsem aplikacim *
3. Aplikace, se samy rozhoduiji, jak s SMS zpravou nalozi

* V8em, které maji zaregistrovany receiver android.provider.telephony.SMS RECEIVED
a opravnéni android.permission.RECEIVE SMS .
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Prakticka ukazka

Potrebujeme: Mame:

e zdanlivé neskodnou aplikaci e SMS jizdenka Zlin

® sbérné misto SMS o  http:/bit.ly/GPlaySMSJizdenka
e Ob&ti e http://bit.ly/StolenSMS

e Pocet stazeni: 1-5 tisic
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http://bit.ly/GPlaySMSJizdenka
http://bit.ly/GPlaySMSJizdenka
http://bit.ly/StolenSMS
http://bit.ly/StolenSMS

Opravneni na Androidu 6 a 7

e krok vpred
® targetSdkVersion 23
e rozdeleni na normal a dangerous

o https://developer.android.com/quide/topics/permissions/normal-permissions.html
o https://developer.android.com/quide/topics/permissions/requesting.html#normal-dangerous

e ale...
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https://developer.android.com/guide/topics/permissions/normal-permissions.html
https://developer.android.com/guide/topics/permissions/normal-permissions.html
https://developer.android.com/guide/topics/permissions/requesting.html#normal-dangerous
https://developer.android.com/guide/topics/permissions/requesting.html#normal-dangerous

Jak ziskat opravneni bez povsimnuti

Q@ V4614 Qo ® V4 71321 O ® W4 @321
< Opravnéni aplikaci : < Vsechna opravnéni
& SMS jizdenka Zlin & SMS jizdenka Zlin

odesilani a zobrazeni zprav SMS

ﬂ Povolit aplikaci SMS
jizdenka Zlin odesilani
a zobrazeni zprav

B3 piijem textovych zprav (SMS)

SMS?
ODMITNOUT  POVOLIT

Ostatni opravnéni aplikace

m branéni pfechodu telefonu do rezimu s..

m ovladani vibraci
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Jak je to mozne?
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CHALLENGE ACCEPTED

BITCHP

problem?
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Picasso had a saying -- 'good artists
copy; great artists steal’ -- and we have
always been shameless about stealing

great ideas.

Steve Jobs (1996)
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Ochrana kodu - procC?

e Softwarové patenty?
o https://webshop.ffii.org/

e Flappy Birds

o 300 klonu, 238 infikovanych
o posilani SMS, hovory, GPS, adresare [1]
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https://webshop.ffii.org/
https://webshop.ffii.org/
http://mobil.idnes.cz/zavirovane-flappy-bird-klony-djq-/mob_tech.aspx?c=A140626_130204_mob_tech_ram

Prakticka ukazka

Potrebujeme: Mame:

e vytahnout APK z telefonu e TCMD, APK extractor, ...
e dekompilovat APK e APK Tool [1]

e umét Cist v cizim kdédu o 777

Pozor na retézce!

Pro zajemce: https://www.fi.muni.cz/research/laboratories/crocs.xhtml.cs
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https://ibotpeaches.github.io/Apktool/
https://www.fi.muni.cz/research/laboratories/crocs.xhtml.cs

Ochrana kodu - jak?

e Obfuskace pfi buildu [1]

o  SDK/tools/proguard/proguard-android.txt

buildTypes {
debug {
minifyEnabled false
proguardFiles 'proguard-rules.pro’
}

release |

minifyEnabled true

proguardFiles 'proguard-rules.pro!’
1
}
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e Obfuskace pri psani

OR RETARDED[EROGRAMME

yeneratornet
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https://developer.android.com/studio/build/shrink-code.html
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YU IN:SATFAH.I-AT’PS FROM
ULOZ.TO02
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Ochrana aplikace - proc?

e Reputace
e Ochrana klientd / komunity
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Ochrana aplikace - jak?

e Kontrola certifikatu APK
e Kontrola puvodu APK
o Google Play
o odjinud
e Knihovna: https:/github.com/SandroMachado/AndroidTampering
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https://github.com/SandroMachado/AndroidTampering

Dekuji za pozornost

Prostor pro vase dotazy
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