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“Humans are the weakest link in cyber security.” 

  

 

 

 

 

 

 

 

 

We take care of the human factor from the security 

perspective. 
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What is usable security? 

Users and security trainings. 

Security policy design 

Warning and user dialog design. 

Authentication methods with respect to users. 

Passwords and users password habits. 

Users and privacy. 

Secure system design. 
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Involved parties 

Netsuite Inc.– company producing business management 

software 

ICS (ÚVT) – service provider for Masaryk University 

ESET s.r.o. – security software developer 

SODATSW s.r.o. – manufacturer of robust security 

encryption solutions 

Masaryk University: Faculty of Informatics, Faculty of 

Social Studies, Faculty of Law 
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Aims of the research: 

Netsuite Inc. – measurement of user adherance to the 

security policy depending on a type of the security policy 

tutorial. 

ICS (ÚVT) – measurement of user knowledge and 

understanding of the security policy. 

ESET, spol. s.r.o. – 2 user dialogs redesigned for their 

antivirus system. 

SODATSW s.r.o. – password soft recovery for their 

security system. 
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ESET  PROJECT 1  Aims 

Antivirus premium license contains many security 

benefits over the basic one. 

Increase user's security by increasing a number of people 

who upgrade the basic version to the premium license. 

Android platform. 

Only small changes in already existing user dialog. 
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ESET Challenge 1 – Activities 

1. Experiment 1 (14 000 participants) tested: 

Control variant (no change). 

Variant with a text change. 

Variant with added „Ask later“ button. 

2. Experiment 2 (60 000 participants) tested: 

More complex combinations of persuasive principle 

(decoy option) and text change from first experiment. 

A user survey for English, Czech, Slovak and German 

speaking participants was included to reveal user 

security habits. 
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ESET Challenge 1 – Experiment 1 – Results 

Both new variants caused increase in number of 

purchases. 

about 51% in variant with text change 

about 21% in variant with „Ask later“ button. 
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ESET Challenge 1 – Experiment 2 – Results 

No variant was significantly better in nudging user to 

obtain a premium license. 

Interesting results found out of questionnaire, e.g.: 

Tablet users consider their device as less secure and 

purchase a license more often than smartphone users. 

Participants who bought the premium license have 

more private data in their devices. 

No statistically significant correlation with license 

purchase is, surprisingly, use of the device for storing 

passwords. 

The older user is, the more he buys a license.  
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ESET PROJECT 2  Aims 

How to encourage users to enable PUA (potentially 

unwanted application) detection? 

Increase user's security by increasing number of users 

who pick a PUA (spyware, adware, etc.) detection during 

antivirus installation process. 

Both options must be equal due to legal reasons. 

PC platform. 

Small changes in already existing user dialog. 
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ESET – Challenge 2 – Aims 
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ESET PROJECT 2 Activities 

1. Experiment 1: Designed 15 new variants (including 

control variant) introduced to test on PC antivirus beta 

users. 

100 000 participants 

We experimented with text content, colors, 

pictorials, bold type, bullet lists…. 

2. Experiment 2: Repeated with same settings, but real 

users. 

350 000 participants 

Difference in behavior of beta x real users  
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Proposed variants 

We designed 14 variants + control one 
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Proposed variants 

20 



Proposed variants 

We designed 14 variants + control one 
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How many people allows detections across variants 
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Výsledky: co se neliší I.
Základní verze „Nová“ verze

vynechání textu a nahrazení odkazem

přidání příkladu PUA

výstražné symboly
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ESET (preliminary) conclusions: 

What works:  

positive answer as first option 

“enable”is better than “detect” 

 

Additional texts -> no effect 

Warning symbols -> no effect 

 

Final remark: users are not reading longer texts in the 

installation process… 

 

 



PROJECT SODATSW 

2 recovery scenarios were tested. 

Password recovery by QR code.  

Password recovery by help of second trustworthy 

person. 

Participants were university students. 

Final results were based on user surveys and system 

records. 

QR code recovery was considered more comfortable and 

usable whereas the other approach more secure. 
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(Livingstone, Haddon, 

Görzig & Ólafsson, 2011): 

 
V ČR používá internet 

více než 95 % dětí ve 

věku 12 a více (ČSÚ, 

2012; Lupač, Sládek, 

2008), mobilní 

telefony používá 

téměř každé dítě 

(ČSÚ, 2012). 
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Online risks for children: 

• Aggressive communication, cyberbullying, harassment 

• Sexual problematic situations (pornography, sexual 

communication, sexting) 

• Online strangers 

• Privacy and misuse of personal information 

• Commercials – advertisements, spam, pop-ups, fake e-

mails 

• Health problems (eye problems, nightmares, online 

addiction) 
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(Livingstone, Haddon, Görzig & Ólafsson, 2011): 

Meeting online strangers 

 

 

- 11 % from children who met 

someone offline, were 

bothered or angry about the 

experience from the meeting 
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Dítě vidělo sexuální obrázky online nebo offline 
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(Livingstone, Haddon, Görzig & Ólafsson, 2011): 

Online rizika versus online aktivity – ve 25 zemích EU 



   Online risks 

   2010 - 2014 

Experienced one or more risks 

-- 48 - > 52 % 

 

- No increase among boys 

- Increase mainly among young girls 

 

Sonia Livingstone, Giovanna Mascheroni, Kjartan 

Ólafsson and Leslie Haddon, with the networks of 

EU Kids Online and Net Children Go Mobile 

(November 2014). Children’s online risks and 

opportunities: Comparative findings from EU Kids 

Online and Net Children Go Mobile  



Meetings with unknow people 

-- 9 -> 13%   

-- ale 29 -> 26% only online  

 

Cyberbullying 

-- 8 -> 12%  (21 -> 23% offline) 

 

Received sexual messages 

-- 14 -> 12% 

 

Saw sexual pictures online 

-- 18 -> 20% (26 -> 28% offline) 

   Online risks 

   2010 - 2014 
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10 families in all countries 

(Czech Republic, Italy, 

Belgium, UK, Germany, 

Finland, Russia) 

Families with children 6-8 

years 

Interview with one parent 

and at least one child 
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Children 0-8 years and digital technology 



Conclusions from the project Children 0-8  

Co-construction theory: online and offline worlds are 

intertwinned, borders are blured 

Technology is not important -> main is the ACTIVITY 

Technology usage by young children has risks although 

children are not using social networking 

Parents underevaluate risks for children under 8 years – 

they think more about future risks 

Recommendation: parents should know more what are 

they children doing and should be aware of possible risks 

Report:  

http://irtis.fss.muni.cz/joint-research-centre-report 
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Project: Unlocking the Potential of mHealth 
Technologies to Promote Behavioral Health and 
Active Aging in Czech Older Adults (from 1.11.2016) 
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Prof. Steriani Elavsky, Ph.D.: Pennstate University > 

Masaryk University 

(1) developing an interdisciplinary line of research in the 

area of mobile health (mHealth) technologies for 

improving behavioral health and active aging 

(2) pilot testing novel methods for behavioral and 

psychological monitoring through the application of 

Dynamic Real-Time Ecological Ambulatory Methodologies 

(DREAM) 

 search for partners! 



Project: Digital parenting 
Kaspersky Lab & prof. David Smahel, MU 
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Survey with usage of research panel Toluna: 450 Czech 

parents and other people taking care about children aged 

5 to 17 years participated in the survey.  

Key findings: 

Mothers spend in average more time with their children 

than fathers, the difference is decreasing with age of 

the child.  

Most common activity which mothers and fathers are 

doing together with their children, is watching TV or 

video and doing homework for school. Father are playing 

digital games more often together with their children 

than mothers. 



Project: Digital parenting 
Kaspersky Lab & prof. David Smahel, MU 
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Mothers and fathers are at most afraid that their child 

can get injured, how s/he is doing in school and that 

s/he could be harmed by other children.  

Fathers are most often teaching their children how to 

use digital technologies and they are also mostly 

responsible for security of digital devices which are 

children using. 

Both parents are often actively discussing with children 

what they do on the Internet and helping them with 

complicated things online. Fathers give more advices to 

children how to use the Internet in the safe way. 



Project: Digital parenting 
Kaspersky Lab & prof. David Smahel, MU 
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Mothers are primary controllers of child’s activities on 

the Internet. 

About 42 % of parents is checking web sites which are 

children visiting. Only 15 % of families have complex 

software tool to control their children activities on the 

Internet. 

 

Main conclusion: mothers have primary role in solving 

problems of children’s safety in offline (real) life and 

fathers have primary role for children’s digital security 


