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Zvednuti sluchatka

Jialing Digits

Zvonéni

Hovor




Co Sipky oznacuji?

Frame 4 (1124 bytes on wire, 1124 bytes captured)

I
® Ethernet II, Src: Cisco_6c:83:59 (00:17:95:6c:83:59), Dst: Ibm_67:a6:cbhb (00:20:35:67:a6:ch)
# Internet Protocol, Sr¢: 192.168.1.156 (192.168.1.156), Dst: 192.168.1.1 (192.168.1.1)
® User Datagram Protocol, Src Port: 50159 (50159), Dst Port: sip (5060)
= Session Initiation Protocol
# Reqguest-Line: INVITE sip:912042285981@192.168.1.1;user=phone sSirP/2.0

® Message Header
o Message Body

= Session Description Protocol

+

B

B EE®

B EB

session Description Protocol version (v): 0

Oowner /Creator, Session Id (0): Cisco-SIPUA 14429 O INM IP4 192.168,
Session Mame (s): SIP Call

Time Description, active time (t): 0 0

Media Description, name and address (m): audio 27642 RTP/AVP 0 8 18 101
Connection Information (<): IN IP4 192.168.1.156 *—

Media Attribute (a): rtpmap:0 PCMU/8000

Media attribute (a): rtpmap:8 PCMA/8000

Media Attribute (a): rtpmap:18 G729/0

Media Attribute (a): fmtp:1l8 annexb=no

Media Attribute (a): rtpmap:101 telephone-event /8000

media Attribute (a): fmtp:101 0-15 \
Media attribute (a): sendrecv
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Frame 4 (1124 bytes on wire, 1124 hytes captured)

Src: Cisco_6c:83:59 (00:17:95:6C:83:59), Dst: Ibm_67:a6:cb (00:20:35:67:a6:ch)
Internet Protocol, Src: 192.168.1.156 (192.168.1.156), Dst: 192.168.1.1 (192.168.1.1)

User Datagram Protocol, Src Port: 50159 (50159), Dst Port: sip (5060)

Session Initiation Protocol

# Request-Line: INVITE sip:912042285981€192.168.1.1;user=phone s1r/2.0 \Who am |

# Message Header -

cl Message Body

calling?

# Owner/Creator,

= Session Description Protocol

Session Description Protocol version (v): 0 - 2
session Id (0): Cisco-SIPUA 14429 0 IN IP4 192.168. WhICh pOl’t.

session Mame (s): SIP call

Time Description, active time (t): 0 0

Media Description, name and address (m): audio 27642 RTP/AVP 0 8 18 101 Which IP
Connection Information (c): IN IP4 152.168.1.156 *— v

Media Attribute
Media Attribute
Media Attribute
Media Attribute
Media Attribute
Media Attribute
Media attribute

! rtpmap:0 PCMU/8000 addreess?
: rtpmap:8 PCMA/8000

T rtpmap:18 G729/0

: fmtp:18 annexb=no Codec Preferences

: rtpmap:101 telephone-event /8000

: fmtp:101 0-15 — DTMF Preferences

: sendrecy



Jaké znate protokoly pro zajisténi
prenosu hlasu protokolem SIP?



Protokoly pro SIP

https://www.slideshare.net/elastixorg/sip-security-in-ip-telephony

Signaling Gateway control QoS

=




Porovnejte LAN a WAN z hlediska VolP



Porovnani LAN a WAN

Local Network

Global Network

Local Network Management , one
point of contact

Global Network Management, many
points of contact

Common single private address
space

Mixture of local private and public
address spaces with overlapped
addresses

Local QoS control

No Guarantee of Qos or Service
Level

Limited protocols

Many protocols




V jakych mezich se pohybuje zpozdéni
ve VTS a na Internetu?



Realné hodnoty prodlev

Ve verejnych telefonnich sitich se prodleva
pohybuje v rozmezi 50 az 90 milisekund.

Pri VolP po Internetu tato hodnota roste a muze
dosahovat k hodnoté 400 ms. Casovou prodlevu
takeé ovlivinuje tempo hovoru. Do cca 200 ms cClovek
casovou prodlevu nepozna, hodnoty nad 300 ms
jsou uz velmi citelné.

V siti, ktera je urcena po prenos hlasu, by zpozdeéni
melo byt minimalni.



Jaké je zpozdéni u faxu?



Fax 500 az 800 ms

Fax Relay
Broadcast
Quality

Satellite
Quality

== Delay Target

High
Quality




Rozeberte zpozdéni typu ,,end-to-end”

w -~ W
T1 T1



Rozlozeni zpozdéni

“ End-to-End Delay Not to Exceed 250ms >

Voice Router Voice Router

|P or Frame
Relay Network N

|

Compression|| Transmission Transmission ; -
20ms 25@T1 25@T1 DEG“';:]PTESS'DH
ms
7ms @ 56k Network (FR) 7ms @ 56k
Fixed Inter-process 20-40ms Inter-process
10ms 10ms

Variable Queuing Variable Network Delay: Buffer

10-20ms Private IP: determinable Configurable
Delays Internet 50-400+ms

Total Fixed Delays (w/o buffer) 71-129ms




Jaké jsou priciny rozptylu zpozdéni?

Symptomy: pazvuky Ci neprijemné skfipani béhem hovoru



Priciny rozkmitu zpozdéni

* Nedostatecna Sirka pasma pro konverzaci
* Nadmeérny pocet skoku v cesté signalu
" QoS vypnut nebo neni podporovan jednim nebo vice zarizenimi



Ktery prenosovy systém zpusobuje
nejvetsi zpozdeni?



Satelitni spoje




Jaka je pripustna hodnota rozkmitu?



Parametry jitter bufferu

» Typicky: 30-50 ms.

= Adaptivni buffer ma mez 100-200 ms.
» To ale zpusobuje dodateC¢né zpozdéni.

» Pak zpozdeni nad 200 ms je problem.



Problémy s adaptivnim buferem
jsou u LAN nebo WAN?



U WAN stiha, u LAN nestiha

Time {seconds) Time (seconds)



Jaka je pripustna hodnota ztraty
paketu?



/trata nad 5 % neni pripustna



Spojeni se mi samo rozpojuje.
Co to muze zpusobit?



Brany vice nez 20 % ztrat
nezvladnou



Co oznacujeme pod pojmem clipping?

detekce feli

clipping

cas



Orezani v ase nebo amplitudé



Orezani v amplitudé




Co zpusobuje orezani v case?



Detektor recove aktivity VAD
(Voice Aktivity Detektor)

= Jde o zarizeni, které vyhodnocuje, zda ucastnik hovori nebo je
v hovoru pauza a tudiz neni zapotrebi prenaset signal. Byva
soucasti vétSiny mobilnich telefon(

= Umoznuje uspofrit az 50 % preneseného objemu dat (hovori
vétsinou jeden z Ucastnikl, neni tedy zapotrebi prendset hlas
nepretrzité obéma sméry). To prinasi Usporu energie,
omezeni vyzarovani mobilni stanice a snizeni zatizeni sité.

= Detektor je nutné nastavit tak, aby spolehlivé rozpoznal rec
od intervalu ticha, tzv. "promlk". Chybnym nastavenim
dochazi k orezani recCovych intervall - (clipping)



Jaké bezpecnostni problémy muze
zpusobit CLIP?



ProC pro zabezpeceni prenosu hlasu
pouzivame dva ruzné protokoly?

nekde.org jinde.org
TLS tunel

: SIP : :
SDP '

SRTP

prvni@nekde.org

Obrizek 4 - Zabezpeceni signalizace pomoci SIPS



V ¢em spociva bezpecnostni riziko
CLIPu?



Riziko CLIPu

Podpora zobrazovani Cisla volajiciho ucastnika (CLIP)
je u ruznych poskytovatell IP telefonie odliSna -
nékteri ho podporuji Uplné, jini ne, coz zpUsobuje, Ze
se volané straneé Cislo nemuze zobrazit.

V nékterych pripadech nedostatecné zabezpeceni
sité poskytovatele umoznuje "nafixovat" poskytované
cislo, coz ma za nasledek moznost pfri volani do
klasické sité "tvarit se" jako uplné jiny ucastnik.



Co vSe zpusobuje mezery v reci?



Mezery v reci

= Ztraty paketu

" Voice Activity Detection spojeny s echo canceller



Co dal muze zpusobit mezery v reci?



Co zpusobi RED
(Random Early Detection)

Vyhozeni paketu zpusobi zmenseni velikosti okna...
Rozhlasovani smérovaci informace
Zahlceni AP ve WLANech

Handoff (IEEE 802.11r)



Navrhneéte tridy provozu pro VolP



Priklad navrhu trid provozu

AF31 kde AF=Assured Forwarding, 3 indikuje Class 3 and 1 je Drop Probability
EF Expedited Forwarding — doporuceno pro RTP
CS5 Class Selector 5

A selection of ToS “IP Precedence” values and their equivalent Class Selector value:
IP Precedence 0 (CSO) Best Effort — typické pro data

IP Precedence 3 (CS3) Flash — slouzZi pro fizeni prenosu (e.g. SIP)

IP Precedence 5 (CS5) Critical — slouzi pro RTP



Co zpusobuje vysoké echo pri zapojeni
noveho uzivatele audiokonference?



Vysoké echo pri zapojeni nového
uzivatele audiokonference

Echo canceller se musi prizpUsobit



Stav: PL =0, Delay 100 ms.
/meéna: PL1 % anebo 150 ms
Co je horsi?

G T11-CQwid Ve rmw Delwr ind Q0 achecL oc:

j/
7
:12 -

llllllllllllllll
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Namalujte graf prenosu SIP

Mo. I IP - Src IIF‘ -Dest I Time IPrntomI I Length IInﬁ:n

4 45.210.3.90 45.210.3.36 4.774198532 SIP/SDP 824 Request: INVITE sip:409/7@c¢
5 45.210.3.36 45.210.3.90 4.774234772 SIP 390 status: 100 Trying

6 45.210.3.36 45.210.3.90 4.855835054 SIP 556 status: 180 Ringing

10 45.210.3.36 45.210.3.90 0.430492401 sIP/SDP 1078 Status: 200 OK , with ses
11 45.210.3.90 45.210.3.36 6.5834140/8 SIP 603 Request: ACK sip:3290.a75¢
12 45.210.9.97 45.210.3.90 6.616043091 RTP 214 PT=ITU-T G.711 PCMU, SSRC=
13 45.210.9.9/ 45.210.3.90 6.634405136 RTP 214 PT=ITU-T G.711 PCMU, SSRC=
14 45.210.3.90 45.210.9.97 6.048046493 RTP 214 PT=ITU-T G.711 PCMU, SSRC=
15 45.210.9.9/ 45.210.3.90 £.655860901 RTP 214 PT=ITU-T G.711 PCMU, SSRC=
16 45.210.3.90 45.210.9.97 6.675859451 RTP 214 PT=ITU-T G.711 PCMU, SSRC=
17 45.210.9.97 45.210.3.90 6.6758918/76 RTP 214 PT=ITU-T G.711 PCMU, SSRC=
18 45.210.3.90 45.210.9.97 0.66879584466 RTP 214 PT=ITU-T G./711 PCMU, SSRC=
19 45.210.9.97 45.210.3.90 6.695211410 RTP 214 PT=ITU-T G.711 PCMU, SSRC=
20 45.210.3.90 45.210.9.97 6.707969665 RTP 214 PT=ITU-T G.711 PCMU, SSRC=
21 45.210.9.9/ 45.210.3.90 6./714948654 RTP 214 PT=ITU-T G.711 PCMU, SSRC=
22 45.210.3.90 45.210.9.97 6.728021622 RTP 214 PT=ITU-T G.711 PCMU, SSRC=
23 45.210.9.9/ 45.210.3.90 0.734687805 RTP 214 PT=ITU-T G.711 PCMU, SSRC=
24 45.210.3.90 45.210.9.97 6.748052597 RTP 214 PT=ITU-T G.711 PCMU, SSRC=
25 45.210.9.97 45.210.3.90 6.754869461 RTP 214 PT=ITU-T G.711 PCMU, SSRC=



Zadany kodek :
Faktor o¢ekavani - A [-]:

Vypocet R

Mira hlasitosti ve vysilacim sméru - SLR [dB]:

Mira hlasitosti v pfijimacim sméru - RLR [dB]:

Mira hlasitosti ozvény na stran¢ hovoriciho - TELR [dB]:

Zpozdéni ozveény (v jednom smeru) - T [ms]:

Jednotka kvantizaéniho zkresleni - qdu [-]:

Ztratovost paketu - Ppl [%]:

Prodlouzeni celkového zpozdéni

oproti zpozdéni ozvény (v jednom sméru) [ms]:

Uroven Sumu vztazena k mistu relativni irovné 0 - Nc¢ [dBmOp]:

Uroven sumu na pozadi na piijimaci strané - Nfor [dBmp]:

Hluk mistnosti na vysilaci stran¢ - Ps [dB(A)]:

Hluk mistnosti na pfijimaci strané- Pr [dB(A)]:

Hodnota D pro telefon na vysilaci stran€ - Ds [-]:

Hodnota D pro telefon na ptijimaci strané - Dr [-]:
Mira potlaceni vlastniho hovoru - STMR [dB]:
Odolnost kodeku proti ztratam pakett - Bpl [-]:

PCM ITU-T G.711 - 64 kb/s
0

8

2

65

<1:340>

5.91



http://matlab.feld.cvut.cz/view.ph
p?cisloclanku=2009100002



http://flowping.comtel.cz/

./flowping -h example.net -i 0.015625 -B 0.0078125 -t 30 -R 60 -T 90 -w 180 -s 500

r "
FlowPing - variable rate definition - command line

fate A Parameters
[kbit/s] s=5008 —
b = 256 kbit/s
B = 512 kbit/s
768 —+ t=30s
-+ T=90s
640 - R=60s
-+ w=180s
. 512
384 -
@ 256
L 128 +
0 t f t t t i : i : ; : ; >
0 15 30 45 60 75 a0 105 120 135 150 165 180 time (s]
[ t 1 R -l
- T ol




http://matlab.feld.cvut.cz/view.ph
p?cisloclanku=2004110201

J Prepocet hodnoty MOS na R - faktor

vydano dne 27. 10. 2009 (23018 precteni)

Program po&ita &ty rizné hodnoty pro: klasicky pfepocet jen pro kodeky do 3,4 kHz (R-faktor do 100), dirok
inedrni interpolace a exponencidlni interpolaci (R-faktor do 130) a univerzalni prepolet i s kombinaci kodekd |
prispévku.

Prepocet z MOS na R-faktor Vypocti |

Zadej MOS v rozsahu 1 az 4.75 (zadavej s teckou) - 1

Zadej Advantage Factor - A [-] : pevny terminal - 0 M



Navazani spojeni — protokol SIP

cnd POINt 2

Pro}(y C@
W

Tryind

“




Rozeberme autentizaci SIP
registrace

Client Alice
_ REGISTER (1) SIP Server

=
e < 100 Trying (2) & «

401 Unauthorized (3) k\

Compute response using DAA

____._._.--)' Generate nonce-

REGISTER (4) value and send
HA1l = MD5(username, realm, password) }
HA2 = MD5(method, digestURI) .
response = MD5(HAL, nonce, HAZ) < 100 Trying (5)

200 OK (6) -—_
o Compute response
¢ Lime and compare



10.
11.
12.

BN sip:companya SIP/2.0
via: SIP/2.0/UDP

156.116.9.95;branch=29hG4bK32FIEC44EB23347BFE0D4B8459C69E4E
From: Allce <sip:alicePCompanyA>;tag=1234648905

To: Alice Ili{:u-

Contact:

Call-ID: 2B6449C74C10D4F95006A6C0O34E79ESERCOMpanyA

CSeq: 19481 REGISTER
User-Agent: PolycomSoundPointIP-SPIP 550-UA/3.1.2.0392

Authorization: Digest
username=" ", realm=" “ ,nonce="SHIEIE08 " , response="
“,uri="gip:CompanyA* ,algorith

m=MD5
Max-Forwards: 70
Expires: 3600
Content=Length: 0



Priklad autentizace

Whk-Authenticate: Digest realm="sip.cybercity.dk",nonce="178lafs66beld2070084c6T748706bb" ,0paque="1781a1351f78795" ,stale=false,algorithm=MD5
Authentication Scheme: Digest

Realm: “sip.cybercity.dk"
Monce Value: "178lafsecbel32e7eesdcef74a7esbb™

HAL = MD5(username, realm, password) - HA1 = MD5(voil8063, sip.cybercity.de, heslo)

HAZ = MD5(method, digestURI)

response = MD5(HAL, nonce, HA2) HA2 = MDS(REG'STER, voil8063 @ Sip.CYberCity.de)

Authorization: Digest username="woilBB63",realm="sip.cybercity.dk",uri
Authentication Scheme: Digest
Username: "woil3ae3"
Realm: “sip.cybercity.dk"
Authentication URI: “sip:192.168.1.2"
Nonce Value: “178lafs6cbelB2a7ees4cef74e7@sbb”
Opaque Value: "1781al351f7@795"
Nonce Count: “eaaeaasl"”
Digest Authentication Response: "bd79fecaes@Balebi9d37ec73214838b"
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