5. prednaska

H.323 — destnik
pro celou skalu
protokolu




Co s1 ovéiuje CUCM?

Internet Protocol Version 4, Src: 192.1668.1.254 (192.16&8.1.254), Dst: 192.168.1.1 (192.168.1.1)
Transmission Control Protocol, Src Port: cisco-sccp (2000), Dst Port: 50752 (50752), seq: 1, Ack: 273
skinny Client Control Protocol

Data length: 24

Header wversion: Basic (0x00000000%

Message ID: RegisterAckMessage (0x00000081)

Keep-alive interval: 30

Date template: M/D/YA

secondary keep-alive interval: 60




O ¢em informuje telefon CUCM?

Internet Protocol Version 4, Src: 192.168.1.1 (192.16&.1.1), Dst: 192.168.1.254 (192.168.1.254)
Transmission Control Protocel, Src Port: 50202 (50202), Dst Port: cisco-sccp (2000), Seq: 13, A
Skinny Client Control Protocol

Data length: 12

Header version: Basic (0x00000000)

Message ID: OffHookMessage (0Ox00000006)

Line instance: 0

Call identifier: O
Internet Protocol Version 4, Src: 192.168.1.254 (192.168.1.254), Dst: 192.168.1.1 (192.168.1.1)
Transmission Control Protocol, Src Port: cisco-sccp (Z2000), Dst Port: 50202 (50202), seq: 13, A
skinny Client Control Protocol

Data length: 28

Header wversion: Basic (0x00000000)

Message ID: CallsStateMessage (0x00000111)

Call state: OffHook (1)

Line instance: 1

Call identifier: 13



O ¢em mformuje CUCM volanou

stanicl?

Internet Protocol Version 4, Src: 192.168.1.254 (192.168.1.254), Dst:
Transmission Control Protocol, Src Port: cisco-sccp (2000), Dst Port:

skinny Client Control Protocol
Data length: 28
Header version: Basic (0x00000000)
Message ID: CallstateMessage (0x00000111)
Call state: RingIn (4)
Line instance: 1
Call identifier: 14

Internet Protocol Version 4, Src: 192.168.1.254 (192.168.1.254), Dst:
Transmission Control Protocol, Src Port: cisco-sccp (2000), Dst Port:

skinny Client Control Protocol
Data length: 48
Header wversion: Basic (0x00000000)
Message ID: DisplayPromptStatusMessage (0x00000112)
Message time-out: 0
Display message: “2004027: 4755001
Line instance: 1
Call identifier: 14

192.168.1.3 (192.168.1.3)
51052 (51052), Seq: 13, A

192.168.1.3 (192.168.1.3)
51052 (51052), Seq: 49, A



Co musime otevrit, aby mohl
probchnout telefonni hovor?

Internet Protocol Vversion 4, Src: 192.168.1.254 (192.168.1.254), Dst: 192.168.1.3 (192.168.1.3)
Transmission Control Protocol, Src Port: cisco-sccp (Z2000), Dst Port: 51052 (51052), Seq: 885,
Skinny Client Control Protocol

Data length: 72

Header wversion: Basic (0x00000000)

Message ID: OpenReceiveChannel (0x00000105)

Conference ID: 4

Pass-thru party ID: 0

Ms/packet: 20

Payload capability: G.711 u-law 64k (4)

Echo-cancel type: Media_EchoCancellation_on (1)

G/23 bitrate: Media_G/23BRate_6_4 (2)

Internet Protocol Version 4, Src: 192.168.1.3 (192.168.1.3), Dst: 192.168.1.254 (192.168.1.254)
Transmission Control Protocol, Src Port: 51052 (51052), Dst Port: cisco-sccp (2000), Sseq: 105,
skinny Client Control Protocol

Data length: 24

Header wversion: Basic (0x00000000)

Message ID: OpenReceiveChannelack (0x00000022)

Opened receive-channel status: orcok (0)

IP address: 192.168.1.3 (192.1668.1.3)

Port number: 27368

Pass-thru party ID: 0



K ¢emu slouzi tento paket?

Internet Protocol Version 4, Src: 192.168.1.254 (192.168.1.254), Dst: 192.168.1.3 (192.168.1.3)
Transmission Control Protocol, Src Port: cisco-sccp (Z2000), Dst Port: 51052 (51052), Seq: 985,
skinny Client Control Protocol

Data length: &8

Header wversion: Basic (0x00000000)

Message ID: StartMediaTransmission (0x0000008a)

Conference ID: 4

Pass-thru party ID: 0

Remote IP address: 192.168.1.1 (192.168.1.1)

Remote port: 25438

MS/packet: 20

Payload capability: G.711 u-law 64k (4)

Precedence: 0

Silence suppression: Media_SilenceSuppression_Off (0x00000000)

Max frames per packet: 0

G/23 bitrate: Media_G/Z23BRate_6_4 (2)
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1. Zakladni informace



K popisu H.323 je pouzita ASN.1

* Notace ASN.1 zavadi jednoznacnou klasifikaci jednotlivych
objektu a metody pro definice jejich vlastnosti v textove i
ciselné forme. Tento jazyk je definovan v doporuceni ITU
X.208 a navaznych X.680 a X.683. Je urCen pro zapisy
dobre Citelné pro Clovéka.

= Jazyk ASN.1 definuje typy, coz jsou pojmenované mnoziny
hodnot. Jako pfiklad Ize uvést typ BOOLEAN s mnozinou
hodnot TRUE a FALSE. Identifikator typu ma syntax
podobnou Fortranu Ci jazyku C a poradi zapisu jako COBOL
ci PL/I. Jako priklad lze uvést deklaraci promenné INTEGER.
9



Priklad popisu objektu v ASN.1

OSOBA ;.= SEQUENCE {
primeni  Prijmeni,
jmeno Jmeno,
pohlavi Pohlavi }

Prijmeni ::= |AString,
Jmeno = |AString,
Pohlavi ::= BOOLEAN }

10



Priklad zapisu ASN.1 pro prvky H.323

(blize http://www.itu.int/ITU-T/formal-language/itu-t/h/h225-0/2009/H323-MESSAGES.html)

H32Z3-T0O-EDT ::= SEQUENCE {

hiZ3i-message-body
CHOICE {setup Setup-TUUIE,

callProceeding CallProceeding-UUIE,
connect Connect-TOIE,
alerting Llerting-UUIE,
information Information-TUUIE,
releaselomplete Belegselomplete-UUIE,
facility Facility-TUUIE,
pProgress Brogress-TUUJIE, D&
empty NIUTLL, -—- used when & Facility messsge 1s sent.——

- — ey - T - TITTTR - - - p! - -
1 he Fagility-UUIE is not to be invoked

—-— (possible when transporting supplementsry

-— H. 225 0 wersicon £€). Alsg used a5 specifisd
-— in H. 323 to send messsges that sre not
-— zall relstsd
sItatus Status-TUTIE,
statusInguiry StatusInguiry-TUTIE,
setuplbcknowledge Setuplfcknowledge-TTIE,
notify Hotify-UUIE},
nonStandardData NonStandardParameter OPTIOHAL,

- =
T A AT M m e e e o e e ——

Pro zakddovani je pouzita specifikace PER (Packed Encoding Rules), dana doporuc¢enim
ITU-T Recommendation X.691. Jméno specifikace bylo vybrano pro rozliSeni od jednodussi

specifikace BER (Basic Encoding Rules).

AT T ETTY YT T M ST TR ey TRM T NET R T



S DER jste se uz purcité potkali.
Kde?
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DER

Export File Format
Certificates can be exported in a variety of file formats.

(®) DER encoded binary X.508 (.CER)
() Base-64 encoded X.509 (.CER)

() Cryptographic Message Syntax Standard - PKCS £7 Certificates (.P78)

[]Indude al certificates in the certification path if possible
() Personal Information Exchange - PKCS #12 (.PFX)
[ Indude all certificates in the certification path if possible
[ ] Delete the private key if the export is successful
[]Export all extended properties
() Microsoft Serialized Certificate Store (.SST)

13



Struktura sit€¢ podle H.323




Zargon H.323

(zakladni komponenty sit¢)

= terminal je zakladni a jedinou povinnou komponentou H.323 sit¢.
Pouziva se pro obousmérnou komunikaci v realn¢ Case.
Terminal piedstavuje napt. PC, VoIP/videotelefon, hlasovy odpovidac, voicemail;

» brana (gateway) zabezpecuje spojeni s jinou siti (napi. ISDN).
Slouzi jako pripadny piekladac protokolti mezi riznymi sitémi;
= gatekeeper (volitelny, ale uziteCny prvek) umoznujici ve specifikované zon¢
smérovani a centralni management koncovych bodu sité, ¢imz mohou chranit
svoj1 zonu pied zahlcenim, 1ze je pouZit 1 pro autentizaci, autorizaci, prevod jmen
a telefonnich Cisel na IP adresy. V analogii s PSTN se jedna o inteligentni ustfednu;

= MCU (Multipoint Control Unit) je zafizeni, které zajistuje komunikaci mezi tfemi
a vice terminaly. SméSuje datove toky a rozesila je vSem ucastnikiim ve skuping¢;
umoznuje tedy poradani konferen¢nich hovort.
Domeéna puisobeni protokolu H.323 miize obsahovat libovolné mnoZstvi terminalu,
bran nebo MCU jednotek, vzdy vSak pouze jednoho gatekeepera. Mluvime pak
o tzv. H.323 z6né. Signalizace muize probihat pfimo mezi koncovymi uzly

(terminaly, branami) nebo pomoci gatekeeperu. 15



Signalizace terminalu

Gateway
H.225
- i q (Q.931)

Terminal Call Signalling ( >

< Control H245)

€ sweam (RTP) 5,
&
GK

Address Translation

Q.931 byl navrzen pro vytvofeni, udrzbu a zruseni spojeni mezi dvéma DTE D kanalu ISDN. 16



Funkce Gatekeeperu

Gateway

Terminal

» pfevod adres E.164 na IP adresy
= fizeni pristupu

(odmitnuti zpfFistupnéni zpravou ARJ — Admission Reject)
= fizeni Sitky pasma (RAS)
= sprava zon
» pfipadné

- sprava hovoru (je obsazeno?)

- opravhovani (napf. od 8 do 16 hod.)

- sprava Sifky pasma

(napf. pokud neni k dispozici, neni hovor povolen)




Vicebodova kontrolni jednotka
(Multipoint Control Unit — MCU)

» Zodpovidaji za fizeni vicebodové konference.

» Skladaji se ze dvou logickych entit a sice vicebodového fadice (MC) a
vicebodoveho procesoru (MP).

= Z praktického hlediska je MCU konferen€ni most odliSny od téch bézné
pouzivanych ve verejnych komutovanych telefonnich siti. Hlavnim
rozdilem je to, ze H.323 MCU je schopny smésSovat a pfepinat nejen
audio, ale i video na rozdil od bézného smésovani audia béznymi
konferenCnimi mosty.

= Neékteré MCU umoznuiji spolupraci dat z vice bodu. Coz pro koncového
uzivatele znamena to, ze diky prenosu videa prostrednictvim H.323
MCU je uzivatel schopen vidét vSechny ostatni u€astniky konference a
ne jen pouze slyset jejich hlasy.

18



Protokolovy zasobnik

19



Klicove protokoly této sady

H 323 Apphcatlon
- !

‘ H.245

H.225.0
Call S1gnallng

Packet Network

20



Protokoloveé roury

21



Navaznosti jednotlivych protokolu

Gatekeeper

= H.323 H.323
= LI %Temmﬂl % Terminal

i h RAS

Q.931 (ISDN Call Signaling) byl
upraven ze svéta ISDN pro pouziti
na paketové orientovanych sitich a
nazvan jako H.225.

TCP Connection
—  _ Setup '
T ——— s 2.931
1_@@E¢HEEQEMH SRR I (Over TCP)
(J LJ
TCP Connection L
|'”'| ‘ H.245 Messages ) O A
L : - H.245
Open Logical Channels .
{ Address) o (Over TCP)
{RTCP and RTP Addresses)
P _(RTCP Address) ——————
(RTCP and RTP Addresses) T W
trearn FANIN A .
|' 7 'I RTP Stream | III Media
I'\_"‘jll RTP Stream ll:l"-\- j'l , ?{{:J’ver Unicast UDP)

22



2. Protokol RAS

(Registration, Admission, Status)

23



Zpravy RAS jsou zabaleny do
UDP a pouzivaji port 1719

Internet Protocol Version 4, 5rc: 192.168.16.23 (192.168.16.23), Dst: 1§ T08.19.]
User Datagram Protocol, Src Port: 49301 (49301), Dst Port: h323gatestat (1/19)

H.225.0 RAS
= RasMessage: gatekeeperRequest (0)
= gatekeeperRequest
requestSeqNum: 2
protocolIdentifier: 0.0.8.2250.0.5 (Version 5)
= nonstandardData
nonsStandardIdentifier: object (0)
data: 3 octets
= Data (3 bytes)
Data: 650140
[Length: 3]
= rasAddress: ipAddress (0)
= ipAddress

J00 00 04 0Od e3 e3 d5 00 09 6e 05 cb 11 08 00 45 88
J10 01 52 01 4a 00 00 40 11 d6 60 cO a8 10 17 c0 a8
20 10 01 EIEEERIGERGYANERECEN ST 03 20 00 01 06 00
)30 08 91 4a 00 05 00 0Oa 60 &6 48 01 86 8 72 04 02
240 01 03 85 01 40 00 cO a8 10 17 cO 95 02 00 01 03
)50 00 44 44 44 41 2b 10 80 bl 01 90 00 0Oa 60 86 48
Je0 01 86 fc Ob 01 06 02 00 04 00 c5 34 64 5e 9 4a
1370 da 22 a0 bc cd4 4a e9 1le 0Oc 3a 0d 1le Z2c a8 4a 7c
)80 55 40 8a 34 81 Be 4b 5d 19 86 44 07 82 00 a8 04
)90 bg ?c d9 ﬁ? ﬁf d0 34 %4 65 T4 gq do 3f 2d 4Q 2@




RAS

Protokol RAS (Registration, Admission, Status) je protokol, jehoz zpravy
jsou umisteny do zprav protokolu H.225 a slouzi pouze pfri registraci a
ruseni hovoru. Pouziva se pro komunikaci gatekeeper — endpoint a naopak.
Zde mame pozadavek na registraci, ktery je potvrzen Ci odmitnut.

RRG

T » |GK
RFC Registration Request (RRQ)

< Registration Confirmation (RCF)

({Endpoint Is Registered)

ARQ

> Admission Request (ARQ)
ACF Admission Confirmation (ACF)
< Zadavek :
(Endpoint May Place Call) (pozadavek na pasmo)
DR
= >

(Call Has Terminated) Disengage Request (DRQ)

DCF Disengage Confirmation (DCF)

£
Pro unicast je uren UDP port 1719 a pro multicast UDP port 1718 25



Telefon si najde GK, pak se
registruje a odregistruje

Endpoint Gatekeeper

%
GCF/GR]

Endpoint Gatekeeper

—wmo
RCF or RR)

URQ
[ ———— | Endpoint initated
/ Unregister Request
UCF/URJ

URQ
[ ————— | Gatekeeperinitiated
*______.—-———-—""" Unregister Request
UCF

26



Pole CryptoToken ve zpravé RRQ

cryptoTokens: 2 1tems

Item O

Item: cryptoEPPwdHash (0)

cryptoEPPwdHash

alras: h323-1D (1)

h323-1D: 950012315 ochrana proti p¥ehravani
timeStamp: Feb 26, 2006 15:36:41.000000000
token

algorithmOID: 1.2.840.113549.2.5 (nd5)
params

hash: 8BB5DFAE1F23EAOAASC7E73C23B18639

V poli CryptoToken jsou informace potfebné pro autentizaci
Druha moznost pouziti tohoto pole je zprava H.225.0 Q.931



FRO)
REQ
RO
AR
BRQ
IR}

IRE

DERQ
LEQ)
RAl

acT

N¢ektere zpravy gatekeeperu

Doba cekani
na odpovéd [s]

Pocet
pokus

Gatekeeper Request — GRQ (port 1718)
Hledani gatekeeperu

Gatekeeper Registration — RRQ
Registrace na dobu TTL

Unregister Request — URQ
ZruSeni registrace

Admission Request — ARQ
Indikace pozadavku na pasmo

Bandwidth Request — BRQ
Vyzadani si zmény Sifky pasma

Information Request — IRQ
Vyzadani detailnich informaci o volanich

Disengage Request — DRQ
Vyzadani informaci potfebnych pro uctovani

Location Request — LRQ
Napf. posli IP adresu tohoto Cisla.

Resource Availability — RAI
Jsme blizko limitu zdroju?

Service Control Indication — SCI 28
Vyzadani si nékterého typu sluzby



Popis prikazu ARQ v ASN.1

ﬁ?missinnaequest zz= SEQUENCE -- (ARQ)
{

requestSegilum HequestSeghium,
callType CallType,
callModel CallModel OPTIONAL,
endpointIdentifier EndpointIdentifier,
destinationInfo SEQUENCE OF Aliasiddress OPTIOMAL,
destCallSignaldddress TransporthAddress OPTIONAL,
destExtraCallInfo SEQUENCE OF Aliasiddress OPTIOMAL,
srcInfo SEQUENCE OF AliasAddress,
grcCallSignaliddress Transportiddress DPTIDNAL,
bandWidth BandWidth,

czllBeferenceValue
nonStandardData
callServices
conferencelID
activeMC
answerCzall
canMapilias
callTdentifier
srchlternatives
desthlternatives
gatekeeperldentifier
tokens
cryptoTokens
integrityCheckValue
tranaport0S
wWillSupplyUUIES
callLinkage
gatewayDataBate
capacity
circuitInfo
deslrEdPrntncnls

CallReferenceValue,
NonStandardParameter OPTIONAL,
Qaeriesfptions OPTIOMAL,
Conferenceldentifier,

BOOLERN,
BOOLEAN, -- answering a <=11
BOOLEAN, —-—- can handle zlizs zsddress

CallIdentifier,

SEQUENCE OF Endpcint OPTIONAL,
SEQUENCE OF Endpoint OPTIONAL,
FatekeeperIdentifier OPTIOMAL,
SEQUENCE OF ClearToken OPTIONAL,
SEQUENCE OF CryptcH3Z3Token OPTIOHAL,
ICYV OPTIOMAL,

Transport05 OPTIONAL,

BOOLERN,

Calllinkage OPTIOMAL,

DataFate OPTIONAL,

CallCapacity OPTIONAL,
CircuitInfo OPTIOMAL,

SEQUENCE OF Suppc tedProtocols OPTIOHAL,

29



Priklad pouziti ARQ a ACF

T ﬁ“‘\_\l
(f PSTN N o
. Internal traffic within CESNET2
~— S \ %00 GK1-CESNET
rsg?\'; GK2-CESNET
® GK1EXT
Voice path o I GK2EXT

External traffic to Internet

IPto IP GW

7). i

traffic to remote Gateway



Priklad pouziti LRQ a LCF

(externi spojeni pres hranicni GW)

(f PSTN W> -
Internal traffic within CESNET?2
- \, %0 GK1-CESNET
ISDN - GKZ-CESNET
GK1EXT
Ei GK2EXT
Outbond traffic to psm\ i External traffic to Internet

PBX

E IP to IP GW

traffic to remote Gateway




Casové omezeni registrace a jeji
prodluzovani — priklad: CESNET

» Registrace EP (Endpoint - H.323 telefon nebo H323 brana) je na GK Casové
omezena. GK vraci pfi registraci kazdému EP dobu platnosti registrace ve
zpravé RFC (Registration Confirm), ktera je zapsana v poli 77L. Po vyprSeni
této doby je registrace zrusena.

» Kazdy EP by mél svou registraci periodicky obnovovat zasilanim RRQ
(Registration Request).

= Je povoleno obnovovani TTL pomoci lightweight RRQ, tzn. pomoci bitu
keepAlive, to probiha tak, ze pfed uplynutim platnosti registrace na GK zasle
EP zpravu RRQ s keepAlive, ¢imz resetuje CitaC TTL a registrace je
prodlouzena.

= EP muZe poZadovat i menSi Cas timeToLive ve zpravé RRQ, nez ma GK
jako default. Aby nedosSlo k zahlceni RRQ zpravami, tak GK vraci jako
nejmensi limitni ¢as pro registraci 60 sekund, i kdyby EP pozadoval nizsi.

Blize http.//homel.vsb.cz/~voz29/files/voz 54.pdf 32



Nastaveni TTL na Gatekeeperu

| Gatekeeper: :Main]
—ourtytwo=42

Name=gklext
Home=195.113.222_.2
TimeToLi1ve=300
StatusTracelLevel=3
EndpointIDSuffix=_gklext

33



A co kdyz doba registrace vyprsi?

» Po expiraci registrace na GK zasle GK dvé zpravy IRQ (Information
Request), kterymi zjisti, zda je EP komunikativni.

» Pokud nedostane odpovéed zpravou IRR (Information Response),
kterou muze byt registrace prodlouzena, tak posila na endpoint URQ
(Unregistration Request) s odlivodnénim t/Expired.

= V teto chvili je vymazan z databaze aktivnich EP na GK a EP musi
provest opetovnou registraci pomoci RRQ.

= GK ma na zruseni registrace EP nastaveno 300 sec.

34



Priklad
(zdroj: http://homel.vsb.cz/~voz29/files/voz_54.pdf)

EP obnovuje registraci zpravou RRQ a dostava potvrzeni RCF

3749.159777 195.113.113.136 -> 195.113.222.2 H.225.0 RAS: registrationRequest
3749.163724 195.113.222.2 -> 195.113.113.136 H.225.0 RAS: registrationConfirm

EP byl nekorektné odpojen od sité a neposlal URQ, Cili se neodregistroval, GK
posila dvakrat IRQ a nedostava odpovéd, rusi tedy registraci URQ a
odstranuje zaznam o EP z aktivni databaze registrovanych EP na GK

3915.925904 195.113.222.2 -> 195.113.113.136 H.225.0 RAS: infoRequest
3976.525900 195.113.222.2 -> 195.113.113.136 H.225.0 RAS: infoRequest
4037.126022 195.113.222.2 -> 195.113.113.136 H.225.0 RAS: unregistrationRequest

Po pul hodiné dojde k pfipojeni EP a ten posila RRQ, dostava zpét RCF a znovu je
zaregistrovan na GK

5606.461970 195.113.113.136 -> 195.113.222.2 H.225.0 RAS: registrationRequgst
5606.466969 195.113.222.2 -> 195.113.113.136 H.225.0 RAS: registrationConf?rm



568
569
570
571

589
591
592
593

192.168.16.99

Source

192.168.16.23
192.168.16.1
192.168.16.23
192.168.16.1

Avaya G700 chassis
Also DHCP and TFTP
192.168.1.254

TFTP

Priklad mensSi
Registrace probl’hé na obou terminalech

Destination

192.168.16.1
192.168.16.23
192.168.16.1
192.168.16.23

DHCP
| 192.168.16.254

Monitor
I'm watching

4610 IP phone 1
1M1-11M
192.168.16.23

192.168.16. 24
192.166.16.1
192.168.16.24
192.168.16.1

#fin-nn

4610 1P phone 2
111-2222
192.168.16.24

192.168.16.1
192.168.16. 24
192.168.16.1
192.168.16.24

Protocol

H.225.0
H.225.0
H.225.0
H.225.0

1 sité:

Info

RAS:
RAS:
RAS:
RAS:

gatekeeperRequest
gatekeeperConfirm
registrationRequest
registrationConfirm

G700

: gatekeeperRequest
: gatekeeperConfirm

registrationRequest
registrationConfirm



RAS GRQ ID objektu, IP adresa, a port

Internet Protocol Version 4, Src: 192.168.16.23 (192.168.16.23), Dst: 192.168.16.1

User Datagram Protocol, Src Port: 49301 (49301), Dst Port: h3Z23gatestat (1/19)
H.225.0 RAS

= RasMessage: gatekeeperRequest (0)

= gatekeeperRequest

requestSeqNum: 2

protocolIdentifier: 0.0.86.2250.0.5 (version 5) .
= nonStandardData ObJeCt ID v ASN.1

object (0)

= Data (3 bytes)
= raSAddFESS 1 DA

ip: 192.168.16.23 (192.168.16.23)
agrt: 49301
endpointType
endpointAlias: 1 item

tokens: 1 item
authenticationCapability: 2 items
algorithm0oIDs: 2 items

featureSet

BEEHEEBEBE



Pole konfigurace EP

Internet Protocol Version 4, Src: 192.168.16.23 (192.168.16.23), Dst: 192.16&8.16.1
User Datagram Protocol, Src Port: 49301 (49301), Dst Port: h323gatestat (1719)
H.225.0 RAS
= RasMessage: gatekeeperRequest (0)
= gatekeeperRequest
requestSeqNum: 2
protocolIdentifier: 0.0.8.2250.0.5 (version 5)

# nonStandardData . .
rasAddress: ipAddress (0) mc — multipoint controller - nenastaven

.0.. .... mc: False
..0. .... undefinedNode: False
miptAlias: 1 item
= Item 0O
= AliasAddress: dig
dialledDigits:
tokens: 1 item
authent1cat10n£apa- ity: 2 items
algorithmoIDs: 2 ems
featureset

B ®BEE

)00 00 09 ©be 05 88  ........ n.....E.
)10 40 11 d6 60 ad RUDLL@ L L
)20 01 3e 85 6bc 00 ....... = .. L.,
)30 Oa 60 86 48 02 S R | P
)40 c0 a8 10 17 03 R T .
)50 10 80 bl 01 48 .DDDA+.. ..... .H
)60 02 00 04 00 c5 34 64 5e 9 4a  ........ ...4dAL T

W0 da 22 aD bc cd 4a 9 1le Oc 3a 0d le 2c aB 4a 7/c S I R

38



RAS token pole zadosti

—— -] Tokens: 1 item

= Item 0 Zacatek OID je specificky pro typ telefonu

ClearToken /////
[:::S} tokenOID: 2.16.840.1.114187.1.6.2 (joint-iso-itu-t.16.840.1.114187.1.6.2)
= dhkey

halfkey: c534645ef94ada?22albccdd4ae9lelc3aldle?cadda/c5540... [bit length 1024]
= profileInfo: 2 items
= Item O
= ProfileElement
elementID: 2
= element: octets (0)
octets: 0000489c
= Item 1
= ProfileElement
elementID: 1
= element: octets (0)
octets: 6c89000010d42000008480000
= authenticationCapability: 2 items @ .
M ten 0 autentizace
= AuthenticationMechanism: pwdSymEnc (1)
pwdSymEnc: NULL
= Item 1
= AuthenticationMechanism: keyExch (&)
keyExch: 2.16.640.1.114167.1.6.2 (joint-iso-1tu-t.16.840.1.1141&7.1.6.2) {:::]
= algorithmOoIDs: 2 items
= Item O .
algorithmoIDs item: 1.3.14.3.2.6 (desECB) <: Sifrovani DES-ECB
= Item 1
algorithmOIDs item: 2.16.6840.1.114187.1.3 (joint-iso-itu-t.16.840.1.114187.1.3)
# featureset



Pole vlastnosti RAS zadostli

=]

endpointAlias: 1 item

tokens: 1 item
authenticationCapability: 2 items
algorithmoIDs: 2 items

BHEBH

= featureset
.... 0... replacementFeatureset: False
= supportedFeatures: 2 items
= Item 0

= FeatureDescriptor

=id: oid (1)
¢ oid: 2.16.840.1.114187.1.9 (joint-iso-itu-t.16.840.1.1141&7.1.9)
= parameters: 1 tem
= Item 0
= parameters 1tem
= id: standard (0)
standard: 1
= content: numbers (4)
numberd: 1
= Item 1
= FeatureDescriptor

2 id: oid (1)
$ oid: 2.16.840.1.114187.1.10 (joint-iso-itu-t.16.840.1.114187.1.10)
= parameters: 6 jtems
= Item 0
= parameters 1tem
= id: standard (0)
standard: 1

Item 1
Item 2
Item 3
Item 4
Item 5



Potvrzeni registrace
(telefon ted’ muze volat)

Internet Protocol Version 4, Src: 192.166.16.1 (192.168.16.1), Dst: 192.168.16.23
User Datagram Protocol, Src Port: h323gatestat (1719), Dst Port: 49301 (49301)
H.225.0 RAS
= RasMessage: registrationConfirm (4)
= registrationConftirm
requestSeqNum: 3
protocolIdentifier: 0.0.8.2250.0.5 (Version 5)
# nonsStandardData
= callsignaladdress: 1 item
= Item 0O
= TransportAddress: ipAddress (0)
= ipAddress
ip: 192.168.16.1 (192.168.16.1) IP adresa port
port: 1720 :
endpointIdentifier: .n
# alternateGatekeeper: 1 item
0... .... willRespondToIRR: False
= preGrantedARQ -
.1.. .... makecall: True MuZe hned volat
..1. .... useGKCallsignalAddressToMakeCall: True
..1 .... answerCall: True
. 1... useGKCallsignalAddressToAnswer: True
1... .... maintainConnection: True



Nalezeni GK a registrace telefonu

GRQ
GCF
RRQ

RCF
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Reakce na zpravy GRQ a RRQ

GK

L

1.BEQ

GK

GW
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Reakce na zpravy ARQ, BRQ a LRQ

. AGK GK

1, AR 1.BRQ
2 ACF { GW2 ) 2.BCF

3. 5ETUOFP

Established Call

3. LCF

2 JGK

f. LR

5. bttermpt to establish the call

% Indicate connection establiskiment



Vypis vykonnostnich statistik

Router# show gatekeeper performance stats

rPerformance statistics captured since: 00:17:00 UTC
Mon Mar 14 2011

Gatekeeper level Admission Statistics:
received: 1
received from ocriginating endpeoints: O

ARQs
AROs=
ACFs
ACFs
ARJ=
ARJs
ARJs

sent:

sent

sent:

sent
sent

Number of

Number of
Gatekeeper level Location Statistics:
received: 1

LROs
LEQs
LCFEFs
LCFs
LEJs
LEJ=
LEJs

sent:

1

to the originating endpeoint: O
0

to the originating endpeoint: 0

due to overleocad: 0O
concurrent calls: 0
concurrent coriginating calls: 0

0

received: 0

sent:

1

received: 0O

sent:

sent

0
due to overlcad: 0

Gatekeeper level Registration Statistics:
ERJ due to overload: 0
Total Registered Endpoints: 1
Gatekeeper level Disengage Statistics:
DRQs received: 1

DRQs sent:

0

DCFs received: 0O
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3. Protokol H.225



http://www.itu.int/rec/T-REC-H.225.0-200912-1/en

M

'nternational Telecommunication Union

ITU-T H.225.0

TELECO MMUNCATION (12/2000
STONOSRD EXTION SECTOR
oF mu

SERIES H: AUDIOVISUAL AMD MULTIMEDIA SYSTEMS

Infrastructure of audiovisual services — Transmission
multiplexing and synchronization I

Call signalling protocols and media stream
packetization for packet-based multimedia
communication systems

Recommendation ITFT H.225.0

.= N

¥ érian
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Protokol H.225

» Slouzi pro sestaveni spojeni mezi dvema koncovymi body.
Sestaveni hovoru probiha bud
- pfimo mezi koncovymi zarizenimi nebo
- mezi koncovym zarizenim a gatekeeperem

= Je odvozen od Q.931 (ISDN Call Signaling), ale byl upraven
pro pouziti na paketové orientovanych sitich.

* Pro prenos na 4. vrstvé OSI se pouziva transportni protokol
TCP
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Format zahlavi protokolu H.225

8 7 6 5 4 3 2 1
Protocol discriminator
0 0 0 0 Length of call reference value (in octets)
Call reference value
0 Message type
Other information elements as required

Internet Protocol Version 4, src: 10.210.200.112 (10.210.200.112), pst: 10.210.200.111 (10.210.200.111)
Transmission Control Protocol, Src Port: mdtp (3232), Dst Port: h323hostcall (1720), seq: 509, Ack: 1,
TPKT, Version: 3, Length: 648
Q.931

Protocol discriminator: Q.931

Call reference value length: 2

Call reference flag: Message sent from originating side

Call reference e 50T
Message type @)
# Bearer capability

# Display 'Administrator’
% User-user
H.225.0 Cs

Internet Protocol Version 4, src: 10.210.200.111 (10.210.200.111), pst: 10.210.200.112 (10.210.200.112)
Transmission Control Protocol, Src Port: h323hostcall (1720), Dst Port: mdtp (3232), seq: 1, Ack: 649,
TPKT, Version: 3, Length: 103
Q.931

Protocol discriminator: Q.931

Call reference wvalue length: 2

Call reference flag: Message sent to originating side

Call reference w8 OOS
Message type: ALERTING (0x01)
5 User-user

H.225.0 Cs



Ne vSechny zpravy H.225 jsou
povinne

Transmit  Receive and Act Upon

Call Establishment Messages

Alerting mandatory mandatory
(all Proceeding optional  conditional mandatory
Connect mandatory mandatory
Progress optional  conditional mandatory
Setup mandatory mandatory
Setup Acknowledge optional optional
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\4

ast Q.931 saha ve vypisu
od 08 po 95

Internet Protocol Version 4, Src: 10.210.200.111 (10.210.200.111), Dst: 10.210.200.112
Transmission Control Protocol,
TPKT, Version:

src Port: h323hostcall (1720), Dst Port: mdtp (3232), S«

3, Length: 103
Q.931
Protocol discriminator: Q.931
Call reference value length: 2
Call reference flag: Message sent to originating side
Call reference value: 689f
Message type: ALERTING (0x01)
= User-user
Information element: User-user

Length: 91
Protocol discriminator: X.208 and X.209 coded user information
H.225.0 Cs
00 05 5d ce 90 78 00 50 ba c4 2e 04 08 00 45 00 S " = E.
00 8f 2 52 40 00 80 06 61 92 0Oa d2 c8 6f Oa d2 ...R@... a....0..
c8& 70 06 b8 O0c a0 ec 90 9e 4e 4L 4f 4 01 50 18 B o S NGO. .P
fd 77 be 00 00 [EBIIIENILNT DI_’ e8 9f 01 7e W ... 5. - ... ~
00 5b 23 B0 06 00 08 91 4a O 04 22 c0O b5 00 I .
23 31 50 6f 6c 79 63 6f 6d 20 56 69 61 56 69 #1.Polyc om Viavi
64 65 6f 16 52 65 6 65 61 73 65 20 38 22 30 3a deo.Rele ase 8.0:
20 38 2e 30 2e 30 2e 30 35 32 32 01 bO d8 00 11 8.0.0.0 522.....
00 02 28 5a 75 30 0d 90 10 11 14 e3 e0 99 5e 3f co(ZuD. . ... A?
0Od 01 00 01 80 01 00 01 40 10 80 0L OO . ....... @.

o1



Zakladni signalizace protokolu H.225

setup  (pfenos Eisla volaného) port 1720

Call Proceeding (informace, Ze volani je zpracovavano)

k

. volitelné

Progress (hovor neni ISDN a dalStinformace je in-band)

Alerting (informace o tom, Ze to na druhé strané zvoni)

Chrani pfed vyprSenim

¢asovacu
Cotuect

Feleazse Complete
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Zprava SETUP

# Internet Protocol Version 4, Src: 192.168.16.23 (192.168.16.23), Dst: 192.168.16.1
= Transmission Control Protocol, Src Port: 4296 (4296), Dst Port: h323hostcall (1720)

= TPKT, Version: 3, Length: 1367

=Q.931

Protocol discriminator: Q.931

Call reference value length: 2

call reference flag: Message sent from originating side
Call reference value: 0001

Message type: SETUP (0x05)

Bearer capability

Informat

= = om om

F User-user

= H.225.0 Cs

element: Bearer capability

Extension indicator: last octet

Coding standard: ITU-T standardized coding (0x00)
Information transfer capability: Speech (0x00)
Extension indicator: last octet

Transfer mode: Circuit mode (0x00)

Information transfer rate: 64 kbit/s (0x10)
Extension indicator: last octet

Layer identification: Layer 1 identifier (0x01)

User information layer 1 protocol: Recommendation G.711 u-law (0x02)




Call Proceeding, Connect, ...

= Q.931
Protocol discriminator: Q.931
Ccall reference value length: 2
Call reference flag: Message sent to originating side
Call reference value: 0001
Message type: CALL PROCEEDING (0x02)

# User-user
H.225.0 Cs

Q.931
Protocol discriminator: Q.931
call reference value length: 2
Call reference flag: Message sent to originating side
Call reference value: 0001
Message type: CONNECT (0x07)
# User-user
# H.225.0 Cs
- Q.931
Protocol discriminator: Q.931
call reference value length: 2
Call reference flag: Message sent to originating side
Ccall reference value: 0001
Message type: FACILITY (0x62)
# User-user
'H.225.0 Cs

B

+




Facility — doplnkové sluzby

631 192.168.16.1 192.168.16.23 H.225.0

Cs: facility OpenLogicalChannel

2 Frame 631: 151 bytes on wire (1208 bits), 151 bytes captured (1208 bits)

= reverseLogicalChannelParameters
= dataType: audioData (3)
= audioData: g711ulawbd4k (3) @
g/11ulawbdk: 20

= multiplexParameters: h2250LogicalChannelParameters (2)
= h2250LogicalChannelParameters
sessionID: 1
= mediaChannel: unicastAddress (0)
= unicastAddress: iPAddress (0)

= iPAddress
network: 192.168.16.4 (192.168.16.4)
tsapIdentifier: 2052 @
# mediaControlChannel: unicastAddress (0)
0... .... silenceSuppression: False

I Internet Protocol Version 4, Src: 192.168.16.4 (192.168.46 4 Dst: 192.168.16.23
| User Datagram Protocol, Src Port: clearvisn (2052), '@ﬂ“ tsb2 (2742)
I Real-Time Transport Frq;nco1
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Zprava H.225 SETUP

(rozsifené pole Bearer caacity)

Internet Protocol Version 4, Src: 192.168.16.23 (192.168.16.23), Dst: 192.168.16.1
Transmission Control Protocol, Src Port: 4296 (4296), Dst Port: h323hostcall (1720)
TPKT, Version: 3, Length: 1367
0.931

Protocol discriminater: Q.931

call reference value length: 2

Call reference flag: Message sent from originating side

Call reference wvalue: 0001

Message type: SETUP (0x05)
- Bearer capability

Information element: Bearer capability

Length: 3
1... .... = Extension indicator: last octet
00. .... = Coding standard: ITU-T standardized coding (0x00)
...0 0000 = Information transfer capability: Speech (0x00)
1... = Extension indicator: last octet
.00. .... = Transfer mode: Circuit mode (0x00)
...1 0000 = Information transfer rate: 64 kbit/s (0x10)
1... .... = Extension indicator: last octet
01. .... = Layer identification: Layer 1 identifier (0x01)
...0 0010 = user information layer 1 protocol: Recommendation G.711 u-law (0x02)

2 User-user
H.225.0 Cs
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Byly snahy o H.323/RSVP
synchronizaci (Co je RSVP?)

Caller UE[LP ) Callee {EP BE)
ol Setup with H.245 ad dress (1)
i )
Callproceeding (2)
<
H.323/RSYP Synchronization for Terminal capability exchange
- with go Scapahilities (3)
Video over IP L P
Engineaing Wivte Papar .
Subha Dhesikan OpenLogicalChannelmessage
Cizzo Systems exchanges (4)

December §, 2002 * L
ENG- 177305 « FhwControlCommand (5) .
“ersion 10

RSVP Path (6)
>
RSVE Resvy (T)
4
ESVP Resy Confirm (8)
>
FhwControelCommand (9)
< >
Alerting (10)
Connect (11




Call Forwarding

o efp
Facility (R.eason = Call Forsarded ) [ %%

Release Cormplete
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Vymeéna zprav mezi terminaly

Terminal 1

Setup

termCapSet

termCapAck

masterslvDeat

masterSlvDetConfirm

openBag

opendck

endSeasion

Release

Terminal 2

Alerting

Connect
termCapAck

termCapiSet

masterslvDetick

[

openAck
openBeq

endSeasion
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Ukazka meéreni doby Setupu
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http://www.itu.int/rec/T-REC-H.245-200912-1/en

4. Protokol H.245
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5
— k&

International Telecommunication Union

ITU-T H.245

TELECOMMUNCATION (1242000
STONDRRD EATION SECTOR
OF T

SERIES H: ALDIOYISUAL AMD MULTIMEDIA SYSTEMS

Infrastructure of audiovisual services — Communication
procedures

Control pretocol for multimedia communication

Recommendation ITUT H.245

e
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Sestaveni hovoru pres gatekeeper

L = -
------------ R 3002----
E il -- - o Flrmmermmrmns
- H.225 Balup fr=-
|
-l —————H.225 Call Proceed
Gatekeepar el
N
001 3002 ] ———————————H 775 Connact:

1. Volajici posle zpravu ARQ (Admissions Request) na gatekeeper (predlozi svoji identifikaci a ¢islo volaného),

2.

w

tato zprava je soucasti RAS protokolu.

Gatekeeper odpovi potvrzenim ACF (Admissions Confirm) nebo odmitnutéem ARJ (Admissions Reject).

V piipad¢ potvrzeni volajicimu tak gatekeeper odpovi, Ze pozadované session je v poradku (opét protokolem RAS).
\olajici odeSle volanému zpravu H.225 Setup.

\olany odesle volajicimu provizorni zpravu Call Proceeding. Provizorni je proto, protozZe volany musi nejprve
ovéfit autenticitu volajiciho predtim, nez vytvofti trvalé spojeni.

\olany odeSle na gatekeeper zpravu ARQ s dotazem, zda je volani legitimni. V tento moment by m¢l

mit gatekeeper ulozen zaznam o pivodnim ARQ od volajiciho k porovnani s ARQ od volaného.

Pokud mé gatekeeper odpovidajici ARQ zaznam, poSle volanému potvrzujici zpravu ACF.

. Jakmile je zprava ACF piijata volanym, poSle H.225 volajicimu zpravu Alerting. Volany pak posle 63

H.225 zpravu Connect volajici strané. Ta uvolni cestu pro H.245.



Protokol H.245

Slouzi pro fizeni multimedialniho pfenosu, nastaveni parametrti
prenosu, otevieni a zavieni logickych kanali pro prenos, volby
zvukového kodeku atd.

Vyjednavani parametru prenosu za¢ina po sestaveni hovoru.

Pro prenos paketu se pouziva protokol TCP.

TCS
GW » | GW
M/S Determination ,
< TCS Terminal Capability Set (TCS)
< % M/S Determination Ack
M/S Determination Ack
, > Open Logical Channel (OLC)
OLC >

— Open a
p. OLC Confirm Channel 64



10
12
18
25
27
31
33
38
39
41
42
44
46

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

210.
210.
210.
210.
210.
210.
210.
210.
210.
210.
210.
210.
210.

T11 kola komunikace H.245

200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.

GW

112 10.210.200.111 H.225.0 CS: setup
111 10.210.200_.112 H.225.0 CS: alerting
111 10.210.200_.112 H.225.0 CS: connect
112 10.210.200.111 H.245 terminalCapabilityset
112 10.210.200.111 H.245 masterslaveDetermination
111 10.210.200.112 H.245 terminalCapabilityset
111 10.210.200.112 H.245 masterslaveDetermination
112 10.210.200.111 H.245 terminalCapabilitySetAck
112 10.210.200.111 H.245 masterslaveDeterminationAck
111 10.210.200.112 H.245 terminalCapabilitysetaAck
111 10.210.200.112 H.245 masterslaveDeterminationAck
112 10.210.200.111 H.245 openLogicalChannel (generic)
112 10.210.200.111 H.245 openLogicalChannel (genericvideoCapability)
TCS :
» | GW
M/S Determination >
< TCS
< M/S Determination Ack
M/S Determination Ack >
OLC >
. Cipen a



Zpravy H.245

25
27
31
33
38
39
41
42
44
46
48
51

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

210.
210.
210.
210.
210.
210.
210.
210.
210.
210.
210.
210.

200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.

112
112
111
111
112
112
111
111
112
112
111
112

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

210.
210.
210.
210.
210.
210.
210.
210.
210.
210.
210.
210.

200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.

111
111
112
112
111
111
112
112
111
111
112
111

I I I IIIIIIIII

.245
.245
.245
.245
.245
. 245
.245
.245
.245
. 245
.245
.245

terminalCapabilitySet
masterslaveDetermination
terminalCapabilitySet
masterslaveDetermination
terminalCapabilitySetAck
mastersSlaveDeterminationAck
terminalCapabilitysSetack
masterSlaveDeterminationAck
openLogicalChannel (generic)
openLogicalChannel (genericVideoCapability)
openLogicalChannel (generic)
openLogicalChannelAck
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Time

5.700857

55820944

10.702663
10991370
10991521
11.310257
11.310394
12140347
12140352
12196862
12196866
12824751
13.567298
13762027
14.070986
14103243
14247915
14.382810
14664064
14856877
14932047
14991657
15215888
15355210
15393647
15437293
15466774
15546179
15656911
15669859
15866618

Otevreni vice kanalu

10.210.200.112
10.210.200.111

setup .

3232, 720

g g

B231)
«  TCSAck
3) EFEN]
. MSDACk ]
)y A1)
' OLC (generic)
@233) — @23
D:[I_I;I__‘generlchdeoCagﬁp:Elz}gr)
g OLC (generic] '__
OLCAck i
{3232y . e
OLC (gen ErICVIdEOCEEbIhtE')
R — i
: _Jlgenenlc\i'ldeo(laghﬁlgztgr)
o QﬂgenerchataCagt}!;Izw

o OLCAck '__2_

@2

=’ﬂger'l ericVideoCapg I} |I2|: )

e OLCAck |
(2233) |Gz
1
1E2a1)
1

23]
3231)
E2al)
E230)
@z

' FClndication '

Comment
H225 From: To: TunnH245:0ff FS:off
H225 TunnH245:0ff Fhoff
H225 TunnH245:0ff Faoff

H245 terminalCapabiliySet
H245 masterSlaveDe‘Ierm'lnaTV I ‘ S

H245 terminziCapabilitySet

H245 rasterSlaveDetermination
H245 terminaiCapabilinySetack
H245 masterslaveleterminationAck
H245 terminalCapabiliySetick
H245 masterSlaveDeterminationAck
H245 openlogicsiChannel

H245 openlogicalChannel

H245 openlLogicalChannel

H245 openlogicaliChannelAck
H245 openlogicalChannel

H245 openlLogicalChannel

H245 openlLogicaiChannel

H245 openlogicsliChannelAck
H245 openlogicalChannelack
H245 flowControlCommand

H245 mizcellznecusCommand
H245 openlogicalChannel

H245 openlogicalChannelack
H245 flowControlCommand

H245 miscellznecusCommand
H245 openlogicalChannelack
H245 mizscellznecusCommand

RTP Mum packet=11E7 Duration47 382s S5RCCFIBIB0L
H245 miscellanecusindication

H245 fliowControllndication
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Zprava protokolu H.245 TCS
(Terminal Capacity Set)

Transmission Control Protocol, Src Port: whisker (3233), Dst Port: vidigo
TPKT, Version: 3, Length: 1086
H.245
- PDU Type: request (0)
- request: terminalCapabilitySet (2)

- terminalCapabilitySet
sequenceNumber: 1
protocolIdentifier: 0.0.8.245.0.7 (h245 version 7)
® multiplexCapability: h2250Capability (4)
@ capabilityTable: 1' tems
# capabilityDescriptors: 1 item

| 45 polozek! Tolik!
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UrcCeni, kdo je Master a kdo Slave u EP

Internet Protocol Version 4, Src: 10.210.200.112 (10.210.200.112), Dst: 10.210.200.111
Transmission Control Protocol, Src Port: whisker (3233), Dst Port: wvidigo (3231), Seq:
TPKT, Version: 3, Length: 11
H.245
- PDU Type: request (0)
- request: mastersS
= masterSlaveDetf
terminal Typ
statusDetermmgitaOnNumber
Internet Protocol Version 4, Src: .210.200.111 (10.210.200.111), Dst: 10.210.200.112
Transmission Control Protocol, Src Port: vidigo (3231), Dst Port: whisker (3233), Seq:
TPKT, Version: 3, Length: 11
H.245
= PDU Type: request (0)
= request: masterSlaveDetermination (1)

= mastersSlaveDetepwmgation
terminalType :
statusDetermin®®™®fonNumber:{ 10199967

cDetermination

typ terminalu (ten s vétSim Cislem je master)

pfi rovnosti rozhoduje toto Cislo
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a Master se stava koncovy bod
s adresou 10.210.200.112

Internet Protocol Vversion 4, Src: 10.210.200.112 (10.210.200.112), pDst: 10.210.200.111
Transmission Control Protocol, Src Port: whisker (3233), Dst Port: vidigo (3231), Seq:
TPKT, Version: 3, Length: 6
H.245
- PDU Type: response (1)
- response: masterSlaveDeterminationAck (1)
masterSlaveDeterminationAck

= decision: master (0) ,@
master: NULL
Internet Protocol Version 4, Src: 10.210.200.111 (10.210.200.111), Dst: 10.210.200.112
Transmission Control Protocol, Src Port: vidigo (3231), Dst Port: whisker (3233), Seq:
TPKT, Version: 3, Length: 6
H.245
- PDU Type: response (1)
- response: masterSlaveDeterminationAck (1)
- masterSlaveDeterminationAck

= decision: slave (1) @
slave: NULL
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A nasleduje otevreni logickeho
kanalu

Internet Protocol Version 4, Src: 10.210.200.112 (10.210.200.112), pDst: 10.210.200.111
Transmission Control Protocol, Src Port: whisker (3233), Dst Port: vidigo (3231), Seq:
TPKT, Version: 3, Length: 62
H.245
- PDU Type: request (0)
- request: openLogicalChannel (3)
= openLogicalChannel
forwardLogicalChannelNumber: 2
- forwardLogicalChannelParameters
7 dataType: hZ35Media (/)
ImultiplexParameters: h2250LogicalChannelParameters (3)
21 h2250LogicalChannelParameters
sessionID: 1
= mediaControlChannel: unicastAddress (0)
5 unicastAddress: iPAddress (0)
- iPAddress

network: 10.210.200.112 (10.210.200.112)
tsapIdentifier: 3231
dynamicRTPPayloadType: 127
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Fast Start (Fast Connect)

V ramci standardniho vyjednavani H.245 koncove body potrebuiji tri kola
komunikace, nez se dohodnou na parametrech audio ¢i video kanalu

1. dohoda, kdo je Master a kdo Slave,
2. vyména informaci o kapacitach terminalu
3. otevreni logickych kanalu

TCS e
GW > | GW
M/S Determination >
TCS
<h M/S Determination Ack
M/S Determination Ack N
OLC
i > Open a
< OLC Confirm Channel

V urcitych situacich a to zejména na linkach s vysokym zpozdénim to
muze trvat pfili§ dlouho. 72



Fast Connect

Zpozdéni Ize eliminovat metodou Fast Connect (Fast Start). Koncovy bod
jednoduse pfipravi nekolik variant Zadosti o otevieni logického kanalu
v zavislosti na tom, kolik kodekt podporuje. Poté je zakoduje do binarni
formy a vysledek vlozi do H.225.0/Q.931 zpravy (obvykle zprava Setup).

Volany ucCastnik vybere jednu z variant a potvrdi ji v pFisti H.225.0/Q.931
zpraveé a prilozi vlastni seznam variant logickych kanalu. Zbyla ¢ast
komunikace probéhne standardnim zpusobem.

Pomoci Fast Connect jsou parametry logickych kanalt (kodeky, IP adresy a
porty) sesouhlaseny v rané fazi vymeény zprav, tj. predtim, nez volany
uzivatel pfijme hovor a tudiz se doba této vymeény nepocita do ceny
spojent.

Fast Connect a H.245 tunelovani mohou byt pouzity soucasne. 73



fastStart

Internet Protocol Version 4, Src: 192.168.16.23 (192.168.16.23), Dst: 192.166.16.1
Transmission Control Protocol, Src Port: 4296 (4296), Dst Port: h323hostcall (1720)
TPKT, Version: 3, Length: 1367
0.931
H.225.0 Cs
= H323-UserInformation
= h323-uu-pdu
= h323-message-body: setup (0)
= setup
protocolIdentifier: 0.0.8.2250.0.5 (Version 5)
sourceInfo
...0 .... activeMC: False
conferenceID: 00000000-0000-1000-0000-0000c0a81017
conferenceGoal: callIndependentSupplementaryService (4)
cal lType: pointToPoint (0)
callIdentifier
faststart: 36 items
1... .... mediawaitForConnect: True

1... .... canOverlapSend: True
0... .... h245Tunnelling: False 1]

[

B BB H
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Signalizace volby Fast Connect

GW

TCS + MSD

. TCS + TCS Ack + MSD Ack

TCS Ack + MSD Ack + OLC .

OLC Ack + OLC

OLC Ack

GW

Terminal Capability Set (TCS)
Master/Slave Determination (MSD)
Open Logical Channel (OLC)
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Fast Start

EP1 Gatekeeper EP2

ARQ (EP1, EP2, BW) >
ACF (CSAddr, BW)

Setup (EP1, EP2, conflD, fastStart)

>
ARQ (EP1, EP2, BW, answer)

3 5
ACF
Alerting
Connect (fastStart )
audio

Pole fastStart obsahuje seznam struktur OpenLogicalChannel

Audio je po Connect .



Fast Start s vlastnosti Early Audio

EP1

ARQ (EP1, EP2, BW)

ACF (CSAddr, BW)

Gatekeeper

Setup (EP1, EP2, confID, fastStart)

L ARQ (EPL, EP2, BW, answel)
ACF

>l
Alerting (fastStart)

s GUAQ....
«— Connect
auadio

w ot e n e n s s e A A A R R A R N N R R R N RN R R R RN A A R N A A A e e A N RN A A N R A N N A A R N A A AN A A A A A RN A A A R R R R R R A R R R R AR EEEEEEEEEEE »

Audio je pred Connect

EP2
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Priklad narokt na porty pro koncoveé body videa

Polycomu
Port Required/Opt Port Type Usage direction
389 For ILS Static TCP ILS Registration (LDAP) (Bidirectional)
1718 Required Static UDP Gatekeeper Discovery (Bidirectional)
1719 Required Static UDP Gatekeeper RAS (Bidirectional)
1720 Required Static TCP H.323 Call Setup (Bidirectional)
1731 Required Static TCP Audio Call Control (Bidirectional)
3230-5 Required TCP/UDP Signaling and control

audio, volani, video, data (Bidirectional)
3603 Optional Static TCP Web Interface (Bidirectional)
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Konfigurace FXO pro GnuGK

usr/configs h323 -print

323 stack relate information

BAS mode : GK mode
Eegistration mode : Gateway
Gatekeeper IP address : 10.55.10.51
Gatekeeper ID : GE
Eegistered elégd : 0
Eegistered H323 ID : Qw3
zatekeeper Discovery : On
2931 port : 172
EAS port : 16640
ETF port : 16384
EAS TTL time : &0
Gatekeeper discovery port: 1718
Fatekeeper RAS port » 1719
Allocated port range

start port : 1024

end port : 85535
Eesponse timelut : 5
Connect timelut : 200

usr/configs




Priklad: Faststart

Internet Protocol Version 4, Src: 197.168.16.23 (192.168.16.23), Dst: 192.168.16.1
Transmission Control Protocel, Src Port: 4296 (4296), Dst Port: h323hostcall (1/720)
TPKT, Version: 3, Length: 1367
Q.931
H.225.0 Cs
= H3Z23-UserInformation
= h323-uu-pdu
= h323-message-body: setup (0)
= setup
protocolIdentifier: 0.0.8.2250.0.5 (version 5)
@ sourceInfo

...0 ..., activeMC: False \?ét,gj(?hénlsz:?é
conferenceID: 00000000-0000-1000-0000-0000c0a81017 Serngss vy
@ conferenceGoal: callIndependentSupplementaryService (4) stejnym volanim
@ callType: pointToPoint (0)
W callIdentifier .
w fastStart: 36 items 36 polozek
1... .... mediawaitForConnect: True
1... .... canOverlapSend: True
0... . . 'h245Tunnelling: False <& =] tunel H.245 je vypnut
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Polozka 25 otevira logicky kanal
(obdobné¢ ma svoji poloZku security protokol H.235)

5 Item 23
3 Item 24
5 Item 25
FastStart item: 30 octets
= OpenLogicalChannel
forwardLogicalChannelNumber: 26
= forwardLogicalChannelParameters
i dataType: nullbData (1)
# multiplexParameters: none (4)
= reverseLogicalChannelParameters
= dataType: audioData (3)
- audiobData: g/7/llulawbdk (3)
g/1lulawbdk: 60
- multiplexParameters: h2250LogicalChannelParameters (2)
5 h2250L0gicalChannelParameters
sessionID: 1
= mediaChannel: unicastAddress (0)
- unicastAddress: iPAddress (0)

network: 192.168.16.23 (192.168.16.23)
entifier: 2742
0... .... mediaGu ery: False
= mediaControlChannel: unicastAddress (0)
2 unicastAddress: iPAddress (0)
- iPAddress
network: 192.168.16.23 (192.168.16.23)
tsapIdentifier: 2743
0... .... mediaControlGuaranteedDelivery: False

.1.. .... silenceSuppression: True
= Item 26

Ethernet II, Src: GiantEle_05:cb:11 (00:09:6e:05:cb:11), Dst: Avaya_ef:48:f8 (00:04

Internet Protocol Version 4, Src: 192 188~ I™w23 (192.168.16.23), Dst: 192.168.16.4
User Datagram Protocol, Src Port: tsb?2 @ Dst Port: clearvisn (2052)

Real-Time Transport Protocol

IP adresa
_~acislo portu
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Faststart zde pro rychlost vypousti sluzby H.245.
Co jsou zde ale ty ,,empty” pakety?

192.168.16.23 192.168.16.1 H.225.0 RAS: registrationRequest
192.168.16.1 192.168.16.23 H.225.0 RAS: registrationConfirm
192.168.16.23 192.168.16.1 H.225.0 CS: setup OpenLogicalChannel
192.168.16.1 192.168.16.23 H.225.0 CS: callProceeding

192.168.16.1 192.168.16.23 H.225.0 CS: connect OpenLogicalChannel
192.168.16.1 192.168.16.23 H.225.0 CS: empty

192.168.16.1 192.168.16.23 H.225.0 CS: empty

192.168.16.1 192.168.16.23 H.225.0 CS: empty

192.168.16.1 192.168.16.23 H.225.0 CS: empty CS: empty CS: empty
192.168.16.1 192.168.16.23 H.225.0 CS: empty

192.168.16.23 192.168.16.1 H.225.0 CS: empty

192.168.16.1 192.168.16.23 H.225.0 CS: empty

192.168.16.23 192.168.16.1 H.225.0 CS: empty

192.168.16.1 192.168.16.23 H.225.0 CS: empty

192.168.16.1 192.168.16.23 H.225.0 CS: empty

192.168.16.1 192.168.16.23 H.225.0 CS: empty

192.168.16.1 192.168.16.23 H.225.0 Cs: facility OpenLogicalChannel
192.168.16.4 192.168.16.23 RTP PT=ITU-T G.711 PCMU, SSRC=0xF5952C7C,
192.168.16.4 192.168.16.23 RTP PT=ITU-T G.711 PCMU, SSRC=0xF5952C7C,
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Jsou to INFORMATION pakety

(ptenos specifickych udaji pro telefony Avaya)

Internet Protecol Version 4, Src: 192.168.16.1 (192.168.16.1), Dst: 192.168.16.23 (192.168.16.23)
Transmission Control Protocol, Src Port: h3Z23hostcall (1720), Dst Port: 4296 (4296), Seq: 269, Ac
TPKT, Version: 3, Length: 56
Q.931
Protocol discriminator: Q.931
Call reference value length: 2
Call reference flag: Message sent to originating side
call reference value: 0001
Message type: INFORMATION (0x7b)
4 User-user
H.225.0 Cs
5 H323-UserInformation
= h323-uu-pdu
= h323-message-body: empty (8)
empty: NULL
0... .... h245Tunnelling: False
= nonStandardControl: 1 item
= Item O
= NonStandardParameter
= nonStandardIdentifier: object (0)
object: 2.16.840.1.113778.4.2.10 (joint-iso-itu-t.16.840.1.113778.4.2.10)
data: 20 octets
- Data (20 bytes)
Data: 14381120abe3lb5b003b00481b5b024ba3830442
[Length: 20]
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Dva modely volani

v
H.226iH.245 N\ By,
Call Signalling

H.225/H.245 Ca

Signalling
RTP Yoice
RTP Yoice Bearer Traffic
Bearer Traffic
= rychlejSisetup = gatekeeper miize fungovat jako
= vlastnosti poskytuji EP _server vlastnosti“

n I M i
nahrazuje trunk = napf. pro audiokonference
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Signalizace modelu
Directed Call Signalizing

EP1 Gatekeeper EP2
ARQ (EP1, EP2, BW) -
ACF (CSAddr, BW)

-
(opensockety - _»

Setup (EP1, EP2, conflD)

ARQ (EP1, EP2, BW, answerT CSAdr — Call Signal Address

TACE | BW - bandwith
< Call Proceeding
< Alerting
< Connect (h245addr)
(opensocket) SRR —p
< capabilities exchange -

master-slave determination

- . >
OpenLogicalChannel (type)

OpenLogicalChannelAck (RTP addrsT

¢

AUAIO e
< OpenLogicalChannel (type)
OpenLogicalChannelAck (RTP addrs) q

< ...........................................................................................................................................................................................................
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Signalizace modelu Gatekeeper Routed

EP1

ARQ (EP1, EP2, BW)
ACF (CSAddr, BW)|

Gatekeeper

Setup (EP1, EP2, conflD)

Setup (EP1, EP2 conflD)

[ACE

ARQ (EP1, EP2, BW, answer)

—p
Call Proceeding

EP2

Call Proceeding

. 1e
Alerting

Alerting

Connect (h245addr)

Connect (GKh245addr)

< capabilities

......................... —p

capabilities

master-slave

master-slave

OpenLoglcaIChanneI (type)

Yvy
|

OpenLogicalChannel (type)

OpeJ_oglcaIChanneIAck (RTP addrs)
Opem_ogicaIChanneIAck (RTP addrs)

audio

OpenLogicalChannel (type?

OpenLogicalChannel (type) N

BpenLogicaIChanneIAck (RTP ag

drs)
OpenLogicalChannelAck (RTP ag

<

audio

drs)

CSAdr —

BW - bandwith

Call Signal Address
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Zona a administrativni domeéna

GK MCU

Zona je fizena jednim &i vice gatekeeperu
Administrativni doména je fizena ISP Ci spravcem site

1l 1
BaH EoH

]

ﬁéﬁz (
]

ﬁéﬁ
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Gatekeeper mezi branami

Gatekeeper Address Translation: Ewvery GW needs to knowes
anl yw about the G K, not about all other Gis




Intra-Zone Call Setup

http://www.cisco.com/warp/public/788/voip/2zone _gw_gk.pdf

GK1
/ V@
dj < e L
Termlnal A, ﬁ‘\@’—/EWE Terminal B

#M5-557-1111 408-667-1111

1) Terminal A dials the phone number 408 667-1111 for Terminal B

2} GWA sends GK1 an AR(, asking permission to call Terminal B

3) GK1 does a look-up and finds Tenninal B registered; returns an ACF with the
IP address of GWB

4) GWA sends a (0.931 Call-Setup to GWB with Terminal B’s phone number

5) GWB sends GK1 an ARQ, asking permission to answer GWA's call

b) GK1 returns an ACF with the IP address of GWA

) GWE sets up a POTS call to Terminal B at 406-667-1111

8) When Temminal B answers, GWB sends (1.931 Connect to GWA

9) GWs sends |IRR to GK after call is setup

IRR - Information_Request_Response




Inter-Zone Call Setup

GK1 GK2
e —30 s

K ONG
O & N @

— &/
Terminal A GWA 'ﬂ_g:' GWB Terminal B
55571111 408-667-1111

1) Terminal A dials the phone number 408 667-1111 for Terminal B

2) GWA sends GK1 an ARQO, asking permission to call Terminal B

3) GK1 does a look-up and does NOT find Temminal B registered; GK1 does a prefix
look-up and finds a match with GKZ; GK1 sends an LR0O GKZ, and RIP {Request
In Progress) to GWA

4) GKZ does a look-up and finds Temminal B registered; returns an LCF with the IP
address of GWB

5) GK1 returns an ACF with the IP address of GWH

b) GWA sends a (0.931 Call-Setup to GWB with Terminal B’s phone number

/) GWB sends GKZ an AR(, asking permission to answer GWA's call

8) GKZ returns an ACF with the IP address of GWA

9) GWE sets up a POTS call to Terminal B at 408-667-1111

10) When Temminal B answers, GWB sends (0.931 Connect to GWA
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Skalovani siti s gatekeeperem

Small Netwerk - Gateways only Small Network - simplifiad with a Gatekaspar

Madium-Large Network -Multiplke
Gatekeapers and a Diraectory Gatekeaper

A aleunay o al e pe Zituny O leb e pe
H"FTIr s ks g e e mEen me e E & "L LN 1 ﬂ




Inter-Zone Call Setup a Directory

Gatekeeper

Dir-GK

e

G
5
U
24 @@z&?@ = f};@i’j v,

. Fi

A -

Terminal A GUWA q1 GWE Terminal B
4155571111 408-667-1111

1) Terminal A dials the phone number 408-667-1111 for Terminal B

2) GWA sends GK1 an ARQ, asking permission to call Terminal B

Z) GK1 does a look-up and does NOT find Terminal B registered; GK1 does a
prefix look-up and finds awildcard match with Dir-GK; GK1 sends LRQ to Dir-
GK, and RIP to GWA (RIP — Request In Progress, informuje GW o zpracovavaném volani)

4) Dir-GK does a prefix look-up and finds GK2; Forwards the LRO to GK2

5-11) Same as steps 4-10 in previous scenario
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Proxy-Assisted Call Setup

GK1 @ FE"F?
%ﬁ ,"': - > ) ( }."'"
(]
i 1), s ﬁzIr:: = {:_:} > o= II_" = -
Terminal A GUV A Proxy-A Proxy-B GWE Terminal B
#M5-557-1111 408-667-1111

iy

1) Terminal A dials Terminal B

2) GWA sends ARQ to GK1

3) GK1 sends LRQ to GK2

4) GKZ returns Proxy-B's address, hiding GWB's identity

5) GK1 knows to getto Proxy-B, it must go through Proxy-A, so GK1 returns
Proxy-A's address to GWA

6) GWA calls Proxy-A

7) Proxy-A consults GK1 to find the true destination, GK1 tells it to call Proxy-B

8) Proxy-A calls Proxy-B

9) Proxy-B consults GK2 for the true destination, which is GWB; GK2 gives
GWB's address to Proxy-B

10} Proxy-B completes the call to GWB

From here the call proceeds as before...
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Call Disconnect

GK1 GK2
Oy &
Terminal A GUWA GWB Terminal B
4155571111 408-667-1111

Torminals A and B are in aclve conversation...

1) Terminal B hangs up

2) GWEB sends DRO to GKZ, disconnecting the call hetween Terminals A and B.
A DCF is received some time later.

3) GWB sends a 0.931 Release Complete to GWA

4) GWA sends DRO to GK1, disconnecting the call hetween Terminals A and B.
A DCF is received some time later.

5) GWA signals a call disconnect to the voice network (the mechanism differs
depending on the trunk used on GWA, If it is a phone set (FX5), then there is
no mechanism to sighal the disconnect.



5. Evoluce H.323



Detailnéjsi struktura protokolu H.323

A pplication

Audio Signal

[ 6.711 || G.728 |

[ 6.722 ][ 6.720 |

Video Signal

/ﬁ H.261 | [ H.263

s

Presentation

Session

Transport

[[ RTCP || Ras |[ RIP ]]

H.235

Supplementary Services

=
&
=
S

[ H.450.3 | [ H.450.2 |

\

¥224.0

Control
H.245 |[ H.225 |
uDP
‘Het'.mrk
Data Link
Physical

Zakladni protokoly
»H.225 pro signalizaci volani
= RAS pro registraci

» H.235, ktery definuje zabezpec€eni
v H.323 systému

» H.245pro fizeni signhalizace a Fizeni toku dat
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Aktualni stav standardu

H.323 Document Status and History

The following tables shows the current documents that are under consideration by ITU-T SG16 Working Party 2 that are
related to H.323, as well as a historical list of previously approved documents. This list does not represent an official list of
publications from the ITU. To see a list of current standards in force, wvisit the H.323 standards page.

Current H.323 Series Documents in Progress
Document Most Recent Document Expected Approval

H.323 Annex I {Communication over Error-Prone Channels) TD-334/WP2 (07/2010) 12/2011
H.450.1 TD-335/WP2 (07/2010) 03/2011
H.450.2 TD-336/WP2 (07/2010) 03/2011
H.460.23 Amendment 1 C.390 (07/2010) 03/2011
H.460.24 Amendment 1 C.389 (07/2010) 03/2011

Decided/Approved Documents

Document k‘ Most Recent Document Determination Decision

H-Series Supplement 4 Release 1 (List of GEF Idertifiers) TD-74/PL (05/2003) n/a 05/2003
H-Series Supplement 4 Release 2 (List of GEF Identifiers) TD-79/PL (01/2004) n/a 01/2004
H-Series Supplement 4 Release 3 (List of GEF Identifiers) TD-61/PL (11/2004) n/a 11/2004
H-Series Supplement 4 Release 4 (List of GEF Identifiers) TD-111R1/WP (08/2005) n/a 08/2005
H-Series Supplement 4 Release 5 (List of GEF Identifiers) TD-259/PL (04/2006) n/a 04/2006
H-Series Supplement 4 Release 6 (List of GEF Identifiers) TD-419/PL (07/2007) n/a 07/2007
H-Series Supplement 4 Release 7 (List of GEF Identifiers) TD-217/PL {2010/07) n/a 07/2010
H.225.0v3 COM16-96 + TD-7/PL + TD-8/PL 05/1999 09/1999
(9/99)
H.225.0v4 COM16-134 +TD-91/PL (11/2000) 02/2000 11/2000
H.225.0v5 TD-60R1/PL (05/2003) AAp 05/2003
H.225.0vE TD-275/PL (04/2006) Anp 04/2006
H.225.0v7 TD-181/PL (10/2009) AAp 10/2009
H.225.0v6 Amendment 1 TD-315 (11/2006) AAp 11/2006
H.225.0 Annex Gv1 (Communication Between Administrative  TD-32/PL + TD-53/PL (5/99) 09/1998 05/1999

Domains)
W 2IC N Armmaw oD (Cammomiestiam WWitkkios smd Dakusesas Th-7F&/N A0/ nn2 A AT 1n/2nnT 7
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H.323 Forum

FORUM

H.323

= Why H.3237

)

NEWS & EVENTS

MEMBERSHIP CONTACT

* H.323 Global Metwork

Where it all comes together

* H.323 Products and Services

* Papers & Presentations

H.323 Forum™ Welcome

The H.323 Forum was formed in 2002 to bring more market awareness to the H.323 protocol, to
: provide a forum for technical discussions, and to serve as a launching board for new ideas that
» H.323 Developer Zone will lead us forward in the real-time multimedia application space.

* H.323 Standards

* Open Specifications

. FA

L1

After itz initial launch, the H.323 Forum attracted thousands of people to its mailing lists and web
zite, held a number of successful events, and successfully brought the needed attention, not just

* H.323 Forum Mailing Lists to H.323, but to the entire WolIP and videoconferencing spaces.

More Links . . . .
¢ merE e While the marketing activities of the H.323 Forum have concluded, work is continuing in the

form of technical specifications and white papers referred to as "Open Community
Specifications,” some of which are educational and some of which define new functionality for
H.323. Discussion of these documents and other topics takes place on the H.323 Forum mailing
list.

Sponsored by:

|

[ IS RPN )

. Equally important, the H.323 Forum, in partnership with the IMTC and Packetizer, continues to
: zerve as a place for people to learn more about H.323, to share ideas, and to develop new
technologies related to multimedia communication.
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PocateCni evoluce protokolu H.323

H.323 je binarni protokol vyuzivajici syntaxe ASN.1 (PER). Jedna se o otevieny
standard, ktery ma blizkou navaznost na technologie pouzivané v ISDN.
Doporucené zvukove kodeky G.711, G.723, G.729, videokodeky H.261, H.263.

» H.323v1 (1996) byl puvodné urcen jen pro sité LAN, firmy ho ale hned
s dobrym vysledkem vyzkousely pro siteé WAN a Internet.

» H.323v2 (1998) pfinasi: bezpecénost, Fast Connect (téz FastStart),
doplnikové(supplementary) sluzby, lepsi zajisteni DTMF, Skalovatelnost,
TTL (Time to Live), predbézna potvrzeni (Pre-granted ARQ) ,

URL, integrace s T.120 (videokonference).

» H.323v3 (1999) pfinasi lepsi integraci s PSTN, UDP (Annex E), jednoduché
koncove body (Annex F), komunikace mezi administrativnimi domenami
— fesi Annex G (Border Element) Ci RAS zpravou ,Location Request” (LRQ).

» H.323v4 (2000) — dekomponované brany, alternativni gatekeepery, hlaseni
kapacity koncovych bodu, nové sluzby, ,must have* vlastnosti , Generic
Extensibility Framework (GEF) — blize viz dalSi slajdy. 99




Dekomponovane brany

MGC
MGC
Gateway
MG "we| “Mme| me

Media Gateway Controller (MGC) — zajiStuje Fizeni Oddéluje funkce MGC od funkci MG — s vice MG lze lépe Skalovat kapacitu toku
Media Gateway (MG) — pfevadi medialni tok Komunikaci mezi MGC a MG zaijiStuje protokol H.248.
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Alternativni gatekeepery

GK

GK

GK

GK

GK

hY}

T
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Hlaseni kapacity koncovych bodu

23%

64%

48%

77%

14%

GK GK GK GK GK
GW| [GW| IGW| |GW | GW| [ GW

36%
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Noveé sluzby

Annex K — Services via HTTP
Annex L — Stimulus Control
H.450.8 — Name identification
H.450.9 — Call Completion
H.450.10 — Call Offer
H.450.11 — Call Intrusion
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Must have* vlastnosti

= Hlaseni pouziti

= |dentifikace volajiciho

= Mapovani aliasu

» |epSi management pasma pro multicast
= pouziti pro fax

= tunelovani jinych protokolt (Annex M.x)
= H.323 specificka URL

= Vypocet kreditu

» Prenos DTMF pres RTP (RFC 2833)
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Generic Extensibility Framework

= Stanoveni zpusobu, jak Ize doplfiovat volitelné vlastnosti beze zmény
platné syntaxe ASN.1

= Odolnost proti vypadkum (Annex E pro UDP transport)
» Jsou zde procedury zajistujici robustnost adres (Annex R)

» Pfenosnost lokalnich Cisel (Annex H)
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H.323v5 (2003)

= Annex M.3 — tunelovani DSS1 (Digital Subscriber Signalling System No. 1,
(Euro-ISDN ¢i E-DSS1) signalizace uvnitf H.323 systému
= Annex O — definuje, jak pouzit H.323 URL a dalSi DNS sluzby
= Annex P — prenos pres modemy (jak pouzit protokol V.150.1)
» Annex Q — fizeni vzdalenych kamer pro videokonference
= Annex R — feSi fault tolerant systémy — volani neni preruseno v pfipadé
vypadku mezilehlé signalizacni entity jako je softswitch (GEF)

» H.460.1 — uvod do GEF a ,author's guide*

» H.460.2 — portabilita Cisel (GEF)

» H.460.3 — mapa stavu obvodu (GEF), vyuziti je pro pfenos do PSTN

» H.460.4 — reseni priorit volani (GEF)

» H.460.5 — prenos duplicitnich Casti IE zprav protokolu Q.931 (GEF)

» H.460.6 — rozSireni Fast Connectu z verze 2 (GEF)

» H.460.7 — digitalni mapovani v koncovych bodech spojeni (GEF)

* H.460.8 — fronty a alternativni smery (GEF)

» H.460.9 — monitorovani a hlaseni QoS (GEF) 106




Verze 5

User Datagram Protocol, Src Port: 49301 (49301), pst Port: h323gatestat (1719)

H.225.0 RAS
= RasMessage: gatekeeperRequest (0) ﬁ

= gatekeeperRequest

requestSeqNum: 2

protocolIdentifier: 0.0.8.2250.0.5 (vVersion 5)
nonstandardData

rasAddress: ipAddress (0)

endpointType

endpointAlias: 1 item

tokens: 1 1item

authenticationCapability: 2 items

algorithm0IDs: 2 items
featureset

Transmission Control Protocol, Src Port: 4296 (4296), Dst Port: h323hostcall (1720)
TPKT, Version: 3, Length: 1367
Q.931
H.225.0 Cs
= H323-UserInformation
= h323-uu-pdu
= h323-message-body: setup (0)
= setup
protocolIdentifier: 0.0.8.2250.0.5 (version 5)
® sourceInfo

HEEEEBEEBEE

...0 .... activeMC: False
conferenceID: 00000000-0000-1000-0000-0 c0a81017
# conferenceGoal: callIndependentsuppleme ryservice (4)

(=]

callType: pointToPoint (0)
callidentifier

faststart: 36 items

1... .... mediawWaitForConnect: True
1... .... canOverlapsSend: True

0... .... h245Tunnelling: False

H ®
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Protokol H.235

= Stanovuje bezpecénosti profily. To je nezbytné, protoze H.323
nema implementovany zadné jin¢ bezpefnostni mechanismy.

= Definované profily zavadéji rlizné stupné ochrany a zahrnuji
mnozinu bezpecnostnich mechanismul.
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Bezpecnostni profily v dodatcich
protokolu H.235

Prvni verze protokolu H.235 vydalo ITU v roce 1998, po ni nasledovala v roce 2000
vyznamna verze 2, ktera standardizovala podporu Sifrovacimu standardu AES

(Advanced Encryption Standard) a kryptografii eliptickych kiivek.
Pro interoperabilitu definovala nékteré bezpecnostni profily v dodatcich:

= Annex D — Shared secrets and keyed hashes

= Annex E — Digital signatures on every message
= Annex F — Digital signatures and shared secret establishment
on first handshake, afterwards keyed hash usage

* Annex G — SRTP & MIKEY usage
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Co Je to za mod?

Initialization Vector (IV)
[ | [ 11

l 1 l

Block Cipher Block Cipher | Block Cipher
Key —=| Encryption Key ——= | Encryption Key —=| Encryption

Plaintext 1 Plaintext -
I I e I I I f__,.x*" Plaintext
) [TTTTTT]—=¢
EEEEEEEE EEEEEEEE LT T
Ciphertext Ciphertext Ciphertext
Initialization Vector (IV)
CITTITTTT]
l ) |
Block Cipher Block Cipher Block Cipher
Key —=| Encryption Key — = Encryption Key — = Encryption
P-—COTTTTTT] P=-—[TTTTTTT1 p-—[OTTTTTT]
] Ciphertext ! Ciphertext Ciphertext
N CITTTTTT] CITTITTT]
Flaintext Plaintext Plaintext
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Verze protokolu H.235 a jeho dodatky

= Annex D — Shared secrets and keyed hashes, v némz byl pro vymeénu kli¢t v ramci
protokolt H.225 a H.245 standardizovan algoritmus Diffie-Hellmana
a pro Sifrovani a kontrolu integrity algoritmus HMAC-SHA1-96, pro
Sifrovani v ramci RTP DES, Triple-DES a AES;

» Annex E — Digital signatures on every message, v némz byly pro autentizaci
a kontrolu integrity standardizovany algoritmy SHA1 a MD5;

= Annex F — Digital signatures and shared secret establishment on first handshake,
afterwards keyed hash usage, v némz bylo doplnéno Sifrovani
pro H.225 a H.245 na bazi RSA. H.235 ve verzi 3 z roku 2003 doplnuje
verzi 2 o procedury pro Sifrovani signald DTMF (toutch tone),
1dentifikaci objekta pro Sifrovani zatéze algoritmem AES a specialni mod
EOFB (Enhanced Outer FeedBack) pro Sifrovani proudt hlasovych pakett.
Béhem dalSich dvou let vySly dalSi dodatky verze 2 protokolu H.235,
Z nichz je zvlasté vyznamny dodatek G:

e Annex G — SRTP & MIKEY usage, ktery byl zpracovan pro podporu protokoIL{ERTP.



Jak dlouhy kli¢ dnes volime
pro D-H algoritmus?

Y=qg*modp
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Annex D

Shared secrets and keyed hashes, v némz byl pro vyménu kli€t v rdmci
protokolu H.225 a H.245 standardizovan algoritmus Diffieho-Hellmana a
pro Sifrovani a kontrolu integrity algoritmus HMAC-SHA1-96,

pro Sifrovani v ramci RTP: DES, Triple-DES a AES

Y =g*mod p

Velikost p 1024 nebo 3072
Velikost g 160 nebo 256
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Reseni klicového managementu: MIKEY
(Multimedia Internet Keying)

= Protokol SRTP sdm o sob¢ nedefinuje klicovy management,
nybrz pracuje se sadami parametrl, z nichz odvozuje kliCe relaci
pro Sifrovani, autentizaci a kontrolu integrity.

" Preferovanym fesenim klicového managementu je MIKEY, kter¢
bylo navrzeno v ramci pracovni skupiny MSEC IETF a ktere
bylo publikovano v RFC 3830.

= Reseni MIKEY ma $iroké pouziti — jak pro RTSP tak pro SIP, tok
fidicich 1 multimedialnich paketi, pro unicast 1 multicast prenosy
atd.
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Volby MIKEY
pro autentizaci a vyjednavani

Definovany jsou tfi volby pro autentizaci a vyjednavani tzv. master key,
vsechny jsou pritom zalozeny na dvoucestneém handshakingu. Tyto volby jsou:

= distribuce symetrickych klicu — predsdilené kliCe, kontrola integrity pomoci
MAC (message authentication code);

= distribuce asymetrickych kli¢u;

= dohoda o kliCi na bazi algoritmu Diffie-Hellmana chranéna digitalnimi
podpisy pred utokem MitM (Man-in-the-Middle).

V H.235v3 je uvazovana jesté Ctvrta moznost, ta vSak neni soucasti
specifikaci MIKEY; predpoklada se zde vyména Diffieho-Hellmanovych klicu
pomoci predsdilenych symetrickych Sifrovacich algoritmu.

Pro pfenos kliCu je povinné urcen algoritmus AES v modu CTR resp. Counter.
MIKEY pouziva 160bitovy autentizacni tag generovany pomoci HMAC s
SHA-1, tak jak je to popsano v RFC 2104. Pfi pouziti asymetrickych
mechanismu je dalSi povinnou zaleZitosti pouziti certifikatu podle standardu
X.509v3 pro $ifrovani vefejnym kliem a digitalni podpisy. 15



Firewally jako problém pro H.323

» Jde o zvlast’ nepfijemny problém. S vyjimkou ,Q.931.like* protokolu
H.225 je vSechen H.323 provoz je smerovan pres dynamicke porty. Pro
Fast Start protokolu H.323 je obvykle vyuzit port 1720. Pokud pfidame
komunikaci RAS protokolu H.225 pres gatekeeper (UDP), je pouzit port
1719. Kazdy dalsi kanal znamena prirazeni dalsSiho portu. Bylo by
treba mit dlouhodobé otevieny desetitisice UDP portu.

= Zpravy H.323 je schopen zpracovavat pouze stavovy firewall. Ani pro tyto
firewally neni provoz protokolu H.323 trivialni zalezitost. Zpravy protokolu
H.323 jsou kodovany v binarnim formatu zalozeném na ASN.1. ASN.1
nepracuje s pevnym umisténim adresni informace (offset) v paketu a
takovy provoz je obtizné dekddovat, neporadi si s nim nejen paketove
filtry, ale i jednodusSsi stavove firewally. Prohledavani obsahu paketu
zakodovanych pomoci ASN.1 zanasSi dalSi zpozdéni do citlivych zafizeni

zajistujicich prenos hlasu.
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NAT jako problém pro H.323

NAT je dalSim problémem pro systemy na bazi VolP pouzivajici pro navazani
spojeni protokol H.323. Pro tyto potfeby musi byt specialné uzpusoben,
aby mezi konci spojeni spravné protékaly dvojice IP adresa/port.
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Opakovani: Co je to za algoritmus?

H[(k © opad)||H[k @ ipad)||m]]

output |«

I
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Sifrovani a HMAC jako problém
pro H.323

= Sifrovani neni pro hlasové sluzby vykonnostni problém, protoze u
proudove Sifry jde jen o jednobitove zpozdéni.

» Naopak operace algoritmu HMAC potiebuji pro sveé zpracovani
cely blok dat, a to na stran€ vysilani 1 pfijmu. To muZze vést ke
zpozdénim, kterd zpusobuji velké zkresleni hlasu.

» Nc¢&kteri navrhat1 se domnivaji, Ze autentizace pii navazovani

spojeni staci a pouziti HMAC v prubéhu vlastni konverzace
omezuji.
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Shrnuti problemu H.323

o firewally — desetitisice UDP portu
 NAT — specialné uzpusoben

e Sifrovani — malé zpozdeni

« HMAC - velke zpozdeni
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Security Framework a.k.a. H.235v4

= Od roku 2005 Ize na webu nalézt navrhy nového bezpecnostniho ramce
(Security Framework — a.k.a. H.235v4) pro protokol H.323 zpracované ITU-T
Study Group 16. Otazkou je dalSi dostupnost norem, které nejsou u ITU
tradicné bezplatné dostupné. Mod je rovnéZz zndm pod nazvy Integer Counter
Mode (ICM) a Segmented Integer Counter (SIC).

= Od roku 2005 nebyl protokol H.235 dale rozvijen, pouze v roce 2008 byl
bezpecnostni ramec doplnén o Amendment 1 (ITU-T Rec. H.235.6 Amendment
1 ,,H.323 security: Voice encryption profile with native H.235/H.245 key
management: Support for 192 and 256 bits AES®), ktery je odezvou na potiebu
pouziti AES s delSim kli¢em.
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Jednotlivé slozky ramce Security

H.235.0

H.2351
H.2352
H.2353
H.2354
H.2355
H.2356

e R
% T W
Lh LA
b B = B |

Lad
LA

Framework a.k.a. H.235v4

Securitv framework for H-series (H.323 and other H.245-based)
multimedia svstems (a.k.a, H.235v4)

Baseline Securitv Profile

Signature Security Profile

Hvbrd Securitv Profile
Direct and Selective Routed Call Securitv
Framework for secure authentication in FEAS using weak shared secrets

Voice encrvption profile with native H 235/H.245 l{et}m anagement (See
also Amendment 1)

Usage of the MIKEY Kev Management Protocol for SETP
Kev Exchange for SRTP using secure Signalling Channels

Security Gateway Support for H.323
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H.323v6 (2006)

= Primarni zménou je koncept , Assigned Gatekeeper” (k nim jsou koncove
body registrované, napf. z divodu geografické vzdalenosti).
Rozdil oproti alternativnim gatekeeperu je v tom, zZe si po pfepnuti
na alternativni gatekeeper stav pfidélenych gatekeeperlt neustale monitoruje
a po eliminaci didvodu prepnuti se vSe vraci do puvodniho stavu.
Takovyto postup umoznuje efektivni hospodareni se zdroji.

» Pro podporu doporuceni ITU-T V.151 byly k Annex G zpracovany dodatky
pro podporu TolP (Text over IP) prolinaného s audiem.

= Dale byly doplnény nové kodeky GSM, iLBC, a H.264.

= V oblasti bezpec€nosti byl dokument H.235 rozClenén na H.235.0 az H.235.9
atd. a byla pfidana podpora pro SRTP.

= Rada novych funkci byla doplnéna inkrementalng, byly vytvofeny i dalsi

nove dokumenty. 123



Nove dokumenty H.323v6

» H.239 — management roli (zivé video, prezentace atd.)

» H.241 — rozSifeni procedur videa (napfr. o podporu H.264 — AVC)

» H.249 — rozsireni User Input Indications o udalosti typu klik Ci pohyb kurzoru

» H.361 — End-to-End QoS a signalizace priorit sluzeb

» H.460.10 — transport pole ISUP ,Call Party Category*

= H.460.11 — nastaveni zpozdéného volani napf. pfi prichodu firewallem

» H.460.12 — mechanismus feSeni kolize pfi vybéru stejného obvodu GK

» H.460.13 — dohled nad specialnimi volanimi (pohotovost atd.)

* H.460.14 — Podpora MLPP (Multi-Level Precedence and Pre-emption)

* H.460.15 — moznost shodit a presmerovat volani

» H.460.16 — zajisteni handshakingu pro doruceni zpravy Release Complete
(obrana pred vyhazovanim zprav TCP po uzavreni soketu)

» H.460.17 — tunelovani RAS pres H.225.0 (Cast NAT/FW feSeni)

» H.460.18 — prfenosy signalizace pres NAT a firewally

» H.460.19 — pfenosy média pres NAT a firewally jako proxy

» H.460.20 — transport ,location number® (obdobné ISUP — ISDN Userlglart)

» H.460.21 — rozhlaSovani zprav



H.323v7 (2009)

Zmeny zakladnich specifikaci (H.225.0, a H.245) byly omezeny na minimum.
Nicméné byla doplnéna fada novych dulezitych vlastnosti, coz se opét resilo
pomoci GEF:

» “single transmitter multicast”, coz je uziteCné napf. pro MoH (Music on Hold)
Sifené ze zname |IP adresy a znameho portu.

» Vlastnost umoznujici H.323 sitovému prvku (napf. MCU) kontaktovat H.323
terminaly (napf. videokonferencni Ci teleprezentacni systém) a dorucit jim
kontaktni informace a na terminalu pak staci pro pfipojeni do konference
jen stlacit tlacitko.

= Schopnost pfenaset v ramci H.225.0 informaci o volani ve vice jazycich.
Je to uziteCné napf. u mezinarodnich pobocek, kdy si muze volany zobrazit
identifikaci volajiciho v preferovanem jazyku.

» Pfenos varovnych a poplasnych zprav protokolu CAP (Common Alerting

Protocol, viz doporuceni ITU-T Recommendation X.1303) systémem H.323.
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Nove specifikace H.323v7

» H.460.22 — zajistuje pred vlastnim volanim sesouhlaseni bezpecnostnich
procedur mezi koncovymi body. To napriklad umoznuje pred
zahajenim volani zjistit, zda volany podporuje dany bezpecnostni
signalizaCni mechanismu (napf. IPSec Ci TLS).

* H.460.23 — umoznuje pro H.323 zarizeni za NAT/FW v koordinaci
s gatekeeperem a STUN serverem zjistit typ NAT/FW,

COZ se vyuziva v ramci H.460.24.

» H.460.24 — definuje, jak zajistit komunikaci mezi koncovymi body oddelenymi
NAT/FW zafizenimi. Pokud dané zarizeni nema podporu protokolu
pro primé toky, je pouzito proxy v souladu s H.460.19.

Strategie pouziti H.460.23 a H.460.24 vychazi z pouziti téchto protokolu
pfed zahajenim volani, neboli vétSinou nezatézuji ALG (Application Layer
Gateway), media proxy Ci jiné zarizeni.
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H.323v8 zatim neni

Current H.323 Series Documents in Progress

Document Most Recent Document Expected Approval
H.323v8 TD 357/WP1 (2016-05) 01/2016

H.225.0v8 TD 365/WP1 (2016-05) 01/2016

H.245v17 TD 352R1/WP1 (2016-05) 01/2016

H.235.10 (DTLS) TD 346R1/WP1 (2016-05) 01/2016

H.EMQ TD 259/WP1 (2015-02) 2018

H.TPS-AV TD 359R1/WP1 (2016-06) 01/2016

H.TPS-SIG TD 354 R1/WP1 (2016-06) 01/2016
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Zaveér: Vyhody H.323

= \VVyborna integrace s PSTN

= Pouziti pro hlas, obraz i data

» Vhodny jak pro audiokonference, tak pro videokonference
» Standard prijaty vyrobci i organizacemi jako je ETSI

» Rychlé pridavani novych sluzeb
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Zaveér: Kritika H.323

» PriliSna komplexnost — neni ale nezbytné realizovat kazdou
komponentu

= Kodeky jsou podle ITU — neni problem doplnit libovolny kodek
» Gatekeepery jako prvek zeslozitujici reseni

- mohou zabezpecovat rozklad adres

- komunikace mezi jednoduchymi telefony a slozitymi zarizenimi
- platforma pro doplhovani novych sluzeb

- a hakonec — nejde o povinny prvek
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6. Priklady konfigurace
na Cisco



1. konfigurace
konfigurace brany H.323

Router(config)#voice service voip

Router (conf-voi-serv)#h323

Router(conf-voi-serv)#no shutdown

Router(config)#interface loopback O

Router(config-1f)#ip address 10.10.1.1 255.255.255.0
Router(config-i1t)#h323-gateway voip interface
Router(config-if)#h323-gateway voip h323-1d gwl
Router(config-if)#h323-gateway voip bind srcaddr 10.10.1.1
Router(config)#voice class codec 100
Router(config-class)#codec preference 1 g71llalaw
Router(config-class)#codec preference 2 g729br8
Router(config)#dial-peer voice 500 voip
Router(config-dial-peer)#codec g7llalaw

Router(config)#voice class h323 600

Router(config-class)#h225 timeout tcp establish 10 (impl. 15)
Router(config-class)#h225 timeout setup 10
Router(config)#dial-peer voice 500 voip
Router(config-dial-peer)#voice-class h323 600
Router(config)#voice service voip

Router (conf-voi-serv)#h323 131
Router(conf-serv-h323)#h225 timeout tcp call-idle never



2. Konfigurace

(konfigurace gatekeeperu mezi dvémi branami)

A2
R gp  Gatekeeper gy

/ FXs (BT 10.1.1.224  @BNIEN10.7.7. 1724 | (SIS

500 S0 -hifﬁﬂ

10.1.1.1/24 10.7.7.2/24 2999

H3

Zone A Zone B

132



Konfigurace smérovace R2

(gatekeeper)

gatekeeper

zone local ZoneA acme.com 10.7.7.1
zone local ZoneB acme.com

zone prefix ZoneA 1...

zone prefix ZoneB 2...

gw-type-prefix 1#* default-technology
arqg reject-unknown-prefix

bandwidth iInterzone default 64
bandwidth session default 16

no shutdown

133



Konfigurace smérovace R1
(brana)

interface SerialO

bandwidth 128

Ip address 10.1.1.2 255.255.255.0
encapsulation ppp

h323-gateway voip interface

h323-gateway voip 1d ZoneA ipaddr 10.7.7.1
1719

h323-gateway voip h323-i1d R1
h323-gateway voip tech-prefix 1#
|

gateway

!
dial-peer voice 2222 voip
destination-pattern 2222

session target ras
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Konfigurace smérovace R3
(brana)

interface SerialO

bandwidth 2000

Ip address 10.7.7.2 255.255.255.0
encapsulation ppp

clock rate 2000000

h323-gateway voip interface

h323-gateway voip 1d ZoneB ipaddr 10.7.7.1
1719

h323-gateway voip h323-i1d R3
interface SerialO
h323-gateway voip tech-prefix 1#
I
gateway
!
dial-peer voice 1111 voip
destination-pattern 1111

135
session target ras



Kontrola na R1

R1#show gateway

H.323 ITU-T Version: 4.0 H323 Stack Version:
0.1

H.323 service 1s up

Gateway R1 1s registered to Gatekeeper ZoneA
Alras list (CLI configured)

E164-1D 1111

H323-1D R1
Alias list (last RCF)

E164-1D 1111

H323-1D R1

H323 resource thresholding i1s Disabled
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Kontrola na R3

R3#show gateway
H.323 ITU-T Version: 4.0 H323 Stack Version: 0.1
H.323 service 1s up
Gateway R3 1s registered to Gatekeeper ZoneB
Alras list (CLI configured)
E164-1D 2222
H323-1D R3
Alras list (last RCF)
E164-1D 2222
H323-1D R3
H323 resource thresholding i1s Disabled
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Kontrola na R2

R2#show gatekeeper endpoints
GATEKEEPER ENDPOINT REGISTRATION

CallSignalAddr Port RASSignalAddr Port Zone Name Type Flags

10.1.1.2 1720 10.1.1.2 52605 ZoneA VOIP-GW
E164-1D: 1111
H323-1D: R1
Voice Capacity Max.= Avail.= Current.=1

10.7.7.2 1720 10.7.7.2 52354 ZoneB VOIP-GW
E164-1D: 2222
H323-1D: R3
Voice Capacity Max.= Avail.= Current.=1

Total number of active registrations = 2
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Aktivita RAS na smérovaci R1

(konec prikladu)

Rl#show h323 gateway ras
RAS STATISTICS AT 00:25:56
RAS MESSAGE REQUESTS SENT

GK Discovery grqg 5
Registration rrq 34
Admission arg 1
Bandwidth brqg 0]
Disengage drg 0]
Unregister urqg 0]
Resource Avail rai o)
Req In Progress rip 0

CONFIRMS RCVD
gcfT 1
rcft 34
act
bct
dcf
uct

O O O O B+

rac

REJECTS RCVD

grjJ
rrj
arj
brj
drj
urj

o)

O O O O O
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3. konfigurace

ECH-200-15 ECh- 200014

ECh-2600-17
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GW 1 - ECV-2600—17 — &ast 1

hostname ECV-2610-17

I

interface Ethernet0/0

Ip address 10.52.218.49 255.255.255.0

h323-gateway voip interface

!———— This command enables VoIP GW functions on the interface.
h323-gateway voip id gk—-zonel.test.com ipaddr 10.52.218.47 1718
!———— This command defines the GK this GW works with.
h323-gateway voip h323-id gw_1

!———— This command defines the GW alias for the GK.
h323-gateway voip tech-prefix 1#

!———— It is desirable to have tech prefix on the GW for

!———- reliable registration and call routing.

h323-gateway voip bind srcaddr 10.52.218.49

!———— This command is not necessary in this simple topology,
!———— but for complex networks, it is recommended to use it.

141



GW 1 -ECV-2600—17 — &ast 2

voice-port 1/1/1
I

dial-peer voice 1 voip
destination—-pattern 16..
session target ras

!———- All IP addresses for the destination pattern 16.. should

!———- be resolved through the requests to the GK.
I

dial-peer voice 2 pots

destination-pattern 1711

port 1/1/1

no register el64

!———— This command prevents registration of this number with

!———— the GK. The GW is registered with the GK with this alias only.
I

gateway
1

end
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GW 2 — ECV-2600-16

hostname ECV-2610-16

1

interface Ethernet0/0

iIp address 10.52.218.48 255.255.255.0

h323-gateway voip interface

h323-gateway voip id gk—-zone2.test.com ipaddr 10.52.218.46 1718
h323-gateway voip h323-id gw_2

h323-gateway voip tech-prefix 1#

h323-gateway voip bind srcaddr 10.52.218.48

voice-port 1/1/1
1

dial-peer voice 1 voip
destination—-pattern 17..

session target ras
1

dial-peer voice 2 pots

destination-pattern 1611

port 1/1/1

no register el64 143



GK 1 ECV—2600—15

hostname ECV-2610-15
I
interface Ethernet0/0

Ip address 10.52.218.47 255.255.255.0
1

gatekeeper

zone local gk-zonel.test.com test.com 10.52.218.47

!———— This command defines the local zone. The GK name and
!-———- zone name have the same meaning.

zone remote gk-zone2.test.com test.com 10.52.218.46 1719

! ———— This command defines the name of the remote GK (zone).
zone prefix gk-zone2.test.com 16..

!———— This command explicitly defines the number length with
!———— the number of dots.

zone prefix gk-zonel.test.com 17.. gw-priority 10 gw 1

!———— This command explicitly defines which GW handles
!-——- calls for 17.. numbers that could be done for the
!———— local zones only.

gw—-type-prefix 1l#* default-technology

!———— This command defines the default technology prefix
!-———— that is necessary for routing decisions.

NnA chiitdoawn
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GK 2 ECV—-2600-14

hostname ECV-2610-14
I
interface Ethernet0/0

Ip address 10.52.218.46 255.255.255.0
I

gatekeeper zone local gk-zone2.test.com test.com 10.52.218.46
zone remote gk-zonel.test.com test.com 10.52.218.47 1719

zone prefix gk-zone2.test.com 16.. gw-priority 10 gw 2

zone prefix gk-zonel.test.com 17..

gw—-type-prefix 1#* default-technology

no shutdown
I

end
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Informacni zdroje

= Packetizer http://www.packetizer.com/
= H.323 Forum http://www.h323forum.org/
= H.323 Plus http://www.h323plus.org/

= Doporucuiji
http://www.yamahaproaudio.com/global/en/training_sup
port/selftraining/dante_guide/chapter2/05 multicast/
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Opakovani protokolu pouzitych
v H.323

H.225.0 Registrace, signalizace

H.245 Sestavovani a rizeni komunikac¢niho kanalu

= RTP Prenos multimedialniho streamu

H.235 Zajisteni bezpecnosti (jak signalizace, tak dat)

H.239 RozSireni pro podporu videokonferenci

H.450, H.460 Doplnkove sluzby a rozsireni
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Otazky pro test

Kterych dvou podprotokold H.323 se dnesni téma nejvice tyka?
Ktery typ H.225 zpravy je pouzit pfi prvnim volani na call server?
Které dva porty pouziva H.225?

Které doporuceni je pouzito pro signalizaci H.2257?

Co je hlavnim cilem H2457

Pravda nebo lez: vSechny H.323 topologie vyuzivaji H.225 a
H.245.

Jaké slovo nejlépe vystihuje ucel H.235?

Ktera H.245 zprava muze byt pfevedena na H.225 pole a je také
pouzivan pro vybér parametru relace?

Pravda nebo lez: Sada H.323 nepouziva RTP nebo RTCP.
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Otazky pro test

Kterych dvou podprotokold H.323 se dnesni téma nejvice tyka?
Ktery typ H.225 zpravy je pouzit pfi prvnim volani na call server?
Které dva porty pouziva H.225?

Které doporuceni je pouzito pro signalizaci H.2257?

Co je hlavnim cilem H2457

Pravda nebo lez: vSechny H.323 topologie vyuzivaji H.225 a
H.245.

Jaké slovo nejlépe vystihuje ucel H.235?

Ktera H.245 zprava muze byt pfevedena na H.225 pole a je také
pouzivan pro vybér parametru relace?

Pravda nebo lez: Sada H.323 nepouziva RTP nebo RTCP.
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Odpovedi

Kterych dvou podprotokolt H.323 se dnesni téma tyka?

Ktery typ H.225 zpravy je pouzit pfi prvnim volani na call server?
RAS

Které dva porty pouziva H.2257
Které doporuceni je pouzito pro signalizaci H.2257
Co je hlavnim cilem H2457

Pravda nebo lez: vSechny H.323 topologie vyuzivaji H.225 a
H.245.

Jaké slovo nejlépe vystihuje ucel H.235?

Ktera H.245 zprava muaze byt pfevedena na H.225 pole a je také
pouzivan pro vybér parametrd relace?

Pravda nebo lez: Sada H.323 nepouziva RTP nebo RTCP.
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Kterych dvou podprotokolt H.323 se dnesni téma tyka?

Ktery typ H.225 zpravy je pouzit pfi prvnim volani na call server?
RAS

Které dva porty pouziva H.225? 1719 a 1720
Které doporuceni je pouzito pro signalizaci H.2257
Co je hlavnim cilem H2457

Pravda nebo lez: vSechny H.323 topologie vyuzivaji H.225 a
H.245.

Jaké slovo nejlépe vystihuje ucel H.235?

Ktera H.245 zprava muaze byt pfevedena na H.225 pole a je také
pouzivan pro vybér parametrd relace?

Pravda nebo lez: Sada H.323 nepouziva RTP nebo RTCP.
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Kterych dvou podprotokolt H.323 se dnesni téma tyka?

Ktery typ H.225 zpravy je pouzit pfi prvnim volani na call server?
RAS

Které dva porty pouziva H.225? 1719 a 1720
Které doporuceni je pouzito pro signalizaci H.2257 Q.931
Co je hlavnim cilem H2457

Pravda nebo lez: vSechny H.323 topologie vyuzivaji H.225 a
H.245.

Jaké slovo nejlépe vystihuje ucel H.235?

Ktera H.245 zprava muaze byt pfevedena na H.225 pole a je také
pouzivan pro vybér parametrd relace?

Pravda nebo lez: Sada H.323 nepouziva RTP nebo RTCP.
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Kterych dvou podprotokolt H.323 se dnesni téma tyka?

Ktery typ H.225 zpravy je pouzit pfi prvnim volani na call server?
RAS

Které dva porty pouziva H.225? 1719 a 1720
Které doporuceni je pouzito pro signalizaci H.2257 Q.931

Co je hlavnim cilem H245? “Control protocol for multimedia
communications”

Pravda nebo lez: vSechny H.323 topologie vyuzivaji H.225 a
H.245.

Jaké slovo nejlépe vystihuje ucel H.235?

Ktera H.245 zprava muaze byt pfevedena na H.225 pole a je také
pouzivan pro vybér parametrd relace?

Pravda nebo lez: Sada H.323 nepouziva RTP nebo RTCP. 153



Kterych dvou podprotokolt H.323 se dnesni téma tyka?

Ktery typ H.225 zpravy je pouzit pfi prvnim volani na call server?
RAS

Které dva porty pouziva H.225? 1719 a 1720
Které doporuceni je pouzito pro signalizaci H.2257 Q.931

Co je hlavnim cilem H245? “Control protocol for multimedia
communications”

Pravda nebo lez: vSechny H.323 topologie vyuzivaji H.225 a
H.245. F

Jaké slovo nejlépe vystihuje ucel H.235?

Ktera H.245 zprava muaze byt pfevedena na H.225 pole a je také
pouzivan pro vybér parametrd relace?

Pravda nebo lez: Sada H.323 nepouziva RTP nebo RTCP. 154



Kterych dvou podprotokolt H.323 se dnesni téma tyka?

Ktery typ H.225 zpravy je pouzit pfi prvnim volani na call server?
RAS

Které dva porty pouziva H.225? 1719 a 1720
Které doporuceni je pouzito pro signalizaci H.2257 Q.931

Co je hlavnim cilem H245? “Control protocol for multimedia
communications”

Pravda nebo lez: vSechny H.323 topologie vyuzivaji H.225 a
H.245. F

Jaké slovo nejlépe vystihuje ucel H.2357 Bezpecnost

Ktera H.245 zprava muaze byt pfevedena na H.225 pole a je také
pouzivan pro vybér parametrd relace?

Pravda nebo lez: Sada H.323 nepouziva RTP nebo RTCP. 155



Kterych dvou podprotokolt H.323 se dnesni téma tyka?

Ktery typ H.225 zpravy je pouzit pfi prvnim volani na call server?
RAS

Které dva porty pouziva H.225? 1719 a 1720
Které doporuceni je pouzito pro signalizaci H.2257 Q.931

Co je hlavnim cilem H245? “Control protocol for multimedia
communications”

Pravda nebo lez: vSechny H.323 topologie vyuzivaji H.225 a
H.245. F

Jaké slovo nejlépe vystihuje ucel H.2357 Bezpecnost

Ktera H.245 zprava muaze byt pfevedena na H.225 pole a je také
pouzivan pro vybér parametru relace? Open Logical Channel

Pravda nebo lez: Sada H.323 nepouziva RTP nebo RTCP. 156



Kterych dvou podprotokolt H.323 se dnesni téma tyka?

Ktery typ H.225 zpravy je pouzit pri prvnim volani na call server?
RAS

Které dva porty pouziva H.225? 1719 a 1720
Které doporuceni je pouzito pro signalizaci H.225? Q.931

Co je hlavnim cilem H245? “Control protocol for multimedia
communications”

Pravda nebo lez: vSechny H.323 topologie vyuzivaji H.225 a
H.245. F

Jaké slovo nejlépe vystihuje ucel H.2357 BezpecCnost

Ktera H.245 zprava muize byt pfevedena na H.225 pole a je také
pouzivan pro vybér parametru relace? Open Logical Channel

Pravda nebo lez: Sada H.323 nepouziva RTP nebo RTCP. F
Na ktery protokol byste umistili signatury pro IDS? 157



Jakym zpusobem byste u H.323
zajistil1 prenos tonu DTME?

158



Prenos tonu DTMF u H.323

= v ramci paketu RTP (ale kddovany jinak, nez datové
vzorky)

= ve zpravach H.245 Ull (User Input Identification) —
tzv. alfanumerické metoda H.245

= ve zpravach H.245 se predavaji udaje o délce tonu
— metoda H.245 signal
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10
12
18
25
27
31
33
38
39
41
42
44
46

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

210.
210.
210.
210.
210.
210.
210.
210.
210.
210.
210.
210.
210.

200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.

Rozeberte posloupnost
zachycenych zprav

112
111
111
112
112
111
111
112
112
111
111
112
112

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

210.
210.
210.
210.
210.
210.
210.
210.
210.
210.
210.
210.
210.

200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.

111
112
112
111
111
112
112
111
111
112
112
111
111

SI=) N=T=) eTey BET= =Ty JET=) DTy BT Ny foTey BeT= PeT=y JoI=

.225.0
.225.0
.225.0
.245
.245
.245
.245
.245
.245
.245
.245
.245
.245

CS: setup

C5: alerting

CS: connect
terminalCapabilityset
masterSlaveDetermination
terminalCapabilityset
mastersSlaveDetermination
terminalCapabilitySetAck
masterSlaveDeterminationAck
terminalCapabilitySetAck
masterSlaveDeterminationAck
openLogicalChannel (generic)
openLogicalChannel (genericvideoCapability)
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Co je to dhkey a halfkey?

= tokens: 1 ditem
= Item 0O

ClearToken
[::EsptokenDID: 2.16.840.1.114187.1.6.2 (joint-iso-itu-t.16.840.1.114187.1.6.2)
= dhkey
halfkey: c534645ef94adal2albccdd4ae91e0c3aldlelcaddar/c5540... [bit length 1024]
= profileInfo: 2 items
= Item O
= ProfileElement
elementID: 2
= element: octets (0)
octets: 0000489c
= Item 1
= ProfileElement
elementID: 1
= element: octets (0)
octets: 6c89000010d42000008480000
= authenticationCapability: 2 items
= Item 0
= AuthenticationMechanism: pwdSymEnc (1)
pwdSymEnc: NULL
= Item 1
= AuthenticationMechanism: keyExch (8)
keyExch: 2.16.840.1.114187.1.6.2 (joint-iso-itu-t.16.840.1.114187.1.6.2) {:::]

= algorithmOoIDs: 2 items

= Item O
algorithmoIDs item: 1.3.14.3.2.6 (desECB) <:

= Item 1
algorithm0oIDs item: 2.16.840.1.114187.1.3 (joint-iso-itu-t.16.840.1.114187.1.3)

® featureset



Analyzujte vypis

Filter: | bootp || titp.opcode==1 || h225 && eth.addr ==00:09:6e:05:ckb:11

Source

0.0.
0.0.
192.
192.
192.
192.
192.
192.
192.
192.
192.

0.0
0.0

168.
168.
168.
168.
168.
168.
168.
168.
168.

16.
16.
16.
16.
16.
16.
16.
16.
16.

23
23
23

23
23

1
1

Destination

255.
255.
192.
192.
192.
192.
192.
192.
192.
192.
192.

255.
255.
168.
168.
168.
168.
168.
168.
168.
168.
168.

255.255 DHCP
255.255 DHCP
16.99 TFTP
16.99 TFTP
16.1 H.225
16.23 H.225
16.1 H.225
16.23 H.225
16.1 H.225
16.23 H.225
16.23 H.225

CcCoooooo

. Clear Apply

Info

DHCP
DHCP
Read
Read

Discover - Transaction ID Oxcbe(03148
Request - Transaction ID Oxcbe03148
Request, File: 46xxupgrade.scr, Trans
Request, File: 4db6xxsettings.txt, Trar

: gatekeeperRequest
: gatekeeperConfirm

registrationRequest
registrationConfirm

C5: setup OpenLogicalChannel
C5: callProceeding
CS: connect OpenLogicalChannel
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Kam s nim? Jake jsou moznosti?

Firewall

hah

m— Internet

l
!
i
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Coto je?

03
55

06
54

03
55

Q7
54

; SEQUENCE (23 Bytes)

; SET (f Bytes)
; SEQUENCE (d Bytes)
; OBJECT_ID (3 Bytes)
04 03
; 2.5.4.3 Common Name (CN)

; PRINTABLE_STRING (6 Bytes)

65 73 74 43 4e
; "TestCN"
; SET (10 Bytes)
; SEQUENCE (e Bytes)
; OBJECT_ID (3 Bytes)
04 Oa
; 2.5.4.10 Organization (0O)

; TestCN

; PRINTABLE_STRING (7 Bytes)

65 73 74 4f 72 67
; " TestOrg"

; TestOrg
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