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Vicefaktorova autentizace - co to je a co to neni

Faktor znalosti (néco co znam jen ja - PIN, heslo)

Faktor vlastnictvi (néco co vlastnim jen ja - karta, security token)
Faktor inherence (néco co jsem - hlas, duhovka, otisk prstu, oblicej)
Faktor polohy (kde jsem - restrikce pristupu z urcitych IP adres)

2FA - libovolna podmnozina prvnich tfi faktor(
o pfriklady:
m vybér z bankomatu (vlastnictvi - platebni karta, znalosti - PIN)
m pfihlaseni do IB s vyuzitim mobilni aplikace (George/Smart/KB kli¢, My Air, aj.)
e 2-krokova (2-step) autentizace

Platbukarfolrsl xtx etk
ve vysi 159,00 CZK prosim
e potvrdte kodem 672677.
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Duvérujete SMS zpravam od své banky?

3. pozadavek
SMS na odeslani
brana Vas 4. zaslani SMS
operator
2. vytvoreni

ovérovaciho kodu

Backend

banky e
5. precteni SMS

1. vytvoreni platby i
Internetové
bankovnictvi

(prohll'ieé) 6. prepis kodu
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Utok na SMS v Némecku 2017

Hackerim se podafilo zneuzit chyby v technologii SS7, kterou pouzivaji mobilni
sité ke komunikaci a ziskali pfistup k SMS napadenych uzivatell. Ve spojeni s
e-mailovym phishingem tak byli schopni za poslednich nékolik mésicli v rdmci
némecké mobilni sité 02 Telefdnica ziskat ovérovaci SMS pro prihlaseni i
provedeni platby a doslova vysat penize z bankovnich G¢td napadenych uzivatel(.
Kvili presmérovani nemél dany majitel Gc¢tu celou dobu o ni¢em ani ponéti.

Zdroj:
https://connect.zive.cz/clanky/hackeri-vyuzili-chyby-vmobilni-siti-o2-telefonica-vybrali-lidem-bankovni-uct
y/sc-320-a-187540/default.aspx
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https://connect.zive.cz/clanky/hackeri-vyuzili-chyby-vmobilni-siti-o2-telefonica-vybrali-lidem-bankovni-ucty/sc-320-a-187540/default.aspx
https://connect.zive.cz/clanky/hackeri-vyuzili-chyby-vmobilni-siti-o2-telefonica-vybrali-lidem-bankovni-ucty/sc-320-a-187540/default.aspx

Jak Android zpracovava
prichozi SMS

1. OS Android prijima SMS zpravu
2. 0OS Android posila zpravu vsem aplikacim*
3. Aplikace, se samy rozhoduiji, jak s SMS zpravou nalozi

*VSem, které maji zaregistrovany receiver android.provider.telephony.SMS_RECEIVED a opravnéni
android.permission.RECEIVE_SMS.
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Kradez SMS - prakticka ukazka

Potrebujeme: Mame:
e zdanlive neskodnou aplikaci e SMS jizdenka Zlin
e sbérné misto SMS o  http://bit.ly/GPlaySMSJizdenka*

e http://bit.ly/StolenSMS**
e Pocet stazeni: 1-5 tisic

e Obéti

*verze publikovana neobsahuje Skodlivy kéd a
nema pristup k SMS
**server pro sbér SMS byl vypnut
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http://bit.ly/GPlaySMSJizdenka
http://bit.ly/StolenSMS

Potfebujeme obét

+ 420 xkk kkk kkk
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Jak se branit?

e pouzivat 2. faktor
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Opravneni na Androidu 6 a vyssich

e krok vpred
e targetSdkVersion 23 (GPlay vyZzaduje minimalné 26 (8.0))
e rozdéleni na normal a dangerous

o  https://developer.android.com/quide/topics/permissions/overview#normal_permissions
o  https://developer.android.com/quide/topics/permissions/overview#permission-qroups

e ale...
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https://developer.android.com/guide/topics/permissions/overview#normal_permissions
https://developer.android.com/guide/topics/permissions/overview#permission-groups

.. 1ze ziskat opravneni bez povsimnuti

Q& V44614

ﬂ Povolit aplikaci SMS
jizdenka Zlin odesilani
a zobrazeni zprav

SMS?
ODMITNOUT  POVOLIT
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< Opravnéni aplikaci

& SMS jizdenka Zlin

O ® ¥4 1321

< Vsechna opravnéni

& SMS jizdenka Zlin

odesilani a zobrazeni zprav SMS
B3 piijem textovych zprav (SMS)

Ostatni opravnéni aplikace

m branéni pfechodu telefonu do rezimu s..

m ovladani vibraci
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Jak je to mozné?

<uses-permission android:name="android.permission.SEND SMS" />
<uses-permission android:name="android.permission.RECE _SMS" />
<uses-permission android:name="android.permission.WAKE LOCK" />
<uses-permission android:name="android.permission.VIBRATE" />
<uses-permission android:name="android.permission.INTERNET" />

* If an app requests a dangerous permission listed in its manifest, and the app already has another

dangerous permission in the same permission group, the system immediately grants the permission

without any interaction with the user. For example, if an app had previously requested and been

granted the s permission, and it then requests 1 5, the system immediately

grants that permission
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Jak zabezpecit kod aplikace pred
okopirovanim
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Ochrana kodu - proc?

e Softwarové patenty? Nefunguiji
o https://ddd.uab.cat/pub/vivataca/vivataca_a2001m9n28/index.html

e Flappy Birds

o 300 klond, 238 infikovanych
o posilani SMS, hovory, GPS, adresare [1]

AHEAD
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https://ddd.uab.cat/pub/vivataca/vivataca_a2001m9n28/index.html
http://mobil.idnes.cz/zavirovane-flappy-bird-klony-djq-/mob_tech.aspx?c=A140626_130204_mob_tech_ram

Prakticka ukazka

Potrebujeme: Mame:

e vytahnout APK z telefonu e TCMD, APK extractor, ...
e dekompilovat APK e APKTool[1]

e umet Cist v cizim kddu o 777

Pozor na retézce!

Pro zdjemce: https://www.fi.muni.cz/research/laboratories/crocs.xhtml.cs

AHEAD
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https://ibotpeaches.github.io/Apktool/
https://www.fi.muni.cz/research/laboratories/crocs.xhtml.cs

Ochrana kodu - jak?

e Obfuskace pfi buildu [1]

o  SDK/tools/proguard/proguard-android.txt

buildTypes {
debug {
minifyEnabled false
proguardFiles 'proguard-rules.pro'

}

release {
minifyEnabled true
proguardFiles 'proguard-rules.pro’
}
}
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e Obfuskace pri psani

CODEN
7 — L

OR RETARDED;EROGRAMME

wenerator.net
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https://developer.android.com/studio/build/shrink-code.html

Jak zabezpecit aplikaci pred zneuzitim
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Ochrana aplikace - proc?

e Reputace
e Ochrana klient / komunity

AHEAD
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Hacknuti aplikace - prakticka ukazka

e obejiti ochrany (Authentication Bypassing)
e modifikace logickych podminek
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Pouzité prikazy

Dekompilace APK (-r nedekompiluje resources)
apktool d -r fimuni-release.apk

Re-kompilace
apktool b -o fimuni-hacked.apk fimuni-release

PATH: C:\Program Files\Android\Android Studio\jre\bin\

Vytvoreni keystoru pro podpis APK
keytool -genkey -v -keystore fimuni.keystore -alias fi -keyalg RSA -keysize
2048 -validity 10000

Podepsani APK (kli¢ v keystoru je “fi”, heslo “fimuni”
jarsigner -verbose -sigalg SHAIwithRSA -digestalg SHA1l -keystore
fimuni.keystore fimuni-hacked.apk fi -storepass fimuni
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Pouzité prikazy

Vypsani podpisu APK
jarsigner -verbose -verify -certs fimuni-hacked.apk

ADB
- instalace APK do pripojeného telefonu ¢i emulatoru:
adb install fimuni-hacked.apk

- otevreni aktivity, kterda ma parametr exported=true:
adb shell

am start -n com.aheaditec.fimuni/.DegreeActivity
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Ochrana aplikace - jak?

e Kontrola certifikatu APK
e Kontrola plvodu APK
o Google Play
o odjinud
e Knihovna: https://github.com/SandroMachado/AndroidTampering

AHEAD
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https://github.com/SandroMachado/AndroidTampering

Antiviry a utoky na mobilni telefony
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Typické znaky malwaru

snaha byt nenapadny

pristup na internet + monitoring nabijeni + citliva data
pouzivani broadcast receivers

opozdéné spusteni skodlivého kodu

Manifest nikdy nelze!

AHEAD
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Mobilni vs. desktopovy svet

e Moznosti virl
e Moznosti antivirt
e Virus vs. malware
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Sandboxing

App 1 Sandbox App 2 Sandbox App 3 Sandbox App 4 Sandbox

Operating System
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Sandboxing

Malware
‘xl
o | 5

Framaroot

Debugger,

tampering,

o |

Steal

App Sandbox

Mobile Banking App

Crypto Core

hae

keystrokes
read
screen
data,

7

Operating System

While the crypto core is still
intact, the surrounding app is
tainted by malware and as

a result, the malware can
either prepare a valid payment
object and sign it in regular
crypto core, as if a user
performed the payment
manually, or use regular
system API to steal sensitive
user information.




Ukazka realnych utoku

Zdroje:
https://blog.avast.com/new-version-of-mobile-malware-catelites-possibly-linked-to-cron-cyber-gang
https://blog.avast.com/mobile-banking-trojan-sneaks-into-qgoogle-play-targeting-wells-fargo-chase-and

-citibank-customers
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https://blog.avast.com/new-version-of-mobile-malware-catelites-possibly-linked-to-cron-cyber-gang
https://blog.avast.com/mobile-banking-trojan-sneaks-into-google-play-targeting-wells-fargo-chase-and-citibank-customers
https://blog.avast.com/mobile-banking-trojan-sneaks-into-google-play-targeting-wells-fargo-chase-and-citibank-customers
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BankBot

private static boolean b(Cont
boolean v0 = true;
= new S
new
new S J
arg”? getRescurces() get cn-lguratlcn() cale.getCountry():
if ((v5. equalsIgncreyase( tils.join("", ((Ct - [])'3)))) Il (w5. equalsIgnﬁre ase( extUtils
.join("", Object[] VZ)))) | ("S.equalsIgncreCase(TA Utils.join("", ( (Ot '[])’4))”

{

false;

return v0;
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BankBot - ukazka
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4 bank

Uzivatelské jméno

Heslo

Please click BACK again to exit

< O  ouscrerNRECORDER
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http://www.youtube.com/watch?v=WYkc43As0pI

QRecorder
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QRecorder

e 10 000+ instalaci

e plnila svuj ucel

e Skodlivy kod vlozen s aktualizaci

e kradez pfihlaSovacich udaju, by-passing SMS overeni
Zdroj:

https://lukasstefanko.com/2018/09/banking-trojan-found-on-gooaqle-play-stole-10000-euros-from-victi

ms.html
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https://lukasstefanko.com/2018/09/banking-trojan-found-on-google-play-stole-10000-euros-from-victims.html
https://lukasstefanko.com/2018/09/banking-trojan-found-on-google-play-stole-10000-euros-from-victims.html

QRecorder
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http://www.youtube.com/watch?v=OIYX9TbspW8

Dekuji za pozornost

Prostor pro vase dotazy
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