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Pipeline



Cl1/CD Pipeline

Steps that need to be performed to test and deliver new version of the software.

Defines what needs to be done: when, how and in what order.

e Steps can vary for every project.

Multiple pipelines or steps can run in parallel.

prepare- cloud-image-
Start environment koji-build compose nvr-verify package-tests End
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Na obrazku je ukazka testovaci pipeline z Fedora Cl. Je zde vidét postup pro otestovani nového

buildu RPM bali¢ku, ktery se (v p¥ipadé tisp&ného projeti testl) dostane do Fedory. Podrobgji

si tento proces popiseme v &asti demo, kde jsou i podrobné&jsi poznamky.



Cl1/CD Pipeline

Preparation of the environment to run the Building the project from source.
tests: deploying containers, starting VMs...

Finding defects by analyzing the code Running project test suite or test suites.

without running it.

Checking for violations of the language or Building source archives, packages or

project style guides. container images.
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Vy%e popsané kroky jsou jen pfikladem Cl pipeline. V riznych projektech se mohou jednotlivé
kroky lisit, nékteré chyb&t a naopak pfibyt né&které jiné, zaleZi podle typu projektu a pouZitého
programovaciho jazyka.

Jednotlivé kroky nemusi byt provadény v daném potadi a celd pipeline nemusi byt linedrni —
kroky, které se daji paralelizovat se obvykle paralelizuji pro urychleni celé operace — napfiklad
testy a statickd analyza mohou béZet soub&Zné zcela bez problémi.

Cést ,CD", tedy deployment nebo delivery, je asto samostatna a nemusi vidy probehnout — u

pull requestli se €asto pousti jen testy a balitky/image se ¥e$i pouze p¥i vydéni.



Testing Environment



Testing Environment

1. Preparation of VMs/containers to

run the tests

We might want to run tests in different

Configuration Matrix x86_64  i686 arm64

1 30 HO HQ environments on multiple different

f 31 =2 =) distributions or architectures.

f_rawhid . .
S =0 " » 2. Installation of the test dependencies
centos 7 Bd _ )

R =0 g;) - Test dependencies are usually not covered
debianfl =0 = by the project dependencies.

rhel_8 - » d 3. Getting the code

Clone the PR or get the latest code from
the master branch.
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Na obrazku je ptiklad testovaci matice jednoho z naSich projekti. Pro co nejlepsi pokryti testy se
snazime testovat na riznych distribucich i architekturdch. Kazdd kombinace p¥edstavuje jeden
virtudlni stroj, na kterém bé&Zi testy.

Vétsina projektd si vystali se spoust&nim testli v kontejnerech nebo jinyh jednodu3Sich
prostfedich, ale nékdy je vhodné testovat na co nejSirsi Skdle systémi. Takové testy pak mo-
hou pomoci odhalit problémy se zavislostmi (chybé&jici knihovny nebo staré verze knihoven na
,stabilnich”, tedy starsich, distribucich a v p¥ipadé rliznych architektur je takto moZné odhalit
napriklad chyby p¥i ukladani dat s nespravnou endianitou.

Rozsahlejsi testovaci matice jsou &asté také u webovych projekti, kdy se testuje na mnoha

riznych webovych prohliZegich.



Static Analysis



Static Analysis

e Tools that can identify potential bugs by analyzing the code without running it.
e Can detect problems not covered by the test suite — corner cases, error paths etc.
Coverity (C/C++, Java, Python, Go...)?

Cppcheck (C/C++)?

Pylint (Python)3

RuboCop (Ruby)*

1https ://scan.coverity.com

thtp ://cppcheck.sourceforge.net/
3https ://www.pylint.org

4https ://docs.rubocop.org
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Error: USE_AFTER FREE (CWE-825):
libblockdev-2.13/src/plugins/lvm-dbus.c:1163: freed_arg: "g_free"

frees "output".

libblockdev-2.13/src/plugins/lvm-dbus.c:1165: pass_freed_arg: Passing freed
pointer "output" as an argument to "g_set_error".

# 1163 g_free (output);

# 1164]| if (ret == 0) {

# 1165|-> g_set_error (error, BD_LVM_ERROR, BD_LVM_ERROR_PARSE,

# 1166]| "Failed to parse number from output: ’\%s’",
# 1167| output) ;
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Ukazka vystupu ndstroje coverity na Cétkovém zdrojaku. Statickd analyza zde odhalila chybu,
ktera by jinak vedla k padu programu. Pam&t uvoln&na na ¥adce 1163 se pouZiva na ¥adce 1165.
ProtoZe se jedna o chybovy stav dané funkce je moZné, Ze tento stav neni pokryty jednotkovymi

testy, které by tak tento problém neodhalily.



Code Style



Code style and style guides

e Coding conventions — naming, code lay-out, comment style. ..

e Language specific (PEP 8°), project specific (Linux kernel coding style®) or
library /toolkit specific (GTK coding style’).

e Automatic checks using specific tools (pycodestyle) or (partially) by the static

analysis tools.

5https://www.python.org/dev/peps/pep—OOOS/
6
https://www.kernel.org/doc/html/v5.3/process/coding-style.html

https://developer.gnome.org/programming-guidelines/stable/c-coding-style.html.en
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https://www.python.org/dev/peps/pep-0008/
https://www.kernel.org/doc/html/v5.3/process/coding-style.html
https://developer.gnome.org/programming-guidelines/stable/c-coding-style.html.en

Pokud budete (nejen v rdmci tohoto pfedmé&tu) p¥ispivat do n&jakého open source projektu,
vzdy si napfed zjistéte, jestli ma n&jaky code style. | pokud nema Zadny formalizovany, pokuste
se dodrZovat styl, jakym je kdéd napsany. NedodrZeni zavedenych styl( p¥ipadného reviewera
vaseho pull requestu minimalni rozladi, v n&kterych p¥fipadech bude takovy pfispévek automaticky

zamitnut bez ohledu na to, zda je jinak pFinosny &i ne.



Code style and style guides

Beautiful is better than ugly.
Explicit is better than implicit.
Simple is better than complex.
Complex is better than complicated.
Flat is better than nested.
Readability counts.

The Zen of Python
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Linux kernel coding style

https://www.kernel.org/doc/html/v4.10/process/coding-style.html

Don't put multiple statements on a single line unless you have something to hide:

if (condition) do_this;
do_something_everytime;

The preferred form for allocating an array is the following:

p = kmalloc_array(n, sizeof(...), ...):

Do not unnecessarily use braces where a single statement will do.

if (condition)
action();
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https://www.kernel.org/doc/html/v4.10/process/coding-style.html

Python and PEP8

https:
//gist.github.com/vojtechtrefny/435737417be003873a7f94aa7d53c4d2

] vtrefny : bash — Konsole <2> v
File Edit View Bookmarks Settings Help
[vtrefny@aida ~]$ pycodestyle-3 style.py

:11:6: E211 whitespace before ' ('

H 0: E501 line too long (85 > 79 characters)

: E303 too many blank lines (3)

: 2: E701 multiple statements on one line (colon)

:24:41: E703 statement ends with a semicolon

:30:54: E502 the backslash is redundant between brackets

HE] : E128 continuation line under-indented for visual indent

:3 : W293 blank line contains whitespace
.py:34:1: W391 blank line at end of file
[vtrefny@aida ~]$ [
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https://gist.github.com/vojtechtrefny/435737417be003873a7f94aa7d53c4d2
https://gist.github.com/vojtechtrefny/435737417be003873a7f94aa7d53c4d2

Python and PEP8

} pep8speaks commented on 18 Feb @ -

Hello @vojtechtrefny! Thanks for updating this PR. We checked the lines you've touched for PEP 8
issues, and found:

« Inthe file copr builder/copr builder.py :

Line 31:54: E261 at least two spaces before inline comment
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Akoli je PEP8 standard, ne viechny Python projekty jej pouZivaji, u nékterych miZe byt zaveden
jiny code style. | projekty, které PEP8 dodrZuji nemusi striktné vyZadovat dodrZzovani viech jeho
pravidel. Napfiklad omezeni na 79 znakli na ¥adek je velice kontroverzni a mnohé projekty si
stanovuji vlastni omezeni.

Na orbazcich vy3e je vystup kontroly pomoci programu pycodestyle a kontrola pull requestu na

GitHubu pomoci aplikace pep8speaks, kterou je mozné u open source projektli zapnout zdarma.



Documentation style

e Documentation might be checked in the same way code is.

e Similar style documents and tools for checking documentations exist (for example
PEP 2578and pydocstyle®for Python).

e In some cases wrong or missing documentation (docstrings in the code) can lead

to a broken build or missing features.

8
https://www.python.org/dev/peps/pep-0257/
9
http://www.pydocstyle.org
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https://www.python.org/dev/peps/pep-0257/
http://www.pydocstyle.org

Build




Building the project, a preparation to run the test suite.

Depends on language — mostly no-op for interpreted languages, more complicated

for compiled ones.

Build in the Cl environment can detect issues with dependencies.

Builds on different architectures can help detect issues related to endianness or

data types sizes.
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GNU Autotools

Helps creating portable source packages.

Two steps:

e configure (scans the build environment)
e make (compiles the source)

Complicated for developers, easy for users.

Takes care of dependency checking, dynamic linking, installation destinations etc.

13/28



GNU Autotools

configure.ac

M
Makefile.am

—>

aclocal

aclocal.mé I

T

autocorf

/ﬂ—
Ny—————

[

[

autom ake

—>

configure I

Makefilein

| saw a book entitled "Die GNU Autotools”and | thought "My feelings
exactly”. Turns out the book was in German.

10
https://twitter.com/timmartin2/status/23365017839599616
Image source: https://developer.gnome.org/anjuta-build-tutorial/stable/create-autotools.html.en
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https://twitter.com/timmartin2/status/23365017839599616
https://developer.gnome.org/anjuta-build-tutorial/stable/create-autotools.html.en

SloZitost jednotlivych build systémi se ligi podle pouZitého jazyka a frameworku. NejsloZit&jsi
je nejspie u kompilovanych jazyki. Jako piiklad (¢aste¢n& odstrasujici) mize poslouZit rod-
ina nastroji GNU Autotools, na kterou narazite pfedeviim u projekti napsanych v jazyce C.
Kromé samotné kompilace daného projektu maji Autotools na starosti pfedevsim zjist&ni in-
formaci o systému, kontrolu zavislosti a jejich spravné pftilinkovani k danému projektu. Cilem
Autotools je aby pro uZivatele bylo snadné dany projekt/program nainstalovat a obvykle diky
tomu stadi obecné ./configure && make && make install, ale za cenu velké sloZitosti pro
programatory, ktefi musi s Autotools ¢asto bojovat a diky tomu se net&si zrovna velké oblibenosti.
Velkou sloZitosti se ale vyzna&uji v8echny pokrotilé build systémy a pokud budete pFispivat do

nékterého linuxového nebo GNU projektu, tak na Autotools stoprocentné narazite.



Tests




e Running tests that are part of the project.
e New tests should be part of every change to the codebase.

e New features require new unit and integration tests.
e Bug fixes should come with a regression test.

e For some project (like libraries) running test suites of their users might be an
option.
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Coverage

e Code coverage (or Test coverage) represents how much of the code is covered by
the test suite.

e Usually percentual value that shows how many lines of the code were “visited" by
the test.

e Generally a check that all functions and branches are covered by the suite.

e Used as a measure of the test suite “quality” .
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Coverage

def

1

2 if b ==

3 raise ValueError
4 else:
5

6

7

return a / b

assert div(Z,

$ coverage3 report -m
Name Stmts Miss Cover Missing

Resulting coverage is 80 %, because 1 of 5 statements is not covered.
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Coverage je ob¢as vnimano jako jedinad spravnd mira kvality testd a mnoho projektd se hodi za
100% coverage, ale obtas se pfitom zapomind, Ze plné pokryti neznamend, Ze testy jsou skute&n&
kvalitni. Na obrazku je nadsazena ukdzka testu, ktery pokryva 80 % kdédu, ale kdyby dana funkce
vracela vzdy 1, tak je pokryti stejné, ale test neodhali, Ze funkce ve skute&nosti viibec nefunguje.
Na druhou stranu je vhodné coverage sledovat a ujistit se, Ze testy pokryvaji skute¢n& vSechny

stavy, do kterych se dana funkce miZe dostat.



Coverage

e Automated coverage tests might be part of the CI.
e Decrease in coverage can be viewed as a reason to reject contribution to the

project.

coveralls commented on 17 Oct 2018 « edited ~ +©

coverage F90%

Coverage increased (+0.04%) to 89.725% when pulling aa7b2c5 on svmhdvn:svmhdvn/spellcheck
into f4ebdce on PyCQA:master.
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Obecnég, pokud budete pfispivat do né&jaké projektu, souldsti vaseho p¥ispévku by mély vzdy
byt testy. Obvzlat, pokud p¥idavate n&jakou novou funkcionalitu. Pokud projekt sleduje cov-
erage svych testl a po pfidani vaSich zmén coverage klesne, miZe to byt divod k zamitnuti

navrhovanych zmén.



Delivery and Deployment




Packaging and publishing

e Delivery — releasing new changes quickly and regularly (daily, weekly...).

e Deployment — delivery with automated push to production, without human

interaction.

e Usually after merging the changes, not for the PRs.
e Building packages, container images, ISO images. ..

e Built packages can be used for further testing (manually by the Quality Assurance
or in another Cl infrastructure) or directly pushed to production or included in
testing/nightly builds of the project.
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,CD" &ast celého Cl/CD procesu hodng zaleZi na daném projektu a jeho vystupech. Pokud projekt
jen poskytuje knihovnu nebo GUI aplikaci, vystupem miZe byt prosté tarball se zdrojovymi kédy
nebo balitek pro urtitou distribuci a posledni krok uZ se ¥esi zcela jinde (nap¥iklad v distribuci jako
samostatny Cl/CD proces). Projekt miZe ale také nabizet nightly buildy, tedy kaZdodenn{ buildy
s nejnovéjsimi zménami a pak je tfeba Yesit, jak tyto buildy uZivatelim zp¥istupnit. Zplsoby opét
zaleZi na okolnostech — Python projekty mohou nabizet daily buildy v PyPl, Fedora ma Copr
repozitare, Ubuntu PPA atp.

Proces se miize napf¥ikla lisit i v rdmci jednoho projektu — nap¥iklad u Fedory je mozné do aktualné
vyvijené verze (rawhide) publikovat nové verze balitkl okamzit& prakticky bez omezeni, u sta-
bilnich distribuci musi projit je$té dal$im testovani a jsou umistovany do specialniho repozitare
a teprve po 14 dnech se dostanou ke viem uZivatelim. V n&kterych p¥ipadech (u projekti
zam@&¥enych na vysokou stabilitu) miZe byt tento postup i &dsten& manudlni a nova verze musi

projit manudlnim testovanim a schvalenim.



Cl Tools

Demo




Probably most popular Cl service nowadays.

e Can be integrated in your projects on GitHub.

Free for opensource projects.

Configured using .travis.yml file in the

project

https://travis-ci.org

20/ 28


https://travis-ci.org

Travis CI

All checks have passed Hide all checks

1 successful check
v @ Travis Cl - Pull Request Successful in 44s — Build Passed Details

This branch has no conflicts with the base branch
Merging can be performed automatically.

L CTGERTNINCTTES SRl or view command line instructions.
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Travis CI

vojtechtrefny / copr-builder

/ PullRequest #41 Add afirst simple test for copr_builde
Parsing of config files is covered

Commitef796cc
#41: Add a first s

ple test for copr_builder

B Vojtech Trefny

Python

build |passing:

More options
#25 passe Restart build

Ran for 44 sec

3daysago
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Travis je oblibeny ptfedevdim diky velmi snadné integraci u projekti hostnovanych na GitHubu
nebo GitLabu. Na GitHubu Ize Travis pfidat do projektu v Marketplace témé&F bezpracné.
Samotné spou¥téni testli se pak nastavuje pomoci YAML souboru umisténého v daném re-
pozitd¥i. Ukdzka spousténi testll u velice jednoduchého Python projektu: https://github.
com/vojtechtrefny/copr-builder/blob/master/.travis.yml — projekt md vlastni Make-
file, ktery umoZiiuje spousténi testl a stadi tedy Fict Travisu, jaké zavislosti je t¥eba doinstalovat

a jakymi p¥ikazy testy pustit a na jaké branchi (branchich).


https://github.com/vojtechtrefny/copr-builder/blob/master/.travis.yml
https://github.com/vojtechtrefny/copr-builder/blob/master/.travis.yml

e Automation system, not a “true” ClI/CD tool.

e Can automatically run given tasks on a node or
set of nodes.

e Tasks can be started on time basis or triggered
by an external event (like new commit or PR
on GitHub).

e https://jenkins.io/
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https://jenkins.io/

Fedora CI

e Complex Cl system with task to deliver an
“Always Ready Operating System"”.

e Packages are tested after every change and
“gated” if the Cl pipeline fails.

e The goal is to prevent breaking the ™
distribution. Cl will stop the broken package
before it can affect the distribution.
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Fedora CI

prepare-
Start  environment

koji-build

cloud-image
compose nvr-verify package-tests  End
@) °

package-tests - 5m 195

Currently checking if package tests exist

Deleting old packages
Cloninghttps:/src.fedoraproject.org/rpms/vim/into the f30 branch
rpm -q standard-test-roles

Getting list of tags

Print Message

Print Message

CI Notifier

Print Message

Cl Notifier

Creating directory /workDir/workspace/fedora-f30-build-pipeline/package-tests
/tmp/package-test.sh

logs/

&

4m 33s

<1s
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Prepare Environment je ptiprava testovaciho prost¥edi.

Koji Build z vyvojdfem pushnutych zmé&n vybuildi RPM bali¢ek (pFipadng vice balitk).

Cloud Image Compose vytva¥i z nové sestavenych bali¢kli a z existujici distribuce cloud image
Fedory, na kterém pob&Zi testy (testy se pousti oproti nainstalovanym balitkim, aby b&Zely ve
stejném prostfedi, v jakém ndsledn& bude dany bali¢ek uZivateli pouZivén).

NVR verify kontroluje spravnost verze balitku. Mimo jiné také, aby se zajistilo, Ze piijde Fedora
upgradovat (nov&jsi vydani musi mit vyssi verzi bali¢i).

Package Tests jsou jiz samotné testy. Testy jsou bud sou&asti samotného balitku, nebo jsou
umistény v git repozitd¥i daného Fedora bali¢ku. Ten také obsahuje YAML soubor popisujici
zavislosti pro testy a zplsob jejich spousténi. P¥iklad pro bali¢ek libblockdev: https://src.
fedoraproject.org/rpms/libblockdev/blob/master/f/tests/tests.yml.


https://src.fedoraproject.org/rpms/libblockdev/blob/master/f/tests/tests.yml
https://src.fedoraproject.org/rpms/libblockdev/blob/master/f/tests/tests.yml

Packit

e Tool for integrating upstream projects to
Fedora.

e RPM packages are automatically build on every
pull request.

e New releases can be automatically build and
pushed to Fedora.
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Packit

g packit-as-a-service bot commented 24 days ago @ -

Congratulations! One of the builds has completed. s,
You can install the built RPMs by following these steps:

+ sudo yum install -y dnf-plugins-core on RHEL 8
+ sudo dnf install -y dnf-plugins-core on Fedora
« dnf copr enable packit/storaged-project-blivet-gui-157

« And now you can install the packages.

Please note that the RPMs should be used only in a testing environment.
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Packit je ukdzka Continuous Delivery nastroje. Podobné jako Travis je moZzné vyuZivat ho jako
sluzbu na GitHubu, ale je mozné ho pouZivat také jako samostatnou aplikaci na vlastnim stroji.
Packit na GitHubu automaticky sestavi RPM balitky pro zvoleny projekt (podobné jako Travis
k tomu pot¥ebuje YAML soubor s konfiguraci) a vytvo¥i také Copr repozita¥, ktery se dd pouZit
pro dalsi testovani. Packit umoZiiuje nové releasy automaticky pushovat do aktudlni vyvojové

verze Fedory (rawhide) a pracuje se na daldich vlastnostech.



Questions




Thank you for your attention.

https://github.com/crocs-muni/open-source-development-course
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https://github.com/crocs-muni/open-source-development-course

Budete-li mit n&jaké dotazy, miZete se na mé obratit také mailem na vtrefny@redhat.com
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