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Cile cviceni

» Seznamit se zaklady sitového provozu
» Pochopit zaklady navrhu experimentii a tvorby protokolt.

» Vyzkouset si prakticky tvorbu protokolu — dokumentovat a
vyhodnotit experiment.
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Zaklady experimentalni prace

» Proc¢ informatik potfebuje experimenty?

» Informatika ma silné nastroje pro zjistovani fakti
m dikazy
m vypocty
m simulace

» Praktické studium vlastnosti systému

m nékteré vlastnosti neumime nebo z diivodu obtiZznosti nemizeme
simulovat

» Podporeni nebo vyvraceni hypotézy

m pozor... nedokazujeme!
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Co znamena provést experiment?

| Hypotéza ¢i otazka |

| Navrh experimentu |

Ziskani dat
Analyza dat

| Vyvozeni zavéri |
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Proc¢ protokoly?

» Potfebujeme zachytit informace o exprimentu az po vyvozeni zavérd.
1. Jaka byla hypotéza ¢i otazka?
2. Co jsem délal(a) a pro¢ jsem to délal(a)?
3. Jaké jsou vysledky a jejich vyhodnoceni?
4. Jaké jsem vyvodil(a) zavéry?
» Popis experimentu tak, aby bylo mozné jej reprodukovat.
m Nékdy se rozlisuje mezi replikaci (stejnym ¢lovékem ve stejné
laborato¢i) a reprodukci experimentu (nékym jinym nékde jinde).
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Co by mél protokol obsahovat?

> Vse co je nezbytné k reprodukovani experimentu:

pisemna formulace hypotézy/otazky,

dokumentace navrhu experimentu,

dokumentace provedeni experimentu v¢. podminek, které by mohly mit
vliv na vysledky,

dokumentace analyzy dat,

vyvozeni zaveéru.
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Nastaveni pocitace pro zachyt paketd

> Je vhodné minimalizovat vlastni provoz generovany pocitacem.
m Vypnout demony typu Avahi
service avahi-daemon stop
m Nastavit statickou konfiguraci a vypnout automatické systémy (napf.
Network Manager na Linuxu)
service network-manager stop
m Vypnout IPv6
echo 1 >/proc/sys/net/ipv6/conf/enp0s31f6/disable_ipv6
m Odnastavit IPv4 adresy
ifconfig enp0s31f6 0
ifconfig enp0s31f6 down
ifconfig enp0s31f6 up

» tcpdump
tcpdump -i eth® -c 1000 -s 100 -w /tmp/file icmp
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00000 00800

Wireshark

pture  Analyze  Statistics Telephony  Wireless  Tools Help

am nRE’Re=s=Tas=Eaaan

(N Toosta Gty s _<cir>

e Tme souce Desinaton [ ——

r 1 0.000000 147.251.106.133 239.255.255.250 SSOP. 366 NOTIFY * HTTP/1.1

> Frame 1: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits) on interface
v Ethernet II, Src: JuniperN_e9:06:0b (f4:cc:55:e9:06:0b), Dst: IPvmcast_7:ffifa (01:00:5e:7F:F:fa)
> Destination: IPvancast_7f:ff:fa (91:00:5e:7F:Ff:fa)
> Source: JuniperN_e9:06:0b (£4:cc:55:€9:06:0b)
Type: IPv4 (0x0800)
v Internet Protocol Version 4, Src: 147.251.106.133, Dst: 239.255.255.250
0100 ... = Version: 4
... 0101 = Header Length: 20 bytes (5)
> Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
Total Length: 352
Tdentification: €x0000 (0)
> Flags: 0x4000, Don't fragnent
Fragnent offset: o
Tine to live: 1
Protocol: UDP (17)
Header checksun: 0x8al2 [validation disabled]
[Header checksum status: Unverified]
Source: 147.251.106.133
Destination: 239.255.255.250
v User Datagran Protocol, Src Port: 1900, Dst Port: 1960
00

}, id @

Checksum: xdc71 [unverified]
[Checksum Status: Unverified]
[Strean index: 0]

> [Timestamps]

LOCATION: http://147.251.106.133:57549/\r\n
HOST: 239.255.255.250:1900\r\n

RVER: POSIX, UPNP/1.0, Intel MicroStack/1.0.1868\r\n
NTS: ssdp:alive\r\n
UsN:

1\r\n

3E208EB6C: turn: pnp.

CACHE-CONTROL: max-age=30\r\n
NT: urn:schenas-upnp-org: device:VideoServer:1\r\n

\r\n

o»r9DHaAc 11/28
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Wireshark

Frame 1: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits) on interface \Device\NPF_{196B5099-6092
v Ethernet II, Src: JuniperN_e9:06:0b (f4:cc:55:e9:06:0b), Dst: IPvdmcast_7f:ff:fa (01:00:5e:7f:ff:fa)
Destination: IPv4mcast_7f:ff:fa (01:00:5e:7f:ff:fa)
Source: JuniperN_e9:06:0b (f4:cc:55:€9:06:0b)
Type: IPv4 (©x08800)
Internet Protocol Version 4, Src: 147.251.106.133, Dst: 239.255.255.250
User Datagram Protocol, Src Port: 19008, Dst Port: 1900
v Simple Service Discovery Protocol
NOTIFY * HTTP/1.1\r\n
LOCATION: http://147.251.106.133:57549/\r\n
HOST: 239.255.255.250:1900\r\n
SERVER: POSIX, UPnP/1.0, Intel MicroStack/1.0.1868\r\n
NTS: ssdp:alive\r\n
USN: uuid:5e3cb924-542b-4877-a9f1-0013E208EB6C: :urn:schemas-upnp-org:device:VideoServer:1\r\n
CACHE-CONTROL: max-age=308\r\n
NT: urn:schemas-upnp-org:device:VideoServer:1\r\n
\r\n
[Full request URI: http://239.255.255.250:1900%]

<

0000 @1 @0 Se 7f ff fa f4 cc 55 €9 @6 Ob 45 00  heeens u-- -l
01 60 0 00 40 00 01 11 8a 12 93 fb 6a 85 ef £Ff - --@ 3
£f fa 07 6c 07 6¢ 01 4c dc 71 de 4f 54 49 46 59 1-1-L -gNOTIFY

20 2a 20 48 54 54 50 2f 31 2e 31 od @a 4c 4f 43 * HTTP/ 1.1--LOC
41 54 49 4f 4e 3a 20 68 74 74 70 3a 2f 2f 31 34 ATION: h ttp://14
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Wireshark

No. Time Source Destination Protocol  Length Info Q)

3 0.013148 147.251.54.144 13.107.3.128 TCP 54 50996 > 443 [ACK] Seq=1 Ack=1 Win=263168 Len=0@

4 0.013501 147.251.54.144 13.107.3.128 TLSv1.2 571 Client Hello

5 6.021834 13.107.3.128 147.251.54.144 TcP 60 443 > 50996 [ACK]

6 0.024942 13.107.3.128 147.251.54.144 Tcp 1314 443 » 50996 [ACK]

7 0.024943 13.107.3.128 147.251.54.144 TcP 1314 443 > 50996 [ACK] Seq=1261 Ac|

8 0.024943 13.107.3.128 147.251.54.144 TCcp 1314 443 » 50996 [ACK] Seq=2521 Acl B

<

> Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NPF_{196B5099-6092-4C36-8EBE-B78E7B230357}, ~
> Ethernet II, Src: WistronI_20:7:10 (48:2a:e3:20:07:10), Dst: JuniperN_e9:06:0b (f4:cc:55:€9:06:0b)
> Internet Protocol Version 4, Src: 147.251.54.144, Dst: 13.107.3.128
v

Source Port: 50996

Destination Port: 443

[Stream index: @]

[TCP Segment Len: @]

Sequence number: @  (relative sequence number)

Sequence number (raw): 3257453669

[Next sequence number: 1  (relative sequence number)]

Acknowledgment number: @

Acknowledgment number (raw): @

1000 .... = Header Length: 32 bytes (8)

Window size value: 65520 v
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Wireshark

No. Time Source Destination Protocol  Length Info S
Mark/Unmark Packet(s) Ctrl+M
3 0.013148 147.251.54.144 Ignore/Unignore Packet(s)  Ctrl+D. 50996 - 443 [ACK] Seq=1 Ack=1 Win=263168 Len=0
4 0.013501 147.251.54.144 Set/Unset Time Reference  Ctrl+T Client Hello
5 0.021834 13.107.3.128 Time Shift... CtrlsshiftsT | 443 » 50996 [ACK] Seq=1 Ack=518 Win=262656 Len=0
6 0.024942 13.107.3.128 A — CuleAtsc | 443 > 56996 [ACK] Seq=1 Ack=518 Win=262656 Len=1260
7 0.024943 13.107.3.128 443 > 50996 [ACK] Seq=1261 Ack=518 Win=262656 Len=12
8 0.024943 13.107.3.128 Edit Resolved Name 443 > 50996 [ACK] Seq=2521 Ack=518 Win=262656 Len=12 v
< Apply as Filter » 2
> Frame 1: 66 bytes on wire (528 bits) oo gy , Face \Device\NPF_{196B5099-6092-4C36-8EBE-B78E7B230357}, ~
> Ethernet II, Src: WistronI_20:07:10 Comvereation Hiter , BiBb (f4:cci55:9:06:0b)
> Internet Protocol Version 4, Src: 14
o Colorize Conversation >
Source Port: 50996 BCIE >
Destination Port: 443 LRl
[Strean index: €] - R UDPStream  Ctrl+Alt+Shift+U
[TCP Segment Len: ] LS Stream Ctrl+Alt+Shift+S
Sequence number: ©  (relative s Protocol Preferences ’ HTTP Stream  Ctrl+Alt+Shift=H
Sequence number (raw): 3257453669  Decode As.. HTTP/2 Stream
[Next sequence number: 1 (rela  show packetin New Window QUIC Stream
Acknowledgment number: @
Acknowledgment number (raw): @
1000 .... = Header Length: 32 bytes (8)
>
Window size value: 65520 v
< >
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1 [ tep.stream eq 0

No. Time Source

<Cvovw

3 0.013148 147.251.54.144
4 0.013501 147.251.54.144
5 0.021834 13.107.3.128
6 0.024942 13.107.3.128
7 0.024943 13.107.3.128
8 0.024943 13.107.3.128

Frame 1: 66 bytes on wire (528 bits), 6
Ethernet II, Src: WistronI_20:07:10 (4
Internet Protocol Version 4, Src: 147.2
Transmission Control Protocol, Src Port
Source Port: 58996
Destination Port: 443
[Stream index: 6]
[TCP Segment Len: @]
Sequence number: @  (relative sequ
Sequence number (raw): 3257453669
[Next sequence number: 1 (relati)
Acknowledgment number: @
Acknowledgment number (raw): ©
1000 .... = Header Length: 32 bytes
© Flags: xe@2 (SYN)
Window size value: 65520

00®00 00 0000
M Wireshark - Follow capture-tcp.pcapng — [m] X
~ +

ceees..1.0..U. .Ust.e...U...
Washingtonil.0...U .Redmond1.@...U.
..Microsoft Corporation1.e. ..Microsoft IT1.@ .Microsoft IT TLS CA 40.. l
191031172321Z.
21103117232170.1.0...U....edge.skype.comd.. "0

6 cllent pht(s), 17 server pkt(s), 7 turn(s). )
Entire conversation (9770 bytes) hd Show and save data as ASCIT v Stream 0 ¢
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Zadani

» Vzvednéte si z U¢ebnich materiali PCAP soubor (cvicenil)
m soubory jsou individualni a riizné
» Zanalyzujte zachycené pakety

m charakterizujte typy provozu, které v siti vidite
m provedte co nejpodrobnéjsi analyzu hlavi¢ek 3 paketti z riznych tokd

» Zachytte pomoci WireShark-u nebo tcpdump-u cca 200 paketti z
vlastni sité

m charakterizujte typy provozu, které v siti vidite
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Protokol

Kazdy samostatné zpracuje a odevzda protokol. Protokol musi obsahovat
minimalné nasledujici ¢asti:
» charakterizaci typl provozu z dodaného PCAP souboru

» podrobna analyza hlavicek 3 paketii z riznych tokd z dodaného PCAP
souboru

» charakterizaci typl provozu ve vami zachycenych paketech
» PCAP soubor s vystupem vlastniho zachytavani paket

Protokol bude zpracovan pomoci $ablony v IS MU — scanform.tar.bz2
Experiment i protokol zpracuje kazdy sam!
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Prace s virtualnimi stroji

» Kazdy bude mit pfifazené 2 virtualni stroje

» Sprava pres https://stratus.fi.muni.cz/

prihlaseni pres fakultni login/heslo

moznost startu/restartu stroje, pfipojeni pres VNC konzolu v prohlizedi
root heslo unixfi_provided

stroje se automaticky restartuji to vychoziho nastaveni mezi 23:00 a
02:00
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Prace s virtualnimi stroji

» Kazdy bude mit pfifazené 2 virtualni stroje

» Sprava pres https://stratus.fi.muni.cz/

Dashboard
Instances
52 VMs
& Services

34 Virtual Routers

Templates
Storage
Network

Settings

[ —

Virtual Networks

1

VNEILS

Virtual Machines

432

TOTAL

[=] +] Images
870 91
USED 1bs IMAGES

PENDING

Doplfujici informace
0000

aa
276.4GB

USED

FAILED
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» Sprava pres https://stratus.fi.muni.cz/

Dashboard

Instances

& Services
24 Virtual Routers
Templates

Storage

Network

[+]calsla-u-Jo |

ID , Name Owner
3995 oh156ev-kas11 s
3994 pb156cy-kas-10 kas

v Showing 1o 2 of 2 entris (flzercd from 432 total entrics)

432 oA

0 acTive

Group
pbiséey

pb156cv.

4 orr

Prace s virtualnimi stroji

A am

Status

POWEROFF

POWEROFF

0 pENDING

0 raiep

Doplfujici informace

0000
kas Y
Host 1Ps
slralus12
stratus13
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Prace s virtualnimi stroji

» Kazdy bude mit pfifazené 2 virtualni stroje

P Sprava pres https://stratus.fi.muni.cz/

ousbours B BB DNEECGCE R
Instances
(] =} = =
Info apacily g rk Snapshots  Actions Con
& Services
£ TR Information Permissions Use Manage  Admin
24 Virt
Owner [m]
Templates
" Graup u] u] O
Storage
fedOrQ Other [m] [m] [m]
Network
D 3994 Ownership
Settings
N pb156cv-kas-10 [c3 Ouiner kas
State ACTIVE Group phis6ey
LCM State RUNNING
Host stratus13
OpenNiebula5.1203
P
Aligs
Start time. 20:17:27 05/03/2021
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» Kazdy bude mit pfifazené 2 virtualni stroje

> Sprava pres https://stratus.fi.muni.cz/

Instances _ "
(] a = &
info  Capadty  Storage oot Acns Cot
& Services
ID 4 Network ~ IP ~ MAC PCladdress IPVGULA  IPv6Global Actlons
5§ VitulRouters =3
v o0 netadm-priv - 02H1:01£9:00:01 = = x
Templates
10 v Showing 1to 1ot Lentries 1
Storage
Network NFTRX NETTX
Settings .
g / \ / \\
1 2 —
T NETUPLOAD SPEED.
OpenNebula 51203 ;;;\\ \
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» Gateway ssh netadm-gw.fi.muni.cz
m potieba byt v univerzitni siti - VPN
https://it.muni.cz/sluzby/vpn
m piihlaseni pres fakultni login/heslo
m dohledani VM podle ARP

$ ssh xholub2@netadm-gw.fi.muni.cz

xholub2@netadm-gw.fi.muni.cz’'s password:
|
4| | Hosted at Stratus.fi.muni.cz. Cloud platform provided by unix@fi.mt

|
Last login: Sat Mar 6 09:36:07 2021 from 147.251.55.142

~

o

s| [xholub2@netadm-gw ~]1$ arp -a | fgrep 02:f1:01:f9:00:01
? (10.0.1.10) at 02:f1:01:f9:00:01 [ether] on ethl
[xholub2@netadm-gw ~]$

10
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