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Multisighatures

* Lock script constructed to require multiple signatures
(OP_CHECKMULTISIG)

— transaction valid only if multiple signers provide signatures for unlock script
* n-out-of-n or k-out-of-n, https://en.bitcoin.it/wiki/Multisignature

« P2MS, P2MS wrapped in P2SH
— https://learnmeabitcoin.com/technical/p2ms %d’ %o“ %d’
 Today, we will use P2SH and k-out-of-n o o <

dﬁcf‘d‘ GHECKLTISIG i ‘-L rL |

e

PV204 | LAB: Multisig, CoinJoin, PayJoin https://crocs.fi.muni.cz @CRoCS_MUNI


https://en.bitcoin.it/wiki/Multisignature
https://learnmeabitcoin.com/technical/p2ms

Task: using multisignature wallet (3ppl/room)

1. Create new 2-out-of-3 multisignature wallet in Electrum
— All three people in the group are participants (separate machines)
2. Send some coins from last week to multisig wallet
— Generate new receiving address
— Wait till included in block
* Analyze TX (from normal to multisig) via chain explorer - How lock script looks like? Why?
— Screenshot explorer, annotate
3. Send from multisig wallet back to standard one
— Why you need to generate PSBT?
— Is it safe to send PSBT via email?
— Who can broadcast transaction when 1, 2 and 3 signatures are made?
« Analyze TX (from multisig to normal) via chain explorer - How unlock script looks like? Why?
— Screenshot explorer, annotate
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Creating multisig wallet (--testnet)

- |f you already have wallet: File — New/Restore-

1’:’ Electrum 4.09 - multisig] [20f3]
File Wallet View Tools Help
~ History # Send * Receive

Date Description

Amount Balance

4Eb Electrum - Install Wizard

"“‘, Choose Seed type
EED
w4,

receive bitcoins during the transition period.

O Segwit
@ Legacy

The type of addresses used by your wallet will depend on your seed. Segwit wallets use bech32
addresses, defined in BIP173. Flease note that websites and other wallets may not support these
addresses yet. Thus, you might want to keep using a non-segwit wallet in order to be able to

— All three people performs the same process, pick Legacy type (not segwit)
« Save seed and masterpub key for yourself (cosigner 1)
« Get masterpub key from others, Add cosigner (2 of 3), (3 of 3)
* Finish creation of multisig wallet

‘f;' Electrum - Install Wizard

Create new wallet

What kind of wallet do you want to create?
() standard wallet

() wallet with two-factor authentication
(@) Multi-signature wallet

() Import Bitcoin addresses or private keys

i
4D Electrum -

Install Wizard 7 X

Multi-Signature Wallet

\

Choose the number of signatures needed to unlock funds in your wallet:

From 3 cosigners I

Require 2 signatures I

Warning: to be able to restore a multisig wallet, you should indude the master public key for each
cosigner in all of your backups.

20 Electrum - Install Wizard

Add cosigner (1 of 3)

Do you want to create a new seed, or to restore a wallet using an existing seed?

(®) Create a new seed
() 1 already have a seed
(0) Use a master key

() Use a hardware device
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4% Electrum - Install Wizard ? ®

Master Public Key

Here is your master public key. Please share it with your cosigners.

Vpub5gvyZUGMeenmiWgo 3 1¥us3ZVwKE SESVzSADAGIXENSCR 1eMcD&iwx 2rgPulPAd 1164MHgMg
UT56r 7xK25G4QRQENGK4ZhfAMLmBrpTe3kmaA

4% Electrum - Install Wizard

Add cosigner (2 of 3)

Add a cosigner to your multi-sig wallet
(®) Enter cosigner key

() Enter cosigner seed

() Cosign with hardware device

@ Electrum - Install Wizard

‘@’ Add cosigner (3 of 3)
pore A
s Add a cosigner to your multi-sig wallet

(®) Enter cosigner key
(0) Enter cosigner seed
() Cosign with hardware device

i.cz @CRoCS_MUNI
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Send from normal wallet to multisig one

« Generate receive address on multisig, send to it from normal one

« Optional: try using coin control
— View — Show coins, RClick on target coin — Spend
— Max button in Send will only take marked coin(s)

& Electrum Testnet 4.0.9 allet_multisig_pv204 [20f3 O x s
1:3 Electrum Testnet 4.0.9 - normal_wallet_testnet [standard]
HHHHHHHHHH d Receive Channel . .
File Wallet  View Tools Help
Date Description Amount Balance
o Unconfirmed [rbf, 1. sat/b, 0.08 ME] <0, TLECEETE TL(OCEER - History Show Addresses
& T % 5
B T o Show Cains
Transaction ID; DESUIpth
[f7a 172 4ce458be0dba 24c8 7c 1F136845 2 78bdlebSaads 796ada2abab 5795800 B Show Channels
Status: Unconfirmed Size: 189 bytes Re uested amc e
Position in mempool: 0.07 MB from tip Replace by fee: True q Sh ow c ﬂ‘r”_:a Cts
ount received: 0,01869375 BTC LockTime: 1941367 {height) i
Fee: 0.0000019 BTC ( 1. sat/byte) Expires after Show CDHECHE [ b
IIIII ($1]
2d73c Clear 9 Mew Address
Outputs (1)
2NBRe7nApnyJljuZni AQr 3 Hm 4G
xpart, Broadcast
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Send from multisig wallet to normal one — first signer

4 Electrum Testnet 4.0.9 - wallet_multisig_pv204 [2ef3] - O >

« Generate receive address on normal wallet|s w« w e w

* One Signer Crea‘tes transaCtion Description [to normal py204 multisig |
— Save button saves partially prepared tx locally smoune [o00d

Pay to |nBSQF'l'hnhosvaJBCEququreqystoa E—." '

Clear Save Pay...
— Pay button signs (partially) transaction, allows to Export
&b Transaction ? e
|TUkn°“ o . I} Lister - [h:\wallet_multisig_pv204-20210323-1521.psbt]
- Status: Parﬁall: siﬁned!l‘li Size: 373 bytes File Edit gptigng Enggding He|p

Amoluntsent: 0.005 BTC Re;(lacet?yfee:True " |]5|]t T . . -?{y- -*'jy' _._| Il- Eh.. I L$. _J:.:ELN’:: _____ z . i _______ U"-_I By -KEZ

Fee: 0.00000375 BTC ( 1. sat/byte ) LockTime: 1941368 (height) rrlH%- L-—l-Aﬁlﬁj,n ------- '_-?” .E?ﬁ.[:‘ﬂ[:' l:..?l‘qzl:Ul;xl _____ ... ll;»ijFI- g"E‘rEle"l?rl'

tnputs (2 f | V™Al 5= L. L JGOD. b.=50YOMIU- St 1] gl ;5.5 . - ~OE°r UL WS

fral7e4ce4s8bcodbs24c87c1F136845FF278bdeb9aadar96adazanabs7958b0:0  ZNSRETNAPAYI] UZNHLSGUMAGK SHILNIX4GI 0.01869375 iicg'4 .Z:‘:iai]_l_i,i - J0.-.*.-hBn;13i:? _IHB - pﬁu— Esp-Ht.|. . Itltlﬁz - TR -.aa 8="_%
{..-EIN[RaxS cull.." .. yeh™gt i ols. ;F<q] ii] 5@(-iW0-JPtsh.GOD. 0-}.. b1l mFs .
.57, L [2-ETHS13. | jgei-GHC+iBrCTn. L BepE I 7=A0f. . . .iR? . Yeh™giolis . jF<q ij]

SE(-iWB-JPtsh.t . ;= IBIUH HOrPtsdR;{82-1F ) -0 [J22¢.5-3.H. =] .tz ZHENE[ Sp&dY}d

@.%.¢[S«" . . yeh™s iz . jF=ql'ii] 5@(-iWB-JPtsh. .5 Hueuce- ... . .= BN OrPsaR;

Outputs (2) K2R n VG- S B H L =) ik L ZREN [ SpRdY IR § L[ . s Or. .o L

e o0 - -- - -ARY DOPELZ | HNU ) 420 .t 7ipuCHi| 922y xS 1 iicm. co . €9 TPLE: QUY? =00, 148 D.
it MOB"_ Z]%IIPEAM )|+ JAO tRUR NS« . . bUPEE, Z | HNu ) ; 0.1t 2%m<H]|922y<S . 5.
- J v Lhpli™ o 9 TPEIZGUYE =0t BB Oy oL “_OLEOB 2 )%i1PGAT
=2t H4naot@Us n . Vo oo - -

‘ ave Combine, Sign Broadcast
~ clipboard I

E% Show as QR code
Export to file

For Coinloin; strip privates L4

Fou i.ardware device inclnde xpubs
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Send from multisig wallet to normal one — second signer

ﬁ[ﬁ Electrum Testnet 4.0.9 - wallet_msig_pv204_cosigner [2of3]

File  Wallet View Tools Help

« Open cosigner’s wallet = v

Lightning Network
B 2021-03-231 Bl

« Tools—Load transaction—From file

Sign/verify message

» Check target info and amount

Pay to many

« Sign loaded transaction IS I e

Erom the blockchain

 Broadcast to network

ﬁ;ﬁ Transaction

4Eb Transaction ? K
Transaction ID: Transacton ID:
[P B
Status: Partially signed (1/2) Size: 373 bytes
Amnunt sent: 1,005 BTC Replace by fee: True
Fee: 0.00000375 BTC (1. sat/byte ) LockTime: 1941368 (height)
Amount sent: 0,005 ETC
Inputs (1)
fralre4cesssbcodb8z4c87c1T136845TF278bdeb2aad a7 96adazanahs7958b0: 0 2NBRe7nApNy 1 jUZ NHUS gUMAQr 3HMLNIX4G2 0.01869375 Fee: 0.00000375 { L sat;'byte }
_| &% Information ? >
i Lb
Qutputs (2)
n3sQF1hngoivaJ3_c3quMQ1Nreqysﬁoa 0.005 Pa}rr‘n ent sent.
2My4CFNSdz kJqvar 1HFL tSSEUWGN4DGhaM 6 0.01369
v zaavan - 220293604 b44fb3254b35fab0%acdBdablda20f3628cb5e9abi672330aa9d0

Export. Save Combine,. Sign Broadcast




CR&,CS

Questions

* Analyze your transactions via blockchain explorer
— E.g., https://blockstream.info/testnet/
— TX (from normal to multisig wallet)
« Can you figure that transaction was from normal to multisig?
« If yes/no — what is the advantage / disadvantage?

— TX (from multisig to normal wallet)
« Can you recognize that input was multisig? How and Why?
— How much was possible to save in fees by using segwit instead of legacy address?

« Which option is better for backup (not loosing possibility to spend)? 1-of-3 or 3-0f-37?
« Which option is better against and attacker (prevent him to spend your coins)? 1-of-3 or 3-0f-3?
« What are advantages and disadvantages of 2-of-3 vs. 3-0f-5?
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COINJOIN / PAYJOIN TRANSACTIONS
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Analyze CoinJoin and PayJoin transactions ()

Group of 3 students

Example CoinJoin transactions

— https://nioctib.tech/#/transaction/92a78def188053081187b847b267f0bfabf28368e9a7a6427
80ced6a78f551ba (example from https://en.bitcoin.it/wiki/CoinJoin)

— https://blockstream.info/tx/c69aed505ca50473e2883130221915689c1474be3c66bcf7ac7dc
0e26246afc8 (example from Wasabi wallet https://wasabiwallet.io/)

Example PayJoin transaction

— https://nioctib.tech/#/transaction/7104bae698587b3e75563b7ea7a%9aada41d9c787788bc2bf
26dd201fd7eca8a?

Anything special in Lock and Unlock script?
How can you find out if given TX is CoinJoin transaction?
How can you find out if given TX Is PayJoin transaction?
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WASABI WALLET
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Wasabi wallet (testnet)

« Solo task (1 students / breakout room)
* Install Wasabi wallet from https://wasabiwallet.io/

« Start it, go to Settings and change Network to TestNet e
« Restart application

* Generate new Wallet
— Backup seed, password is used to encrypt seed (if none, what it means?)

« Wasabi forces you to set coin label (Why?)
« Send some sats to Wasabi wallet from your normal testnet wallet

Biktcoin
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PAYJOIN WITH WASABI WALLET
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Wasabi wallet — participating in PayJoin

« Sending PayJoin step-by-step

— https://docs.wasabiwallet.io/using-wasabi/PayJoin.html
« GO to https://payjoin.test.kukks.org/

— Select tea you prefer, click Pay

— Rclick on Open in wallet, copy link

— bitcoin:tb1qux90y6k9mvi4nunny48r5rzurs8acijpedtrtik?amount=0.00002673&pj=ht
tpS//payJ()lntestkukksorg/BTC/pJ Select @ Coins [M]SelectAll | Selected Amount: 0.01268127 BTC

Select coins you want to spend.
— Paste it to Send, select one “coin”, Send tx

tblg@382a3m2jzvykSlkea5h5jcht88xa61le jufgmx

¢ I nveStigate tXid On Chai n explorer https://payjoin.test.kukks.org/BTC/pj
- - o
— Copy txid from History tab

. . . :iEESlaF;E srl.Jper‘lf:nju,'.r!_t@ e et
— Use Tor, otherwise leak IP to TX mapping o [0 G e 010
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COINJOIN WITH WASABI WALLET
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19

Wasabi wallet — participating in CoinJoin

[0 File Tools Help

wallet Manager Sethings

Bitcoin

Visit CoinJoin option Network
— Change Target to Anonymity Set: 2 (so mixing finish quickly)

— Enqueue Selected Coins into next round of CoinJoin

TestMek

Anonymity Set:

Waits until registered and confirmed ;

Keep your computer running
— The protocol is interactive, requires several rounds

What have you got at the end?

Investigate txid on chain explorer
— Use Tor, otherwise you will leak IP to TX mapping

Wallet1

CoinJoin Completed!
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i) File Tools Help

Receive History Send Coindoin ¥ CoinJoin

Status Amount (BTC)

0.00018
0.00018238
0.00036
0.00072
0.00144
0.01171112

waiting for confirmation
waiting For confirmation
waiting For confirmation
waiting for confirmation
waiting For confirmation

waiting For confirmation

Select 3 @ @ Coins

CaoinJoin

Select All

Target

Enqueue Selected Coins

Dequeue Selected Coins
Anonymity Set:
50
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Wasabi Wallet - TestNet

Receive

@ Privacy Cluster

from normla test pvz04
from normla test pv204
from normla test pv204
from normla test pvz04
from normla test pv204

from normla test pv204

Staktus

Minimum 0.0001 BTC is required to be queued for CoinJoin.
You have queued 0.0145935 BTC For CoinJain.
Coordinator Fee: 0.003 % per anonymity set.

Registration

Registration Ends In: 23 hours 6 minutes 51 seconds
Number of Reqgistered Peers: 2 /3

& Tor is running

& Backend is connected

Wallet Explorer

4 g Wallet0 (0.0145935 BTC)
& Send
¥ Receive
&€ CoinJoin
&8 History
» ¢ Advanced
4 5§ Wallet1 (0.00499033 BTC)
& Send
¥ Receive
&€ CoinJoin
&8 History
» ¢ Advanced

s Peers:7  BTC/USD: $55671

https://crocs.fi.muni.cz @CRoCS_MUNI
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- ASSIGNMENT 2 TILL NEXT WEEK
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Checkout » [ LAY

* Which of the seminar parts you enjoyed most?
« Rank it according the level of enjoyment (most interesting => first)
* Write to sli.do when displayed
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slido

Please rank topics covered this this seminar according to
level of your interest

(D Start presenting to display the poll results on this slide.



