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Things we thought
gave us security!

* Cryptography

* Passwords

* Information Flow Policies

* Privileged Rings

* ASLR

* Virtual Machines and confinement

* Javascript and HTML5
(due to restricted access to system
resouces)

* Enclaves (SGX and Trustzone)




Micro-Architectural Attacks
(can break all of this)

Cryptography

Passwords

Information Flow Policies
Privileged Rings

ASLR

Virtual Machines and confinement

Javascript and HTML5
(due to restricted access to system
resouces)

Enclaves (SGX and Trustzone)

Cache timing attack

Fault Injection Attacks

cold boot attacks

DRAM Row buffer (DRAMA)

..... and many more




Causes

Most micro-architectural attacks caused by
performance optimizations

Others due to inherent device properties :
security

Third, due to stronger attackers performance




Instruction Level Parallelism



Out-of-order execution

How instructions are How they may be How the results are
fetched executed committed
load r0, addrl sub r4, r5, ro6 r0
mov r2, rl store rl, add2 r2
add r2, r2, r3 mov r2, ril r2
store rl, add?2 add r2, r2, r3 addr?
sub r4, r5, ro load r0, addrl rd
inorder out-of-order order restored

Out of the processor core, execution looks in-order
Inside the processor core, execution is done out-of-order




Speculative Execution: Case 1

cmp r0, rl
cmp r0, rl jnz label
jnz label
load r0, addrl
mov r2, rl
add r2, r2, r3
store rl, add?2
sub r4, r5, ro

tabel: label:
more instr ion ] ]
ore Szt more 1nstructions

How instructions are

How instructions are How results are
fetched

executed committed when

. . speculation is correct
Speculative execution

transient instructions




Speculative Execution : Case 1

cmp rO0, rl
jnz label
load r0, addrl
mov r2, rl
add r2, r2, r3
store rl, add?2
sub r4, r5, ro

label:
more instructions

How instructions are
fetched

cmp r0, ril
Jnz label

label:
more instructions

How instructions are
executed

Speculative execution

Stransient instructionsz

Speculated result

discarded

How results are
committed when

speculation is incorrect



Speculative Execution : Case 2

cmp r0, ril
cmp r0, rl div r0, rl

div r0, rl
load r0, addrl

nov r2, rl Speculated result

add r2, r2, r3

store rl, add2 discarded

sub r4, r5, ro

leleels label:
more instr ion ] ]
ore SiaCIEome more 1nstructions

How instructions are

How instructions are How results are
fetched

executed committed when
speculation is incorrect
(eg. If r1=0)

Speculative execution



ILP Paradigms in Modern Processors

Issue Hazard Distinguishing
Common name  structure detection  Scheduling characteristic Examples
Superscalar Dynamic Hardware Static In-order execution Mostly in the
{static) embedded space:
MIPS and ARM,
including the ARM
Cortex-AS
Superscalar Dynamic Hardware Dynamic Some out-of-order None at the present
(dynamic) execution, but no
speculation
Superscalar Dynamic Hardware Dynamic with  Out-of-order execution Intel Core 13, 15,17;
(speculative) speculation with speculation AMD Phenom: IBM
Power 7
VLIW/LIW Static Primarily Static All hazards determined Most examples are in
software and indicated by compiler  signal processing,
{often imphicitly) such as the T1 Céx
EPIC Primarily Primarily Mostly static  All hazards determined [tanium
static soltware and indicated explicitly

by the compiler




Speculation Attacks

Meltdown and Spectre



Meltdown

Slides motivated from Yuval Yarom'’s talk on Meltdown and Spectre at the
Cyber security research bootcamp 2018




Speculative Execution : Case 2

cmp r0, ril
cmp r0, rl div r0, rl

div r0, rl
load r0, addrl

nov r2, rl Speculated result

add r2, r2, r3

store rl, add2 discarded

sub r4, r5, ro

leleels label:
more instr ion ] ]
ore SiaCIEome more 1nstructions

How instructions are

How instructions are How results are
fetched

executed committed when
speculation is incorrect
(eg. If r1=0)

Speculative execution



Speculative Execution
and Micro-architectural State

2 // the line below is never reached

raise_exception();

1 access(probe_array[data * 4096]);

Even though line 3 is not reached, the

<instr.> micro-architectural state is modified due
SAINER . - to Line 3.
i
EXCEPTION B
HANDLER <instr.>
<instr.> ¢ [ Exception ]
<instr.> <inatr.> 8. -
[ Terminate | <imstr.> | fes
<instr.> 5°°




Virtual address Meltd own COnce pt

space of process )
P P Normal Circumstances

)
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Virtual address Meltd own COnCe pt

space of process )
Not normal Circumstances

*pointer
array[i * 256]

1
*pointer Y

Kernel space

User space

array

way 0 way 1 way 2 way 3




Virtual address Meltd own COnCe pt

space of process )
Not normal Circumstances
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Virtual address Meltd own COnCe pt
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Virtual address Meltd own COnCe pt

space of process )
Not normal Circumstances

Q
& . .
a 1 = *polnter
m L]
< *pointer y = array[l * 256]
c
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X
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S
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cache miss

way 0 way 1 way 2 way 3




Virtual address Meltd own COnCe pt

space of process )
Not normal Circumstances
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Meltdown : The Attack

Exception Handling/
Suppression

Transient

Accessed

Microarchitectural

State Change
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|

Transfer|(Covert Channel)
Y

Architectural

Recovery

Secret @

State

Credits : Moritz Lipp et al

Recovered
Secret @

* Executing Transient Instructions

- Exception Handling

- Exception Supression

* Building a Covert Channel




Meltdown : The Attack

Exception Handling/
Suppression

Transient

Accessed

Microarchitectural

State Change

|

|

|

|

|

|

|

|

| .
| Instructions
| >

|

|

|

|

|

|

|

Transfer|(Covert Channel)
Y

Architectural

Recovery

Secret @

State

Credits : Moritz Lipp et al

Recovered
Secret @

Step 1
Content of attacker-chosen memory

location loaded into register.

Step 2
Transient instruction accesses cache

line based on secret content of register.

Step 3
Attacker uses Flush+Reload to

determine accessed cache line and
secret stored at chosen
memory location.




Speculative Execution
and Micro-architectural State

| raise_exception() ;
2 // the line below is never reached
1 access(probe_array[data * 4096]);

2_ 50 | |
= e
<instr.> o 5 400
<instr.> E § E 300
2 < 200 | | |
EXCEPTION - 0 50 100 150 200 250
HANDLER <inatr. >
Page
<instr.> ¢ [ Exception ]
<instr.> <instr.> En _
| Terminate | <instr.> % ; g data=84
HEg
<instr.> | &°

Credits : Moritz Lipp et al



Spectre

Slides motivated from Yuval Yarom'’s talk on Meltdown and Spectre at the
Cyber security research bootcamp 2018




Speculative Execution : Case 1

cmp rO0, rl
jnz label
load r0, addrl
mov r2, rl
add r2, r2, r3
store rl, add?2
sub r4, r5, ro

label:
more instructions

How instructions are
fetched

cmp r0, ril
Jnz label

label:
more instructions

How instructions are
executed

Speculative execution

Stransient instructionsz

Speculated result

discarded

How results are
committed when

speculation is incorrect



Branch Pred

cmp r0, rl
jnz label
load r0, addrl
mov r2, rl
add r2, r2, r3
store rl, add?2
sub r4, r5, ro

label:
more instructions

L]
.
.

iction

Not taken

Taken |rO =r1

Predicted ( Predicted
Taken (11) Taken T\aken(l[))

Not taken

redicted (01)
ot Taken

Not taken |
e (@ed (00)
Taken ot Taken

Not takeﬁ'-.,




user space of
a process

array_le

secret

array

array2

Cache memory

Spectre (Variant 1)

if (x
i
Yy
}

<

array len) {
array|[x];
array2[i * 256];




user space of

2= Spectre (Variant 1)

<

array len) {
array[x];
array2[i * 256];

array_le ~_
~__ Cache memory

: if (x

secret :

y

}
<

array
X
array2




user space of
a process

array_le .

secret

array

Spectre (Variant 1)

Cache memory

array2

Normal Behavior

if (x
—_ i
Yy

}

<

array len) {
array|[x];
array2[i * 256];




user space of

=  Spectre (Variant 1)

Cache memory

array_le Normal Behavior

~_ if (x < array_ len) {
secret —_— i = arrayl[x];
y = array2[i * 256];
}
array —
= < " Register
X — — — E— T}
array2




user space of

=  Spectre (Variant 1)

array_le Normal Behavior
Cache memory
if (x < array len) {
secret i = array[x];
— y = array2[i * 256];
}
array —
B Register
X = ) ) : y
array2 X 256




user space of

=  Spectre (Variant 1)

array_le Normal Behavior

Cache memory

if (x < array len) {
secret i = array[x]’;
— y = array2[i * 256];
}
array
Register
X
array2 Register




Speculative Execution
and Micro-architectural State

| raise_exception() ;
2 // the line below is never reached
1 access(probe_array[data * 4096]);

Even though line 3 is not reached, the

<instr.> micro-architectural state is modified due
CHINEE.2 - to Line 3.

EXCEPTION E

HANDLER <instr.>

<instr.> [* [ Exception ]

<instr.> <instr.> e

[ Terminate | <imstr.> | ¢ : %
<instr.> &




user space of

= Spectre (variant 1)

array_le Normal Behavior

Cache memory

if (x < array len) {
secret i = arrayl[x];
— y = array2[i * 256];
}
Multiple TAKEN Loops
array
Register
,"’:"W_.'-' ----- -._Taken~\
X - [N
array?2 <« " Register _ :
Not takeﬁ'-._‘”_

Branch TAKEN = TRUE if Condition




user space of

Spectre (Variant 1)

Cache MIss  €ache memory Under Attack

if (x < array len) {
secret i = arrayl[x];
y = array2[i * 256];
}
array
® x>array_len
. ® array_len not in cache
® secret in cache memory
array2




user space of

Spectre (Variant 1)

Cache MISS Cache memory Under Attack

\\:\\ if (x < array len) {
et - ===p i = arrayl[x];
y = array2[i * 256];
}
array
® x>array_len
X ® array_len not in cache
—— ® secret in cache memory

array2




user space of

Spectre (Variant 1)

Cache Miss  ¢ache memory Under Attack
\\E\ if (x < array len) {
secret ==k 1 = array[x];
y = array2[i * 256];
}
array
‘—_ ®* x>array_len
X S ® array_len not in cache
® secret in cache memory
array2




user space of

Spectre (Variant 1)

Cache MISS Cache memory Under Attack

\\'1:\ if (x < array len) {
secret X i = array[x]’;

\ ===p Yy = array2[i * 256];
array

< {lRegisier | * x> array_len
. ® array_len not in cache
- ® secret in cache memory

array2 .




user space of

array_le

secret

2= Spectre (Variant 1)

if (x
i
Y
}

<

array len) {
array[x];
array2[i * 256];

array

array2

Misprediction!




user space of

array_le

secret

w=  Spectre (Variant 1)

<

array len) {
array[x];
array2[i * 256];

array

array2

Misprediction!




user space of

w=  Spectre (Variant 1)

array_le

secret rrarts

if (x < array len) {
= array2[i * 256];

~

Cache hit
found here by
FLUSH_RELOAD
attack

N J




Spectre (Variant 2)

Victim’s
address space

Some J
gadget

§i Jmp *ebx




Spectre (Variant 2)

Attacker’s Victim’s
address space address space

Some J
gadget

ret

§i Jmp *ebx




Attacker’s
address space

Spectre (Variant 2)

Victim’s
address space

-

Some }
gadget

Ao Taken

-
-

ret Not take
Q Predicted i — ( Predicted
Taken (11) Taken \Eafin (10
Not taken
Not taken :
edicted (01)] (@c_ted (00
ot Take 2 t Tak
Jmp *eax = Jmp ebx | — :

Not takeﬁ'-.,' o




Spectre (Variant 2)

Attacker’s Victim'’s
address space

address space

contex
switch

% =Jen

ret N Not take

Predicted I o ( Predicted

Taken (11) Taken \Iafin (10

Taken % Not taken

> Not taken

edicted (01 ) redicted (00

ot Take Taken t Taken

Jmp *eax Jmp *ebx ] !

Not takeﬁ'-.,' o




Countermeasures

For meltdown: kpti (kernel page table isolation)

Kernel page-table isolation

User space User space User space
User mode Kernel mode User mode

Kernel mode




Countermeasures

For Spectre (variant 1): compiler patches
use barriers (LFENCE instruction) to prevent speculation
static analysis to identify locations where attackers can control
speculation



Countermeasures

* For Spectre (Variant 2): Separate BTBs for each process
— Prevent BTBs across SMT threads
— Prevent user code does not learn from lower security execution



Countermeasures

* For all: at hardware

— Every speculative load and store should bypass cache and stored in a
special buffer known as speculative buffer



The Rowhammer Attack



DRAM

Address line

1

Transistor |
Storage

Capacitor DRAM
Ly WL Wi WS WLE WLT WLE Wi
AF L e F T

Bit line Ground

T T S T e ey
EE S P2 S P e S P i o P P i S P P e S P
IR R A e
RS S T P e S P P i e P P S S PR PR e S PR
NNE = P2 P2 S S P i S P I i S P P e S P
B S o P P i S P P S S RS P e S Py
RIE S TS P e S P e e P P e S P P e S P
M IRALF A RF A R e
B S PSP S P P e S PR P S S P P e S P




DRAM

- DRAM stores charge in a capacitor

- Capacitor must be large for reliable sensing

Address line

|

1

Transistor |
Storage

Capacitor DRAM
Ly WLl Wi WS WLE w7 WLE W
o 'h..lq'\..rl' T F A
Bit line Ground
H
DR AN ) Col 5 i Tt LR N gt T P
AR P T R A
RN R R RS
RS S T P e S P P i e P P S S PR PR e S PR
NNE = P2 P2 S S P i S P I i S P P e S P
BRSSP S R o S P P i PR P e S PR s i S P
B S P P e Y P P o PR S P S S P e S P
B S PO P S S Pao P S PR P S S P P e S PR
B S PSP S P P e S PR P S S P P e S P




DRAM Refresh Cycles

time

| ol
REFRESH Trer REFRESH
Pulse Pulse

- Stored data gets lost due to leakage
- Need for capacitor refresh

- Refresh cycles are in order of miliseconds still consuming some memory bandwidth




DRAM Cells

rowd ' wordline J

row3 ; o =

row2 '

rowl : 2!

row(0 | s

: I QO

sow-buffer O }
a. Rows of cells b. A single cell

- Scaling beyond 35-40 nm is challenging
- DRAM cells become smaller with reduction in transistor size

- Space between cells also reduces

- Closer the two charged bodies, higher is the electro magnetic interference




Rowhamme

3

1 WL

H

3 Wi WLS WALE

:
5
-

. IR P sl hm;-r L

- Apcess d uring refresh cycle causes NN U SN U IS O D B N 00
neighbouring cells to loose charge faster o T e e e g ey 3 =R Al

TR R R R

- Electromagnetoc decoupling PR P P e

SRR A AR A Ak

- Toggling a row increases the adjacent BRE o ik o R ik MR b S O o

rOw voIta e I Y P Y P P Y P P T T

9 MR AL A R

] R AR R R AR

- Opens adjacent row : Charge leakage
i, A
Tac Tn:c:l

= Data Corru pted, read and Written baCk !EI_\‘ Memory available for read and write operations_ -_I -

Ll -
REFRESH Ther REFRESH
Pulse Pulse




Rowhammer

64-bit

| http://apt.cs.manchester.ac.uk/projects/ARMOR/RowHammer/



Rowhammer

64-bit

| http://apt.cs.manchester.ac.uk/projects/ARMOR/RowHammer/



Rowhammer

T
rerrer

64-bit

| http://apt.cs.manchester.ac.uk/projects/ARMOR/RowHammer/



Rowhammer Example

loop:

mov (X), %eax

mov (YY), %ebx X—»

G 1 1S haee)

clflush (V)

mfence Y—

Jmp loop

To Avoid cache hits => Flush x from cache
To void row hits to x in the row buffer => Read y in another row

Download from: https://github.com/CMU-SAFARI/rowhammer




Countermeasures

W Increase the access interval of the aggressor (attacking row). Less frequent accesses => fewer errors
[ Decrease the refresh cycles. More frequent refresh => fewer errors
W Pattern of storing data in DRAMs.

 Sophisticated Error Corrections. (As many as 4 errors were found per cache line)




That’s for the Lectures !!
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