PB1/3 Domain specific

development: side-channel
analysis

Seminar 3: continuation of the previous seminar
“SPA Exercise and Acquisition/ChipWhisperer”

¥ ukasz Chmielewski (chmiel@fi.muni.cz), CRe,CS

Consultation: in A406 on Fridays 9:30-11:00
. . Centre for Research on
(please emall LUKaSZ before Comlng) C_ryptog;'aph\/ and Seanity
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People

* tukasz Chmielewski (CRoCS@FI MU)
— Office hours (consultation): Friday 9:30-11:00, A406
- Contact me first |
© chmiel@fi.muni.cz
@ https://keybase.io/grasshoppper
<y @chmiel:fi.muni.cz
« Milan Sorf (CRoCS@FI MU)
— Office hours (consultation): Friday 16:00-18:00, A403
— Contact me first |
© xsorf@fi.muni.cz,
@ https://keybase.io/milan_s
v @xsorf:f.muni.cz
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Solving Exercise: SPA on RSA
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RSA

r ining Digital
A Method for Obtaining : .
and Public-Key Cryptosystems

-\_\\ Signatures ‘
¢ TWO primes p and q '\H\\:‘w L, Rivest, A Shanir, and L. Ademan’
* N=pq
coN)=(p-1(@-1) 1978
- e=3,57,17,257,65537 - gcd(e,o(N)) =1 "
* d=e1mod¢(N)
o e d
Modular Exponentiation: \7 \7
«  Encryption / Verification: c=mmodN
- Decryption / Signature: m = c® mod N c/m ModExp () m/c
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ModExp (c) {

A=1

for (i =n-1; i=0;i--)
A=A2modN
if (dy==1)

A=A*cmodN

end if

end for

return A =c4mod N
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RSA Exponentiation (1)

d=(101)=5
A=1,

d,=1

A=A2mod N=1
A = A*cmod N=c
d,=0

A = A2 mod N=c?
dy=1

A =A?mod N=c*
A = A*¢ mod N=c®
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Simple Power Analysis on RSA

ModExp (c) { A D Felaan, REA, DSSrand D Stems
L
A=1
for (i =n-1; i>0;i— —)
A=A2modN S
if (d; = =1)
A =A*cmod 1996.
end if : -~ '
end for y ) ) )
return A = cd mod N By carefully measuring the amount of time required to perform
} private key operations, attackers may be able to find [...] RSA
| keys.”

10 1000 100 10
JsIMs|sMls|s|s|s sss.ss

Probe
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Simple Power Analysis on RSA

ModExp (c) {

A=1
for (i =n-1; i>0;i— —)
A=A2modN S

end for
return A=c4mod N

Probe

This SPA matching does not always need to look this way!
> One pattern might correspond multiple operations etc.
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RSA Exponentiation (2)

ModExp (c) {
A=c _— —
j=-1 for (i=j-1; i=0;i--) d_(0101)_5
for (i =n-1; i=0;i--) A=A2modN ]-1 =1
if (d; ==1): if (d;==1):
j=i A=A*cmodN A=c
break end if .
end if end for dl_O
ifj==-1: return A= c¢mod N A = A2 mod N=c2
return 1
end if dO:1
A = A?mod N=c*
A = A*c¢mod N=c®
}
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Excercise

RSA _unprotected.trs

visualize.py

— python3

— Install matplotlib (e.qg., pip)

— Install trsfile (available on pip)

— Feel free to modify the code and ask me questions about
that.

Three different traces
— Tell me first 20 most significant bits of each exponent.

Take your time, good luck!
— | will give some hints during the exercise ©
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Exercise

- SPA with operation leakage

Traces (0-2)
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Exercise

Try to zoom in and find the RSA exponentiation and
then get the exponent!
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Exercise

- How the visualization script works?

Hle Edit Selection  Hind  View Loto  lools  Project  Preterences  Help
4P isualizepy

parameters =

#print(parameters)

zoomS=08
zoomE=18666608
start = @
number = 1
displaylLabels
displayData =
dataStart=0
dataEnd=38
repeat = 3
together =
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Solution?

Anyone?
First trace?
Second trace?

Third trace?
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Finishing Acquisition / Chip
Whisperer presentation
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Homework

TODOSs before the next seminar:

— Try to capture side-channel traces
— Compute input / output correlation
— Try differential power analysis

- On the next seminar — division of topics

- And in parallel we will also work on Chip Whisperer.
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Reading

Power Analysis Attacks

For interested people

Stefan Mangard
Elisabeth Oswald
Thomas

ISV
Popp

. Side-Channel Analysis — blue book:
— http://dpabook.iaik.tugraz.at/
— The books is available at the uni.
— Look online

The Hardware

. The Hardware Hacking Handbook: Hacking Handbock

Breakmy Embedded Secunity

- https://nostarch.com/hardwarehacking
— | have an epub version.
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Questions 2

/
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