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My recent work (published in 2023)

SoK: SCA-secure ECC In software —
mission impossible?
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Summary

“SoK: SCA-secure ECC in software — mission impossible?”

¢ Systematization of Knowledge (SoK) paper: a list of side-channel and fault-
Injection attacks that the implementation needs to withstand against

® The sca25519 library consists of 3 implementations of X25519 for Cortex-
M4 with countermeasures against all considered side-channel and fault-
Injection attacks.

1. Unprotected implementation (constant-time):;

7. Implementation containing countermeasures required for ephemeral
scalar multiplication;

3. Implementation containing the most countermeasures for the static
scalar multiplication.

¢ We also performed a side-channel evaluation including a single-trace
template attacks feasibility assessment.
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Unprotected Algorithm

Algorithm 1 The Montgomery ladder for z-coordinate-based X25519 scalar multiplication

Input: k € {0,...,2%°® — 1} and the z-coord. xp of a point P. Output: Ik p, the x-coordinate of [k|P.
X1+ ;2 0; Xo¢xp; Zo+ 1,p+ 0
for ¢ +- 254 downto 0 do
c p; p 4+ kli] > k[z] denotes bit ¢ of k
(X1, X2) <« cswap( c)
(Z1, Z2) + cswap(Z1, Z37¢)
(Xl ; Z1 ; Xa, Zg} — Iadderstep(:r:;.:, X, 721, X3, Zg)

return (X, Z,)
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Most
protected
Static
Algorithm

Algorithm 3 Pseudocode of side-channel and fanlt-attack protected static X

Input: the r-coordinate xp of point P. Output: ),
Secure Input: a G4-bit blinding f. blinded scalar k

' mod I, and blinding points R, § = [—k|R.

ke = rp & {fo,....2
: Copy ky to internal state w
: WP+ ycompute(E )
Increasaledr)

(Xp, Y, Ep) — ecadd{ (x5, yr). 1) & Point blinding. output of addition of | is projective
Xp,¥p, Zp) +— ecdouble{ecdouble|ecdouble({ X =, Y, Zp)15) & 3 doublings to multiply by co-factor 8

§
e {1, .25 - 1) b S

=1} b Initialize iteration counter to [ and output buffer to random bytes
ile increasing ctr. t- Updating cir in a loop protects copying against FI

nple G4-bit non-zero random value for scalar blinding

B: B -.'g— {o, ..., £} & Sample blinding factor of no
9 ¢+ r-b mod £ & Imvert u
10 s+ ¢"" . b mod £

11 &,y — i.',,-: +& mod !

120 k' =&y - f mod I

13: Imcreaseicir)

4 zp = Xp - Z5'; wr + Yo 250

onstant-time inversion
g extended binary ged

t Unblind result of inversion
b Multiplicatively blind scalar I.I_L

& Multiplicatively unblind scalar Ey_, with f

b Return to affine r and p coordinates

Not REALLY Readable

treriga t Mask the random scalar r
Increase{cir)
(X1, &1, Xz, Z2) + cowaprr (X, &1 Xz, Fa,a'[64])
: for i from 64 downta 0 do
(X, 1, Xa. Z2) + cswaprr (X, &1, Xz, B2, r[i])
if 1 then
(Xy. 2y, Xy, Zy) + ladderstep (zp, X, 2, X3, Z3)
(X1 Zv, Xo. Za) + cowaprr ( Xy, 21, Xa, Z2,a'[i — 1])
Incroasalctr)
: Yz o yrecover( X, 21, X;
: [ Xz, Yo, Za) +— ecadd (| X
d5: rp o Xy - 27"
46 Increassictr)
AT: if 1 Verify(cir) then

b Prajective re-rand.+cswap based on masking o
b Scalar multiplication by r
t= Projective resrand. +cswap based on masked r

b Projective re-rand. +cswap based on o’

1, Zz,. TP P
2, Y2, 22, 5) & Remove point blinding, add in 8 = —L "

b Detected wrong flow, including iteration count

3 an
T~ {0 ..., 208 _ 1} b Set output buffer to random bytes
: Updatei 2, 5) b 2 double-and-add scalar multiplications with the same 8-bit random =scalar for i and 5
Randeaime(k b Generate new G4d-bit random value f, securely compute f': and update k.,

Save (R, 5 k
¢ return T
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Static Algorithm (Extra)
Countermeasures

1.Stored key blinding/randomization.

— Kk is stored as k-f1 together with f, which is a non-zero 64-bit random factor.
7 .Point blinding

— Static random points R and S for input blinding, where S = [-K]R.

¢ Add R, perform scalar multiplication, and subtract S.

— Re-randomizing k-f1, f, R, and S; these secrets should be securely stored.
3.Inversion is blinded.

— We use the extended Euclidean Algorithm (EEA) with multiplicative blinding.
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Efficiency Analysis: price to pay for
security
(Plain = Ephemeral = Static)

oy Ephemeral Scalar Multiplication \
- . .
10 mvy Static Scalar Multiplication

« The above SCA traces are from a device running at 168MHz.
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Efficiency Analysis: Related
Crypto Libraries.

Implementation Cycles:
Complete unprotected [Len20]: 548 873
Our unprotected baseline [HL19]: 680 097
Complete ephemeral: 932204
Complete static: 2338681

Library Const. Cycles:

Time

wolfSSL [wol21] size: yes 45930947

wolfSSL [wol21] speed: yes 1974047

bearSSL i31 [Thol8]: yes 2576 639

BoringSSL [Goo2l]: | yes 1591407

fixed base

BoringSSL [Goo21]: | yes 2516476

var. base

Arm MBed TLS | no 6438233

[Arm21]
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Side-Channel Evaluation

® TVLA: fixed vs. random input and scalar

® Preliminary results on Single-Trace Template Attacks
* Profiled Device with turned-off countermeasures:

° Find POls for single-trace attacks: | FH H , f ! ff—s f ;
I 1l I ' i
° Perform template attack BTSN | W’ 'f bt . "\R A Al b \“{ r
o] A L ,i,'ﬂ\ NN J [/ \.“HI ! h{j I
° address mask: 63-64%, Euhﬁ\/hyk 'ﬁ'l\ ’WF [ N} }\“ i k*mul | \\ “'\ML-UJ {V\Iy\w h!‘ 'i‘.\
° masked scalar bit: 50.5%, % . " lf | H | “‘ | o

¢ plain scalar bit: 52%
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Links

* Resources:

- https://tches.iacr.org/index.php/TCHES/article/view/9962
plus artifact

« https://eprint.iacr.org/2021/1003

* Repository: https://github.com/sca-secure-library-
sca25519/sca25519
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ORGANIZATIONAL
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Organization

Group 1: Alignment
— https://github.com/2101555/pb173-side-channel/tree/main

- Group 2: Parallel computations with acquisition
— https://github.com/makuga01/pb173-sidechannels

www.fi.muni.cz/crocs
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Remaining Seminars Plan

7: evaluation of progress on first steps: 1 point per person
per work done till today also based on the commits in GIT

8: evaluation of finished first steps : 3 points per group
(personalized per person based on the Github) + giving the
next tasks

9: work in progress

10: 4 points per group (personalized per person based on
the GitHub)
This seminar: real SCA setup

11/12: national holiday / online consultation

13: final 2 points for work + 2 points for presentations + 2
points for activity, grading.
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FINAL SEMINAR + GRADING
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Group 1: Alignment

@ pb173-side-channel  Pubiic @Watch 1+ | ¥ Fork 0 - Tr Sar 1 |~

. I I - ¥ main - P 1Branch © 0 Tags Q Gotofile 3 Add file ~ About
Installation easy

@ 2lols55 Merge pull request #1 from 2lols55/cleanup @ esterday ) 30 Commits

n, website, or topics provided.

. 00 Readme
[ N ICe I B pesk-alignment Fixed alignment call weeksago | A Activity
. 1st:
- [ .gitignore FEAT: Chained correlation script after alignment lstmonth | W 1S
& 1watching
[3 ReaDMEmd Updated READMEMd lastmonth |y g o
3 demosh 3dd demo with installing requirements lastmonth | Repart repository

[ requirementstxt added the basis of correlation lstmonth | o e

* Running hard e
¢ NO examples General information Tkg

Publish your fi

This repository contains files pertaining to the course PB173 Tematicky zamerany vjvoj aplikicii with the subsection
of Side channel analysis. The project theme is trace alignment, and it contains/will contain multiple approaches to Contributors 3

aligning trace files.
Ll anasek
You can run a quick deme by running demo.sh using the command fine.

* Did you push your recent @ e

Third party requirements © o5

changes to main?

* trsfile ® Python 57.5% Shell 2.1%
+ numpy
+ matplotiib
Suggested workflows
* tgdm Based on your tech stack
+ docopt

@ Python Package using  Configure
Anaconda

Currently implemented alignment methods

Peak alignment

About dj Diango Configure

Build an ject

In peak alignment, the code searches for a peak in a specified window within the traces and then shifts the traces to

align said peak.
& Python application  cConfigure

Qutputs

Python application.

The project currently aligns the traces, saves the aligned traces as a new file and runs a correlation script on them,
More workflows Dismiss

showing you, whether the correlation could extract any data,

Usage

1. Install all prerequisites listed in the readme using the command pip install -~ requirements.txt

www.fi.muni.cz/crocs
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Group 1: Alignment

Mar 24, 2024 - May 14, 2024 Contributions: Commits +

Contributions to main, excluding merge commits

 Malin: |

4

0
Mar 31 pr 07 Apr 14 Apr21 Apr28 viay 05 May 12
l'J:' Janasek # patriciagorcova #2
T2commits 2714+ 176 Geommits 754+ 5o
6 6
4
Mar 31 Apr 21 May 12 Mar 31 Apr21 May 12
@ 2lol555 =
Tcommit 20+ 0
6
4
2
.
Mar 31 Apr 21 May 12

L]
" o
® C O I I l I I l ItS . Excluding merges, 3 authors have pushed 14 commits to main 4

and 14 commits to all branches. On main, 5 files have changed
and there have been 221 additions and 85 deletions. : I
0
rRe )

« Explain work division, etc., recent inactivity in main
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Group 1 Final Tasks:

1. Finalize Correlation Alignment on the provided traces.

— Potentially: investigate optimizations of calculating Normalized
Cross Correlation (NCC) between the static reference and target
traces. Lukasz’s idea: find out how it is efficiently done at
https://qgithub.com/Riscure/JIsca. There is an efficient
Implementation there!

2.  Make Peak Correlation + Window Resampling work
also for other trace sets:
— Before 02/05/2024 1 will upload two new tracesets to IS.

3. Help Group 2 to incorporate peak alignment into their
acquisition pipeline.

www.fi.muni.cz/crocs
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Group 2: Parallel computations with

acquisition

* Nice!

* Installation looks

clear and nice

| have not tried

running, @Milan?

* |t seems clear which
script to run, but not
completely clear wit
which target

utis
O .gitignore

O .gitmodules WP Packages

[ READMEMd addinsta 3 weeks 300

0 acagy README: add basic ontn

[ acaonypy add summary 2caysago | Comtributors 2

[ aca_resampling times histagram.py dd readme, --no-programming fiag

[ aca_with align_epa .oy printing bugfxes

[ aca_vith a poy printing bugfixes
Languages

) aca_vith wa spy rewark to acquisitors

® Python 1000

[ aca_vith ft_coa poy

[ sca vith f_poy

[) bench aca align cpa res fitpy

[ bench aca fitoy wip

[ bench_acq res cpapy

a makuga0l Marek Geleta

Suggested workflows
st

Configure

A Python application | Configure

[ bench_acq with_cpa.py _cpapy 12hours ago
[ trace_resampie_serial_parallel_comparison.py rker_n per transform, 2 weeks ago S
1) README s o=

& Pylint

pb173-sidechannels [PS—

This repository contains a project for the PE173 course at FI MUNI. The project focuses on trace acquisition and
analysis of the captured traces in parallel with the acquisition,

Project structure

the project s divided into utils and scripts. The utils directory cantains the code for trace acquisition and analysis. The
scripts directory contains the scripts that use the utils to perform the acquisition and analysis.

Current state

We've implemented a baseline for parallel trace acquisition and analysis. The acquisition is done using the
para1lel.py utility which starts the trace acquisition and allows for transformation and analysis of the traces in

parallel.

The acqusition is done using Chipwhisperer Nang

Usage examples can be seen in acq_with_cpa_p.py or trace_resample_serial_parallel_comparison.py

Scripts:

acq_with_cpa_p.py - script for parallel trace acquisition and cpa analysis

acq_with_cpa_c.py - script for serial trace acquisition and cpa analysis (for comparison)

trace_resample_serial_parallel_comparison.py - script for comparison of serial and parallel trace resampling

2cq_resampling_times_histogram.py - script for generating histogram of resampling and acquisition times
(parallel mede, used only for histogram generation)

Use the scripts with --no-pragrameing fleg if the whisperer is already programmed with the desired firmware

Parallel trace processing

The acquisition is don in three steps to match with generic trace processing, For more details regarding the
parallel function, see utils/parallel.py .

aPython ap

n app

Configure

S—

www.fi.muni.cz/crocs




CR®CS

Group 2: Parallel computations 50‘”
acquisition L WS <

Mal’ 17: 2024 - May 14' 2024 Contributions: Commits +

Contributions to main, excluding merge commits

10

8 e

B e

4

2

0

Mar 24 Mar 31 Apr 07 Apr 14 Apr 21 Apr 28 May 05 May 12

oidq makuga01 #2
23 commits 1,663 ++ 363 -- 16 commits 1,776 += 1,029 --

It looks evenly distributed, but please describe the
division.
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Group 2 Final Tasks:

1. Finish comparison of various settings with respect to the
number of threads and the amount of traces acquired.
— Clarify which approach is the best on your system.

— Possibly use a profiler (e.g., cProfile) to identify the most
iImportant bottlenecks of your solution.

— Experiment with various numbers of samples used (or
acquired). Does it matter?

2. Add a peak alignment code from Group 1 to your
pipeline and perform experiments.
3. Optional: add bandpass filtering to your pipeline:

https://stackoverflow.com/questions/12093594/how-to-implement-
band-pass-butterworth-filter-with-scipy-signal-butter
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Reminder: Colloquium

— You must submit and get:
* 50%: 7 points in total
(projects + presentation + activity = 14 points)
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SUMMARY & PRESENTATIONS
THE FLOOR IS YOURS ©
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WRAPPING UP
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Future Work (for me)

| will try to run your code myself after the seminar
and that will influence the grade a bit too.

@ALL: Thank you for your hard work and
participation!

| potentiall would like to use your code in the future
to help in the next year's seminars.
— Would that be ok with you?
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Still Future Reading

For interested people

Side-Channel Analysis — blue book:
— http://dpabook.iaik.tugraz.at/

— The books is available at the uni.

— Look online

The Hardware Hacking Handbook:
— https://nostarch.com/hardwarehacking

— | have an epub version.

Power Analysis Attacks
Revealing the Secrets of Smart Cards

The Hardware
Hacking Handbook

Breakmy Embedded Secunity
with Hardware Atfacks

.
At
purvee Wasdmberg and Lok EFHim I',‘_'—\',
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Future Subjects

32

Modes of usage of TE

L J

Attacks against trusted element ——————%  Protections and testing

/ /Power
Electromagnetic
v Classical side-channel — 9

Logical attacks
Timing side-charfnels T Light, etc. ...

PV080 (Information security and cryptography), PV0O79 (Applied

Cryptography), PA018 (Advanced Topics in Information Technoloqgy
Security)

* PV181 (Laboratory of security and applied cryptography)

* PV286/PA193 (Secure coding principles and practices)

PV204 (Security Technologies)

+ Bachelor / Master (or even PhD) theses

www.fi.muni.cz/crocs
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Thank you very much for attending and
for your work!!!

[adult swim]

‘Wow! T nks!
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Questions 2

/
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