IT pro prevencl

a detekcl
neetickeho jednani

Mgr. Tomas Foltynek, Ph.D.

foltynek@fi.muni.cz

ETIKA A IT




Osnova dnesni prednasky

— Opakovani: Autorska prava a Creative commons
— Prezentace: Lucian Prodan — Open source licence

— IT pro prevenci a detekci podvodného jednani
— Certifikace s vyuzitim blockchainu
— Detekce plagiatorstvi
— Proctoringové systémy
— Detekce textu vygenerovaného umélou inteligenci

— Dilemma game: Chyby v datech
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Opakovani: Commons

Fig. 3. How the market, commons, and state conceive of resources.

Obrazek prevzat z knihy Made with Creative Commons (Paul Stacey and Sarah Hinchliff )
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Opakovani: Dilo

— Co je dilo, tj. predmet autorskopravni ochrany?

— ,...dilo literarni a jiné dilo umelecke a dilo védecké, ktere je
jedineCnym vysledkem tvaréi Cinnosti autora a je vyjadfeno v jakékoli
objektivne vnimatelné podobée vCetne podoby elektronicke, trvale nebo
doCasne, bez ohledu na jeho rozsah, ucel nebo vyznam...

Jdea-expression dichotomy”

— ,Dilem podle tohoto zakona neni zejména namet dila sam o sobe,
denni zprava nebo jiny udaj sam o sobe, myslenka, postup, princip,
metoda, objev, vedecka teorie, matematicky a obdobny vzorec,
statisticky graf a podobny predmét sam o sobé.”

Obrazek: Midjourney painting Midjourney

ETIKA A IT 4



Opakovani: Opravnene uziti dila

Do prava autorskeho nezasahuje ten, kdo

a) uzije v odlivodnéné mire vynatky ze zvefejnénych dél jinych autord ve svém
dile,

D) uzije vynatky z dila nebo drobna cela dila pro ucely kritiky nebo recenze
vztahujici se k takovemu dilu, védeckeé Ci odborné tvorby, a uziti bude
v souladu s poctivymi zvyklostmi a v rozsahu vyzadovaném konkréetnim ucelem,

C) uzije dilo pfi vyuGovani pro ilustracni ucel nebo pfi védeckém vyzkumu (...)
a nepresahne rozsah odpovidajici sledovanému ucelu

Vzdy se musi uvést (je-li to mozné): jméno autora, nazev dila a pramen
§31 zakona &. 121/2000 Sb. (Autorsky zakon)
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Opakovani: Druhy CC licenci
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Vyuziti
blockchainu pro
overovani
certifikatu




Falesne diplomy

— Falesné diplomy existujicich univerzit 0..0C i
— ,Pravé” diplomy neexistujicich univerzit

— FaleSné ,Transcript of records” vyménnych studentu

— Priblizné 30 % lidi uvadi nepravdivé udaje v CV

— Re3enim je davéryhodné potvrzeni, Ze urdity dokument
— Existoval (byl vytvoren) v daném Case
— Byl vydan urcitou instituci (osobou)
— Tato instituce (osoba) méla pravo dokument vydat

— Je treba nemanipulovatelna databaze s Casovymi razitky
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Zakladni princip blockchainu

— Kazdy blok obsahuje
— Data
— Casové razitko
— Hash pfedchoziho bloku

Zmeéna dat v jednom bloku - Zména hashe - zména vSech nasl. bloku

Distribuovanost blockchainu + vhodny konsenzualni algoritmus zajisti
neménnost dat

Block 1 Block 2 Block 3 Block 4 Block 5

GENESIS Prev_Hash Prev_Hash Prev_Hash Prev_Hash

Timestamp Timestamp Timestamp Timestamp Timestamp
DYAYPA DYAYPAN DATA DYAYPAN DYAYPA
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Vyuziti blockchainu

— Kdy ma smysl pouzit blockchain?
— Nemeénna data
— Hashovana nebo Sifrovana data
— Vice ucastniku
— Vzgjemna neduvéra
— Kryptomeny
— Chytré kontrakty
— Logovani informaci
— Logistika, pojiStovnictvi, Casova razitka,...

— Blockchain poskytuje duvéryhodnou platformu

ETIKA A IT
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Ovérovani certifikatu pomoci blockchainu

— Hash L’Jdajlol z certifikatu je quZeny na BLOCKCERTS
b IOCkCh aln The Open Standard For Blockchain Credentials
— Spolu s Casovym razitkem a digitalnim
podpisem vydavatele ,;& BCdiplomQ
— Kdokoliv muze overit pravost blockehain digital credentials
— Z hashe nelze zjistit osobni udaje . .
) ) 2$ certifaction

bloXberg
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Detekce
plagiatorstvi

Even popular ex-president of the United States has been accused of plagiarism. Before the
elections in 2008, he used a speech which resembled notably an older speech of another
politician. The other politician was Obamas's friend and both claimed afterwards that they
prepared the speech together. DiiiaISERERoEZzedIoRNoNSUNcERIIdRmITHE
co-authoritarianism of the other politician.

Let’s stay in the politics for a while. In most of the following cases we are going to talk
about plagiarism in dissertation theses. With dissertation theses students finish their
doctoral studies, it is the highest level of university studies, where they gain degree PhD
which is added behind their name.

We start ln Gel‘many_ 1 > "’-»‘,{V_‘:‘_;. N o

DOLLICS, appeares 3 ther soul 'S O DI

It contains no minor plagi offenses, except for blows and
conclusions that are not part of Guttenberg wrote almost nothing alone - he copied the
absolutely low results of your work from various foreign texts. In fact, he wrote only the

introduction and conclusion.
When this fraud occurred and appeared in the media, Mr. Guttenberg himself renounced

B Ten taken from him at his university when she investigated the case. The title of
Ph.D. it is not suitable for being against a government in which there has been a wave of
resistance against former favorite ministers, who turned out to be a fraudster who had
not resigned from Guttenberg as minister and then left the others aside. THUS, the

ped con {

Karl zu Gutteberg is definitely not the only one of the German politicians. Like him, former
Minister of Education Annette Schavan ended up. This September, the current Secretary
of Defense Ursula von der Leyen was accused of plagiarism.

In 2012, it turned out that almost the entire text is actually a translation of several
previously published works in other languages. After the investigation, the President gave
up his title and resigned as President. Interestingly, according to polls, the majority of the
Hungarian public did not consider resignation necessary.

Vladimir Putin has also been accused of plagiarizing his dissertation - the core part of his
work (and six pictures) is identical to an earlier work written by Pittsburgh University.
Plagiarism has never been proven, and both the Russian President and his university rule
itout.

Plagiarism was even the cause of the war. Before the outbreak of the Iraq war in 2003, the
US used plagiarism as one of the evidence that Saddam Hussein is lying about the state of
arms in Iraq. When the US wanted a declaration on the Iragi arms program, the dictator
took the UN report on Iraqi weapons, erased any criticism of its country from it, and
simply copied the rest and sent it to the US as part of the required declaration. Why write
something that others have already found out about us.



Definice plagiatorstvi

vyuziti (myslenek, obsahu, nebo struktury) jineho dila
bez radneho uvedeni odkazu na zdroj
k ziskani urcité vyhody tam, kde se oCekava puvodni dilo

the use of ideas, content, or structures
without appropriately acknowledging the source
to benefitin a setting where originality Is expected

Foltynek, T., Meuschke, N., & Gipp, B. (2019). Academic Plagiarism Detection: A Systematic Literature Review.

ACM Comput. Surv., 52(6), 112:1--112:42. https://doi.org/10.1145/3345317
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Detekce plagiatorstvi: Formulace problemu

— Extrinsic plagiarism detection
— Nalézt potencialni zdroje plagiatorstvi
— Hledame podobnosti mezi ruznymi dokumenty

— Instrinsic plagiarism detection
— Nalézt mista, kde se meni autorsky styl
— Hledame ruznorodé ¢€asti v ramci jednoho dokumentu
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Detekce plagiatorstvi: Typologie metod

— Lexikalni vrstva
— Znakové nebo slovni n-gramy
— Vektorové prostory

— Syntakticka vrstva
— Slovni druhy, skladba vety
— Syntakticke grafy

— Sémanticka vrstva

— Latentni semanticka analyza, explicitni semanticka analyza
— Knowledge graphs

— Kombinace metod
— Strojové uceni

ETIKA A IT
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Presnost metod

— Copy-paste =100 %
— Nahrazeni synonym = 90 %
— Preskladani slov =90 %

— Identifikace parafrazi = 80 %
— Sumarizace = 75%
— Prekladové plagiatorstvi = 70 %

— Strukturni Ci myslenkove plagiatorstvi ???

ETIKA A IT

Implementovano,
vyuzivano

Probiha vyvoj

Obtizny problém
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Rozpoznavani autorstvi

— Presnost soucasnych metod NOhER A

— Rozpoznani zmény stylu = 60 % THE

CUCKOO’S

— Seskupovani podle autorstvi= 60 %

— Predikce materského jazyka= 65 — 85 %
— Rozpoznani pohlavi autora= 80 %

— Odhad veku autora = 50 — 55 %

— Robert Galbraith: The Cuckoo’s Calling (2013)

— Skutecna autorka: J.K. Rowling

— Viz https://www.scientificamerican.com/article/how-a-
computer-program-helped-show-ik-rowling-write-a-cuckoos-

calling/
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Detekce plagiatorstvi z Wikipedie
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Copy-paste 3.6 4,4 4,6 2,0 1,6 1,5 4,4 4,6 3.6 4.3 4.9 4.9 5.0 5.0 4.5
Synonyms 3.0 3,9 2,9 1,0 0,8 1,1 3.6 4,4 1,8 3.8 3,9 4.1 3,3 4,6 2,b
Paraphrase 2,1 1,9 1,4 0,1 0,6 0,8 1,9 2,8 0,9 2,2 2,0 2,1 1,5 2,9 1,2

Maximum score: 5

Foltynek et al. (2020): Testing of Support Tools for Plagiarism Detection. International Journal of
Educational Technology in Higher Education, 17(46). DOI 10.1186/s41239-020-00192-4
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Pozor na podezrelé nastroje zdarmal!

— How does Viper use my essay/dissertation?
— “Whenyou scan your work for plagiarism using Viper Premium it will never be

published on any of our study sites.”

— Neékteré nastroje jsou napojeneé na parafrazovaci sluzby

Results

m

operating laborious

Zdroj obrazku:
https://www.duplichecker.com/

article-rewriter.php
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https://torange.biz/fx/big-brother-watching-you-video-172966

Proctoringove systémy

— Problém: Podvadeni behem (online) zkousek

— Proctoringove systémy umoziuji
— QOvéreni totoznosti rozpoznavanim obli€eju a prukazu totoznosti
— Detekce a upozornéni v pripade, ze
— ZkouSeny neni pritomen
— Jepfitomna jina osoba
— Objevi se nepovoleny pfedmét (mobilni telefon, kniha)
— JsouslySet hlasy

— Pravidelné snimani obrazovky

— Jak vnimate vyuziti takovychto systému?
— Na univerzite
— 'V jiném prostredi (jazykové a dalSi certifikace, najimani novych pracovnikd,...)

ETIKA A IT
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Stanovisko MU k online proctoringu

— Jednoznacné nedoporucujici

—  Etické a koncepcni duvody
— Neslucitelnost s hodnotami MU — dlvéra, respekt, distojnost
— Moznost obejit systém
—  Nepfiméreny zasah do soukromi
—  Problematické vyuzivani umélé inteligence

—  Pravni duvody
—  Zasah do prav student - Nutnost souhlasu student

— Jina forma ukonc€eni pro studenty, ktefi odmitnou

— Ukladani videozaznamu, GDPR

—  Technické duvody
— Naroky na technické vybaveni (2 kamery)
— Naroky na internetové pfipojeni
— Potreba IT asistence pro studenty

ETIKA A IT
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umelou inteligenci




Testovani detektoru Al-textu

— Jaro 2023
— 12 volné dostupnych a 2 komercni nastroje
— 54 dokumentu v 6 kategoriich

01-Hum: human-written

02-MT.: human-written + machine translation to English
03-Al: Al-generated text

04-Al: Al-generated text

05-ManEd: Al-generated text + manual edits

06-Para: Al-generated text + machine paraphrase

Weber-Wulff, D., Anohina-Naumeca, A., Bjelobaba, S., Foltynek, T., Guerrero-Dib, J., Popoola, O., Sigut, P., & Waddington, L.
(2023). Testing of detectiontools for Al-generatedtext. International Journal for Educational Integrity, 19(1), 26.
https://doi.org/10.1007/s40979-023-00146-z
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Vysledky testu
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Funguji nastroje na detekci textu
vytvoreneho umelou inteligenci?

—  Nefunguji©

—  Zkresleni smérem k “napsan
Clovékem”

— | tak produkujifalesSné poziti
vysledky

—  Neposkytuji dukaz

— Nelze prokazat discipliarni
prestupek

— Nemoznost obrany

—  Text vytvoreny Al a
parafrazovany Al je vétSinou
klasifikovan jako napsany
Clovékem

ETIKA A IT

01-Hum

02-MT

03-Al

04-Al

05-ManEd

06-Para

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%
Primérna presnost klasifikace (accuracy = spravné klasifikované / vSechny)

01-Hum a 02-MT: spravné = napsané Clovékem
03-Al, 04-Al, 05-ManEd, 06-Para: spravné = vygenerované Al

30

100%



Dalsi experimenty

— Text vygenerovany GPT-4 Ize detekovat hufe nez text vygenerovany GPT-3.5

rv v v s

— Obecné: ¢im lepSi model, tim obtiznéjSi detekce

— Text vygenerovany s extra prompty |lze detekovat hure
— Pridat obasné gramatické chyby do textu
— Michat kratke a dlouhé véty
— Prepis text tak, aby byl lingvisticky komplikovangjsi

— Detektor pouziva jazykovy model =» Hufe detekuje texty vygenerované jinym
modelem

—  Cim vice rliznych modeld, tim obtiZn&jsi detekce

Perkins, M., Roe, J., Vu, B. H., Postma, D., Hickerson, D., McGaughran, J., & Khuat, H. Q. (2024). GenAl
Detection Tools, Adversarial Techniques and Implications for Inclusivity in Higher Education. arXiv preprint
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Al-texty nelze spolehlive detekovat

— Detektory pracuji s odlisnostmi v textu (perplexity, burstiness,...)
— Pomoci promptu lze generatoru vnutit ,vice lidsky® styl psani
— Stovky videi na YouTube o tom, jak prelstit detektory

— U beznych znalosti neni moznée urcit zdroj
— Jak hodnotit vysledek spoluprace Al + Clovek?

— Generator ve spojeni s detektorem tvori ,neporazitelnou” dvojici
— Generator muze obménovat text tak dlouho, dokud neprojde detektorem
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Dilemma Game

Obrazky generovany nastrojem Midjourney /imagine people arguing ethical dilemmas



Dilema: Chyby v datech

V ramci svoji zavéreCné prace zpracovavate data z datasetu, ktery je na fakulté bézné vyuzivan.

Zjistite, Ze data obsahuji znacné mnozstvi chyb (chybéjici udaje, zjevné chybné hodnoty,...), kterymi
se dosud nejspis nikdo nezabyval. Opravit chyby by vam zabralo pul roku a alternativni dataset
neexistuje.

Vedouci prace navrhuje drzet se ,bézné praxe®, tedy o chybach micet.

Co je spravné v této situaci udelat?

Najdete si €as na dukladné prozkoumani problému, i kdybyste mél(a) odlozit odevzdani prace.

B. Zajdete za vedoucim katedry €i dékanem a pozadate o provéreni vSech vyzkumnych projektd,
které dataset vyuzivaly.

C. Zménite téma prace, abyste s témito daty nemusel(a) pracovat.

D. Spojite se s témi, ktefi pouzivali data pred vami. Pokud budou chtit, abyste o chybach
pomicCel(a), tak to udélate.
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Pristi tyden (2. kvetna)

— Tema: Etika umelé inteligence

— Ukoly: Pregist si
— Ethics in Al: Introduction to the special issue

— Scientists Built an Al to Give Ethical Advice, But It Turned Out Super
Racist

ETIKA A IT
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