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Ochrana soukromi a ochrana dat jsou
ustavnimi pravy

Ustava pro Evropu:

Kazdy ma pravo na svobodu a osobni bezpecnost (Cl.11-66)

Kazdy ma pravo na respektovani svého soukromeho a rodinného zivota, obydli a
komunikace (cl. 1I-67)

Kazdy ma pravo na ochranu osobnich udaja, které se jej tykaji (Cl. 11-68 odst.1)

Charta zakladnich prav Evropskeé unie:

Kazdy ma pravo na respektovani jeho soukromeého a rodinného zivota, obydli a
korespondence (Cl. 7)

Umluva o ochrané lidskych prav a zakladnich svobod:

Kazdy ma pravo na respektovani sveho soukromeho a rodinného zivota, obydli a
korespondence (Cl. 8)

Ustavy &lenskych statd EU a vdech demokratickych stat(



Legislativa - Evropa

 Umluva o ochrané lidskych prav a
zakladnich svobod (Rim, 1950)

 Umluva o ochrané jednotlivcd s ohledem
na automatizovaneé zpracovani osobnich
dat (Rada Evropy, ETS 108, 1981)

* Smernice o ochrane fyzickych osob v
souvislosti se zpracovanim osobnich
udaju a o volném pohybu téchto udaju
(1Eg\éro)psky parlament a Rada, 95/46/EC,
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Evropske organy

 Rada Evropy —

Consultative Committee (T-PD)

Project Group on Data Protection (CJ-PD)
* Evropska komise —

Article 29 Working Party, Commission 31
» Dozorové urady Clenskych statu EU

(DP Commissioners)



Milnik v historii ochrany soukromi

Bezpecnostni opatreni proti terorismu
vers. Ochrana soukromi — jak hledat
rovnovahu?

2002 — 2004 Apokalypsa soukromi?

Boj s terorismem nesmi byt bojem proti
lidskym pravum, soukromi a lidske
dustojnosti

Od “reaktivnich” po “pro-aktivni” opatreni



Dusledky 11. zari

Rostouci zajem o bezpecnostni
technologie

Rostouci zajem o monitorovani ob¢éanu

Nové kompetence pro zpravodajske
sluzby

Prostredky pro bezpecnée cestovani
Nové identifikacni doklady
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ldentita vers. anonymita

Ochrana soukromi
Pravni ochrana soukromi — ochrana lidské

dustojnosti



Ochrana soukromi

-ochrana osobnich informaci

-ochrana proti kradezi / zneuziti identity,
-informacni bezpecnost je integralni
soucasti ochrany soukromi



Moderni technologie

* Zvysuji ochranu soukromi (Privacy Enhancing)
« Zasahuji do soukromi (Privacy Intrusive)
* Nova rizika pro soukromi:
Internet, video-surveillance
telekomunikace, mobilni telefony
Cipove karty, RFID
DNA, biometrika,
E-cestovni doklady



ldentifikacni systemy
-které jsou zalozeny na PIN, Cipoveé

karte apod., pouze identifikuji tyto PINy
a karty, nikoliv vlastni osoby

- ktere identifikuji jednotlivce bez jeho
primého vlivu



Digitalni — e-ldentity
* e-identity v digitalni spoleCnosti
» Zasadni problém v rozliseni mezi
identifikaci a verifikaci musi byt resen
* |dentifikace — pohled ochrany dat

- pohled bezpecnosti



ldentifikacni technologie

Cipové karty

RFID

Biometrics

Monitorovaci (sledovaci) technologie
-pro identifikaci a verifikaci
-pro anonymni schéma

-pro multi-aplikace



BezpecCna autorizace — pouze opravnény uzivatel
ma pfristup k datum nebo s nimi provadét vymezené
ukony

Duvérnost - data jsou chranéna vugi
neopravnenemu uzivateli

Integrita dat — data jsou chranéna proti
neopravnené zmene

Dostupnost dat — data jsou pristupna autorizované
osobée



Biometricka authentizace

... automatizovana identifikace nebo
verifikace identity jednotlivce, zalozena na
fyziologickych charakteristikach nebo na
chovani jednotlivcu. Takove authentizace je
dosazeno pouzivanim pocitacovych
technologii pri neinvazivnich zpusobech
porovnani obrazu — z realného zivota
jednotlivce a obrazu jiz drive ziskaného a
Zzaznamenaného ...



Dokumenty o biometrice

Working document on biometrics, WP80, 2003
(WP 29)

Opinion No 7/2004 on the inclusion of biometric
elements .... on visas (VIS), WP96, 2004
(WP29)

Progress Report on the application of the
principles of Convention 108 to the collection
and processing of biometric data, Rada Evropy,
2005

Council Regulation (EC) No 2252/2004 on
standards for security features and biometrics in
passports and travel documents



Biometricka data a ochrana dat:

- Aplikace vsech standardnich principu
stanovenych Umluvou €.108 a Smernici
95/46/EC

- Ugely (statistika, v&da, vyzkum, ...)

- Definice (co jsou opravdu biometricka data
— pUvodni obraz, digitalni vzor ?)

- Verifikace vers. ldentifikace
- Pravo subjektu udaju na informace




Biometrické otisky prstu

- v cestovnich dokladech
- ve vizech (VIS EU)

- v Schengenskem systemu SIS |l (ma dvé
casti: centralni databazi Schengenskeého IS,
1-2 pristupové body v kazdem staté EU)
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ICAO dokumenty

International Civil Aviation Organisation (ICAQ)

* Biometrics deployment of machine
readable travel documents, ICAO, 2004

« Standards 9303 for MRTD, ICAO



ePassport

 An MRTD (Machine Readable Travel
Document) cestovni doklad (pas) se

vsazenym bezkontaktnim Cipem, podle
navrhu standardu ICAO

* Bezkontaktni Cip podle normy
ISO/IEC 14443 (proximity 0-10 cm)



REID passports

Mohou byt cteny na vzdalenost, nepotrebuji fyzicky
kontakt pro cteni udaju v nich zapsanych

Experti varuji: RFID Cip muze byt cten jakoukoliv
cteckou, nejen tou, ktera je instalovana u pasove
kontroly. To znamena, ze drzitel pasu prubézné
vysila sve jmeno, narodnost, vek, adresu, a vse co |e
v RFID Cipu zapsano. Kazdy, kdo ma ctecku muze
cist tyto informace, aniz by o tom drzitel pasu vedel ci
k tomu dal svuj souhlas.

(Bruce Schneler, Int. Herald Tribune, Oct. 04,
2004)




Cestovni dokumenty

Jsou oficialni dokumenty vydané statem nebo kompetentnimi
institucemi, ktereé jsou drzitelem pouzivany pro mezinarodni
cestovani a které obsahuji povinné viditelné (pro Cteni zrakem)
udaje a fotografii drzitele

« Cestovni pas
* Viza

 Jiné cestovni dokumenty (napft. identifikacni
identifikaCni prukaz)

(viz Draft Recommendation on Identity and Travel Documents and
Terrorism, TER-S-IT, 2005)



Uchovavani dat

,Data retention” telekomunikacnich dat —
aktualni problem EU

Iniciativa Francie, U.K., Irska, Svédska —
uchovavani telekomunikacnich dat pro ucely
prevence, vysetrovani, odhalovani a trestani
Kriminality vC. Terorismu — odmitnuta Evropskym
parlamentem.

85% telekomunikacnich dat pro potreby policie
se tyka dat ne starSich 6 mésicu

Navrh na zménu smeérnice 2002/58/ES
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A 4

Zavery
Zpravy on aplikaci zasad Umluvy

108 na shromazdovani a
zpracovani biometrickych dat

Rada Evropy, 2005



1

Biometrical data are to be regarded as a
specific category of data as they are taken
from the human body, remain the same in
different systems and are in principle
inalterable throughout life. They might be
altered, however, for instance through aging,
iliInesses or surgical interventions



2

Before having recourse to biometrics, the
controller should balance the possible
advantages and disadvantages for the data
subject’s private life on the one hand and the
envisaged purposes on the other hand, and
consider possible alternatives that are less
iIntrusive for private life



3

Biometrics should not be chosen for the sole
sake of convenience. Human dignity might
be affected by the use of biometrics. Socio-
cultural aspects and possible reluctance
towards the instrumental use of the human
body, should be taken into account.



4

The biometric data and any associated data
generated by the system must be processed
for specific, explicit and legitimate purposes
and should not be processed further for
purposes that are incompatible with these.



5

The data should be adequate, relevant and
not excessive In relation to these purposes. A
technical system using biometric data should
be configured to exclude the possibility to
collect more biometric or associated data
than is necessary for the purposes of the
processing. Where templates are sufficient,
the collection or the storage of the picture
should be avoided



6

In choosing the system architecture, the
controller should balance the advantages and
disadvantages for the data subject’'s private life
on the one hand and the envisaged purposes
on the other hand. A reasoned choice should
be made between storage solely on an
iIndividual storage medium, a decentralised
database or a central database, bearing In
mind the aspects relating to data security



/

The architecture of a biometric system should
not be disproportionate Iin relation to the
purpose of the processing. Therefore, if
verification suffices, the controller should not
develop an identification solution. Biometric
data that are solely used for verification
purposes preferably should be stored only on a
secured Individual storage medium, e.g. a
smart card, held by the data subject only
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The data subject should be informed about the
purposes of the system and the identity of the
controller unless he or she already knows, and
about the personal data that are processed and
the persons or the categories of persons to
whom they will be disclosed as far as the
information is necessary to guarantee the
fairness of processing
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The data subject has a right of access,
rectification, blocking and erasure of the data
relating to him or her. These rights extend to
the biometric data undergoing automatic
processing attached to his identity, possibly
associated data (such as date and place of use
of the system) and to whom they have been
communicated
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The controller should foresee adequate
technical and organisational measures that aim
to protect biometric and associated data
against accidental or deliberate deletion or loss,
as well as against illegal access, alteration or
communication to unauthorised persons or any
other form of illegal processing
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A procedure of certification and monitoring
and control, if appropriate by an independent
body, should be promoted, particularly in the
case of mass applications, with regard to the
quality standards for the software, the
hardware and the training of the staff In
charge of enrolment and matching. A periodic

audit of the system’s performance is
recommendable
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If, as a result of a biometric system, a data
subject is rejected, the controller should, on
his or her request, re-examine the case and
should, where necessary, offer appropriate
alternative solutions. Procedures should be in
place and made known to the data subject In
the case of an allegedly false result of the
system
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