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Pro¢ méfrit a analyzovat internetovy provoz?
(A pro€ o tom ucit?)



Je to zajimave

Internet je dnes asi nejrozsahlejSi a nejslozitéjSi systém, ktery €lovék
vytvofil. Podle poslednich odhadu je pfipojeno témér 1,5 miliardy lidi, ve
vyspélych statech 50-70 %.

Zpomaleni ristu neni nikde v dohledu, naopak - integrace mobilnich
telefond, pripojené domaci spotrebice, auta, bezdratové senzory, ...

Internet je postmoderni komunika¢ni médium, kde se déje uplné
vSechno. Charakteristika provozu je proto obvykle velmi komplikovana.



Je to uzitecné

Agregované veli¢iny pomahaji spravci sité v mnoha smérech:
1. Sledovani zatéze, planovani rozvoje
2. Indikace vypadkdl linek nebo sitovych prvkd

3. Odhalovani bezpecnostnich problémU, zejména masivnich Gtokd typu
DoS nebo nelegdlniho sdileni



Je to obtizné

Ukladani kompletnich dat neni mozné: saturovana linka 10 Gb/s zna-
mena 100 TB za den. Problém je v tom, jak z neuplnych dat ziskat co
nejvic informaci a jak je efektivné reprezentovat a analyzovat.

Potrebné znalosti:

e protokoly a technologie TCP/IP

e aplikacni protokoly

e metody ukladani dat, data mining
e vizualizace

e matematika, statistika



Pocatky telefonie

6.4.1875 - Belltv patent 161739 Transmitters and Receivers for Elect-
ric Telegraphs

10.3.1876 - prvni telefonni hovor (A. G. Bell): “Mr. Watson, come here,
| want to see you.”

27.4.1877 - Edisonlv patent 474230 (uhlikovy mikrofon)

BellGv i Edisonlv telefon vyzZzadoval fyzické vedeni mezi obéma stranami.



Telefonni sit

Vodivé spojeni mezi telefonujicimi stranami se vytvafi podle pozadavka.

Telefonni cislo je vlastné “program” sestaveni cesty.

(c) 1975 Joseph A. Carr -
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Datové komunikace

Komunikacni sit pro prenos dat byla nejdfive utvarena podle telefonniho
VZOru.

Dva zasadni problémy:

1. Strukturalni nespolehlivost: pravdépodobnost chyby roste exponen-
cialné s poctem zarizeni v cesté;

2. Casové zpozdéni pfi sestavovani cesty.
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60. l[éta - revolucni mysSlenky

e Paul Baran: Distribuovana komunikace ‘38‘2‘%"‘:.

; ..;;aé:f_ .

Husté propojena sit, next-hop routing

e Donald Davies: Prepojovani datovych paketu

Zprava rozsekana do paketd, kazdy opatfen hla- gl i roseei
v . p - /1 CIIYTHHK 3eMAM
vickou, mj. s cilovou adresou.

e e

Telekomunikaé¢ni komunita je zavrhla, padly ale na Grodnou ptidu v ARPA
(Advanced Research Projects Agency) — ARPAnet
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ARPA NETWORK, LOGICAL MAP, SEPTEMBER 1373
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CATENET

Princip pfepojovani paketl se stal diky ARPAnetu populdrnim a uznava-
nym, a Vv 1. pol. 70. let ho pouzivala kromé néj fada dalSich siti. Tyto sité
spolu vSak nemohly komunikovat.

Bob Kahn a Vint Cerf proto zacali v roce 1973 pracovat na specifikacich,
které sjednoti protokoly, rozhrani a datové objekty vymeénované mezi
témito sitémi — TCP/IP.

Mimoto rozdélili protokoly a pfislusny software do vrstev, které poskytuji
rdzné urovné abstrakce.

Tato prdace je zarodkem Internetu jakozto piekryvné sité nad rdznymi
transportnimi technologiemi.
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End-to-end Principle

VétSinu komunikacnich funkci 1ze |épe a efektivnéji implementovat na
samotnych koncich spojeni nez uvnitr sitové infrastruktury.

Sit nemusi byt bezchybng, koncové aplikace se s pfimérenym mnozstvim
chyb dovedou vyrovnat.
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RFC 1149

D. Waitzman: A Standard for the Transmission of IP Datagrams on Avian
Carriers. |IETF, 1 April 1990.

Bergen, Norsko
28.4.2001
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TCP/IP Stack

Application layer: HTTP, SSH, SMTP, DNS, ...
Transport layer: TCP, UDP

Internet layer: IP, ICMP

Link layer: Ethernet, GPRS, satelit
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Enkapsulace v paketu

Data
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UDP
data
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header

IP data
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File Edit Wiew Go Capture Analyze Statistics Help
= C QPR eR ke ¥F LI[EE aaaf -
[ |'l|+ﬁxpressiun...H ‘meazatHc,/Eouil’t|

Ma. . Time Source Destination Protocol | Info
1 0.000000 172.29.2.201 147.251.5.37 TCP 41749 = http [sYm] Seq=0 Win=5840 L
2 0.027162 147.251.5.37 172.29.2.201 TCP http = 41749 [SYN, ACK] Seq=0 Ack=1
3 0.027213 172.29.2.201 147.231.5.37 TCP 41749 = http [ack] Seg=1 Ack=1 Win=
4 0.027688 172.29.2.201 147.2531.5.37 HTTF GET J HITR/1.1

| 50.254241 172.29.2.20l _______147.251.5.37 ______HTTP____[TCP Retransmission] GET / HITP/1.1]
| [+)

P Frame 4 (543 bytes on wire, 543 bytes captured)
[ Ethernet II, Src: HewlettP ad:16:dc (00:15:60:ad:16:dc), Dst: AsustekC 24:f5:52 (00:13:d4:24:15:52)
P Internet Protocol, Src: 172.29.2.201 (172.29.2.201), Dst: 147.251.5.37 (147.251.5.37)

b Transmission Control Protocol, Src Port: 41749 (41749), Dst Port: http (80), Seq: 1, Ack: 1, Len: 477

P Hypertext Transfer Protocol

alolalo] 52 glo 4% Q0
0010 02 11 f9 ba 40 00 40 06 7 25 ac 1d 02 c9 93 b
0020 05 25 a2 15 00 50 B2 e2 dO ba f1 ab =9 43 80 18 S LW PL . .
0030 00 5c 43 03 00 00 01 01 O Da 00 20 29 0B Q0 OO0 PR I R B
0040 00 00 47 45 54 20 2f 20 48 54 54 50 2f 31 2e 31 LCET f HITR/1.1
0050 Od Oa 48 6f 73 74 3a 20 77 77 77 2e 6d 75 Ge 69 ..Host: www.muni
D060 2e 62 7a 0d Da 55 73 65 72 2d 41 67 65 6e 74 3a LCZ..Use r-Agent:
0070 20 4d 6f 7a 69 6c 6c 61 2f 35 2e 30 20 28 58 31 Mozilla /5.0 (X1
0080 31 3b 20 55 3b 20 4c 69 Be 7S 78 20 69 36 38 36 1; U; L1 nux 1686
0090 3b 20 63 73 2d 43 Sa 3b 20 72 76 3a 31 2e 39 2 ; cs-CZ; rv:il.s,
DDad 30 2e 31 20 20 47 65 63 6b 6f 2f 32 30 20 38 30 0.1) Gec kos20080
oob@ 37 32 38 32 30 20 46 69 72 65 66 6f 78 2f 33 Z2e 72820 F1 refox/3.
00cO 30 Ze 21 0d 0a 41 63 62 B5 70 74 3a 20 74 65 78 0.1..Acc ept: tex
oodo 74 2f 68 74 6d 6c 2c 61 70 70 6¢c 69 63 61 74 68 t/html,a pplicati
ooed 6&f 6e 2f 78 68 74 6d 6c 2b 78 6d Bc Zc 61 70 70 on/xhtml +xml, app
oofo Bc 69 63 61 74 69 6f e 2f 78 6d 6c 3b 71 3d 30 lication /xml;g=0
0100 2e 39 2c 2a 2f 2a 3b 71 3d 30 2e 38 0d 0a 41 63 L9,/ =0.8, . AC -
Ethernet (eth), 14 bytes Packets: 278 Displayed: 278 Marked: 0 Dropped: 0 Prafile: Default
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Ma. . Time Source Destination Protocol | Info
1 0.000000 172.29.2.201 147.251.5.37 TCP 41749 = http [sYm] Seq=0 Win=5840 L
2 0.027162 147.251.5.37 172.29.2.201 TCP http = 41749 [SYN, ACK] Seq=0 Ack=1
3 0.027213 172.29.2.201 147.231.5.37 TCP 41749 = http [ack] Seg=1 Ack=1 Win=
4 0.027688 172.29.2.201 147.2531.5.37 HTTF GET J HITR/1.1
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P Frame 4 (543 bytes on wire, 543 bytes captured)

[ Ethernet II, Src: HewlettP ad:16:dc (00:15:60:ad:16:dc), Dst: AsustekC 24:f5:52 (00:13:d4:24:15:52)

b Internet Protocol, Src: 172.29.2.201 (172.29.2.201), Dst: 147.251.5.37 (147.251.5.37)

b Transmission Control Protocol, Src Port: 41749 (41749), Dst Port: http (80), Seq: 1, Ack: 1, Len: 477
P Hypertext Transfer Protocol

0OOD 00 12 d4 24 f5 52 00 15 60 ad 16 dc 08 00 [Nl

0010 (o fo ) 40 08 f7 = 0 93 f

0020 [BENes a2 15 00 50 B3 e2 dO ba f1 ab =9 43 80 18 . .

0030 00 5c 43 03 00 00 01 01 O Da 00 20 29 0B Q0 OO0 PR I R B

0040 00 00 47 45 54 20 2f 20 48 54 54 50 2f 31 2e 31 GET / HITR/1.1

0050 Od Oa 48 6f 73 74 3a 20 77 77 77 2e 6d 75 Ge 69 Host W . MUA1

D060 2e 62 7a 0d Da 55 73 65 72 2d 41 67 65 6e 74 3a LCZ..Use r-Agent:

0070 20 4d 6f 7a 69 6c 6c 61 2f 35 2e 30 20 28 58 31 Mozilla /5.0 (X1

0080 31 3b 20 55 3b 20 4c 69 Be 7S 78 20 69 36 38 36 1; U; L1 nux 1686 ]
0090 3b 20 63 73 2d 43 Sa 3b 20 72 76 3a 31 2e 39 2 ; cs-CZ; rv:il.s,

DDad 30 2e 31 20 20 47 65 63 6b 6f 2f 32 30 20 38 30 0.1) Gec kos20080

oob@ 37 32 38 32 30 20 46 69 72 65 66 6f 78 2f 33 Z2e 72820 F1 refox/3.

00cO 30 Ze 21 0d 0a 41 63 62 B5 70 74 3a 20 74 65 78 0.1..Acc ept: tex

oodo 74 2f 68 74 6d 6c 2c 61 70 70 6c 69 63 61 74 69  t/html,a pplicati

ooed 6&f 6e 2f 78 68 74 6d 6c 2b 78 6d Bc Zc 61 70 70 on/xhtml +xml, app

oofo Bc 69 63 61 74 69 6f e 2f 78 6d 6c 3b 71 3d 30 lication /xml;g=0

0l00 2e 39 2c 2a 2f 2a 3b 71 3d 30 2e 38 0d Oa 41 63 .9,*%/*;q =0.8..Ac -
Internet Pratocol (ip), 20 bytes Packets: 278 Displayed: 278 Marked: 0 Dropped: 0 Prafile: Default :



File Edit Wiew Go Capture Analyze Statistics Help
= C QPR eR ke ¥F LI[EE aaaf -
[ |'l|¢+ﬁxpressiun...H ‘?Wmazat|‘\*/30ué|’t|

Ma. . Time Source Destination Protocol | Info
1 0.000000 172.29.2.201 147.251.5.37 TCP 41749 = http [sYm] Seq=0 Win=5840 L
2 0.027162 147.251.5.37 172.29.2.201 TCP http = 41749 [SYN, ACK] Seq=0 Ack=1
3 0.027213 172.29.2.201 147.231.5.37 TCP 41749 = http [ack] Seg=1 Ack=1 Win=
4 0.027688 172.29.2.201 147.2531.5.37 HTTF GET J HITR/1.1

| 50.254241 172.29.2.20l _______147.251.5.37 ______HTTP____[TCP Retransmission] GET / HITP/1.1]
| [+)

P Frame 4 (543 bytes on wire, 543 bytes captured)

[ Ethernet II, Src: HewlettP ad:16:dc (00:15:60:ad:16:dc), Dst: AsustekC 24:f5:52 (00:13:d4:24:15:52)

b Internet Protocol, Src: 172.29.2.201 (172.29.2.201), Dst: 147.251.5.37 (147.251.5.37)

[* Transmission Control Protocol, Src Part: 41749 (41748), Dst Port: http (80), Seq: 1, Ack: 1, Len: 477
P Hypertext Transfer Protocol

0OOD 00 13 d4 24 f5 52 00 15 60 ad 16 dc 08 00 45 0O o E

0010 02 11 f9 ba 40 00 40 06 7 25 ac 1d 02 c9 93 fbh  ....@.@. .%......

0020 25 oo f1 80 15, . . FP.. .....

QO30 0o [o]0] 00 OCuEE.\J..... T 0o

0040 [ale 47 54 20 20 48 34 54 31 Ze HTTR/1.1

0050 Od Oa 48 6f 73 74 3a 20 77 77 77 2e 6d 75 Ge 69 Host W . MUA1

D060 2e 62 7a 0d Da 55 73 65 72 2d 41 67 65 6e 74 3a LCZ..Use r-Agent:

0070 20 4d 6f 7a 69 6c 6c 61 2f 35 2e 30 20 28 58 31 Mozilla /5.0 (X1

0080 31 3b 20 55 3b 20 4c 69 Be 7S 78 20 69 36 38 36 1; U; L1 nux 1686 ]
0090 3b 20 63 73 2d 43 Sa 3b 20 72 76 3a 31 2e 39 2 ; cs-CZ; rv:il.s,

DDad 30 2e 31 20 20 47 65 63 6b 6f 2f 32 30 20 38 30 0.1) Gec kos20080

oob@ 37 32 38 32 30 20 46 69 72 65 66 6f 78 2f 33 Z2e 72820 F1 refox/3.

00cO 30 Ze 21 0d 0a 41 63 62 B5 70 74 3a 20 74 65 78 0.1..Acc ept: tex

oodo 74 2f 68 74 6d 6c 2c 61 70 70 6c 69 63 61 74 69  t/html,a pplicati

ooed 6&f 6e 2f 78 68 74 6d 6c 2b 78 6d Bc Zc 61 70 70 on/xhtml +xml, app

oofo Bc 69 63 61 74 69 6f e 2f 78 6d 6c 3b 71 3d 30 lication /xml;g=0

0l00 2e 39 2c 2a 2f 2a 3b 71 3d 30 2e 38 0d Oa 41 63 .9,*%/*;q =0.8..Ac -
Transmission Control Protocal (tepl,... © Packets: 278 Displayed: 278 Marked: 0 Dropped: 0 Prafile: Default
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Ma. . Time Source Destination Protocol | Info
1 0.000000 172.29.2.201 147.251.5.37 TCP 41749 = http [sYm] Seq=0 Win=5840 L
2 0.027162 147.251.5.37 172.29.2.201 TCP http = 41749 [SYN, ACK] Seq=0 Ack=1
3 0.027213 172.29.2.201 147.231.5.37 TCP 41749 = http [ack] Seg=1 Ack=1 Win=
4 0.027688 172.29.2.201 147.2531.5.37 HTTF GET J HITR/1.1
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P Frame 4 (543 bytes on wire, 543 bytes captured)
[ Ethernet II, Src: HewlettP ad:16:dc (00:15:60:ad:16:dc), Dst: AsustekC 24:f5:52 (00:13:d4:24:15:52)
[ Internet Protocol, Src: 172.29.2.201 (172.29.2.201), Dst:
b Transmission Control Protocol, Src Port: 41749 (41749), Dst Port: http (80), Seq: 1, Ack: 1, Len: 477

I Hypertext Transfer Protocol

147.251.5.37 (147.251.5.37)

DODO 00 13 d4 24
0010 02 11 19 ba
0020 05 25 a2 15
0030 00 Sc da Oa
0040
0050
0OE0
Qo070
0080
0020
00a0
0obo
00cO
podo
00ed
0ofo
0100 pEgei=ipelagger

59 &f

2f 2a 3b 7

Hypertext Transfer Protocol (http), 4...

f5 52 00 15 60 ad 16 dc
40 00 40 068 f7 25 ac 1d
00 50 B3 e3 dO ba f1 ab

Packets: 278 Displayed:

02 00 45 Q0
02 c9 93 fb
e9 43 B0 18
29 08 00 0O

AW . MUN1
r- Agent:

.CZ..Use

Mozilla /

278 Marked: 0 Dropped: 0

Profile: Default
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Datagram IPv4

7 15 23] 31
VER HLEN TOS total length
identification flags fragment offset
TTL protocol header checksum

source address

destination address

options

data
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Datagram IPv6

71

151 23]

31

VER

traffic class

flow label

payload length

next header

hop limit

source address

destination address
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Smeérovaci hierarchie

Smérovani se v Internetu odehrava ve dvou zakladnich arovnich:

e exterior (inter-AS) routing

e interior (intra-AS) routing
Autonomni systém (AS): propojeny soubor siti a smérovacld pod koor-

dinovanou spravou, kterd vuci zbytku Internetu vystupuje jako konzis-
tentni jednotka. Nazyva se téZ smérovaci doména (routing domain).

Kazdy AS je identifikovan Sestnactibitovym cislem (ASN = AS number),
pfidélenym regionalnim internetovym registrem (RIR).
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Transmission Control Protocol

TCP vytvafi pro aplikaci abstrakci proudu - spojitého datového toku (vir-
tudlni roura). Je to spolehlivy protokol, tzn. zaru€uje bezchybné doruceni
vSech dat v poradi, jak byla odeslana.

Pozitivni potvrzovani: prijimajici strana odesila sekvencni Cislo prvniho
bajtu, ktery dosud nebyl (fadné&) dorucen.

TCP také obsahuje mechanismus pro fizeni rychlosti odesilani dat.
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Hlavicka TCP

7]

15 231

31

source port

destination port

sequence number

acknowledgement number

HLEN

reserved

flags

window size

TCP checksum

urgent pointer

options

data

Flags: URG ACK PSH RST SYN FIN
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Rizeni datového toku

ACK

prijemce

ACK

prijemce

odesilatel

odesilatel
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