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IP telefonie

* Simulujeme telefonni sit’ pomoci mnohem
slozitejsiho souboru zarizeni vyvinutého ke
komplexnimu prenosu dat.

- Prinasi nove sluzby
- Konvergence prostredku, siti,....
- Jsou nutna Cisla?
* SIP - momentalné nejpouzivanejsi otevreny protokol

- zpusobil masivni rozvoj IP telefonie

- Stav v CR — Ve budovano s ohledem na minimalni naklady
| U zakaznika — to muze nést technologicka omezeni

- Ocekava se technologicky posun s narustem podétu uzivatelu
- Podpora u velkych operatoru (IMS?)
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« RFC3261, textovy protokol podobny HTTP
* Protokol pro sestaveni, rizeni a ukoncCeni spojeni

SIP

* Nezavislost na prenasenych mediich (hlas, video,
text ...)

 |dentifikator — URI (sip: )

* Vicenasobny kontakt, IM, Prezence, 3 PCC
* Vyuziti DNS SRV, NAPTR

Uz davno ale neni jednoduchy


mailto:janru@cesnet.cz
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Architektura

* UAC je logicka Cast posilajici pozadavky prijimajici

odpovedi

* UAS je logicka Cast agenta prijimajici pozadavky a

odesilajici odpovedi
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UAC

UAS

Stateful Forking Proxy

Callee A
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UAC
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Prvky architektury
* Registrar * B2BUA
* Server * Gateway
- redirect * MCU
~ proxy * Outbound proxy
* stateless « SBC SBE+DBE
* Statefull | ¢ ALG
* Transaction
* Dialog (Call)  ° Klient
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Metody

* INVITE — zaCina a meni spojeni

* BYE — ukoncuje spojeni

* OPTIONS - dotaz na schopnosti a ping

* ACK — potvrzeni konecné odpovedi na INVITE

* REGISTER - provazuje pridélenou sip adresu a aktualni pozici
* CANCEL - prerusuje nedokoncCeny INVITE

* MESSAGE - RFC3428

* SUBSCRIBE a NOTIFY - RFC3265

* REFER - RFC3515
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Odpovedi

* 1xx: DoCasné — potvrzeni prijeti pozadavku
— 100 Trying
— 180 Ringing
— 183 Session Progress

* 200 - 699 finalni odpovedi

« 2xx: Uspé&ch — poZzadavek byl akceptovan
— 200 OK

* 3xx: Presmérovani
— 301 Moved Permanently
— 302 Moved Temporarily
— 305 Use Proxy
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Odpovedi

* 4xx: Chyba Client — Pozadavek je Spatny nebo nemuze
byt takto nebo na tomto serveru zpracovan
— 401 Unauthorized
— 404 Not Found
— 407 Proxy Authentication Required
— 408 Request Timeout
— 481 Call/Transaction Does Not Exist

* 5xx: Chyba Serveru — serveru se nezdarilo zpracovat
pozadavek i kdyz je v poradku
— 503 Service Unavailable

* 6xx: Globalni chyba — pozadavek nemuze byt zpracovan
nikde.

— 603 Decline
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Trans.
Ib.#1

Trans.
#2

E_a&ar Callee
INVITE
* 100 Trying
* 180 Ringing
* 200 OK
ACK h
BYE
* 200 OK
>

Transakce a dialog

Transakce
* Jeden pozadavek a vsechny
prislusné odpoedi

* Unikatni branch parametr Via
(Cast za z9h(G4bK)

> Dialog Dialog

* |dentifikovan sadou Call-ID,
From tag, To tag

* CSeg poradi pozadavku (z
kazdé strany nezavisly Citac)
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ﬂiii"" Registrace

* Vytvoreni vazby mezi konkretni polohou (IP) klienta a je
identifikatorem v SIP domeéne (To)

* Poloha = Contact

- prazdny Contact v zadosti = zjisténi stavu registraci

- V odpovédi muze byt i vice zaznamu v jedné hlavicce
* Expires

- v pozadavku navrhovana doba

- v odpovedi serverem potvrzena

- 0 je zruseni registrace

Bob SIP Server
| REGISTER F1 |



SIP/2.0 401 Unauthorized. m

Via: SIP/2.0/UDP Reg|3trace

195.178.64.172:49252;branch=z9hG4bK.6afb7404;rport=49253.

From: sip:user@cesnet.cz;tag=6c2c90b8.

To: sip:user@cesnet.cz;tag=c10ed4fff3e6fb17efdObfbdcce87ce2.c76e.

Call-ID: 1814859960@195.178.64.172.

CSeq: 1 REGISTER.

WWW-Authenticate: Digest realm="cesnet.cz",
nonce="43eeaeb76e6eeaeffbc37d4f4018dc659c5d282a".

Server: Sip EXpress router (0.9.5-prel (i386/linux)).

Content-Length: O.

REGISTER sip:cesnet.cz SIP/2.0.

Authorization: Digest username="user", uri="sip:cesnet.cz",

algorithm=MD5, realm="cesnet.cz",

nonce="43eeaeb76ebeeaeffbc37d4f4018dc659c5d282a",
response="9e83c39e8a7262901

Via: SIP/2.0/UDP 195.178.64.172:49252;branch=z9hG4bK.32f02bf2;rport.

From: sip:user@cesnet.cz;tag=6c2c90b8.

To: sip:user@cesnet.cz.

Call-ID: 1814859960@195.178.64.172.

CSeq: 2 REGISTER.

Content-Length: O.

Max-Forwards: 70.

Expires: 15.

Contact: sip:user@a.b.c.d:1234,



INVITE sip:mamut@iptel.org SIP/2.0.

Max-Forwards: 10. I NVITE

Record-Route: <sip:195.113.222.3;ftag=5DAA94E7;Ir=on>.

Via: SIP/2.0/UDP 195.113.222.3;branch=z9hG4bK0a5d.90580ee2.0.

Via: SIP/2.0/UDP 195.113.134.233:5062;branch=z9hG4bK2E1FD348.

CSeq: 262 INVITE.

To: <sip:mamut@iptel.org>.

Proxy-Authorization: Digest username="bbb", realm="ces.net",
nonce="43788e90381ccbec64fced4dc7097828391e81", uri="sip:mamut@iptel.org",
cnonce="abcdefghi", nc=00000001, response="ed4adec8

Content-Type: application/sdp.

From: "Franta Vomacka" <sip:bbb@ces.net>;tag=5DAA94E?7.

Call-ID: 379332994@195.113.134.233.

Subject: sip:bbb@ces.net.

Content-Length: 234.

User-Agent: kphone/4.2.

Contact: "Franta Vomacka" <sip:bbb@195.113.134.233:5062;transport=udp>.

Remote-Party-ID: "Franta Vomacka" <sip:950070101@ces.net>;party=calling;id-
type=subscriber;privacy=off; screen=yes.

v=0.

o=username 0 0 IN IP4 195.113.134.233.
s=The Funky Flow.

c=IN IP4 195.113.134.233.

t=0 0.

m=audio 33728 RTP/AVP 0 97.
a=rtpmap:0 PCMU/8000.

a=rtpmap:97 iLBC/8000.
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ﬂii"'" Hovor

g
DNS Server Location Server
8. Response: sipB@1.2.3.4
3. DNS query 4. DNS reply with P~ 7. Query for B
address of Inbound Proxy Server
Outbound 5. INVITE Inbound
Proxy Server 5. 100 Trying Proxy Server
| - 11. 180 Ringing |
I INVITE 12.180 R‘[‘g‘”@ 14.200 OK 10. 180 Ringin 9. INVITE
ADD 0K
16. ACK 13.2000

Media (RTP)
Uselﬂﬁant}i‘"""'"'"""""""”Uemﬂgﬁmﬁ

http://www.tech-invite.com/Ti-sip-ex3261.html


http://www.tech-invite.com/Ti-sip-ex3261.html

CESNET
Hovor

Smérovani poZzadavku podle RURI a Route
Smérovani odpovédi podle Via

Message Request

INYITE sip:bob@biloxi.examplecom SIP/2.0
Via: SIP/2.0/TCP clientatdanta.example.com:5060
ibranch=z9h G4bK74b 10
Max-Forw ards: 70
From: Alice <sip:alice@atantaexample.com>
itag=9fxced7 6sl
To: Bob <sip:bob@biloxi.example.com=
Call-ID: 38482762982201885 11 @atlanta.example.com
C5eq: 1 IMNVITE
Contact: <sip:alice@clientatdanta.example.com;bransport=tcp>=
Content-Type: application /sdp
Content-Length: 151
Message Response
w=10
o=alice 2890844526 2890844526 IN IP4
client.afl anta.example.com
5=-
c=IN IP4 192.0.2.101
=00
m=audio 49172 RTP/AYP 0
a=vrtpmap:0 PCMU/ 8000

SIP/2.0 120 Ringing

¥ia: SIP/2.0 /TCP client.atdanta.example.com:5060
ibranch=z9hG4bK7 4bf0

sreceived=192.0.2.101

From: Alice <sip:alice@atlanta.example.com>=

itag =9fxced 7651

To: Bob <sip:bob @biloxi.example.com-

tag =832 1224356

Call-ID: 384827629822018851 1@atdanta.examplecom
CSeq: 1 INVITE

Contact: <sip:bob@clientbiloxi.example .com;transport=tcp =
Content-Length: 0



CESNET call
aller Callee

Jde to i slozitéji | v omer s
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Record routing

Jak zajistit aby prvek zustal v cesté dalSich pozadavku

Outbound proxy neni dostatecna

Do pozadavku prvek pfida Record-Route: <sip:adresa;lr>

V odpovedi dorazi Record Routa sada

Dalsi pozadavky jsou vybaveny a smérovany podle record

route sady (Route hlaviCky)

Without record routing

LA SIF Proxy

BYE

LAz

200 0K

>

With record routing

LA SIP FProxy

BYE

—>

200 Ok

BYE

200 Ok

Az
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IMYITE sip:bob@biloxi.com SIPf2.0
Record-Route: <sip: pl.atlanta. comy; e
From: Alice < sip:alice@at anta. comz

;tag=a-tag
To: Bob < sip:bob@biloxi.com:-
P1 Call-1D: ryz Pz
CSeq: 1 INYITE
atlanta Contact: <sip: alice@ul.atlanta.com:> biloxi
.COM .COMm

IMYITE sip:bob@hiloxi.com SIP 2.0
Route: <sip:pl.atlanta.cony k=
From: Alice <sip:alice@atlanta.com:
;tag=a-tag

To: Bob <sip:bob@biloxi.com=
Call-ID: ryz

CSeq: 1 IN¥ITE

Contact: <sip:alice@u 1. atlanta.com:

Tech Invite http://www.tech-invite.com/Ti-sip-dialog.html

IMYITE sip: bob@u?. biloxi.com SIP /2.0
Record-Route: <sip:p2.biloxi.com;lr=

Record-Route: <sip:pl.atlanta.conyle=
From: Alice < sip:alice@atlanta.com>=
;tag=a-tag

To: Bob < sip:bob@biloxi.com:

Call-ID: nyz

CSeq: 1 INYITE

Contact: <sip:alice@ul.atlanta.com=

Uz

{Bob)


http://www.tech-invite.com/Ti-sip-dialog.html

P1

atlanta
.COMm

SIPS2.0 200 OK

Record-Route: <sip:p2.biloxi.com; k=
Record-Route: <sip:pl.atlanta.com;lr=
From: Alice <sip:alice@atlanta.com=
itag=a-tag

To: Bob <sip:bob@biloxi.com>=
itag=b-tag

Call-ID: =xyz

CSeq: 1 IMNYITE

Contact: <sip:bob@uz.biloxi.com>=

SIP/Z.0 200 OK

Record-Route: < sip:p2.biloxi.com;lr=
Record-Route: < sip:p 1. atlanta.com;lr=
From: Alice < sip:alice@ atd anta.com:
itag=a-tag

To: Bob = sip:bob@bil oxi.com>>
;tag=b-tag

Call-1D: xyz

CSeq: 1 INYITE

Contact: <sip: bob@u?Z.biloxi.com=

PZ

biloxi
.COom

SIP/2.0 200 OK

Record-Route: < sip:pZ.biloHi.com;lr:
Record-Route: < sip:pl.atlanta.com;lr=
From: Alice <sip:alice@atlanta.com>
stag=a-tag

To: Bob =sip:bob@biloxi.com>=
itag=b-tag

Call-ID: xyz

CSeq: 1 INYITE

Contact: < sip:bob@uz. biloxi.com=

U1l "‘confirmed’ Dialog State UZ ‘confirmed® Dialog State w2
Dialog ID Dialog ID {Bob)
call-1d ! HYZ cCall-1d ! HYZ
Local Tag : a-tag Local Tag : b-tag
Remote Taq : b-tag Remote Tag : a-tag
Local seqnum : 1 Local seqnum -
Remote seqnuni: - Remote seqnuni: 1
Local URI : sip:alice@atdanta.com Local URI : sip:bob@biloxi.com
Remote URI : sip:bob@biloxi.com Remote URI : sip:alice@atlanta.com

Remote target : sip:bob@u?Z.biloxi.com

Secure Aag P -
Route Set
sip:p2.biloxi.com; Ir

: sip:pl.atdanta.com;lr

Secure flag
Route Set

Remote target

: sip:alice@ul . atd anta.com

: sip:p2.biloxi.com;lr
sip:pl.atlanta.com;lr


http://www.tech-invite.com/Ti-sip-dialog.html

ACK sip:bob@uz.biloxi.com SIPfZ2.0
Route: <sip:p2.biloxi.conglr=

From: Alice < sip:alice@ atd anta.com>
itag=a-taqg

To: Bob = sip:bob@biloxi.com>
P1 itag=b-tag P2
Call-I1D: uy=z
atlanta CSeq: 1 ACK biloxi
.Com .COm
ACK sip:bob@uz.biloxi.com SIPf2.0 ACK sip:bob@uz.biloxi.com SIPfZ.0
Route: <sip:pl.atlanta.com;lr=, From: Alice <sip:alice@atlanta.com>
< sip: pZ.biloxi.com;lr= ;tag=a-tag
From: Alice <sip:alice@atlanta.com> To: Bob = sip:bob@biloxi.com>=
itag=a-tag ;tag=b-tag
To: Bob <sip:bob@biloxi.com> Call-I1D: uy=z
itag=b-tag CSeq: 1 ACK
Call-I1D: »uyz
CSeq: 1 ACK
Ui U1 ‘confirmed” Dialog State Uz ‘confirmed” Dialog State U2z
{alice) Dialog ID Dialog ID {Bob)
call-1d I HYZ call-1d I HYZ
Local Tag : a-tag Local Tag : b-tag
Remote Tag : b-tag R emote Tag : a-taqg
Local seqnum  : 1 Local seqnum -
Remote seqnunn @ - Remote seqnuna: 1
Local URI : sip:alice@at anta.com Local URI : sip:bob@biloxi.com
Remote URI : sip:bob@biloxi.com Remote URI : sip:alice@atlanta.com

Remote target
Secure flag S
Route Set

: sip:bob@u.biloxi.com

: sip:pl.atdanta.com;lr
sip:p2.biloxi.com;

Ir

Remote target
Secure flag
Route Set

: sip:alice@ul .atd anta.com
: sip:p2.biloxi.com;lr
sip:p l.atlanta.conylr


http://www.tech-invite.com/Ti-sip-dialog.html

BYE sip:alice@ul .atlanta.com SIPf2.0
Route: <sip:pl.atlanta.com;lr=
From: Bob < sip:bob@biloxi.com>=

itag=b-tag
To: Alice < sip:alice@atdanta.com>=
P1 itag=a-tag Pz
Call-I1D: xy=z
atlanta CSeq: 1 BYE biloxi
.COMm .COm
BYE sip:alice@ul.atlanta.com SIPf2.0 BYE sip:alice@u 1. atlanta.com SIPf2.0
From: Bob < sip:bob®@ bil oxi.com: Route: = sip:p2.biloxi.com; Ir=,
itag=b-tag < sip:pl.atlanta.com;lr=
To: Alice <sip:alice@atlanta.com>= From: Bob <sip:bob@biloxi.com>=
itag=a-tag itag=b-tag
call-ID: uy= To: Alice =sip:alice@atlanta.com>=
CSeq: 1 BYE ;tag=a-tag
Call-ID: xyz
CSeq: 1 BYE
U1l "‘confirmed’ Dialog State UZ ‘confirmed® Dialog State w2
Dialog ID Dialog ID {Bob)
call-1d ! HYZ cCall-1d ! HYZ
Local Tag : a-tag Local Tag : b-tag
Remote Tag : b-tag Remote Tag : a-tag
Local seqnum : 1 Local seqnum : 1
Remote seqnuni: 1 Remote seqnuni: 1
Local URI : sip:alice@atdanta.com Local URI : sip:bob@biloxi.com
Remote URI : sip:bob@biloxi.com Remote URI : sip:alice@atlanta.com
Remote target : sip:bob@u?Z.biloxi.com Remote target : sip:alice@ul.atdanta.com
Secure Aag P - Secure flag T -
Route Set : sip:pl.atdanta.com;lr Route Set : sip:p2.biloxi.com;lr

sip:p2.biloxi.com; Ir sip:pl.atlanta.com;lr
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Udalosti - Prezence

User Agent EE:_nfr
* Zapis k odberu
SUERORIEE > oznameni o udalosti
napr stavu jineho
< SR uzivatele (prezence)
NOTIFY * Zmena stavu vyvola
I"" poslani NOTIFY napt.
500 OK i Busy na Online
Ewant * SUBCRIBE zapoc¢ne
4— .
«— dialog a NOTIFY jsou v
jeho ramci
200 0K
g
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Autentizace a integrita

+ WWW Digest

- User-to-user (401 Unauthorized, WWW-
Authenticate,Authorization)

- User-to proxy (407 - Proxy authentication required, Proxy-
Authenticate, Proxy-Authorization)

* SIMIME
* TLS — Hop by Hop
* identity assertions

* Podminka zabezpecCeny “first hop™ - TLS
* Tokeny, SAML

* Podepsané hlaviCky
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NAT

* Klient za NATem vklada privatni IP adresu do zprav — Via,
Contact, SDP c-line,...

* Typy NAT — full cone, restricted cone, port restricted cone,
symmetric

* Reseni
— STUN
— TURN

— ICE

— Pomoc proxy serveru (nathelper, mediaproxy in ser
and openser)

— SBC+DBE
— ALG



Mo Forarde 100 INVITE

Record-Route: <sip:195.113.222.3;ftag=5DAA94E7;Ir=0n>. oy _ wug s ’

Via: SIP/2.0/UDP 195.113.222.3:branch=29hG4bK0a5d.90580ee2.0. PFO NAT dulezita mista

Via: SIP/2.0/UDP 195.113.134.233:5062;branch=z9hG4bK2E1FD348.

CSeq: 262 INVITE.

To: <sip:mamut@iptel.org>.

From: "Franta Vomacka" <sip:bbb@ces.net>;tag=5DAA94E7.

Call-ID: 379332994@195.113.134.233.

Subject: sip:bbb@ces.net.

Content-Length: 234.

User-Agent: kphone/4.2.

Contact: "Franta Vomacka" <sip:bbb@195.113.134.233:5062;transport=udp>.

Remote-Party-ID: "Franta Vomacka" <sip:950070101@ces.net>;party=calling;id-
type=subscriber;privacy=off; screen=yes.

v=0.

o=username 0 0 IN IP4 195.113.134.233.
s=The Funky Flow.

c=IN IP4 195.113.134.233.

t=0 0.

m=audio 33728 RTP/AVP 0 97.
a=rtpmap:0 PCMU/8000.

a=rtpmap:97 iLBC/8000.
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Troubleshooting
* logy
* ngrep -W byline port 5060
* tethereal -s 1600 -w teth.eth port 5060
* Ethereal —Statistics — VolIP calls

Graph Analysis

Time 195.113.134.233 195.113.222.3 Comment
0.000 mﬁmhwmrﬂm SIP From: sip:bbb@ces . net Tosip: 2346B0MEees . nat
N - ur call i 1m n us
@ | 0.035 :IE-_W—MI Fp— f50e0) SIP Status
. . 1 1
Ethereal: VoIP Calls 0.097 m::..—ﬂ_ﬂ_mmcﬂ s0e0) SIP Status
2.782 m,:—r—:m, SIP Request
. 1 1
Detected 2 VoIP Calls. Selected 1 Call, 2.826 (sosgyi——— e Ry, SIP Stale
2.880 437 Request Cancelied SIP Status
Start Time |Stop Time | Initial Speaker | From To 2rotocol | Packets | State ( 2.884 SIF Request

2.88 195.113.134.233  sip:bbb@ ces.net :234680499@ ces.n  SIP 7 CANCELLED
7.25 10.14 105.113.134.233  sip:bbb@ ces.net sip:224355280@ces.n - SIP 7 COMPLETED

Selected Call: From sip:bbb@ces.net To sip:234680499@ ces.net, starting time 0
Total: Calls: 2 Start packets: 0 Completed calls: 1 Rejected calls: 0

Prepare Filter A ][] I =]

@ Save As X Close
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SIP ,,trapezoid”

Domain alfa Domain beta
sip01.alfa sip01.beta

User A User B
sip:a@alf glp.b@bet
a

Enterprise vs. P2P

* Autentizace heslem a jiné metody vs. polohou

Identita Cloveka vs. stroje

* Domaci cast . DATA
Mezidoménova ¢ast, i vice nez jeden krok «— SIP
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Mezidoménova komunikace

zjisteni cilové adresy

* Cislo na Doménu
- Lokalni pravidla — prepisy
- ENUM — DNS

- SIP peering servery
- OSP,....

* Doména na IP adresu — DNS RFC3263
- NAPTR
- SRV
- AJAAAA
* Prima komunikace versus hierarchie (GDS)
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Co je ENUM

* Slouzi k mapovani ruznych adresovych a jmennych
prostoru mezi sebou

* Vychozim prostorem je prostor telefonnich cisel

* Cilovym prostorem muze byt jakékoliv URI (Uniform
Resource Indicator)

* Vyuziti (v IP telefonii)
- Prichozi — ostatni vam mohou volat a vy rikate ,kam"”

- Odchozi - Volate vy a nemusite mit kazdého ve svém lokalnim
smerovacim seznamu (informaci spravuje drzitel Cisla)

* ENUM neni telefonovani zadarmo
ENUM zlaty dul spammera !?
- Drzitel Cisla zverejnuje jen to co chce aby bylo vidét
- Dobre prohledatelny strom (pevné kroky, NXDOMAIN)
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Prostory ENUMu

Verejny Privatni

Uzivatelsky | e164.arpa nrenum

Operatorsky e164.info

ﬁCESN ET



aimECESNET
Priklad

* Vjmenném serveru pro 5.3.4.2.2.0.2.4.e164.arpa :

5 order pref flags service regexp replacement
IN NAPTR 100 50 "u" "E2U+h323" "!1A\\+420(.*)$'h323:\\1@cesnet.cz!"

IN NAPTR 200 50 "u" "E2U+sip" "!*"\\+420(.*)$'sip:\\1@cesnet.cz!"

IN NAPTR 300 50 "u" "E2U+smtp" "!*(.*)$!mailto:info@cesnet.cz!“

* Dotazujici SIP klient nebo server provede:
+420224352942 -> 2.4.9.2.5.3.4.2.2.0.2.4.e164.arpa
Obdrzi oba vysSe uvedené zéznamy a vybere si dle sluzby E2U+sip

Aplikovanim re%ularnl ho vyrazu ziska SIP URI
S|p 22435294 @cesnet cz

Pomoci SRV zaznamu je presmérovan na SIP server ser.cesnet.cz

* RFC 3401-3405, RFC3761, RFC3762, RFC3764, ...
* host -t naptr 9.9.4.0.8.6.4.3.2.0.2.4.e164.arpa
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Verejny uzivatelsky ENUM

* e164.apra - jeden oficialni strom
* Potreba kritického mnozstvi
* V CR v provozu

* Okolni zeme

- Rakosko,Nemecko, Polsko — v provozu
- Slovensko trial

* http://enumdata.org

ﬁCESN ET


http://crawler.enum.at/
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Mezidoménova komunikace

zjisteni cilové adresy

* Cislo na Doménu
- Lokalni pravidla — prepisy
- ENUM — DNS

- SIP peering servery
- OSP,....

* Doména na IP adresu — DNS RFC3263
- NAPTR
- SRV
- AJAAAA
* Prima komunikace versus hierarchie (GDS)
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* Doménova cast URI sip:
* RFC3263 Locating SIP servers

* “servisni” NAPTR zaznamy

Nalezeni SIP serveru

5 order pref flags service regexp replacement
IN NAPTR 1 5 "s" "SIPS+D2T" "" _sips. tcp.dom.cz.
IN NAPTR 2 5 "s" "SIP+D2T" "" _sip. _tcp.dom.cz.

IN NAPTR 3 § "s" "SIP+D2U" "" _sip._udp.dom.cz.


mailto:janru@dom.cz
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NAPTR

* Vychozi URI sip nebo sips — preference volajiciho
* NAPTR vyjaruje nabidku a preference volaného
* Sip URI je mozno ,,povysit”“ na TLS

* Pri selhani je mozné vyuzit dalSich protokolu —
Nikoliv u sips
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SRV zaznamy

* RFC 2782

* ,,ZzZaznam pro sluzby” - rozsirené MX
_sip._udp, _sip._tcp, _sips. _tcp, _sip. tis
. priority weight port server
_sip._tcp.dom.cz IN SRV 10
_Sip._udp.dom.cz IN SRV 10 5060 ser1.dom.cz.

0

0
_sips. tcp.dom.cz IN SRV 10 O 5061 ser1.dom.cz.
_Sip._tls.dom.cz IN SRV 10 0 5061 ser1i.dom.cz. ;M$

5060 ser1.dom.cz.
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DNSSEC

* Nastup DNSSEC - slepice nebo vejce
* Informaci je nutné dostat do aplikace

» Politika - Zadny nebo nevalidni DNSSEC zaznam =
zadna odpoved™?

* Nedostatek knihoven v aplikacich

- Vlozeni DNSSEC resolveru do cesty (BIND, unbound) tésné
pred sluzbu — na tomtéz stroji

* Dalsi mozna vyuziti
- Ulozisté certifikata ...

» Stav v CR - podepsané .cz i .0.2.4.e164.arpa
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Automaticky ,,podédéeny“ utoky v ramci IP
- Utoky na podptirné systémy - DNS

Utoky na infrastrukturu

Utoky na prvky infrastruktury (DoS, DDoS)
— Sip servery, brany

- rychlé vyCerpani nékterych prostredku napfiklad ISDN
linky do ustredny

Jednoduchost provedeni

- SIP uz sice davno neni jednoduchy, ale stale je dost
jednoduchy

Ostrovy vs. mezidoménova komunikace
- Email také nefunguje jen uvnitr firmy
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Utoky na signalizaéni Grovni

 Odposlech a skenovani

- lokalizace komponent a Cislovaciho planu
* DoS, DDoS

- vyuziti implementacnich chyb nebo jen zaplava
* Odposlech medii

- EIZVE" )éifrovénl’ (SRTP, ZRTP, problematika vymeéena
ICU
* Kradez identity (hesla) a zneuziti uctu

* http://www.voipsa.org
* http://sipp.sourceforge.net/
* http://www.tech-invite.com



http://www.voipsa.org/
http://sipp.sourceforge.net/
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Utoky na signalizaéni Grovni

« priklady
- Prevzeti Ci ukonceni registrace
- Pozmeéneni Ci ukonceni hovoru
- Podvrzeni identity (Caller ID)
- Upraveni SDP



REGISTER sip:cesnet.cz SIP/2.0.

Authorization: Digest username="user", uri="sip:cesnet.cz",

algorithm=MDSJ, realm="cesnet.cz",

nonce="43eeaeb76ebeecaeffbc7d4f4018aad59c5d282a",
response="9e83c39e8a7262901

Via: SIP/2.0/UDP

195.178.64.172:49252;branch=z9hG4bK.32f02bf2;rport.

From: sip:user@cesnet.cz;tag=6¢2c90b8.

To: sip:user@cesnet.cz.

Call-ID: 1814859960@195.178.64.172.

CSeq: 2 REGISTER.

Content-Length: 0.

Max-Forwards: 70.

Expires: 15.

Contact: sip:user@a.b.c.d:1234.

Registrace



INVITE sip:mamut@iptel.org SIP/2.0.

Max-Forwards: 10.

Record-Route: <sip:195.113.222.3;ftag=5DAA94E7;Ir=0n>.

Via: SIP/2.0/UDP 195.113.222.3;branch=z9hG4bK0a5d.90580ee2.0.
Via: SIP/2.0/UDP 195.113.134.233:5062;branch=z9hG4bK2E1FD348.
CSeq: 262 INVITE.

To: <sip:mamut@iptel.org>.

Content-Type: application/sdp.

From: "Franta Vomacka" <sip:bbb@ces.net>;tag=5DAA94E?.

Call-ID: 379332994@195.113.134.233.

Subject: sip:bbb@ces.net.

Content-Length: 234.

User-Agent: kphone/4.2.

Contact: "Franta Vomacka" <sip:bbb@195.113.134.233:5062;transport=udp>.

Remote-Party-ID: "Franta Vomacka" <sip:950070101@ces.net>;party=calling;id-

type=subscriber;privacy=off; screen=yes.

v=0.

o=username 0 0 IN IP4 195.113.134.233.
s=The Funky Flow.

c=IN IP4 195.113.134.233.

t=0 0.

m=audio 33728 RTP/AVP 0 97.
a=rtpmap:0 PCMU/8000.

a=rtpmap:97 iLBC/8000.

INVITE



ST ACK BYE

ACK sip:234680499@147.32.240.25:5060 SIP/2.0.

Via: SIP/2.0/UDP 195.113.150.170:5060; branch=z9hG4bK-62fa494f.
From: "janru" <sip:janru@cesnet.cz>;tag=d71ce015c904084do0.
To:<sip:234680499@cesnet.cz>;tag=fcbce42a-a00c-4e6e-9208-8d4aafa39602-25051818.
Call-ID: 21bf1b5-b267232d@195.113.150.170.

CSeq: 102 ACK.

Max-Forwards: 70.

Route: <sip:195.113.144.245;ftag=d71ce015¢c904084do0;lr=on>.
Contact: "janru” <sip:janru@195.113.150.170:5060>.

User-Agent: Linksys/SPA942-6.1.5(a).

Content-Length: 0.

BYE sip:234680499@147.32.240.25:5060 SIP/2.0.
Via: SIP/2.0/UDP 195.113.150.170:5060; branch=z9hG4bK-1cfe22de.

From: "janru" <sip:janru@cesnet.cz>; tag=d71ce015c904084do0.
To:<sip:234680499@cesnet.cz>; tag=fcbce42a-a00c-4e6e-9208-8d4aafa39602-25051818.
Call-ID: 21bf1b5-b267232d@195.113.150.170.

CSeq: 103 BYE.

Max-Forwards: 70.

Route: <sip:195.113.144.245; ftag=d71ce015¢c904084do0;lr=on>.

User-Agent: Linksys/SPA942-6.1.5(a).

Content-Length: O.



ﬁCESN ET

RTP manipulace

v=0

0=-02IN IP4 158.196.192.32
s=CounterPath Bria

c=IN IP4 158.196.192.32

t=0 0

m=audio 58940 RTP/AVP 0 8 3 101
a=sendrecv

a=rtpmap:0 PCMU/8000
a=rtpmap:8 PCMA/8000
a=rtpmap:3 GSM/8000
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

Pozor na hodnotu Content-Length

v=0

0=-02IN IP4 195.113.113.147
s=CounterPath Bria

c=IN IP4 195.113.113.147

t=0 0

m=audio 57890 RTP/AVP 0 8 3 101
a=sendrecv

a=rtpmap:0 PCMU/8000
a=rtpmap:8 PCMA/8000
a=rtpmap:3 GSM/8000
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15



%CESNET
SPIT

* Hovory, IM, Prezence

* Hovor = zvoneéni telefonu, které okamzite vyrusi

- Mail ,jen” spadne do schranky
ZATIM neni moc videt

- Ostruvky

- Cena je vysSi nez u emailu, ale nizsi nez PSTN, nekteré
typy ochrany lze prekonat botnety.

- Dulezité je nezaspat — nesmime se dostat do situace, jaka je
u mailu, ale uzavrené ostruvky nejsou reseni.

IETF EG — RUCUS

- Pruzkum navrhovanych metod a standardizace téch
efektivnich

RFC5039 SIP s SPAM
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Podstata komunikace v realném cCase
- Odlozeni do fronty je problém
- Obrana vs. mozné omezeni dostupnosti sluzby
* Whitelisty, Blacklisty, Greylisty ...
Problém pocatecniho predstaveni iniciatora
Interakce s uzivatelem
- CAPTCHA (IVR),
- vypocetni zatez — problém pomeru vykonu zarizeni
- mikroplatby

* Silna identita jako podminka fungovani predchozich
bodu pro naslednou komunikaci

* Centralizovana architektura jako u PSTN

Metody obrany



ﬁCESN ET

* Silna = duvéryhodna identita
 Domaci cast - prvni krok
- nahrazeni Ci zabaleni HTTP Digest

- TLS — perzistentni spojeni - ,obalka”,
klientské certifikaty, chrani i odpovédi

* Mezidoménova identita — obdoba DKIM
- TLS — Hop By Hop — omezené na 1 skok
- P-Asserted-Identity je nedostacujici
- SIP Identity (RFC4474) a SIP SAML
- Princip vlozeni doménoveho podpisu

Metody obrany Il

nutne nemusi byt



%ﬁ—@ntiSPlT and its implementation into Asterisk
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¢ SIP identity

* Persistentni SIP hlavicky podepsany hrani¢nim SIP
elementem

* Ovéritelna identita pres vice skokl bez nutnosti dlivéry
mezi skoky

* Pro vlozeni je treba

- Definova sadu hlavicek (RFC) — rozsifitelnost?
- Politiky — kdo muze podposi viozit
- Zabezpeceny prvni skok - TLS.

* Nejen cilova proxy muze ovérit identitu
* Problémy

- Jen pro odpovedi
- Cisla (nemaji jednozna&nou vazbu na doménu)
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] SIP identity II

* Zajimavé hlavicky

sip:alice@atlanta.example.com|sip:bob@biloxi.example.org|a84b4c76e66710|
314159 INVITE|Thu, 21 Feb 2002 13:02:03 GMT]alice@pc33.atlanta.example.com|
v=0

o=UserA 2890844526 2890844526 IN IP4 pc33.atlanta.example.com

s=Session SDP

c=IN IP4 pc33.atlanta.example.com

t=00

m=audio 49172 RTP/AVP 0

a=rtpmap:0 PCMU/8000

* Vlozeny podpis

Identity:"kjOP4YVZXmF0X3/4RUfAG6ffwbVQepNGRBz58b3dJq3prEV4
h5GnS4F6udDRCI4/rSK9cl+TFv45nu0Qu2d/0OWPPOvvc3JW
wuUmHrCwGwC+HW7fOWnC07QKgQn40uwg57WaXixQev5
NOJfoLXnO3UDoum89JRhXPAIp2vifJbD4="
Identity-Info: <https://atlanta.example.com/atlanta.cer>;alg=rsa-sha1
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* Rozsireni RTP

- Duvérnost
- Autenticita

SRTP

arithenticated
ercrypied
V |PX|cC M| PT | sequence number
timestamp
SSRC 1d

CSRC 1ds {optional)

RTP extension {optional)

payload

SPI {(optional)

authentication tag (optional)
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Distribuce master klice

* Primo v SDP SDES RFC4568

— a=crypto:1 AES_CM 128 HMAC_SHA1 32
g)clérg?\l:WbTBostUZqE56thhn+m3z7WUh4RJVR8nE1

— Slabé nebo vubec nechranéno
— TLS? Jen Hop by hop
 MIKEY RFC3830

— E2E bezpecCnost

— Jednoduse a efektivné (malo pasma, kodu, zatéze, kroku
komunikace — Initiator | a Responder R Message )

— Moznost tunelovani (vnoreni do sestaveni spojeni, SDP)
— Nezavislost na transportnim protokolu nizsi vrstvy

+ ZRTP
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* DH
* Kratky autentizacni kéd SAS
* Hash pres utajované hodnoty a kratky kod

* Hodnota pouzita jen jednou a cast ulozena pro
forward secrecy

* Ochrana pro MitM

* Postup

- Detekce podpory ZRTP
- Vyména symetrickych klicu
- Pfepnuti do SRTP

ZRTP
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Dekuji za pozornost

Diskuze
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