PB173 — Ovladace jadra — Linux

Jiti Slaby
ITI, Fakulta Informatiky

4.10. 2011

J. Slaby (ITI) PB173/02 4.10. 2011 1/13



Ladéni jadra

(zastarala)

@ Ladicimi vypisy

@ Vystupem pres soubor (obsah velkych buffert apod.)
@ Pad = analyza Oops

@ Regrese = git bisect

@ Automatické nastroje

@ (Debugger — kgdb a dalsi)

° ...
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Vypisy

@ printk jiz zname
@ Pred formatovaci retézec se vklada KERN_*

o Retézec ve formé <¢islo>
e Sdéluje uroven (dulezitost) zpravy
o Definované v linux/kernel.h

’ Dulezitost ‘ Konzole \ /var/log/* \ dmesg ‘

vysoka ANO ANO ANO
normalni | NE ANO ANO
ladici NE NE ANO
| zapisuje | jadro | syslog* | jadro |

Obvyklé nastaveni
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Nastaveni vypisU

@ dmesg nhastavit nelze

@ Nastaveni syslogu zavislé na systému
@ Nastaveni konzole
@ /proc/sys/kernel/printk
o 4 Cisla:
@ Zorévy s vyssi drovni se objevi na konzoli (dmesg —n)
@ Zpravy bez Grovné dostanou tuto
© Minimum pro bod 1
© Nevyuzito
e Hodnota 8 = vSechno déni
@ Napf. pfi ,hard-locku”
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Urovné — zavér

Demo: pb173/03 + /proc/sys/kernel/printk + dmesg -n

@ Nechceme 10G /var/log/messages (DEBUG)
@ Nechceme spoustu hlasek na konzoli (WARNING, ERR)
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Cil vypisu

@ ttyO-tty* (co kdyz stroj umfe?)

@ Sériova konzole (ttys¥)

@ Sitova konzole (netconsole)

@ VS8echno, co se zaregistruje pomoci register_console

Nastaveni pomoci parametru jadra (modulu)
@ console=ttyl
@ console=ttyS0

@® netconsole=...

Documentation/console/console.txt
Documentation/serial-console.txt
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@ Na hostovi:nc -ul 0.0.0.0 60000
@ dhclient, je-li tteba
© dmesg -n 8 (vypisovat vse)
@ modinfo netconsole
© modprobe netconsole
netconsole=@/, 60000@10.0.2.2/
O Napf. echo h >/proc/sysrg-trigger
Vice informaci v Documentation/networking/netconsole.txt
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Nevyhody vypisu

@ Mnoho dat

@ Znepfehlednéni (typické pro ACPI, iwlwifi)

e Nestiha se posilat na konzoli (ztrata informaci)

o Regdeni (Caste€né): if (printk_ratelimit()) printk();
@ Binarni data

e dmesg zobrazuje jen textova data
@ Reseni (Caste€né): print_hex_dump_bytes (linux/kernel.h)
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debugfs

@ VétSinou v /sys/kernel/debug/
o Pokud ne: mount -t debugfs none /sys/kernel/debug/
@ Documentation/filesystems/debugfs.txt
@ linux/debugfs.h
@ debugfs_create_dir,
debugfs_create_file (file_operations),
debugfs_create_symlink,

debugfs_createu{8,16,32,bool},
debugfs_remove

@ Lze sipfedat data, jsou pak v inode->i_private v open
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@ Vytvorit adresar
© Vytvorit v ném soubor (u16)
e Vraci napf. 11320

© Prelozit, vlozit do systému
© Predist soubor

J. Slaby (ITI) PB173/02 4. 10. 2011 10/13



SysRq

@ System-request (Alt-PrintScreen)
@ Funguje (vétsinou) i po padu systému
@ Zapnuti: sysctl kernel.sysrg=1

@ Documentation/sysrqg.txt

h zkracena napoveda

r sreset klavesnice”

p vypis tras procesu na CPU
t vypis tras vSech procesu
w

S-

vypis blokujicich procesu
u-s-b | sync + unmount + reboot

Pfiklady SysRq

Pozn.: v Qemu Ize vyzkou$et v ovladaci konzoli (Ctrl-Alt-2) pfikazem
sendkey alt-sysrg-p
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strace

@ Chci-li znat komunikaci jadro <> program
® man strace

@ Zachytava syscally

@ Vypisuje jejich parametry na STDOUT

Demo: strace -e open,read cat .../debug/...
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Analyza Oops

my_init(void) { char xptr = (void x)5; xptr = 5; }

BUG: unable to handle kernel NULL pointer dereference at 00000000000005

IP: [<ffffffffa0039042 >] my_init+0x12/0x30 [pb173]

PGD 3daff067 PUD 3c¢713067 PMD 0

Oops: 0002 [#1] SMP

last sysfs file: /sys/devices/system/...

CPU 0

Modules linked in: pb173(+) mperf fuse .

Pid: 2506, comm: insmod Not tainted 2.6.36-—rc4—16—default #1 /Bochs

RIP: 0010:[< ffffffffa0039042 >] [<ffffffffa0039042 >] my_init+0x12/0x30
[pb173]

RSP: 0018:ffff88003c741f28 EFLAGS: 00010292

RAX: 0000000000000017 RBX: ffffffffa0039180 RCX: 0000000000000e91

CR2: 0000000000000005 CR3: 000000003bb47000 CR4: 00000000000006f0
Process insmod (pid: 2506, ...)

Stack:

Call Trace:

[<ffffffff810002da >] do_one_initcall+0x3a/0x170
[<ffffffff8108f69a >] sys._init_-module+0xba/0x210
[<ffffffff81002efb >] system_call_fastpath+0x16/0x1b
[<00007fc3386320ba>] 0x7fc3386320ba

Code: ... e8 63 c8 41 el <c6> 04 25 05 00 00
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