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Chyby soubéhu, zamky

(zastarala)

@ Chyba zavisla na na¢asovani/prokladani operaci

int xaddr;
int a = load(addr);

a=a+ 1;
store (a, addr);

Ukazkovy kod
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Ptiklad chyby soubéhu

int a = load(addr);

a=a+1;
store (a, addr);

VIdkno A | Vlakno B
int a = load(addr);
a=a+ 1;
<schedule>
Viakno A Viakno B
int a = load(addr); int a = I10_ad(addr);
a=a+ 1; a=a~+ 1,
’ store (a, addr);
Viakno A Vidkno B
int a = load(addr); | int a = load(addr);
a=a+ 1; a=a+ 1;
store (a, addr);

store (a, addr);
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Reseni chyb soub&hu

@ Atomickou operaci ve stylu 1load_inc_store

@ Nutna podpora CPU
@ Ne na vSechno jsou operace (vesmés jen +, -, load, store)

@ Kritickou sekci
o Kus kodu vykonavany max. jednim procesem
o Zamky

@ Read-copy-update (RCU)
e Podrobnosti v LDD
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Atomické operace, bitmapy
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Atomické operace

asm/atomic.h, Documentation/atomic_ops.txt
atomic_t a = ATOMIC_INIT (5)
Pojme 32 bitl se znaménkem (int) (historicky jen 24)

atomic_read, atomic_set

atomic_add, atomic_inc, atomic_sub, atomic_dec,

atomic_*_return a dalsi (LXR)
int xaddr; ) .
atomic_t a;

int a = load(addr); =
a=a+ 1;
store (a, addr);

atomic_inc(&a);
/+* nebo atomic_add (1, &a); x*/

Reseni pomoci atomickych operaci

@ atomic64_t (drahy na 32-bitu)
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@ Definice jednoho atomic_t vmodule_ init
@ Nastavit hodnotu na -3 (nejlépe staticky)

© Atomicky: pri¢ist 1 a precist hodnotu

© Prectenou hodnotu vypsat do logu

© Pricist 3

O Odegist 1

@ Precist hodnotu a vratit jako navratovou
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Atomické bitové operace

Staci-li 1 bit namisto int

linux/bitops.h, Documentation/atomic ops.txt
unsigned long a = 0, popf. DECLARE BITMAP (a, 1000)
set_bit, clear_bit, test_bit

test_and_set bit, test_and_clear_bit

linux/bitmap.h

__set bit, _clear_ bit

bitmap_zero, bitmap_fill, bitmap_copy

bitmap_-OP, kde OP € {and, or, xor, andnot, complement}
bitmap_empty, bitmap_full, ...
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@ Definice bitového pole o 100 bitech

@ Vymaz pole (bitmap_zero)

© Nastaveni 2., 63. a 76. bitu

© Vypis longu (%1x) s 63. bitem (pole [BIT_WORD (63) ] z LXR)
© Vypis celého pole (bitmap_scnprintf)

© Vypis longl obsahujici 1 bity (for_each_set bit z LXR)

@ Vypis pozice 1. nastaveného bitu (find_first bit)
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@ Spinlocky
o Cekani ve smyéce (pozira strojovy &as)
@ Rychlé, nesmi se uvnitf spat (Cekat)

@ Mutexy

e Spici, fronta ¢ekatell
e Pomalejsi nez spinlock (viz _mutex_lock_common)

@ Semafory

@ Podobné mutexdm
e Pocitadlo (jsou rekurzivni
o Dnes se pouzivaji vyjimecné

@ Monitory (java) ...
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Zamky v jadre — spinlocky

@ linux/spinlock.h, Documentation/spinlocks.txt
@ DEFINE_SPINLOCK (lock), spinlock_t lock
@ spin_lock, spin_unlock

@ Podobné pthread spinlockim

DEFINE_SPINLOCK (addr_lock) ;
int xaddr; Int xaddr;
spin_lock (&addr_lock) ;
int a = load(addr);
a=a+ 1;

store (a, addr);
spin_unlock(&addr_lock) ;

int a = load(addr); =
a=a+1;
store (a, addr);

Reseni pomoci spinlockti
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Spinlocky a preruseni

Vlakno | Prerugeni
spin_lock(&addr_lock) ; .
<interrupt> spin_lock (&addr_lock) ;

spin_unlock(&addr_lock); | // """ deadlock """
. spin_unlock(&addr_lock) ;

@ Zakaz preruseni, poté spinlock

Vlakno | Prerugeni
spin_lock_irqg(&addr_lock) ;
// interrupt cannot trigger .
spin_unlock_.irq(&addr_lock); | spin_lock(&addr_lock);

é.p-in,unlock(&addr,lock) ;
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Zamky v jadre — mutexy

@ linux/mutex.h
@ DEFINE_MUTEX (name)

@ mutex_lock, mutex_unlock

@ Pferusitelné varianty
e Signal prerusi ¢ekani

o Tyto funkce vraceji hodnotu ne/mam zamek

@ Podobné pthread mutexim

int xaddr;

|nt a = load(addr);
a=a+ 1;
store(a, addr);

=

DEFINE.MUTEX(addr_lock) ;
int xaddr;

mutex_lock(&addr_lock) ;
int a = load(addr);
a=a+ 1;

store (a, addr);
mutex-unlock(&addr_lock) ;

Reseni pomoci mutexti
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Zamky v jadre — ostatni

linux/semaphore.h
Viceméné nepouzivat
Pozor: DECLARE_MUTEX (lock)

down, up

e NEPOUZIVAT
e V novych jddrech uz ani neni

@ Hrubozrnny zamek
@ Pochazi z dob poc¢éatku Linuxu

@ lock_kernel,unlock_kernel
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@ Globalni buffer

@ 2 znakova (i misc) zafizeni
o 1 implementuje . read
o 1implementuje .write

@ Zapis
@ Umoznén max. po 5 znacich (.write vraci max. 5)
@ Spi 10 ms po kazdém zapisu znaku do bufferu (msleep z
linux/delay.h)
e Cteni
e Vrati naraz celych 128 B (je-li count dostate¢né velky)
o Musi vidét zmény pouze po 5 znacich (az na posledni pétici)

@ Vyzkousejte

Pozn. 1: prace s offp v pb173/04
Pozn. 2: odevzdat s domacim
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Deadlock

@ 4 podminky uvaznuti
@ Jadro spoléha na programatora, ze k nému nikdy nedojde
@ LOCcKDEP

@ Dynamicky mechanismus hledani chyb v zdmcich

@ Obvyklé typy chyb: ABBA, AA
@ Obvyklé chyby: lock + 1 f + return
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DalSi problémy zamku

@ Zpomaluji kriticky kéd
o Reseni: odstranit zamky
o Napf¥. kruhovymi buffery
@ Nevhodna granularita
o Jeden zamek na vSechno vs. jeden zamek na jednu ¢innost
e Napf. BKL, nebo naopak zamky kazdého registru
@ Zahlceni

@ P¥ili§ mnoho procest ¢eka na zamek
o Lze fesit ptechodem na COW, RCU, RW zamky, . . .
o Napft. vSechny procesy Cekaji na tasklist_lock
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