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Objectives
Encounter and describe the limitations of RIPv1’s
limitations.

Apply the basic Routing Information Protocol Version
2 (RIPv2) configuration commands and evaluate
RIPVv2 classless routing updates.

Analyze router output to see RIPv2 support for VLSM
and CIDR

ldentify RIPv2 verification commands and common
RIPVv2 issues.

Configure, verify, and troubleshoot RIPv2 in “hands-
on” labs
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= Chapter focus

-Difference between RIPv1 & RIPv2

=RIPv1
-A classful distance vector routing protocol
-Does not support discontiguous subnets
-Does not support VLSM
-Does not send subnet mask in routing update
-Routing updates are broadcast

*RIPv2

-A classless distance vector routing protocol that is an
enhancement of RIPv1’s features.

-Next hop address is included in updates
-Routing updates are multicast
-The use of authentication is an option
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Introduction

= Similarities between RIPv1 & RIPv2

-Use of timers to prevent routing loops

-Use of split horizon or split horizon with poison
reverse

-Use of triggered updates

-Maximum hop count of 15
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RIPv1 Limitations
= Lab Topology

= Scenario:
=3 router set up
*Topology is discontiguous

10.1.0.016

*There exists a static summary
route

=Static route information can be Faﬂi{mi
Injected into routing table updates S0
using redistribution. 203,165 200 226130

=Routers 1 & 3 contain VLSM
networks 172,304 D24

=040

172.30.200 32725

172302024

N

192 1658.0.0/24

192 168.1 0124
Summary Static [ 490 963 2 0/24
Rowute to

192.168.0.016

209.165.200 232530

S04 172.30.100.0/24

La 172301100024
172.30.200 16025
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RIPv1 Limitations

192.1658.0.0/24

Scenario Continued

Summary Static [ 452 155 2 0/24
Rowute to .

VLSM

-Recall this is sub netting
the subnet

172.30.1.0024 =004 172.30.100.0524

Private IP addresses are
on LAN links

17230200 32i28

172.30.2.0024 Lod 172.3011000:24

172.30.200.16/28
RFC 1918 Private Addresses

PUbIIC IP addresses are Class Prefix/Mask Address Range

used on WAN |inkS A 10.0.0.0/8 10.0.0.0 to 10.255.255.255
B 172.16.0.012 172.16.0.0 to 172.31.255.255
C 192.168.0.0116 192.168.0.0 to 192.168.255.255

Loopback interfaces

Used for private IP addressing

Cisco Example IP Addresses

SINEsearevirtal

interfaces that can be 209.165.200.224/27 209.165.200.224 to 209.165.200.255
. 209.165.201.0/27 209.165.201.0 to 209.165.201.31
plnged and added to 209.165.202.128/27 209.165.202.128 to 209.165.202.159

rO utl n g tab I e Used for public IP addressing when needed for example purposes.
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RIPv1 Limitations
= Null Interfaces

*This is a virtual interface that does not need to be
created or configured

-Traffic sent to a null interface is discarded

-Null interfaces do not send or receive traffic

= Static routes and null interfaces

=null interfaces will serve as the exit interface for
static route

-Example of configuring a static supernet route with a
null interface

-R2(config)#ip route 192.168.0.0 255.255.0.0 NullO
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= Route redistribution

RIPv1 Limitations

-Redistribution command is way to disseminate a
static route from one router to another via a routing

protocol

-Example

R2(config-router)#redistribute static

1582.168.0.0/24

192.1658.1.0024
Summary Static 1921652 0124

10.1.00186

Route to
192.168.0.016
=0/0m
209165 200228130 209165 200232130

172.30.1.0524 50404 172301000024

172.50.200 5228
Lal 1723011000724
172.30.200.16/28

172.30.2.0024

Additional RIPv1 Configurations

Rl {config) $fronter rip
El{config-rouvter) #network 172.30.0.0
Eliconfig-router) #network 209.165.200.0

Ri(config)$#ip route 192.168.0.0 255.255.0.0 omll0
RZ (config) $ronter rip

RZ (config-router) #redistribute static

RZ {config-rovter) #network 10.0.0.0

RZ {config-rouvter) #network 209.165.200.0

Static route configured and redistributed. ‘

R3(config) fronter rip
Ei{config-rouvter) #network 172.30.0.0
Ei{config-rouvter) #network 209.165.200.0
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RIPv1 Limitations

= Verifying and Testing Connectivity
Use the following commands:
= show ip interfaces brief
" ping
= traceroute
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RIPv1 Limitations

= RIPv1 — a classful routing protocol
-Subnet mask are not sent in updates
-Summarizes networks at major network boundaries

-if network is discontiguous and RIPv1 configured
CO nve rg e n Ce Automatic Summarization
will not be reached

3
Fao/1 172.30.200.32/28 )
172.30.2.024 s 172.30.110.024

172.30.200.16/28
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RIPv1 Limitations

Examining Discontiguous Networks

=Examining the routing tables

192 168.0.0024
192 168.1.0524

Summary 192.168.2.0024

Static Route
to 192.168.0.016

-To examine the contents of
routing updates use the

=000 192.168.255.002

208.165.200.232530

172.30.100.0024

debug |p rlp Command 172.30.1 0izé

= If RI PVl IS 172.30.2.0024
configured then

172.30.200.32028 172301100024

Lol
172,30 200 16/28

Rl ¢debug ip rip R2 is not advertising 172.30.0.0 to R1 or R3.

RIP protocol debugging iz on

SUbnet ma_S kS Wi” not be RIP: received vl update from 209.1e5.200.230 on Seriall/0/0

172.30.0.0 in 1 hopa

included With the RIP: received vl update from 209.1e5.200.234 on Seriall/{/1
172.30.0.0 in 1 hopa

R
network address RIF: sending vl update to 255.255,255.255 via Serial0/0/0 (209.165.200.229)
RIP: build update entries

network 10.0.0.0 metric 1

aubnet 204.165.200,232 metric 1
RIP: sending vl update to 255.255,255.255 via Seriall/0/1 (209.165.200,233)
RIP: build update entries

network 10.0.0.0 metric 1

aubnet. 204,165,200, 228 metric 1
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RIPv1 Limitations

= RIPv1 does not support
VLSM

Reason: RIPv1 does not

send subnet mask
In routing updates

= RIPv1 does summarize
routes to the Classful
boundary

Or uses the Subnet mask
of the outgoing interface
to determine which
subnets to advertise

RIPv1 Updates Do Not Support VLSM

205165 .200.232/30

i 172.30.100.0/24

Falil

Lo oo 2 17230 11 3
172.30.200 3228 o1 172.30.110.0:24

172,30 200.16/28

Rifdebug ip rip
RIF o f ol detugging i
RIP: zending wl update t 255 255,255,255 FaztEthern
RIF: bu l"i update entriss

network 13 0.0.0 metri 2

subnet 172.30.110.0 me t el

network 209,165.200.0 metric 1
RIP: smending vl update to 255.255.255.255 via
RIP: build update entriss

et0/0 (172.30.100.1)

Seriall/0/1 (208.165.200.234)

network 172.30.0.0 matric 1

Because 172.30.110.0 has the same subnet mask as the outgoing interface on 172.30.100.0, B3 includes
172.30.110.0 in updates to R4



atfran ]

CISCO.

RIPv1 Limitations

= No CIDR Support

= In the diagram R2 will not
Include the static route In its
update

Reason: Classful routing
protocols do not support
CIDR routes that are
summarized with a smaller
mask than the classful
subnet mask

R2 Routing Configuration

R2 has a static route and is configured to redistribute that static route in RIP updates,
RZ (config) frouter rip 1010046

182.168.0.024
1821631024

R2 (config-router) fredistribute static Summary 1921682004
R? |config-router) fnetwork 10.0.0.0 Static Route B
k2 {config-router) fnetwork 209.166.200.0 . p
k2 (config-router) fexit to WLAGA16
82 (config) fip ronte 192,168.0.0 255,255.0.0 mll0
£3 255014
209.165.200. 228030 209.185.200. 232030

172301 0124 172301000024

1723010024

172302003228

1723020024 1723020016728

RZfghow ip route
Codea: C - comnectad, 5 - statlc, I - IGRE, R - RIE, M - mobils, 2 - BGF
<output omitieds
R 172.30.0.0/16 [120/1] wia 209.165.200.230, 00:00:09, Seriald/0/0
[120/1] wiz 208.165.200.234, 00:00:11, Seriall/0/1
209.165.200,0/30 1s subnetted, 2 subneta
¢ 209.165,200,232 iz directly conpected, Seriall/0/1

C 209,165.200,228 is directly connected, Seriall/0/0
10,0.0.0/1¢ i subnetted, 1 subnats
C 10,1.0.0 is directly connected, FastEthernstl/0

5 192,168.0.0/16 15 directly connected, Nulll
R1ig not receiving the static route from R2,

Rlfshow ip route
<output omitted>

172.50.0.0/24 iz subnetted, ! subnets
C 172.30.2.0 ia directly connected, FastEthernet(/1
C 172.30.1.0 is directly connectad, FastZthernet(/0
209.165.200,0/30 18 subnetted, 2 subneta
E 208,165,200.232 [120/1] via 209.165.200.229, 00:00:16, Seriall/0M0
C 209.165,200,228 is directly comnected, Seriall/0/0
R 10G0.0.0/8 [120/1] wia 209,165.200.228, 00:00:1¢, Serial0/0/0

The static route is in the routing table for R2.
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Configuring RIPv2
= Comparing RIPv1 & RIPv2 Message Formats

-RIPv2 Message format is similar to RIPv1 but has 2
extensions

=1st extension is the subnet mask field
=2nd extension is the addition of next hop

Comparing RIPv1 and RIPvZ? Message Formats
RIF
" Commana=tor2 | S e .
Address family identifier (2 = IP) hust be zero
Route IF Address (Retwark Address)
Eritry hust be zero
hust be zera
Metric (Haops)
L hMultiple Route Entries, up to a maximum aof 25
RIPw2

1 7 8 15116 2324 x|
Address family identifier (2 = IP)
Route IP Address (Metwork Address)
Entry
Metric (Hops)

Multiple Route Entries, up to & maximum of 25
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Configuring RIPv2

= Enabling and Verifying RIPv2
= Configuring RIP on a Cisco router

By default it is running RIPv1

3 .Cisscci' Netwerkirigﬂademy'
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Configuring RIPv2

19216500724
19216510724

[ | Configuring RIPV2 On a RIPv2 Configuration

1010016

Cisco router
to 192.168.0.016
- - =00 652550724
-Requires using the
209165 200.228730 209165 200.232730

version 2 command

-RIPv2 ignores RIPv1
updates

El {config) frouter rip

" " ., . Sending updates every 30 seconds, next due in 1 seconds
| TO Verlfy RI PV2 IS Bl {config-router) #version 2 Invalid after 180 ssconds, hold down 180, flushed after 240
COutgoing update filter list for all interfaces is
Incoming update filter list for all interfacea is

1 —~ - Redistributing: static, rip
CO n Ig u re u Se e RZ(config) frouter rip Default wersion control: send wersion 2, receive wveraion 2

17230110024 172.30.100.0/24

17230110.0/24

172.30.200.32028
Lol
172.30.200 16128

R2 After RIPv2 Configuration:

Ritshow ip protocols .
Fouting Protocol iz "rip” BiRuAignorea Rig updates

RZ {config-router) fversion 2 Interface Send Recv Triggered RIP Key-chain
Seriall/0/0 2 2
Seriall/0/1 2 2

Butomatic network summarization is in effect

show ip protocols == e

R3{config-router) #version 2 209165, 200.0

Pazaive Interfacels):

CO m m a,n d FastEthernetl/0

Routing Information Sources:

Gateway Distance Last Update
209.165.200,234 120 00:00:03
209,165, 200,230 120 00:00:17

Distance: (default is 120)
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Configuring RIPv2

19216600524
1921661 0524

101.00016

Summary 192.168.2.0024
Static Route
to 192.168.0.0/16
- 500 '
= Auto-Summary & RIPv2
209.165.200.225/30 209.165.200 232730

= RIPv2 will automatically
summarize routes at
major network
boundaries and can
also summarize routes [T -

Gateway of last resort is not set

172.30.100.0724

172.30.200 32528 172.30.110.0024

Lot

172.30.20724 17230 2001 628

172.30.0.0/24 iz subnetted, 2 subnets

[l
C 172.30.2.0 ia directly connected, Loopback(
172.30.1.0 i= directly connected, FastEthernetd/0

209.165.200.0/30 is subnstted, 2 subnet:

209.165.200.232 [120/1] via 209.155.5-30‘229, 00:00:04, Serialld/0/0

R

c 209.165.200.228 is directly connected, Serial0/0/0

- R 10.0.0.0/@ [120/1] via 209.165.200.229, 00:00:04, Serial0/0/0

IS Sma er t an t e R 192.166.0.0/16 [120/1] wia 209,165,200.229, 00:DD:04, Serial/0/D
—————  R1 still sending summary route but now with subnet mask 16. —
Rlfdebug ip Tip

RIP protocol debugging is oa

R1#
RIF: sending v2 update to 224.0.0.9 wia Serial/0/0 (209.165.200.230)
RIF: build update sntriss
172.30.0.0/16 wia 0.0.0.0, metric 1, tag O
R1#

<output omitted for brevity>

RIP: received v? updste from 209.165.200.22% on Seriall/0/0
10.0.0.0/8 wia 0.0.0.0 in 1 hops
192.168.0.0/16 via 0.0.0.0 in 1 hops
209.165.200.232/30 via 0.0.0.0 in 1 hops

<output emitted for brevity>

show ip protocols command verifies auto summarization. -

Rl#show ip protocols
Routing Frotocol is "rip”
Sending updates every 30 seconds, next due in 20 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Fedistributing: rip
Default wersicn control: send version 2, receive veraion 2

Rldebug ip rip Supernets are now included in RIPv2 updates.

RIP protocol debugging is on
+

RIP: sending w2 update to 224.0.0.9 viz SerialQ/1/0 (209.165.200.230)
RIP: build update entri

Interface Send Fecv Triggered RIP Key-chain 172.30.0.0/16 via 0.0.0.0, metric 1, tag 0
FastEthernst(/0 2 2 R1# o
gasgstnernet-af’l 2 2 <output omitted for brevikbys

Seriall/1/0 2 2 RIP: received v2 update from 209.165.200.229% on Serial0/1/0

Automatic network summarization is in effect
Maximum path:

10.0.0.0/8 via 0.0.0.0 in 1 hops

192.168.0,0/16 wia 0,0.0.0 in 1 hops

209.165.200.232/30 via 0.0.0.0 in 1 hops
<output omitted for brevitys
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Configuring RIPv2

No Automatic Summarization

192.165.0.0/24
192165810524

10100018

= Disabling Auto- T .
Summary in RIPv2

- TO disable automatic 209465200 22850 209 165200 252/30
summarization issue 172301 D124 17230100 0724

the no auto-summary
command

Rl (zontig) frouter rip
Rl ({zonfig-router)$no anto-summary
Rl (config-router) fend
Rl{show ip protocols
Routing Protocol iz “rip®
<output omitted for brevity:
Default version control: send version 2, receiwve version 2

172301100724

172.30.200.32028
Lol
172.30.20016/28

Interface Send Recv Triggered RIF EKey-chain
FastEthernat(/0 2 2
FastEthernat(/1 2 2
Berizll/1/0 2 2

Auvtomatic network summarizaticn iz not in effect
<output omitted for brevitys>

RZ(contig) $router rip
RZ(contig-router)# no anto-summary

E3{config) frouter rip
R3(config-router) $no anto-summary



Configuring RIPv2

= Verifying RIPv2 Updates
= When using RIPv2 with automatic summarization turned off

Each subnet and mask has its own specific entry, along
with the exit interface and next-hop address to reach that
subnet.

= To verify information being sent by RIPv2 use the

debug ip rip command
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VLSM & CIDR

R3 Debug CGutput

209.165.200.232/30

= RIPv2 and VLSM
= Networks using a VLSM IP

172.30.200.32/25

S0 172.30.100.0/24

an/o

All Subne

172.30.110.0/24

Lo

addreSSing SCheme 172.30.200.16/28

R3 Debug Output

Use ClaSSleSS giﬁ prutoiﬁlrighuqqinq is on
R3$

- - RIP: received vZ update from Z0%.165,.200.233 on Seriald /0,1
routlng prOtOCOIS (I e 10.1.0.0/16 wia 0.0.0.0 in 1 haps

. . 172.30.1.0/24 +i= 0.0.0.0 in 2 hops
172.30.2.0/24 iz 0.0.0.0 in 2 hops

192,168.0.0/16 wia 0.0.0.0 in 1 hops
V to 209,165.200.228/30 wvia 0.0.0.0 in 1 hops
R3#

RIP: zmending 2 update to 224.0.0.9 wia FaztEthernst(0/0 (172.30.100.1)

disseminate

10.1.0.0/16 wvia :I a.
172.30.1.0/24 wia 0.
0.

0.0

0.0,

network addresses e e

172.30.200.16/28 wia 0. 0, metzic 1, tag D
n

. i 0.0 i

and their subnet 152 105 0.0/16 v 6.0.0.0, meceie 2 Laa 3
0.0
0.0

, metric 2, tag 0

d, metric 3, tag 0
0, metric 3, tag 0
d.40, metric 1, tag D

Z09.165.200.228/30 wiz 0.0.0.0, metric 2, tag 0
k F09.165.200.232 /30 wis 0.0.0.0, metric 1, tag O
I I IaS S RIF: sending wZ update to 224.0.0.9 via Serisl0/0/1 (209.165.200.234)
RIP: build update entries
172.30.100.0/24 wvia 0.
172.30.110.0/24 wia 0.
172.30.200.16/28 wia 0.0.1
172.30.200.32/28 wia 0

0.0.30, metric 1, tag 0

0.0.0, metric 1, tag 0

0, metrzic 1, tag D
O, metric 1, kag D

RIPv2 supports VLSM
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VLSM & CIDR

= CIDR uses Supernetting

Supernetting is a bunch of contiguous classful
networks that is addressed as a single
network.
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VLSM & CIDR

= To verify that
supernets are
being sent and
received use the
following commands

-Show Ip route

-Debug ip rip

RIPv2 and CIDR

192.165.0 0024
19216851 0024
192.165.2 0024

10.1.00M6

Summary
Static Route
to 192.168.0.0/16

=040 G5.255 0024

209.165.200. 228030 2098.165.200.232530

=001

172.30.1.0/24 172.30.100.0024

1723020032525 172301100524

Lo

1723020024 172.30.200.16/28

RZ [config)f$router rip RIPvZ and CIDR
RZ (config-router)4redistribute atatic

R (config-routar) énetwork 10.0.0.0

RZ (config-router) énetwork 209.165.200.0

RZ (config-router)fexit

RZ (config)#ip route 192.168.0.0 255.255.0.0 nulld 192.163.0.0/16 is a Supernet.

RZ#debug ip rip

RIP protocol debugging iz on

RZ§

RIP: zsending vZ update to 224.0.0.9 wia Serizl0/0/0 (209,.165.200,229)

RIP: build update entries
10.1.0.0/16 wia 0.0.0.0, metric 1, tag 0
172.30.100.0/24 wia 0.0.0.0, metric 2, tag 0
172.30.110.0/24 wia 0.0.0.0, metric 2, tag 0
172,030,200, 16/28 via 0.0.0.0, metric 2, tag O
172.30.200,32/28 via 0.0.0.0, metric £, tag [
1%2,168.0.0/14 wia 0.0.0.0, metric 1, tag 0
Z09.165,200,232/30 wiz 0.0.0.0, metric 1, tag 0

Supernet is sent by R2.




) .C|5ca Networklngﬂademy'

Verlfylng H Troubleshootlng RIPVZ

= Basic Troubleshooting steps

-Check the status of all links

-Check cabling

-Check IP address & subnet mask configuration
-Remove any unneeded configuration commands

= Commands used to verify proper operation of RIPv2
—Show ip interfaces brief
—Show ip protocols
—Debug ip rip
—Show Ip route
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Verifying & Troubleshooting RIPv2

= Common RIPv2 Issues

= When trouble shooting RIPv2 examine the following issues:
=\/ersion

Check to make sure you are using version 2
=Network statements

Network statements may be incorrectly typed
or missing

=Automatic summarization

If summarized routes are not needed then disable
automatic summarization
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Verifying & Troubleshootlng RIPVZ

= Reasons why it's good to authenticate routing information

-Prevent the possibility of accepting invalid routing
updates

-Contents of routing updates are encrypted
= Types of routing protocols that can use authentication
-RIPv2
-EIGRP
-OSPF
-IS-IS
-BGP
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CISCO.
Routing Distance Classless Uses Use of Max Auto Support | Supports Uses
Protocol Vector Routing Hold- Split Hop Summary CIDR VLSM Authen-
Protocol Down Horizon count tication
Timers or =15
Split
Horizon
w/
Poison
Reverse
»Y N4 »Y »Y N4 N4 > N4 »Y >
RIPv1 Yes No Yes Yes Yes Yes No No No
»Y »Y »Y »Y »Y »Y > »Y »Y >
RIPv2 Yes Yes Yes Yes Yes Yes Yes Yes Yes
\ 4 \ 4 \ 4 \ 4 \ 4 \ 4 A \ 4 \ 4
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