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Security code review

® Architecture overview
e Design choices and possible design flaws

® Code review
e How well is architecture actually implemented

® \Whitebox, greybox & blackbox testing
o different level of access to code and documentation

® Avallable tools
e mainly for code review
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Security code review (2)

® You will always have a limited time
e try to rapidly build overall picture
e use tools to find low hanging fruit

® Focus on most sensitive and problematic areas
e use tools to focus your analysis scope

® More eyes can spot more problems
o experts on different areas
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Architecture overview
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Architecture overview

® Get all information you can quickly

® Assets
e What has the value in the system?
e What damage is caused when successfully attacked?
o What mechanisms are used to protect assets?

® Roles

e Who has access to what?
e What credentials needs to be presented?

® Thread model

e What is expected to do harm?
e What are you defending against?
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Architecture overview (2)

® Usage of well established techniques and
standards

® Comparison with existing schemes
e What is the advantage of new scheme?
e Why changes were made?

® Security tradeoffs documented
e Possible threat, but unmitigated?
¢ |Is documented or overlooked?
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Sensitive data flow mapping

® |dentify sensitive data
e password, key, protected data...

® Find all processing functions
e and focus on them

® Create data flow between functions
e e.g. Doxygen call graph

® Inspect when functions can be called
o |s key schedule validity checked?
e Can be function called without previous function calls?

® \Where are sensitive data stored between calls?
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Protocol design (and implementation)

Packet confidentiality, integrity and authenticity
Packet removal/insertion detection

Replay attack

Reflection attack

® Man in the middle
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Code overview
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Cryptography usage

® CIA (Confidentiality, Integrity, Availability)
o Plaintext data over insecure channel? Encrypted only?
e Can be packet send twice (replay)?
o What is the application response on data modification?
® What algorithms are used
e Broken/insecure algorithms? MD5? simple DES?

® What key lengths are used?
e < 90 bits symmetric crypto?
e <1024 bits asymmetric crypto?
® Random number generation
e Where the key comes from?

e |Is source entropic enough?
e srand() & rand()?
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Cryptography usage (2)

® Key creation
o Where the keys originate? Enough entropy?
e Who has access?

® Key storage

Hard-coded keys

Keys in files in plaintext

Keys over insecure channels

Keys protected by less secure keys

® Key destruction
o How are keys erased from memory?
e Can exception prevent key erase?
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Cryptography implementation

® Implementation from well known libraries?
® Own algorithms?

e security by obscurity?
e usually not secure enough

® Own modifications?
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o Why?

e sometimes used to prevent compatible programs
e decreased number of rounds?

e Performance optimization with security impact?
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Code Inspection

® Overall code logic
® Memory management - allocation, input validation

® String operations — copy, concatenate, string
termination

® Data flow — conditional jJumps, test of return
values

® Race conditions (TOCTOU)
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Input validation

® Hard (and expensive) to do right

® Always use white-listing (what is allowed), not
black listing (what is banned)

® Check for buffer overruns
o functions called with attacker’s input
e dangerous functions (strcpy...)
e arrays with fixed lengths
® Large inputs in general
e try to insert 1KB of text instead of user name
® Fuzzing
e large amount of automated inputs with different length
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Recommended reading

® Process of security code review
e http://ieeexplore.ieee.orqg/stamp/stamp.ijsp?arnumber=01668009

® Why cryptosystems fail, R. Anderson
e http://www.cl.cam.ac.uk/~rjal4/Papers/wct.pdf

® Software Security Code Review
e http://www.softwaremag.com/l.cfm?doc=2005-07/2005-07code

® Static code analysis tools
e http://en.wikipedia.org/wiki/List of tools for static code analysis

® Security in web applications (OWASP)
e http://www.owasp.org/index.php/Code Review Introduction
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Static analysis tools

® Many tools, free&commercial

gcc -Wall -Wextra

MSVS:Project - C/C++ - General - Warning level (/W4 /Wall)
MSVS2010: Analyze — Run code analysis (Code analysis settings)
Splint (C, Linux) http://www.splint.org/

Flawfinder (C/C++, Linux) http://www.dwheeler.com/flawfinder/
Cppcheck (C/C++, Windows) http://cppcheck.sourceforge.net/

® Call graphs Doxygen, http://cecko.eu/public/doxygen

® Problem of false positives
e Problems that are not problems

® Problem of false negatives
e Missed problems
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MSVS2010 Code analysis

® hittp://msdn.microsoft.com/en-us/library/ms182025.aspx

Configuration: | Active(Debug) ~| Platform: | Active(Win32) v| | Configuration Manager... |
i Commeon Properties Enable Code Analysis on Build (defines CODE_ANALYSIS constant)
4 Configuration Properties : -
Enable Code Analysis for C/C++ on Build
General
Debugging Suppress results from generated code
YC++ Directories
b BT Rule Set
1+ Linker Run this rule set:

» Manifest Tool | Microsoft All Rules = | Open

> AML Document Generator
| Browse Information Description: =
. Build Events This rule set contains ;ll rulE._. Running this rule ;et may result in a
large number of warnings being reported. Use this rule setto get a

A comprehensive picture of all issues in your code, This can help

4 Code Analysis you decide which of the more focused rule sets are most 3
General appropriate to run for your projects.
-
B Lister - [c:\Program Files (x86)\Microsoft Visual Studic 10.0\Team Tools\Static Analysis Tools\Rule Sets\SecurityRules.ruleset] Ll_lgnﬂ i T

File Edit Options Encoding Help 91 %
<7x¥ml version="1.0" encoding=""utf-8"7> -
<RuleSet Hame="Microsoft Security Rules” Description="This rule set contains all Hicrosoft secur[
{Localization Resourcefssembly="Hicrosoft.VisualStudio.CodeAnalysis.RuleSets.Strings.d11” Reso
{Hame Resource="SecurityRules_Hame" />
<Description Resource="SecurityRules_Description" />
</Localization>
<{Rules AnalyzerId="Microsoft.Analyzers.HanagedCodeAnalysis" RuleNamespace="Hicrosoft._.Rules._Han
{Rule Id="CA2188" Action="Warning™ />
<Rule Id="CA2182" Action="Warning" />
{Rule Id="CA2183" Action="Warning" />
<Rule Id=""CA2184" Action="Warning" />
<Rule Id=""CA2185" Action="Warning" />
<Rule Id="CA2186" Action="Warning" />

= inn' %




Flawfinder

® Download at http://www.dwheeler.com/flawfinder/
® Build by set up. py build

® Install by set up. py 1 nstall

®/build/ scripts***/fl awfi nder. py

®flawfinder.py --context --htm
source _dir
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Flawfinder - example

strncatdd.=s.18>;
zource~test.c:h8: [1]1 <buffer? strlen:
Does not handle strings that are not “B—terminated ¢(it could cause a
crash if unprotectedl.
n = strlendd>;
zourcestest.c64: [1]1 <huffer?> MultiByteToWideChar:
Requires maximum length in CHARACTERS,. not bytes. Risk i=s very low,
the length appears to be in characters not hytes.
MultiByteToWideChar(CP_ACP.BA.zzName.,.—1 . wszllzerMame ,sizeof (uszszllserName ) sizenf
wezlserMame [B1) )3
zource~test.c6b6:= [1] <buffer? MultiByteTollideChar:
Requires maximum length in CHARACTERS,. not bytes. Risk i=s very low,
the length appears to be in characters not hytes.
MultiByteToWideChar(CP_ACP.BA.zzName.,.—1 . wszllzerMame ,sizeof uwzzlserName ~sizeonf(
wezlserMame [B1) )3

Hits = 36

Lines analyzed = 117 in B.93 seconds <273 lines~ssecond>

Physical Source Lines of Code <(SLOC)> = 88

Hits@level = [@A] A [11 ? [21] Y I[31 3 [41 18 [51] ¢

Hits@level+ = [B+]1 36 [1+]1 36 [2+]1 27 [3+]1 26 [4+]1 17 [5+1] s
Hits/KSLOCRlevel+ = [B+]1 458 [1+]1 458 [2+]1 337.5 [3+] 2508 [4+]1 212.5 [5+]1 87.5
Suppressed hits = 2 {use ——neverignore to show them?

Minimum »izk level =1

Mot every hit is necessarily a security valnerahbhility.

There may bhe other security vulnerabhilities; review your code?

C:“Program Files“Flawfinder~buildsscripts—2_5>flawfinder.py ——context source




Cppcheck

_Fiie Edit View Check Help - ) . N
BEZ 0L X 0 ACHEY o

File Summary

Ohbject_Info.h
| WitPKC511.cpp
| VitPKCS11App.cpp
¢ @ VitPKCS11App.cpp 61 Possible null pointer dereference: pAttrPtr - o...
o VitPKCS11App.cpp 168 The scope of the variable ‘tokenHash2' can b...
[0 VintPKCS11App.cpp . 1907 The scope of the variable 'userSectionKey' ca...
~ VintPKCS11App.cpp
«' VirtPKC511App.cpp 2117 The scope of the variable 'dataHash2' can be...
~ VitPKCS11App.cpp 680 An unsigned variable 'handle' can't be negati...
o VitPKCS11App.cpp 2138 An unsigned variable 'protectedDatalen’ can'...
A\ VitPKCS11 App.cpp warning 373 String literal compared with variable 'pData’. ...
or VitPKC511App.cpp style 16 Variable 1" is assigned a value that is never us..,
~ VitPKCS11App.cpp style 1508 Variable 'type is assigned a value that is neve..,
o VitPKCS11App.cpp style 2001 Variable 'a’ is assigned a value that is never u...
A\ VinPKCS11App.cpp warning 13 Member variable 'CVitPKCS11Appam_curre..
= VitPKCS11App.cpp performance 58 Prefer prefix ++/-- operators for non-primiti..
Ii VirtPKCS11App.cpp performance 571 Prefer prefix ++,/-- operators for non-primiti...
= YitPKCS11App.cpp performance 1506 Prefer prefix ++/-- operators for non-primiti...
!| VirtPKCS11App.cpp performance 1515 Prefer prefix + +/-- cperators for non-primiti...

I srnaniercad & 4 ACELS Miwnk i ] & £ &

Summary: The scope of the variable 'userSectionkey' can be reduced
Message: The scope of the variable ‘userSectionkey' can be reduced. Warning: It can be unsafe to fix this message. Be careful. Especially when there are
inner loops. Here is an example where cppcheck will write that the scope for 7 can be reduced:
void fint x)
{
inti=0;
if () £
/fit's safe to move 'inti = 0' here
forfintn=0:n< 10; ++m1 4




Practical assignment

® Every team will make its own documentation &
code available online

e send link to me - now

® Other teams will make security analysis of the
architecture and code (2 projects)

® Points will be awarded according to:

e number and severity of the problems found in reviewed
projects

e quality of own architecture and code
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Practical assignment

® Some tips what to analyze:
e which functions are manipulating with sensitive information
e where is random numbers coming from
e code bugs?

® Use some analysis tools

gcc -Wall -Wextra

MSVS:Project - C/C++ - General —Warning level (/W4 /Wall)
call graphs (e.g., Doxygen, http://cecko.eu/public/doxygen)
Splint (C, Linux) http://www.splint.org/

Flawfinder (C/C++, Linux) http://www.dwheeler.com/flawfinder/
Cppcheck (C/C++, Windows) http://cppcheck.sourceforge.net/
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Practical assignment (2)

® Summarize your findings

e problem identification + severity + applicability + short
description

e 2 pages enough

|dentifikace problému : A x (celkova bezpecnostni architektura) / C_x (kéd
implementace)

Zavaznost : nizka / stfedni / vysoka / neni mozné rozhodnout
Proveditelnost utoku: snadna (Ize pfimo externim utoénikem) / v zavislosti na
dalSich soucastech systému / neni mozné rozhodnout (obvykle znaci
potencialni zranitelnost, kde ale detailni postup pro mozné zneuziti pfimo
nezname)

Popis problému : misto vyskytu v kddu ve tvary soubor.c:Cislo_Fadku:funkce —
popis

Navrhované FeSeni: jednoduchy popis (v pfipadé, ze jsme navrh schopni
poskytnout)
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