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Whitehat vs Blackhat 1

In general, the techniques listed and discussed in Chapter 3 can be

classified as white hat.

Black Hat CH4: p101 - 138

Similarly, the elements of website visibility discussed in Chapter 4 can be

classified as black hat techniques.
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Whitehat vs Blackhat SEO

http://youtu.be/iHXWbmYv-7E

Weideman, 06:47
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TOP 2 of the WH list — proper use of keywords/phrases EVERYWHERE ...

" |n body text

® |n hyperlink anchor text
= |nTITLE tag and metatags

= |n URLs
" |nimage Alt tags

= |n HTML filenames
= |n H1 tags

... but be careful - TOO MUCH (unnatural

excess), and WH becomes BH...
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Keyword Density 2

What is the ideal keyword density: 0.7%, 7%, or 77%?
Or is it some other number?

Matt Cutts, Bay Area, California

Keyword Density

www.youtube.com/watch?v=Rk4qgQdp2UA
Cutts, 03:11
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Manual SE Submission

What, why, when and how?

WEB IMAGES VIDEOS NEWS WEBMASTER MORE

Google adds new sites to our index, and updates existing ones, 1 ©OING ‘ p‘
when or if submitted URLs will appear in our index.

LURL: Submit your Site to Bing

tl E Type the URL of your homepage

Type the characters from the picture in the text box

Refresh | Audio
Tik die twee woorde: .
a [ meCAPTCHA TR
| | October
[ Submit Request l SUBMIT

Sa—A
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Search engine submission

http://voutu.be/VAqxArE 6FE

Weideman, 13:42
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Blackhat 1

Categorization of Blackhat
http://www.youtube.com/watch?v=A0uz1bkVOkY

Cutts, 02:35
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4 Cloaking on Google’s K

Qﬂ — search ernine SEQ ?

spamdexlng
The tarnct i= growing axponantially -n:l-c-rq as

Blackhat 2
Cloking

This

wabsilos by an Fanian =tewas avidant on a Google SERP

i+ Tho doaking lastod for 10 days for $ha first, 11 doys fior tha
saocnd and 39 days for the thind wabsate.

= A phasa ? copenment was conduciad and the #erd websnio was
not mdo od by Google for both phasos of e arparmmaonis.

i+ Moma of the wabsilos submitiod % Yahoo!

11§ E e | o




Blackhat 3
1

Lites engaged m black hat SECQ prepare b sels of

content, one tageted for bots and the other tangeded for
Cloaking ... hisman wisitors. Bats are sdentified by their IP sddress.
G Since bot I can chassge, black hat
FOR BOTS infeemants provide a regularky
EDR HUMANS updatid bt al bet IP schireae
LEET OF BOT 5

HaS, INE. IR, ETE
Il F.adsE.x1

4 OO0

¥

. Islos -

! Search Engine U
J08. 186 283,178

Human Visitor ﬂ'

ﬂ 196, 284 55,04

Boks are served sbundend fabrcated
Husrnar visiers often wan'y find corrient packed with targeted keywonds
rhi bt wlormanion despete the This false indormation boosts rankings.

sile's higgh rankings. o



Matt Cutts: Gadgets, Google, and SEO

Ramping up on international webspam

Posted February 4, 2006 in GooglefSEO

Remember my previous post noting that Google would be paving more attention to webspam in
other countries and languages this year? This week our webspam team continued ramping up our
anti-spam effnrtl by removing bmw.de from our index, and ricoh.de will be removed soon [Dr

similar reasons.

When a search engine visited a page like www.bmw.de/bmw-neuwagen.html, it would see a page
like this:

BMW.de Busted for Cloaking 7 Comments

Feb 7, 2006 by Brook Schaaf

As reported on Matt Cutts’ blog, bmw.de has been delisted from google.de for violating

the “principle of ‘Don’t deceive your users or present different content to search

engines than you display to users.” * Interestingly, he does not use the colloquial term, \\.i4eman
“doaking.” Sure enough, bmw.de does nt seem to show up under the term “bmw™in  pility.co.za
google.de sability.co.za




Blackhat s

www.bmw.de

However, a user’s browser would immediately trigger a JavaScript redirect to a completely different
url which looked like this:

Produkte & Services | Direktabnehmer Faszination Interaktiv

1 3 5 6 7 X3 X5 74 M

Neue Automobile

Heue Awtomobile direk
L]

Fahrzeudy konfigurisren
Infomaterial bestellan
Handler suchen
Probefahrt versinbaren
Finanzierung berechnen

BMW 5Ser Limousine -
Automobile Leidenschaft.

Details

Weitere Specials

@ | Bmter
B Ser Limousine
B Ber Coupé

BEMW ler . BMW 3er BMW Ser B Ber Cabirio
B Ter

" B 43
Produktinformaticnen Limousing | Touring Limousing | Touring Bihivyd ¥5
Coupé | Cabrio Bl 74

B S

B WS

%EMWEH e, BMW 7er % BMW X3 i

L s .
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EEIEMW Fahrspaﬁ pur BMW Neuwagen Dlc Al €

Sla suchen ein arIEMW Neuw:agenr Unsere Suche nach BMW Handlern in lhrer
EIE suchen gin Elhmfﬂutnhaus'? IE e

2tet cchnellen Zugrff auf BMW-Autohauser in lhrer Mahe, wo Sie sich die

n aller Ruhe und Ausfahrlichkeit ansehen kinnen. BWMYY

Fie erhalten von uns Adresse, Telefon und YWehbsite der BMVWW-Handler
hen Sie dber Postieitzahl, Stadt oder Mame des BMW-Partners.
FEHEEUQD es chaﬂu ng 1"'-" EIEH rden In jeder Abteilung unserer BMW Miederassung arbeiten

bel BV e, Unsere Mitarbeiter werden durch intensive Schulunaen der BMYY
Heschaffung Fahrzeuge Behdrde AG immer auf dem aktuellen Stand des Wissens gehalten B Neuwagen b Mit

Beschaffung von diesem Know-how erarbeiten sie garantiert immer die Lisung, die sich arm
Elehclrdenfahrzeugen t:uEl Bty hesten an lhre Eedurfnlsse anpasst In einem unserer vielen Autohauserin ganz
=1y pd: Deutschland kinoen Sie brasch und unproblematisch fir eine Probefahirt in
Fur F'DIIIEI Nl:ut:arzt und Feuerwehr-  |hrem Llehlmg anmelden. Egal worm es geht: um die
EII:aqu: hﬂahr?_euge ﬁmn EIMW Ahsprache eines Service-1erming, einp Be - ' '
3 hirze Meuen oder lhres neuen Gebrauchten
Echnell am Elnsalznﬂ mltelnem kompetent. Uinser Team ist immer im
Motarzbwagen von B Langeweile kommt in unserer Miederlas
T | Hierfinden Sie Informationan zum Them

I|. - = --\.

F ah 178 ugverkauf an Ele hn rl:ie f

=
10T

Infurmaﬁunen Zurm B 3186

Infnrmatmnen Zurm B 318

EMW 31E| Design und Fahrkultur

Egal, welche Frage Sie an unsere Profis haben: in unseren FIIIEIIE!r'I sind Sie als

F'r-:-h et‘ahrt mit einerm B 3207 g oder als neuglieriger Interessent immer herzlich willkommen. B
A 330 NMeuwagen | Wenn lhnen das BMW-Portal irm Internet ﬁppeﬂtgemachthal
besuchen : W

Fagzinaﬁnn BN 330 ie doch einmal eine Niederlassung ganz @ - biar kinnen
Sie unseren Mitarbertern Locher in den Bauch fragen, |BhW Nauwa gent Haben

ElMW 35; Editionen Sie Interesse an ainer Probefabrt in lhrem Wunsch-BhMyW? Kein Problem! Bei
unseren Miederlassungen kinnen Sie sich jederzeit flir eine Probefahit in ginem

Elfﬁ'i.-“-.I'EEII'EEEIE unserer Automobile anmelden. In unseren Miedg ngenbekommen Sie

N einen Yorgeschmack auf die Freude am Fahren| B WNeuvwagery- Der Hol- und
- ——aara . . Arinn- Sandea Ridran Sie die Flevihilitit Thres AA P afners: Soovaerdieran Sie ®



Blackhat 7

Home 1 3 5 6 7 X Z4 M Hybrid Gebrauchtfahrzeuge Service & Zubehdr Faszination BMW

Willkommen bei BMW. » Login

Freude am Fahnen

Mein BMW  Alle BMW Modelle  Finanzieren & Versichern  GroBkunden & Behérden BMW Partner BMW Destschland ‘ @

Fehler 404. )

Die Seite wurde nicht gefunden.

Die von lhnen gesuchte Seite existiert leider nicht oder der Link ist veraltet. Bitte benutzen
Sie die Navigation oder die Suche, um zu den gewiinschten Informationen zu gelangen.
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Blackhat s

What is keyword SPAMMING? Well, for example, on an internet
site, a Craigslist ad, or even an eBay listing, people put words that

Difference between Spam might not be relevant to the listing, but will capture their listing if
you search for something else.

and Spamdexing ...

>, for example, you are searching for Volvo parts on Ck'aigsli,

1d you type in "VOLVO" under parts, and this ad for an Acura
comes up. WITF? When you open the ad, you see, at the

jottom of the page, a list of nearly every car ever made over time

Keyword Spamdexing ...

"Acura Integra Honda Civic Integra DC2 BMW E36 E46 E39
325 323 238 528 M3 Z3 Volvo S40 V50 Tg Ford Contour
Focus SV

Itisjust SPAM - Keyword SPAM, to defeat search engines by
turning up their ad, no matter what make or model car you search
on.
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Blackhat ¢

Keyword Spamdexing ...

Keyword Stuffing

chicago hotel

——— saorow Repeating keywords

chicago hotel

siagohol QVEF and over and

chicago hotel

ot QVEr again does not

icago hotel
—J e help you, it hurts you
icago hotel

Repeating your keywords in an unnatural way is not good for your
users and often results in a lower - not higher, ranking in Google.

Webpages are often filled with repetitive usage of keywords, this is called "keyword stuffing”.
This method no longer works, but people still try it.




Keyword Spamdexing ...

http://www.freelancer.com/work/markov-content-generator/

Check this site — what service do they seem to offer?

A
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Blac

Keyword Spamdexing ...

Esonypync mutrkhi@cocochaneljapan.com via spitfire websitewelcome.com 11 Apr - o

to info [+

MName: Esonypync

Email: mutrkhi@cocochaneljapan.com

Comments: OxkThy Sg
href="http://chaussure:

at 11
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Blackhat iz

Alex Chiu claims to have invented an immortality device:

EW INVENTION ALLOWS HUMANS TO
STAY PHYSICALLY YOUNG FOREVER

US PATENT # 5,989,178

Please believe me. Everything you read is true and is important. Now

people do not have to age anymore.
3 i -‘ g ‘

According to Alex Chiu, based on testimonies, facts, and proofs, people are believed to be able to stay
physically young forever by using his new inventions " The Eternal Life Rings" and "The Eternal Life

e Foot Braces". The Eternal Life Rings are to be worn on both small fingers of a user dwing sleep. The
‘ Cape Peniistl Eternal Life Foot Braces are to he worn on all toes of both feet during sleep. Both devices consist of rare
Uﬂﬁfirs?ti;lg?!fgchnology earth or ceramic magnets and plastic braces which hold magnets onto the fingers of the user. The

inventor explained that the fingers and toes are the negative (-) and positive (1) terminals of your hody. Py



Blackhat 13

Keyword Spamdexing ...

Please consult your doctor if you have a heart problem .
Hmmm... Its only a small text box in the bottom

corner of the screen — cannot be important. But if
you view the source code behind this — Uh Oh.......

Clw [internal vaginal aphrodisia doping hardware )
dao tail | iﬁugii Eiiﬁéigiﬁ-
b

Textboo
handbook colloidal jubbs symbiosis
vitality water
palm strax obagi restoration revelation rites chamber
genital athena resilience 95 max microdermabrasion using
appearance ipl oasis balance total
macrobiorics rejuvination
7 cellular kirkland nike pack staten aurora c1ean51n? brook Tyn
100 hundred maintain Eeak process proven flexible maximum mobility movement strength im
enlightenment gigong breakthrough improves ayurveda affect social standing status calcu
thyself enzymes pritikin princeton mastering prolonging
orew
symbal
?n1ma1 buns determines emotional detox purify circadian maximize rhythm plus

NsUrance
goldsteins pilates stefanie meme
ruler kung excercises revitalization realization code sweeter

imperial minibook specialized meditation mnnugraeh pay
gender parerthood perspective regrndu¢t1nn SEXUA 1t¥
peace wa]kin? Expecta connection discovers maverick sickest surprising survival
sperm beginning millennium stopping

alculate gquotient steps youthful
lasma tv advanced chart
ugustine

ponce cugperF elds legend blaine bahamas park
charles fantastic voyage enough gueen gonna i'm wholl
acorn Ereparatﬁun yosemite
enqqy uneral happy bohemian midi rapsody paradise benjamin breaking may mp3
religious freddie mercury billy joe shaver fabulous chord
youll return nothing balm mask
oily stress systems.com
formula permanent starting turnaround antiwrinkle aslavital product.com blemish gerovit
safe alphaville bob dylan wig

valley chrome record
remd v




Blackhat 14

Keyword Spamdexing ...

http://blog.ezinearticles.com/2013/03/stop-keyword-
stuffing-what-it-is-and-how-to-avoid-it.html|

Make sure you know the 7 types of keyword spamdexing discussed here!

N . .
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Doorway pages ...

N
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7. Doorway Pages

www.doorwaypag_e'com

N.

3

An oldie but goodie! These are thin content pages/sites that exist only to capture search traffic
and then to get people to go to another site (in this case the site with the penalty).

This is a practice that can a publisher banned all on it own. You need to dump these as fast as you

canl



Blackhat 16

Home Doorway to Doorway to Doorway to
Services 1 Services 2 Services 3
Customer
Mﬁ AsDme }~ Con SEﬁumes '— mm}— FAQ ‘
— Members | Directory N SME/J/ | Glossary
: Product
— Providers — sy I — 5%2 — Articles
| General Help/ / Required
Info — Info Senviced|  — Reading
L Chat — Service 4 L Mewsletter
Security/
1 F"ri‘mcl.r — Links
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How to get your URL onto a Link Farm in 20 seconds... ®

You will often receive unsolicited email inviting you to take part in link farm schemes:

Dear Webmaster,

I just wisited wyour s=site and thought that it would make an excellent affiliate link partner with our site. To
get started, just click on the link bkelow and follow the instructions.
http://www.link-farm.com/cgi-bin/signup.cgi

Respectfully,

Eebecca,

It may sound like a tempting, no-effort way to create inbound links but it could result in your site being banned from the
major search engines and the links will bring no benefit to your readers. Usually the inbound-links you will receive will be
on low ranked sites and any PageRank will be divided over dozens of outbound-links.

N
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CH5 — p139 - 147

The ugly ones

N
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o M » C) C)

In summary it appears as if this fight is really a partnership, with many
role-players, motives and complex relationships. Both SEO specialists and
spamdexers are attempting to please search engine algorithms to achieve
high rankings for the websites they are working on. If they break the rules,
search engines will penalise them. In the end the user seems to gain much
from these partnerships. After all, it 1s the user’s preference for clicking
only on the top positions and not bothering to look further down SERPs
that is driving this rush for top rankings (Neethling, 2008; Waganer, 2008;
iProspect, 2006). In exchange, the users receive better products at lower
prices and higher quality information from the choices they make on
SERDPs.

So in the end what appears to be ugly — a fight between highly paid
professionals and multi-billion dollar companies — can actually be viewed
as a potentially benign partnership with the user reaping many of the
benefits.

N
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Programming today is a race between software
engineers striving to build bigger and better
idiot-proof programs, and the Universe trying
to produce bigger and better idiots. So far, the

Universe is winning.

Melius Weideman
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Takeaway Actions

Read CH3 and CHA4 of the book
Watch all the videos

Submit an existing domain to Google and Bing
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