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Note: GCC and MSVC uses different memory alignment
// Try "12345678DevilEvecosia" as a password for gcc build
// Try "1234567812345678Devil I am. Ha Ha" as a password for MSVC debug build

void demoBufferOverflowData () {

int unused variable = 30;
#define NORMAL USER 'n'
#define ADMIN_ USER 'a'

int userRights = NORMAL USER;
#define USER INPUT MAX LENGTH 8

char userName [USER_INPUT_ MAX LENGTH];

char passwd[USER INPUT MAX LENGTH] ;

// print some info about variables

printf("%$-20s: %p\n", "userName", userName) ;

printf("$-20s: %p\n", "passwd", passwd) ;

printf("$-20s: %p\n", "unused variable", &unused variable);
printf("%$-20s: %p\n", "userRights", &userRights);

printf ("\n") ;

// Get user name

memset (userName, 1, USER _INPUT MAX LENGTH) ;
memset (passwd, 2, USER_INPUT_MAX LENGTH) ;
printf("login as: ");

fflush (stdout) ;

gets (userName) ;

// Get password
printf("$s@vulnerable.machine.com: ", userName) ;
fflush (stdout) ;

gets (passwd) ;

// Check user rights (set to NORMAL USER and not changed in code)
if (userRights == NORMAL USER) {

printf ("\nWelcome, normal user '%s', your rights are limited.\n\n", userName) ;

fflush (stdout) ;

}

if (userRights == ADMIN USER) {
printf ("\nWelcome, all mighty admin user '$s'!\n", userName) ;
fflush (stdout) ;

// How to FIX:

//memset (userName, O, USER INPUT MAX LENGTH) ;
//fgets (userName, USER INPUT MAX LENGTH - 1, stdin);
//memset (passwd, 0, USER _INPUT MAX LENGTH);

//fgets (passwd, USER INPUT MAX LENGTH - 1, stdin);
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100 %%

Data in memory

vold demoBufferOverflowData() {

int unused wvariable = 38;
#define NORMAL_USER "n'
#tdefine ADMIN USER 'a'
int userRights = NORMAL_USER;
#define USER_INPUT MAX_LENGTH 8
char userName [USER_INPUT_MAX LENGTH];
char passwd[USER_INPUT_MAX LENGTH];

// print some info about variables|
printf("%-28s: Ep\n™, "userName™, userName);
printf("%-28s: Ep'\n™, "passwd”, passwd);
printf("%-28s: ¥p'\n",
printf{"%-28s: Epin™,
printf({"\n");

// Get user name

memset{userName, 1, USER_INPUT MAX LENGTH);
memset{passwd, 2, USER_INPUT_MAX LENGTH);
printf{"login as: ™);

fflush{stdout);

-

"unused wvariable™, &un
"userRights", &userRig

Mermory 1
Address: | 0x0024FB1§

wea24FB1B
Enea24rB2C
Gwea24FB3D
Gwea24FB4E

BxB82AFB5F c
BxBa24FETE Be
BxBBE24FEEl BB BB BB CC CC CC CC CC CC CC CC CC CC
Bx@E24FBO2 85 2@ 45 b8 Ac fc 24 @@ 9a 29 dd @8 B8 BE BE
BxBEZAFEAS 0O 9D 00 90 00 80 ed fd 7 cc CC CC CC CC CC CC
BxBB24FBEEL CC CC CC CC CC CC
@xee24FBCS CC CC CC CC CC CC
AxBa24FBDG CC CC CC CC CC CC €C
BxBB24FBET CC CC CC CC €C CC CC
AxBa24FBFS8 CC CC CC CC CC €C €C
@xBe24FCB9 CC €C €C CC CC CC CC CC CC CC €C CC CC
B Autos B Locals & Threads B Modules B Watch1

oo
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Running without malicious input

(Global Scope) = | % demoBufferOverflowDatal)

{// Get user name Memory 1
memset(userName, 1,
memset(passwd, 2, uf Address: |0x0015FA03 -{ {#} | Columns: | Auto -

vl - T e e e s e e e

printf(“login as: "Jex@0813FA36 «CC CC €C CC €C €C €C C€C €C C€C €C € €cC ¢ €c cc cc IIIIIIIIIIIIIIIII =»

fflush(stdout); BxBB13FA17 cc 74 65 73 74 8@ B2 B2 82 cc cc cc cc cc €c cc cc Itest....IIIiiIii
gets(userName); Bx@B13FASE 7@ §5 74 72 @@ 81 @1 81 cc cc cc cc cc cc cc cc Ge petr....IIIIIIiin

Bx@EB13FAFY @B P BB cc CC CC CC CC €C cC cCc le @@ @@ @0 cc cc ... .IIIIIITII....II
// Get password BxBB13FATA  dcfcc 9c 2f eb dB 54 fb 13 @@ 93 20 f9 60 @0 00 00 Ile/&0TO..E O....
printf("¥s@vulnerabjexepl3iFase PO/ oo cc cc cc e e e ... aG.IIIITIT

‘I'-‘l'-:|_|_,|5|'1[:51;|_',||:||_,|1;_:|J-I BBRLSEADC o e e e e e e e e TTTTTIITTEEEETTE
gets(passwd); 8x8813FAA0 [egl W DADocuments\Develop\PBO71_spring20104pb071_cvl1_vs\Debug\pb071_cvil_vs.exe

RN n § o ol &
AN L WO .

// Check user right]e:xee13FAl qc
if (userRights == NQ@x@@813FAES fitiit demoBufferOuverflowData HiHIH

printf("\nkelcolaxaa13FAF] userMame : BA13FALE
| PR— passuwd : BA13FA48
fflush(stdout);}exeel3FEap unused_variahbhle : AA13Fn74
Bxe8a1l3FEY3 userhights :
} Rigl BU13FAGE
W if (userRights == AJax@813FE}4 loai c
. v ogin as: pete
printf(™\nielco petrfvulnerable .machine.com:
fflush(stdout);
} llelcome,. normal user ‘petr’, your rightsz are limited.
100% - +
userName
passwd

- Bufter overflow, string vulnerabilities www.fi.muni.cz/crocs
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/! Get user name

memset{userMame, 1, USER_INPUT_MAX LENGTH);
memset(passwd, 2, USER_INPUT_MAX_LENGTH);
printf("login as: "};

fflush({stdout);

gets{userhiame);

/! Get password
printf{"%s@vulnerable .machine.com: ™,
fflush(stdout);

gets(passwd);

// Check user rights (set to NORMAL USER and

if (userRights NORMAL_USER) {
printf({"\nkelcome, normal user '¥s', your
fflush{stdout);

¥
if (userRights == ADMIN_USER) {
printf{"\nkelcome, all mighty admin user

]

userang

Running with malicious input — userName

'| {2} | Columns: | Auto

Address: | 0x0024FB16/
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Running with malici

printf({"login as:
fflush(stdout);
gets(userName);

PE

// Get password
printf("¥s@vulnerable.machine.com:
fflush(stdout);

gets(passwd);

w
H

/! Check user rights (set to NORMAL |

if (userRights == NORMAL USER) {
printf("\nkelcome, normal user
fflush(stdout);

¥

if (userRights == ADMIN USER) {
printf("\nkelcome, all mighty ad
fflush(stdout);

// How to FIX:
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* Too long password overflow userName and

userRights
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Running with attacker input - result

i ° DADocuments\Develop\PBO71_spnng201hpb071_cvll vs\Debug\pb071_cvll vs.exe

#itit demoBuf ferOuerf lowData HUEHH
userMame ABd24FB7A
paszsuwd HA24FBaA
unused_variable BB24FBBC
uzerRights HA24FBRA

login az: evil
evillyulnerable _machine.com: 1234567812345678Devil I am. Ha Ha

elcome, all mighty admin uszer 'Devil I am. Ha Ha'?t

www.fi.muni.cz/crocs
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Questions

)

How you will find memory location (address) of userRights variable?

How many bytes you need to write into userName variable to change
userRights ?

Can you get admin right by changing userName/passwd only?

Why is program throwing debugger exception when finishing function
demoBufferOverflowData()?

How program was able to detect memory corruption?
Why Oxcc bytes are here?

Can you get admin rights without raising runtime exception (memory
around userName variable corrupted) when leaving
demoBufferOverflowData()?

PA193 | LABS | BufferOverflow www.fi.muni.cz/crocs
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Questions

* What is the influence of /GS disabled?

* Where you can find return address?

* What should be the return address value?
* What is the value of canary word?

 Is it influenced by /GS flag?

* Try to compile in Release mode
— What is the impact on addresses?
— Can you still execute buffer overflow and change userRights?
— If not directly, how you can?
— Can you find canary?

10 PA193| LABS | BufferOverflow www.fi.muni.cz/crocs
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Lab — compiler protections

« GCC (e.g., QT Creator) & MSVC (Visual Studio)

— list of compiler flags, release mode

« Compile program with/without compiler protection
— bufferoverflowdemo.cpp::demoBufferOverflowData()
« download from IS materials
— return pointer smash behavior (crash, exception)
» Disassembly display of resulting binary
— instruction-wise mode in IDE (Visual Studio), OllyDbg
— existence of canary word (function with/without GS buffer)

« Display address of variable, function...,
* run program multiple times — memory randomization (ASLR)

11 PA193| LABS | BufferOverflow www.fi.muni.cz/crocs
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Compiler flags

» Locate all flags discussed during lecture
 Visual Studio Projects Settings

* Observe memory layout for stack frame with and
without the flag
— what is changing?
— what is missing?

12 PA193| LABS | BufferOverflow www.fi.muni.cz/crocs
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Compiler settings for /IDEP and /ASLR

ﬂ BufferOverflow - Microsoft Visual Studio
FILE EDIT VIEW PROIECT BUID DEBUG TEAM  TOOLS TEST ARCHITECTURE  ANALYZE  WINDOW  HELP

R i~ = Local Windows Debugger = Auto = Debug =~ Win32 - = i it o | =
Solution Explorer =+ * Q X wcharh NativeRecommendedRules,ruleset & BufferOverflow.cpp # X
o e-a ke (Global Scope) - @ demoBufferCverflowDatal)

[Fi#include “stdio.h™

Search Solution Explorer S = #include "memory.h”

fal Solution 'BufferOverflow' -f,.’,’ MNote: GCC and MSVC uses different memory alignment
4 %] BufferOverflow // Try "12345678DevilEvecosia"™ as a password for geoc build
> ﬁ External Dependen |/ Try "12345678123456780evil T am.% n
stdafi.h B e — =
targetverh #define Configuration: | Active(Debug) v] Platform: [Act'rve{WinSE} "I [ Configuration Manager.., l
ﬁ Resource Files #define
4 & Source Files i i Commeon Properties Enable String Pooling
b+ BufferOverflow #define 4 Configuration Properties Enable Minimal Rebuild Yes (/Gm)
++ stdaf.cpp 4 General Enable C++ Exceptions Yes (/EH=c)
B ReadMebd g Debugging Smaller Type Check Mo
3 VC++ Directories Basic Runtime Checks Both (/RTCL, equiv. to /RTCsu) (/RTCL)
/ || 4 C/C++ Runtime Library Multi-threaded Debug DLL (/MDd)
p GE”_ErEfI ) Struct Member Alignment Default .
: s EEE N - /<
P Regncesol . Enable Function-Level Linking
E Sipde Genepitin Enable Parallel Code Generation
Language :
- Enable Enhanced Instruction Set Mot Set
4 PrECptie Heson: Floating Point Model Precise (/fp:precise]
- Output Files - J - . . PP
3 Browse Tikormebian nable Floating Peint Exceptions
i Adncsd Create Hotpatchable Image
00 % - All Cptions
Cemmand Line
Output .......... - b Llnker
Chase anibnet fre i Manifect Tanl
- www.fi.muni.cz/crocs
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Deeper look into disassembly

w BufferOverflow (Debugging) - Microsoft Visual Studio

FILE EDIT VIEW PROJECT BUILD DEBUG TEAM TOOLS TEST ARCHITECTURE  AMALYZE  WINDOW  HELP
- & W b Continue - A_oomd 2 6. 6 @ A CodeMap B _0 LI B [ I
Process:  [DxlASE] BufferOwverflow.exe - Thread: [0x21D0] Main Thread - Y Stack Frame: demoBufferOverflowData - _

Solution Explorer = w 0 3 Disassembly ® X BufferOverflow.cpp

fm ©- a i@ " Address: demoBufferOverflowData(void)
Search Selution Explorer (Ctrl+; P = [v)Viewing Options
fad Solution 'BufferOverflow’ (1 praji BoEC1S2E  call —RTC_CheckEsp (@ECL14Ah) // Get user name
4 %) BufferOverflow gets(userfame); memset(userName, 1, USER_INPUT MAX_LENGTH);
= - BAEC1538 mov esi,esp memset (passwd, 2, USER_INPUT_MAX_LENGTH);
b &a Biteral Dependencies BRECIS32 lea eax, [userlame] printf("login as: ");
4 &g Header Files @@EC1535 push eax fflush(stdout);
B stdafh BREC1536 call dword ptr ds:[BEC92D4h] gets(userlame);
B targetver.h BAEC153C  add esp,4 1/ et ;
. . e passwar
P Resource Files BBEC1S3F CWE]. ESl,ESph K ih printf("¥s@vulnerable.machine.com: ", userName);
4 & Source Files @BEC1541 ca __RTC_CheckEsp (BEC114Ah) Flush(stdout)
I ++ BufferOverflow.cpp gets(passwd);
e stdafy // Get password
ab.cpp printf("¥s@vulnerable.machine.com: ", userName); // Check user rights (set to NORMAL_USER and not changed in code)
B ReadMend BBEC1546 mov esi,esp if (userRights == NORMAL USER) {
PAECIS48 lea eax, [useriame] printf("\nWelcome, normal user '¥s', your rights are limited.\n\n", userName);
BREC154B push eax fflushistdout);
BBEC154C push BECS58B4h
BBEC1551 «call dword ptr ds:[@EC92DBh]
Memory 1 AR Call Stack -
Address: 0x0019FC54 -0 MName
Bx2019FC54 cc cc cc cc cc cc cc cc o o€ cc cc cc cc cc  ITITTITEIEEIEEE . © BufferOverflow.exeldemoBufferOverflowData() Line 25
@x@@e19FCE3 cc Ge @@ @@ B@ cc cc cc cc cc cc cc cc le @@ In...I1iIIiii.. BUHE’OVE’HUW'E"E!F”E'”Q Line 56 )
BxBE1OFCT2 8@ BB cc cc cc cc 3b a6 7b d4 5@ fd 19 @8 e3 ..IIII;!{0Py..3 BufferOverflow.exe!_tmainCRTStartup() Line 536
BxBElIFCE1 17 ec @@ GO 00 @0 B0 G0 @2 92 00 88 e@ fd 7e .i.......... ay~ BufferOverflow.exe!lmainCRTStartup() Line 377
@x@B19FC98 C©C €C €C €C CC €C CC €C cc cc ¢c cc cc cc cc I1iiiiTiiiiiiis kernel32.d111754833aa()
axee F €C €C ©C €C €C €€ €C €€ €€ €€ €€ cc cc cc cc IIITIIITIIIIIiIZi [Frames below may be incorrect and/or missing, no symbols loaded for kernel32.dlI]
axee AE  €C €C €C CC CC €C CC €C cc cc ¢c cc ¢c cc ¢c IIIITIiIiTIiiiiii ntdILdIliTT133f72()
BxBE19FCBD  ©C €€ £C €C €C €€ €C €€ €C € €c cc cc cc cc ITITTTITTITTTTs:d ntdIL.dF7139f45()
axea CC €€ €C €€ €C €€ €€ €C €€ €€ €C cc cc cc cc ITITTiTiTfiirss
axea CC €€ €C €€ €C €€ €€ €€ € cc €c cc cc cc cc IIiiiiiiifiiiii
BwBRTOEFEA  re e e e e e e e e e e e e e e TTTTITITITITYTTY
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Deeper look into disassembly (cont.)
3 OllyDbg - AEs PolarssLexe .. .

File  View Debug Plugins Options Window Help

Bix| vl v EL A 4 LEIMTIWAc|/K|BIR|-|S| 2?7

@ CPU —main thread, module AES Pola
BlLI01GEA| 5 55 FUSH _EBF
@1101@al| . SBEC Mol EEF,ESP

11018A3 . S3EC 1@ SUE ESF, 1@

51101 GG ST FUSH ESI
G11016087| . 29220 2BEA10AL| CHP DWORD PTR DS:Cas:_init_donsl, O
Siinioia| .2 Thimpeee | ERLL HES Polaraes den tablc ’ "

u} i ola.ass_gen_tables : 1

e 5 e g e B R e | | e
g1 + FAZEFSTF | @@ @3 BE @8 A3 A0 BE A8 AE GE B8 A AE BE BE BA|....0cceeeee....
giiblezz) . 8945 F4 ML DWORD PTR 55: CEEP-CI, ERA AEZEFSEF | BB B0 B9 B0 00 00 D0 BB 08 G0 G0 B8 B8 B8 B8 B8 | o
21101625 . §170 F4 S@@@@l CHP DWORD PTR S5:[EEP-C1,59 GEZEFSOF | @@ A3 GF B8 B3 00 B9 B8 33 08 B8 B3 A0 B0 B8 B3| ... ... eeee....
B110182C| v74 14 JE SHORT AES_Pola.@iibigdz AEZAFSAF | @@ @1 @1 @1 @1 81 @l @l @1 8l @1 81 81 &l Al 8l . AREAnnAnEAnEaaa
B1101B2E| . 81?D F4 CR@@@ CHP OWORD PTR SS:[EEP-C1, ACA EZAFSEF | @1 @1 A1 @1 &1 @1 81 &1 &1 @1 81 81 @1 A1 8l &1| ANAEOAEEEGAAAAGEE
B110183¢ 16 JE_SHORT HES _Pols.B811D184D SEZEFSCF| Bl 81 81 81 81 81 B1 @1 81 @1 A1 B1 81 @1 Al 61| EEEOEBEEEEEOBEEE
B1101@37 . SI?D F4 B@@iel CHP DWORD FTR S5:[EBF-C1, 168 BEZEFS0F (81 B1 @1 81 B1 81 B1 Bl 81 B1 @1 A1 B1 @1 91 O1|FOEEORAGGEEEEEEGE
BLIDIEZE| w7 JE SHORT FAES_Pols.8l1iDiBce CEZEFZEF| Bl '3 5 63 7S 72 65 BB &1 7373 77 6F 72 &4 SR BSecurePassword:
aripisdar .~EB 21 JHP SHORT RES_Pola. 1101663 AEZEFSFF [BE B2 75 31 32 22 80 1D @1 52 72 10 @1 5C 72 10| nEu123. #EHr#E~T#
1101642 > 2840 B2 MO ECH,DWORD PTR S5: [EEP+2] ARZAFAGEE | @1 6@ v2 10 Al @A AR @A @A 28 FA 28 8@ F3 2F 10| @ wHE, I
DT LBl ARRAREAR L INORD BT, Dhe s, iR GEZEFOLE| @1 68 FO 28 66 G 32 10 61 01 06 68 66 DS E1 4F 6 .$2%00... 60
110184k .~EB 20 JrP SHORT AES Pols.811D1860 BEZEFHZF | @8 FS 7C 4F B8 7C 7S 74 DB B8 06 88 68 88 68 88| .10 tutll.......
2ii01840) > 8B5S 83 HOU ED:, OWORDT PTR S5: [EBP+S] PEZEFREF | @8 B8 EB FO FE OE B8 B8 B8 54 FA 26 B8 55 BL BE|..0% 7. ...9 K8,
B1101656) . CP92 BCEEESEE MOU DWORD FTR OS:CEDH], AC GEZEFA4F | @8 9C FA 28 @@ 29 36 10 @1 34 CO 49 0A B8 B8 88| .£ .&5#84=Ir...
61101856 .~EB 15 JHP SHORT AES Pola. 81101850 AEZEFASF | @@ 60 FA 20 @@ AR 33 62 76 8@ EA@ FO FE AC FA 28| .1 .oShu.d="%:
arifi@ss) > 2845 @& Mou ERX, DWORD TR S5: [EBP+2] GAZEFAEF | @@ F2 9E EE 76 @@ EA FO FE 77 12 E1/ 52 6O 8@ 66| .=x"w, a="w+BR... T
A1101856| . CreA REAP@@aa Mol DWORD FTR OS:CEAXI,AE ABZAFATE : |
SHBIEL VEE Baeere i NT B Pola.oliblec i

alibiees BEZAFOSF|FE O 71 F2 76 EB 27 2C 24 00 08 88 83 C4 FA 28| 'gzw’ =
aii0iees) .~E2 GE@cE0Ed | JHF FES. Pols.B11016 BE-EFOGF| @3 CE SE EE 76 60 22 10 81 69 EM FD FE B9 08 85| .43 um2H
10180 > 8B40 B2 MOU ECH, DWORD PTR ss [EEF+2]
@1101a7ra) . 83C1 @8 AOO ECH, &
81101873 . 8340 FC MOU OWORD PTR S5:CEEP-41,ECH
@11018v4| . BBSS @8 MOL EDX,DWORD FTR SS: [EBF+2]
@a1101a73| . BB45 FC MOL EAX. DWORD FTR SS: [EEF-41
L0167 . 8342 B4 MOU OWORD PTR OS:CEDH+41,EAH
A110187F| . C/45 F2 @@@aal Moy CWORD FTR SS5:[EBP-21,@
A1101886| .~EB @9 JMP SHORT RES_Pola.@1101@31
aii0iess| » 8B40 F8 HOLU EEH DNDHD FTR S%:[EBP-21
1101928 . 83C1 @81 AODO ECH
@110183E| . 8340 F8 oL DMDHD FTR S5:[EEP-31,ECH
@11016891| » BBEE 1@ MOU EDH,DWORD PTR SS5: CEEP+i@]
@11018%4| . CIFA @5 SAR E0X, G
ALI01AST| . 3955 F& CHF_OWORD PTR. 55: [EEP-31,E0H
ESI=ORRaaaeE 1
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BinScope Binary Analyzer

* Download Microsoft SDL’'s Binscope
— https://www.microsoft.com/en-us/download/details.aspx?id=11910

* Run BinScope Binary Analyzer (cmd or GUI)

— binscope. exe

— binscope.exe /o results.xml targetApp.exe

* Run on the binaries produced with different
compiler settings

- /GS...
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Lab — exploiting exercises

* Protostar image (http://exploit-exercises.com)

— pre-prepared virtual machine
— http://exploit-exercises.com/protostar (task description)
— finish given stack/format/heap levels

* Login credentials: user / user; root / godmode

« Challenges stored in /opt/protostar/bin/ directory
— stack0-7

* Run it, supply malformed input leading to crash
* Think about how to fix the source code
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Protostar virtual image with exercises

exploit-exercises.com News Blog Download  Exercises ~

ot s on e Protostar stackO

(%]
About Fassward:

Linux (none) 2.6.32-5-686 #1 S5MP Mon Oct 3 04:15:24 UTC 2011 1686

The programs included with the Debian GHUSLinux system are free software;
the exact distribution terms for each program are described in the
individual files in Ausrssharesdocs/s/copuright.

Debian GHU/Linux comes with ABSOLUTELY MO WARRANTY, to the extent
permitted by applicable law.

% cd Joptsprotostar/bin

F ./stackd ARARAAARAAARAAAARAAAAARAAAAAAAAAAAAAAAAAAAARAAABAAAAARAAARAARA

Try again?
$ ./stackd ARARARARAAAAAAAAAAAAAAAARARARARAAAARAAAAARAAAAAAAAAARARARARAAAGARARAA
i AT e, @D e ARARAARAAAARAARAARARAAAAARAARAAARARAAAAAAAAAARARAAAARARRRARAARAAAAAAARARARAAARARAARA
I BARAAAAAARAAARAARARAAAAARAARAARARAAARARAAR
atile int modified;
r buffer[s4]; Try again?
% ./stacko
AAAAAAAAAAAAAAAARAAAAARRAAABAAABAAAAAAARAAARAAAARAAAAAAAAAABAAAAARAAAARAAARAAAAAAAAARA
AAARARARAARAAAAARARAARARAAAARARARAARARARARAARARARARARAARARARAARAAAAAAARARAAARAAAA
AAARAAARAARARARARARARAARAA
you have changed the 'modified' wariable
printf("Try aga OF Segmentation fault
1 + _

Discussion

5 comments
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Lab - Homework

 Finish exploit exercises (Protostar, stack0-4)
— submit txt file with inputs causing corruption

* Fix problems from these exercises (stack0-4)

— submit corrected code that will not contain vulnerable constructions
(save functions, proper arguments checking...)

* Bonus (+3 points):
— Finish exploit exercise (Protostar, stack5-7)

« Upload your solution to IS repository
— (homework vaults)

« Deadline: 5.10.2014 23:59
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