1SO2709 parser code analysis

(Team G)

Platform specific parser (using POSIX regex functions) written in pure C99. ISO format
specification is not freely avalaible, but sources contains readme file with nice explanations.
Also many input test files are provided (looks Team G tries to do their best).

CPPcheck output:

@ Cppcheck - Project: test.cppcheck =i &

File Edit View Check Help
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File Severity Line Summary
4 i502709.c
is02709.c style 58 The scope of the variable 'read’ can be reduced.
is02709.c style 169 The scope of the variable ‘current_data_offset' can be reduced.
4 A main.c ‘warning 21 Possible null pointer dereference: input - otherwise it is redundant to check it against null.
W _main.c warning 19 Possible null pointer dereference: input - otherwise it is redundant to check it against null.
4 te‘ main.c |
4 M\ testc warning 24 Possible null pointer dereference: in_file - otherwise it is redundant to check it against null.
F testc warning 21 Possible null pointer dereference: in_file - otherwise it is redundant to check it against null.

Summary: Possible null pointer dereference: input - otherwise it is redundant to check it against null.
Message: Possible null pointer dereference: input - otherwise it is redundant to check it against null.

As can be seen in image only 1 warning is shown in main.c file and 2 style information in
is02709.c (parser core) file. In fact found warning can not be used as vulnerabilty, but leads
us to first serious parsers bug.

Found important bugs:

main.c:21 fclose(input); It tries to close unopened file in error
flow (cant read file) == sigsegv

is02709.c:260 //skip possible white | size of record is hardcoded to “1024 *
space before record 1007, but if it contains enough
whitespace characters parser return
error == bug

is02709.c:260 strncpy(...) corupted field definition (strncpy?)




== sigsegv

In third case, autors expect 3 numbers (3 bytes,4 bytes, 5 bytes) in input stream and checks
its by regex so only digits are possible values. But if one of digit is changed to special
character “0x00” (null byte), regex did not complain. And passed null byte provides SigSegyv in
strncpy function.
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Other bugs:
+ Style bugs found by CppCheck
+ In main fucntion, return value is not checked from parser core API (Application end
sucssefully even if error happend)
+ Why all functions checks parameters?



