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Client wants to register

generated, user 

ServerClient

2: decrypts received random value and sends it back encrypted with server pubKey

1.1: random value encrypted with given pubKey

1: sendRequest(ID, pubKey);
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Communication between two clients
Client BServerClient A

7.1:
7: user communication encrypted with negotiated symmetric key

6.1: response with generated second half-key encrypted with client A pubKey

6: connection request with generated half-key encrypted with client B pubKey

5.1: client list (ID, address)

5: client list request

4: decrypted value encrypted with server pubKey

3.1: random value encrypted with client pubKey

3: request with own ID

2: decrypted value encrypted with server pubKey

1.1: random value encrypted with client pubKey

1: request with own ID
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