Projekt PB173

Postup pri komunikaci:

Klient nejdfive vygeneruje sady klica, verejny asoukromy pro Aes. Dale se napojina CA a zaregistruje
si u ni svljverejnykli¢ pod svym uZivatelskym jmenem.

Klient dale posSlerequest-login naserverzasifrovany vefejnym klicem serveru, aby ovefil autoritu
serveru. Nasledné obdrzZiod serveru zasifrovany seznam online

uzivatelUl. Toto musidesifrovat svym soukromym klicem. Vybere si toho spravného a odesle mu
communication-request zaSifrovany jeho verejnym kli¢em.

Tento a predchozi krok zaroven slouZzijako autorizace uZivatele=nesprdvny uzivatel nedesifruje
spravne a jsou mu data knicemu. Pokud druhy klient potvdikomunikaci,

prvniklient vygeneruje a odesle symetricky kli¢. Tim zahajispojeni. Nadale komunikujia komunikace
je Sifrovana symetricky. Kdykoli bude klient potfebovat odesle abort-request ktery ukonéispojeni
mezi klienty a symetricky kli¢ se stavd neplatnym.
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Nase aplikace se bude skladat ze tfi ¢asti, klientské, serverové a certifikacniautority.

1. Klientvygenerujesvoji saduverfejny/soukromikli¢. Své Gdaje a verejny kli¢ posle CA
zasSifrovany jejim vefejnym klicem. Ta je pfida do svého seznamu.

2. Tamu odesle potvrzeni.

3. Klientodesle loginrequest serveru, zasifrovany jeho verejnym klicem .

4. Serververifikujerequestu certifikaéniautority.

5. Pokudje klientschvalen obdrzipfida se do seznamu online uZivatelGanaslednéje mu
odeslan zasifrovany jeho verejnym klicem.

6. Klientsivybere ze seznamus kym chce komunikovat a odesle mu comunication request.

7. Klient2obdrzicomunication request, verifikuje ho u CA, nasledné ptijme nebo odmitne
komunikaci.
8. Pokud pfijme tak odesSle comunication response.

9. Dale pokracujiv symetricky Sifrované komunikaci, pomoci dohodnutého klice.



Pouzité algoritmy: AES 128bitu, RSA 1024bitu, SHA-2

Server API:

/**

* Encrypt/Decryptdata

*

* @param key rsa key

* @param data data for encryption

* @param start starting offset

* @param length length of encrypted data

*/

void encrypt(unsigned char* key, unsigned char* data, int start, int length)
void decrypt(unsigned char* key, unsigned char* data, int start, int length)

/**

* Generate 1024bit RSA keys

*

* @param public_key bufferforpublickey

* @param private_key bufferfor private key
*/

void generate_keys(unsigned char* public_key, unsigned char* private_key)

/**
* Contact CAand verify user
*

* @param username username
* @param key user publickey
*/

bool verify_user(char* username, unsigned char* key)

/**

* Login user

*

* @param username username

* @param key user publickey

* @param data string encrypted with user private key
*/

bool login(char* username, unsigned char* key, unsigned char* data)

/**
* Logout current user
*/

void logout()



/**
* Get onlinelist
*/

char* get_online_list()

/**
* Send communicationrequestto online user
*

* @param username username
*/

bool send_communication_request(char* username)

/**
* Send data to online user
*

* @param username username
* @param data data for user

*/

bool send_data_to_user(char* username, unsigned char* data)

Client API:

/**

* Generate both RSA 1028bit keys
*

* @param publickey

* @param private key

*/

void generateRSAKeys(unsigned char* public_key, unsigned char* private_key);

/**

* Generate AES 128bit key

*

* @param publickey

* @param private key

*/

void generateAESKey(unsigned char* key);

/**

* Encryptdata with Aes algoritm
*

* @param key

* @param data forencryption

* @param begin of block data

* @param length of block data



*/

int encryptAES(unsigned char* key, unsigned char* data, int start, int offset);

/**

* Decrypt data with Aes algoritm

*

* @param key

* @param data forencryption

* @param begin of block data

* @param length of block data

*/

int decryptAES(unsigned char* key, unsigned char* data, int start, int offset);

/**

* Encrypt data with Aes algoritm

*

* @param publickey

* @param data forencryption

* @param begin of block data

* @param length of block data

*/

int encryptRSA(unsigned char* key, unsigned char* data, int start, int offset);

/**
* Encrypt data with Aes algoritm
%

* @param publickey

* @param data forencryption

* @param begin of block data

* @param length of block data

*/

int decryptRSA(unsigned char* key, unsigned char* data, int start, int offset);

/**
* Send loginrequesttoserver
*

* @param username
*/

void login(const char* username);

/**
* Sendlogoutrequesttoserver
*/

void logout();

/**
* Send Certificate to CA

*



* @param publickey
* @param username
* @param email

*/

void setCertificate(unsigned char* key, const char* username, const char* email);

/**
* Get Certificate of selected userfrom CA
%

* @param username
*/

void getCertificate(const char* username);

/**
* Sendrequesttoclinettostart connection
*

* @param Ip address of client
*/

void requestConnection(stringip);

/**
* Send encrypted AES key to client and establish Connection
*

* @param lp address of client
* @param publickey
*/

void establishConnection(stringip, unsigned char* key);

/**
* Abort connection with clients
*

* @param Ip address of client
*/

void closeConnection(stringip);

/**
* Encrypt data with Aes algoritm

*

* @param Ip address
* @param Block of data
*/

void sendData(stringip, unsigned char* data);

CA API:
/**

* add new userinto system



*

* @param name
* @param email

*/
void registerNewUser(unsigned char* name, unsigned char* email, unsigned char* publicKey);

/**

* verify if user whose requestis send have access to private key of specificuser

*

* @param request
*/
bool verifyUser(unsigned char* request);

metoda ovéfijestli dany uzivatel skuteénévlastnisoukromy kli¢, toho za koho se vydava.
request bude zasifrovany soukromym kli¢em uZivatele, jehoZ identitu ovéfujeme abude tvaru:
fixniPocetRandomBitli-Jmeno-RegistrovandEmailAdresa-FixniPocetRandomBit(

/**

* send publickey of specificuser

*

* @param name
*/

void getPublicKey(unsigned char* name);



