PB173 - Tématicky vyvoj aplikaci v C/C++

(podzim 2014)
Domain specific development in C/C++

Skupina: Aplikovana kryptoqgrafie a bezpeéné programovani
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Security programming

Power analysis _

3 | PB173 - Group: Applied cryptography www.fi.muni.cz/crocs



¢ brain activity map :f
e Q Ia

a1 m

beta
13-30 Wz

alpha

7-13 iz

Sa 10°
I I
2= ! u oh [ nn B
'Mll | ! 4 i! i o .lll\!,. ‘ ’J{!. M-' 1‘!‘1““ uﬂ‘
1.5 — ¥ f f M
i ¥ |I I dalta
0 e =
beta
gyro =
05— gyro v —|
u]
0.5 — —
1 | | | | | | | | |

o
8]

] 0.z 0.4 0.6 0.a 1 1.2 1.4 1.6 1.

I w 10”




http://astrolight.cz

»
N = 5! T - Perr _\'lu.-r:d'm .ﬁ;p.-:,-',-'l_ku-.r NG C7000 I-n C nus
M45 Pleiades star cluster and reflection nebula Equenox SOEDP 50011 3 L)

Canron 4000 [Rmod (1

4x zoom

Petr Svenda, http://astrolight.cz
Saturn 30.6.2012 SW Orion 120/1000mm, stack 900 frames

Petr Svenda, hitp:/lastrolight.cz, 11.12.2011
Solarscope Solarview 50mm 0,7 A, Canon 500D, 105 stack

The Sun 11.12.2011 (H-Alpha)




CR&,CS

ORGANIZACNI INFORMACE
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Co je cilem predmetu
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Ziskat zkusenosti s implementaci vetsiho programu
Pouzivat vyvojové nastroje

Naucit se dobré programatorske postupy

— programovani obecne

— ale specialne v oblasti bezpecnostnich aplikaci
Ziskat prakticke postrehy z implementaci

kryptografickych aplikaci

— co nakonec ve firmé vyzaduji
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Co cilem predmetu
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Detailni ovladnuti konkrétni technologie
— zabrousime do ruznych oblasti

Pokrocilé zvladnuti celeho vyvojového procesu
— to jednoduse nestihneme

Vysvetlovat zaklady kryptografie nebo srovnavat
vSechny mozné varianty reseni probléemu
— hlavné se budeme snazit prakticky programovat
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Organizacni

* Formality vyuky
— kazdotydenni dvojhodinovka
— evidovana ucast, 2 neucasti bez omluveni OK
« Zpusob vyuky
— max. cca 30 min./tydné uvod do problematiky
— zbytek programovani pfimo na hodiné
— z mé strany priibézna konzultace nad vznikajicimi problémy
— default Windows (ale mizete pracovat i na jiné platformé)

e Samostatna prace
— v tymech, pribézna tvorba vétSiho projektu
— dodelavani prace z hodiny
— pravidelné bodované predvadéni stavu projektu (kazdé cviceni)

9 | PB173 - Group: Applied cryptography www.fi.muni.cz/crocs



CR&,CS

Organizacni (2)

* Pouzivané nastroje
— IDE, verzovaci nastroje, Doxygen, debugger, analyza a kontrola
kédu
— konkrétni neni striktné dané — pouzijte svoje oblibené
— default Visual Studio

* Hodnoceni
— UcCast
— prubézna prace (10 bodu tydné)
— prezentace celého projektu (30 bodu)
— mozné bonusy
— max. 150 bodl, zisk alespori 100 bodl na kolokvium
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Rozdéleni do tymu
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2-3 0soby
Spolecna prace, ale kazdy prezentuje svuj pfinos
— Inicialni prezentace domaciho ukolu na dalSim cviceni

— zapracovani pripominek, prezentace a hodnoceni na
dalSim cvicCeni

Vyuziti sdileného repozitare (GitHub) + CI (Travis)
Rozdeleni provedeme az po 14 dnech
— ustaleni zapsanych studentu
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Celkovy prehled

« Zakladni podklady v ISu (interaktivni materialy)

— PB173—Interaktivni osnovy — Aplikovana kryptografie a
bezpecné programovani (vyucujici Petr Svenda)

 Muze se ale ¢astecné ménit
— uvidime dle realné obtiznosti, rychlosti postupu a zajmu
« Muzete otevfit vlastni freSeny problém!
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Twitter

o Twitter
— https://twitter.com/rngsec
— zverfejnéni pfipravy a slidu, ob&asné info
— hash tag #pb173 2014

— (opravdu dulezité véci budou rozesilany hromadné na
IS mail)

« Scribd

— slidy zverejnovany v IS materialech i na Scribd.com

— navic moznost vkladani poznamek, pripominek,
nejasnosti...
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How good YOU are in English?

Apology all my mistakes, please.
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Organization

« Seminars + assignments + project

» Assignments
— Assigned regularly (nearly) every week
— Initial assigments individual work
— Most of assignments team work
— expected workload: 4+ hours/week/participant
— Network lab available to students

 Project: secure videoconferencing architecture

15
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Attendance

« Seminars
— Attendance obligatory
— Absences must be excused at the department of study affairs
— 2 absences are ok
» Assignments and projects
— Partially done at seminar
— Completed during students free time (e.g. at the dormitory)
— Access to network lab and CRoCS lab is possible
— Cooperation between team members necessary

16
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Course resources

 Slides (PDF) available in IS
— 1S = Information System of the Masaryk University

- PB173—Interactive syllabi— Aplikovana
kryptografie a bezpeCné programovani
(vyuéujici Petr Svenda)

» Assignments (what to do) available in IS
— Submissions done also via IS

 Additional tutorials/papers/materials from time to
time will also be provided in IS
— To better understand the issues discussed

www.fi.muni.cz/crocs
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Plagiarism

* Projects
— Must be worked out by a team of 3 students
— Every team member must show his/her contribution

* Plagiarism, cut&paste, etc. is not tolerated

— Plagiarism is use of somebody else words/programs or ideas
without proper citation

— 1S helps to recognize plagiarism
— If plagiarism is detected student is assigned -5 points

— In more serious cases the Disciplinary committee of the faculty
will decide

18
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Short questionnaire

* Do you know difference between symmetric and
asymmetric cryptography?

* Do you known difference between block and stream

cipher?
* Do you
* Do you
* Do you
* Do you
* Do you

kxnow DES and AES algorithm?
Kxnow ECB and CBC encryption mode?

Know principle of hash functions?
kxnow MD5 and SHA-1 algorithm?

Known concept of digital signature?
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"Theme" project

« Secure videoconferencing architecture
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"Theme" project

* Certification authority
— validates and issue user certificates

* Videoconferencing server
— register and faciliate connection between users

* Client
— provides operations related to end user usage

» Main focus on solving parts of the architecture
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"Theme" project — some details

» Users obtains certificate of identity from
Certification authority

« Users register with Videoconferencing server

* Videoconferencing server provides list of connected
users, help to establish video connection and
charge fee based on call length

+ Client maintains user identity, related keys and
provides high speed encryption of audio/video
stream
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Cryptographic libraries
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Do not implement your own algorithms

* Time consuming (someone probably already did
that before)

* Functional problems
* Low performance
« Security problems due to bugs

» Security problems due to missing defense against
Implementation attacks
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Use well-known implementations

* Use well-known libraries
— OpenSSL, PolarSSL, GnuPG, BouncyCastle (Java)

* Or implementation of algorithms from well-
established authors
— Brian Gladman, Eric A. Young ...
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Complexity matters

« Complexity of library implementation should match
your needs

— usually, you need only one or two algorithms

* Multiprocessor or CPU-independent implementation
can be overkill
— and just increase risk of error

* Do you really need library with object-oriented
design?

26 | PB173 - Group: Applied cryptography www.fi.muni.cz/crocs




CR&,CS

Complexity matters (2)

« Large libraries are not always the most suitable
ones

« OpenSSL is complex and interconnected

— e.g., AES is extractable much easier from PolarSSL then
from OpenSSL
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Code authenticity

« Source code signature

— Do you really have original source codes?
— MD5/SHA1 hash (where to get “correct” hash value?)
— GPG/PGP

* Generate your own GPG/PGP signature keys
— use them for inter-team communication
— sign your code releases
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Resilience against bugs

* Do not design algorithms/protocols by yourself

* Try to find existing standards
— NIST, RSA PKCS, RFC, ISO/ANSI

* Try not to deviate from standards
— compatibility and compliance

— no need for (time consuming) specification of detailed your
scheme

— small change can have big security impacts
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Libraries used often - OpenSSL

* Pros:
— Very rich library
* lots of algorithms, protocols, paddings
* not “just” SSL
— well tested functionally & security over time!
— significant amount of existing examples on web
- Cons:
— APl is complex and sometimes harder to understand
— (started as Eric Young’s personal attempt to learn Biglnts ©)
— relatively low-level functions (can be pros!)
— code is significantly interconnected
« not suitable for extraction of single algorithm
— poor official documentation
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OpenSSL - problems

« Heart bleed
* Apple goto bug
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Webova sluzba: opakovac paketu

network receive(in packet, &in packet len); // TLV packet
. . B

ot e-ele - wEillllee L . Heaigile
.. ...

- . _ .

:
[ Peyosdengmm) |

Betywork Lroney o lolls packel) s

Type [1B] length [2B]
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Problem??
L e O e e
- a pemleer 0

- OxFFFF [2B] - ... Heap memory ...

e packes = nalloc (]l B0 0 ongelh) -
e s

nencpy (out, in, length); NN

Type [1B]|| OxFFFF [2B] - Heap memory (klice, hesla )

ey L Br O D R

Problem! §
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O jak zavaznou chybu se jedna?

TLS Heartbeat Extension S

« http://news.netcraft.com/archives/2014/04/08/half-a-million-widely-

trusted-websites-vulnerable-to-heartbleed-bug.html
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Ponauceni

* Vzdy VELMI rigidne kontrolujte vstupni argumenty
* NebezpecCny neni jen zapis za konec pole, ale i Cteni
« Neduvérujte informacim od klienta
— Ani kdyz jste vy sami jeho tvlrci (zména na sitové vrstvé)
* Pro sitové aplikace preferujte jiné jazyky nez C
— Napf. automaticka kontrola mezi poli (Java, C#)
— Nenahrazuje kontrolu argumentu!
« QOpen-source sam o sobé nezajistuje kod bez chyb
— "given enough eyeballs, all bugs are shallow" L. Torvalds
* (Nedélejte commity ve spechu pred oslavou)
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git.openssl.org/gitweb/?p=openssl.gita=commit; h=4317304d069b4c5032161b02a22116ad 751822k 1

projects / openssl.git / commit

summary | shortlog | log | commit | commitdiff | tree
(parent: 84b6e27) | patch

PR: 2658

author Dr. Stephen Henson <stevelopenssl.orgr

Sat, 31 Dec 2011 22:59:57 +0000 ({22:59% +0000)
committer |Dr. Stephen Henaon <stevelopenssl.orgs

Sat, 31 Dec 2011 22:59:57 +0000 (22:59% +0000)
cormit 4317504406090 4c5082161k02a2211 62475582201

tree Taf5fEafi52e34e5bA0080b50d80741f6ab3Gcsa tree | snapshot
parent 84bEe277d4£45487377d40159282c356d750=1218 commit | diff
PR: 2658

Submitted by: Eobin Seggelmann <3eggelmann@fh-muenster.de»
Reviewed by: ateve

Support for TLS5/DTLS heartbeats.

20 files changed:

CHANGES diff | blob | history
appa/s_cb.c diff | blob | history
appa/s_client.c  diff | blob | history

aco3/3s aerver.c Aiff I hinh | hiztrre
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Reference

* \/Seobecné informace
— http://heartbleed.com/

 Testovani zranitelnosti konkretni stranky
— https:/filippo.io/Heartbleed/

* Analyza problému na urovni zdrojaku

— http://nakedsecurity.sophos.com/2014/04/08/anatomy-of-a-
data-leak-bug-openssl-heartbleed

— http://blog.existentialize.com/diagnosis-of-the-openssl-
heartbleed-bug.html
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O jak zavaznou chybu se jedna? ©

« XKDC (https://xkcd.com/1353/)

HEARTBLEED MUST | I MEAN, THIS BUG ISNT | IT'9 NOT JUST KEYS. WELL, THE ATTACK 1S
BE THE WORST WEB JUSTBROKENIEMCRYPITON. ITS TRAFAC DATA. UMTED TO DATR SIORED
SECURITY [APSE EVER. IT LETS WEBSITE VISITORS EMAILS. PASALIORDS, IN COMPUTER MEMORY.

UORST 50 FAR. | MAKE. A SERVER DisPensE | EROTIC FANFICTION. ) 50 PAPER IS SAFE.
GNE USTIME. | RANDOM MEMORY CONTENTS, ( 5 FURYENG AND CLAY TABLETS.

COMPROMISED? | | OUR IMAGINIATIONS, ToO. \
) SEE, WELL BE FINE.

Zisaliibi
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Libraries used often - PolarSSL

* Pros:
— APl is simple and clear
— easy to extract single algorithm

* Cons:
— fewer supported algorithms and standards
— dual licensing, but not BSD-like license
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How to use library

» Extract code and compile alone
— some work with extraction
— small, clean and self-containing result

» Compile against whole library
— usually easy to do
— but dependence on possibly unused code

* Link statically against dynamic library
— dll must be always present to run program
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How to use library (2)

 Link dynamically against dynamic library
— try to open dll file and obtain function handle

 Link against service provider functions
— Cryptography Service Providers in particular

— API for listing of available service providers
(CryptEnumProviders)

— standardized functions provided by providers
http://msdn.microsoft.com/en-

us/library/aa380252%28v=VS.85%29.aspx#service provid
er functions
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Security implications of dynamic libraries

 Library can be forged and exchanged

* Library-in-the-middle attack easy
— data flow logging
— input/output manipulation

 Library outputs can be less checked then user
iInputs

— feeling that library is my “internal” stuff and should play by
,my" rules

* Library function call can be behind logical access
controls
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Practical assignment
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Practical assignment

* Download OpenSSL and PolarSSL library
— and check signature (gpg --verify)
* Write small project (PolarSSL based)
— read, encrypt and hash supplied file, write into out file
— read, verify hash and decrypt file
— use AES-128 in CBC mode and SHA2-512
— use PKCS#7 padding method for encryption (RFC 3852)

 Start with New Project+PolarSSL+AES
Questions 2
-/

44 | PB173 - Group: Applied cryptography www.fi.muni.cz/crocs



CR&,CS

Submissions, deadlines

« Upload application source codes as single zip file into IS
Homework vault (Crypto - 1. homework (AES+SHA2))

- DEADLINE: 22.9. 23:59 (first part)

— application capable to read, encrypt, decrypt, hash

— Text file containing description how you did PGP signature verification
(whole process including import of public keys etc.)

— selected solutions will be discussed during next lecture (23.9.)
— 0-5 points assigned

 DEADLINE 29.9. 23:59 (second part)

— finalization of codes based on the discussions during lecture
— addition of unit tests
— 0-5 points assigned
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