Ivan Dendis, Martin Krivosudsky. Dubomir Viluda — Hrochokobry

Obecné chyby a crashe:

1.Neslo zkompilovat.

Zmatek v .h souborech k polarssl + neslo skompilovat na serveru v kuli loggum
(ClientThread.cpp:195: error: C2678: binary '<<': no operator found which takes a left-hand operand
of type 'std::ostream' (or there is no acceptable conversion))

2. Zaseknuti aplikace:
Kdyz se zada Spatné heslo aplikace nadale nereaguje.
Kdyz si Klienti vyméni klice(malokdy se povede), nasleduje prazdny rfadek -> aplikace pada.

Vysledky staticke analizy:

V celem projektu pamet alokovana c-style (MALLOC).
Client.cpp:

Memory leak — promena table
ProtocolMsg.h:

Index i by mel byt kontrolovan aby nevypadl z hranic pole.

Class buffer nema kopirovaci konstruktor.
Crypto.cpp:

Memory leak — promena input
Tests.cpp:

Memory leak — promena joined_table
ClientThread.cpp

Prefered prefix ++ pred interatorem

Mazani klice:

Problem identification: C_x(code, implementation)

Severity: high

Practicability: easy (directly by external attacker)

Description of the problem: Nikdo se nestara o smazani kli¢e z paméti.Uto¢nik pak muze
v pameti dohledat klic.

Proposed solution: Pfemazat proménout key v destruktoru.

Hash:

Problem identification: C_x(code, implementation)

Severity: high

Practicability: easy (directly by external attacker)

Description of the problem: Nekotroluji se intergrity zprav, uko¢nik muze kdykoli zmeni
zpravu a nikdo to nepozna.

Proposed solution: Ptidat hash na konec zpravy a byla zajistena integrita zpravy.

Vyména klicu:

Problem identification: C_x(code, implementation)
Severity: high

Practicability: middle




Description of the problem: P#i vyméné kli¢u dochazi ke dvoum vecem. Zaprve randomu se
klice. Navic klice by se nemeli jentak pridat za sebe. A Za druhé mélo by se posilat vétsi
mnozstvi dat pro klice ne pouze 16 bit za kazdeho klienta.

Proposed solution: Pii vymené kli¢u vymyslet jiny zptisob vygenrovani noveho kli¢e a pridat
nejakou hash funkci na propojeni 2 klicu v jeden

Strcpy a Strncpy:

Problem identification: C_x(code, implementation)

Severity: high

Practicability: hard (directly by external attacker)

Description of the problem: Pfi generovani kli¢u(v funkcich startRead() a ReceiveData2()) se
pouzivaji funkce strcpy a strncpy a to mi neptijde vhodne pro pole dat. Pti bliz§im zkoumani
to ma nepiedvidatelné chovani chovani.

Proposed solution: Pro praci s poli dat pouzivat funkce memecry.

DeSifrovani a Sifrovani tabulky:

Problem identification: C_x(code, implementation)

Severity: eazy

Practicability: hard (directly by external attacker)

Description of the problem: Pfi Sifrovani a deSifrovani nepredpocitava(beZzi na stejnem
vlakn¢) a dochazi ke zna¢nemu spomaleni operace Sifrovani a desifrovani. Navic podle me
jsou potreba vzlast tabulky pro Sifrovani a desifrovani coz zde neni, takze komunikace
nemuze fungovat.

Proposed solution: funkce pro predpocitavani tabulek pro sifrovani a defifrovani by male
beZet na jinem vlakné.

DeSifrovani a Sifrovani:

Problem identification: C_x(code, implementation)

Severity: none

Practicability: hard (directly by external attacker)

Description of the problem: Sifrovani probiha i p¥i prvnotni vymene kli¢u a to na random
datech protoze funkce by mela asi mit 2 vetve jednu pro to kdyz prijde kli¢ a jednu pro to
kdyz prijdou data.

Odhlaseni klienta po ztraceni spojeni:

Problem identification: C_x(code, implementation)

Severity: none

Practicability: hard (directly by external attacker)

Description of the problem: Jakmile klient vypne svoji aplikaci, server si stale drzi udaj o tom
ze je online a ostani klienti ho dostanou v online listu




