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e Schopnost zachytavat velké mnozstvi dat z celé sité

¢ V datech mohou byt obsazeny nové informace o
bezpecnostnich udalostech
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Co jiz znate
Charakteristika namérenych dat

o Zakladni charakteristiky provozu: ¢asova znacka,
zdrojova/cilova IP, ¢islo zdrojového/cilového portu, typ
protokolu, objem provozu, TCP ptiznaky ...

o Rozsitujici charakteristiky: zemépisna poloha, HTTP
doména, user agent, typ aplikace ...

e Odvozené charakteristiky: pocet tokll do destinaci z
dané IP, pocet toku do cilové IP vyuzivajici stejny zdrojovy
port ...

Jak cennou informaci tyto data
nesou, jak ji ziskat?
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IDS

Systémy pro detekci Gtokd/anomalii

e umoznuje ziskat informace o sitovém provozu => moznost
spravy, moznost optimalizace

e umoznuje vyhodnotit informace ze sitového provozu =>
detekce Utokd/anomalii

e umozfuje pouzit ziskané informace ze sitového provozu
=> moznost automatizace, kooperace
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Cilovy zakaznik

Distribution Of Targets

August 2013

Industry Fragmentation
July 2013

m Financial Services
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= Aerospace
W Retail
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= E-Commerce
M Restaurant
= Airline

W Banners
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Clothing
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= Government
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= Organ

® Education
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= Several Targets

= Internet Services

= Social Networks

u Law Enforcement

= Finance

= isp

= Real Estate

= Broadcast
Web Hosting

= Cloud Service Provider

= Online Services
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m Political Party
Terrorism
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= Economy

Zdroj:http://hackmageddon.com/
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Cilovy zakaznik
Q1 Type of site

University

Research
institutefab
Iacility...

Government

ey _

Other (please
specify)
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Zdroj: http//blog.bro.org/2013/07/results-from-our-deployment-survey.html!
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Co Systémy pro detekci pfinasi?

Dobry detekcni systém
e Zachycuje tzv. zero-day Utoky
MozZnost definice novych analyz
Umozni ziskat porozuméni sitovému prostredi
Iniciativni pfistup k sitové bezpecnosti
Mala mira faleSnych poplacht
Schopnost integrace a spoluprace se stavajicimi reSenimi



IDS

Co Systémy pro detekci pfinasi?

Spatny detekéni systém

Vykonnostni nedostatky
Zahlceni informacemi

Nevhodné vyuziti modell (Intrusion Detection has been
shown to have fundamental differences from other areas
where machine learning has been applied (Sommer &
Paxson, 2010).)

Vysoky pocet faleSnych poplachu

Naro¢ny handling udalosti
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Taxonomie systému

Network based
Information
Sensor Alerts
Analysis Anomaly Detection
strategy

Real-time prediction
Time Aspects _ _—

Off-line prediction
Architecture

Centralized |

Distributed & hetcrogencous|

Active response |

Passive reaction |

Aleksandar Lazarevic, Vipin Kumar, and Jaideep Srivastava: INTRUSION DETECTION: A SURVEY
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Architektura systému
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Monowar H. Bhuyan, D. K. Bhattacharyya, and J. K. Kalita: Network Anomaly Detection: Methods, Systems
and Tools
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Prakticka ukazka IDS

o NfSen - open-source néastroj
http://nfsen.sourceforge.net/

e FlowMon INVEA-TECH - komer¢ni nastroj

https://www.invea.com/


http://nfsen.sourceforge.net/
https://www.invea.com/
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Grafy (diagramy)

Pfirozena metoda vizualizace.

Na osu x nanasime vétSinou ¢as a na osu y sledovanou
veliCinu.

Vhodné vybrané veliiny a podsité mohou pomoci

s odhalenim anomdlie pouhym okem.

Ukéazka grafli riznych veli€in univerzitni sité v nastroji
NfSen.
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2D graf poctu toku v Case

Thu Nov 24 20:20:00 2011 Flows/s any protocol

Flows/s any protocol
=
(=}

M honeypot
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Vyuziti stereoskopického vnimani

e Prevadi” vzory provozu na grafické vzory a Utvary.
e The Spinning Cube of Potential Doom

e 0sa x: lokalni adresovy prostor,

e 0sa z: globalni adresovy prostor,

e osay: Cisla cilovych portu.

« Uspésna TCP spojeni bile, netispé$na v barvé duhy.

o Ukéazka vizualizaci pomoci nastroje Flamingo®.

Shttp://flamingo.merit.edu/gallery.html


http://flamingo.merit.edu/gallery.html
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Skenovani portll v kostce
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Vizualizace a toky
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Vizualizace a toky

Stroje a toky jako orientovany graf

 Vrcholy grafu tvoii stroje (IP adresy).

e Hrany zobrazuji jednotlivé toky nebo jejich agregace.

e Velikost, zabarveni.. . vrcholu/hrany odrazi néjakou
jehol/jeji charakteristiku (napf. pocCet pfenesenych bajtl).

e Pohled na to, kdo kolik ceho kam prenasel.
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Orientovany graf zobrazujici sitovy provoz
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Dalsi priklad grafu

11(301.3)
36192652(52119)

129.37.8.119 J—

86904(985)

8578(115)
219,196.23.117

localPort —————————— remotePort ————————— remoteIP

localIP ————— protocol

Vystup z nastroje HAPviewer — http://hapviewer.sourceforge.net/


http://hapviewer.sourceforge.net/
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Vizualizace IPv4 adresniho prostoru

VyuZiti IPv4 adresniho prostoru MU v €ervnu 2013
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Vizualizace IPv4 adresniho prostoru

Internet Census 2012

http://internetcensus2012.bitbucket.org/paper.htmi
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Spider

e umoznuje zobrazit vztah vice veliCin v prubéhu ¢asu
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Pokrocilé vizualizace DDoS utokd

e Real-time vizualizace DDoS atoku po celém svété
(Google Ideas & Arbor Networks )
http://www.digitalattackmap.com/

o Ukéazka pokrocilych vizualizaci
http://infosthetics.com/archives/2012/06/
nict_daedalus_3d_real-time_cyber—-attack_
alert_visualization.html


http://www.digitalattackmap.com/
http://infosthetics.com/archives/2012/06/nict_daedalus_3d_real-time_cyber-attack_alert_visualization.html
http://infosthetics.com/archives/2012/06/nict_daedalus_3d_real-time_cyber-attack_alert_visualization.html
http://infosthetics.com/archives/2012/06/nict_daedalus_3d_real-time_cyber-attack_alert_visualization.html

Vizualizace a toky

Dalsi literatura

e InetVis, a Visual Tool for Network Telescope Traffic
Analysis
http://www.cs.ru.ac.za/research/g02v2468/
publications/vanRiel-Afrigraph2006.pdf

o WireViz (plugin do Wiresharku) — screencast
http://www.youtube.com/watch?v=£fU8w0jooIwE

e Manidant APT1 Report
http://intelreport.mandiant.com/Mandiant_
APT1_Report.pdf


http://www.cs.ru.ac.za/research/g02v2468/publications/vanRiel-Afrigraph2006.pdf
http://www.cs.ru.ac.za/research/g02v2468/publications/vanRiel-Afrigraph2006.pdf
http://www.youtube.com/watch?v=fU8w0jooIwE
http://intelreport.mandiant.com/Mandiant_APT1_Report.pdf
http://intelreport.mandiant.com/Mandiant_APT1_Report.pdf
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