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Reseni domaciho Ukolu, shrnuti z minula

Kontext, cile, zasazeni do zivotniho cyklu incidentu
Sbér dat pro forenzni analyzu

Zpracovani dat, analyza, manipulace s daty

Reportovani z forenzni analyzy



Uvod

Resdeni tretiho domaciho Gkolu |

Hlaeni €. 1 — phishing bez hlavic¢ek
e Phishingova stranka bézi na
http://webmastersecurehelpdeskadminczl. jimdo.com
o Utoénik vyuziva webhosting Jimdo (ccp:/ . jindo. con)
e Whois pro jimdo.com vraci support@-jimdo.com.

¢ Alternativni feSeni: preklad jména stroje na IP
(69.174.241.32) a nasledné whois vrati

abuse@serverbeach. com.


http://webmastersecurehelpdeskadmincz1.jimdo.com
http://www.jimdo.com

Uvod

Resdeni tretiho doméaciho tkolu Il

Hlaseni €. 2 — phishing s hlaviCkami

e Stranka bézi na
http://www.trustworthyseal.com/app/forms/forml.html.

e Pravdépodobné jde o zneuziti firemni prezentace (lisi se
od hlaseni €. 1).

o Preklad jména na IP (192.185.5.192) a nasledné whois
vrati ipadmin@websitewelcome.com.

o Alternativni fedeni: navstéva
http://websitewelcome.com/ a odtud
abuselwebsitewelcome. com.


http://www.trustworthyseal.com/app/forms/form1.html
http://websitewelcome.com/

Uvod

Resdeni tretiho doméaciho tkolu Il

Webmail: z prvni hlavicky vezmeme

webmail .med.uoc.gr (ujisti nas Google s dotazem
"Horde Framework").

Preklad jména na IP (147.52.72.199).

Whois na Domaintools vrati nékolik e-mailll, z nichz
vezmeme ty v polich e-mail (ne changed):
mstarvak@ucnet.uoc.gr, Jjfragiad@ucnet.uoc.gr,
kalogirou@ucnet.uoc.gr.

Whois v Linuxu nevrati zadné e-maily. Nutno hledat na
webu Krétské univerzity.

Stroj patfi Krétské univerzité a ta by mozna mohla spadat
pod akademicky tym GRNET-CERT.

Zcela jisté ale spada pod narodni tym NCERT-GR (dle
zaznamu u Trusted Introducera).
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Reseni tretiho domaciho ukolu IV

e Hodnoceni se objevi v Poznamkovém bloku do pfednasky
10.12.

e Hodnoceni: 0—10 bodu. Viz zadani projektu (interaktivni
osnova).

e Kontakini osobou pro tento ukol je Jan Vykopal.



Uvod

Shrnuti minulé prednasky

e CSIRT tymy poskytuji ¢ast sluzeb, ktera nejlépe vyhovuje
konstituency

o Nejzasadejnéjsi je IH, pak jsou dalsi sluzby
e RuUzné Urovné a podoby IH, pfevazné dle typu organizace
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Tradicni vs. digitalni forenzni analyza




Uvod

Priklad incidentu

e Provedeni
o Zjisténa fakta
e Mozné dotazy

e Zname vstupni vektor?
¢ Byla modifikovana data?
e Lze dohledat Gto¢nika (GPS, FB)?

napr. Neautorizovany pristup ke sdilenému disku ve Windows
doméné a zkopirovani, smazani citlivych dat.



Uvod

Reseni incidentu

 Reseni bez FA
e Detekce
¢ Informovani
¢ Uvedeni do plvodniho stavu

o Regenis FA
e Detekce
e Informovani
e Analyza (uvedeni do plvodniho stavu)
e Zpétna vazba
¢ Uvedeni do pdvodniho stavu
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Zivotni cyklus incidentu

e Pokracovani “Further
Process”
e Postup ala NIST
(Preparation)
Detection and Analysis
Containment,
Eradication, Recovery
Post-Incident Activity

e Prvky FA soucasti trech poslednich fazi
http://csrc.nist.gov/publications/nistpubs/
800-61lrev2/SP800-6lrev2.pdf


http://csrc.nist.gov/publications/nistpubs/800-61rev2/SP800-61rev2.pdf
http://csrc.nist.gov/publications/nistpubs/800-61rev2/SP800-61rev2.pdf
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Incident handling — zopakovani

Analyza incidentu

Reseni incidentu na misté
Podpora feSeni incidentu
Koordinace feSeni incidentu



Kontext

Forenzni analyza

Zjisténi pricin utoku, vstupni vektor
e Sbeér a vyhodnoceni dostupnych informaci
¢ Dohledani dat, modifikovanych a smazanych souboru
Kategorizace zavaznosti
Uchovéni dukazu
Co je vysledkem FA? Vzdy je nutné zadani!
e Priklady (RAC, govCERT, “koncovy” CSIRT)

http://csrc.nist.gov/publications/nistpubs/800-86/
SP800-86.pdf


http://csrc.nist.gov/publications/nistpubs/800-86/SP800-86.pdf
http://csrc.nist.gov/publications/nistpubs/800-86/SP800-86.pdf
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Faze forenzni analyzy

1. Sbér primarnich dat
2. Vyhodnoceni, analyza
3. Reporting

Reporting



Kontext

Tymova spoluprace

e Role

e TechniCti experti

e Pravnici

e Koordinator

e Komunikace s médi

e Komunikace s jinymi CSIRT tymy
e Vedeni firmy

o Sdileni i pfedbéznych vysledku (Ize-li)
e Pozor na legislativni omezeni

e Orchana osobnich tdajl
¢ Klasifikace utajeni (statni sprava)



Sbér dat pro forenzni analyzu

Zakladni principy

Detailni poznamky béhem ziskavani dat
e Obhajitelnost i po letech
e Prace minimalné ve dvojici
e Fotodokumentace, video zaznam
VZdy v souladu s lokalnimi predpisy a legislativou
e Ochrana osobnich Gdajd
e Firemni predpisy
Minimalni zmény ve zkoumanych systémech
Check-list a Skoleni pfedem

No panic!



Sbér dat pro forenzni analyzu

Sbér dat

Podle urovné volatility (RFC 3227), zjednodus$ené:
o Sitové konfigurace (spojeni, ARP, ...), procesy, pamét
e Pevné disky, pamétové karty - filesystem
o Externi logy, sitovy monitoring

o Dodate¢né netechnické zdroje (socialni sité, “vypovedi”
uzivatell, kamerové a dochazkové systémy, ...)



Sbér dat pro forenzni analyzu

Sbér dat

o Priklady
e Casova razitka - z disku
e pamét procesl - z RAM, hesla, klice
e sifova spojeni - spojeni na C&C
o flow
logy systému a aplikaci
¢ Nikdy se predem nevi, co bude potfeba
e MozZnosti sbéru zavisi podle dulezitosti sluzby (jeji
dostupnost)



Zpracovani dat, analyza

Zpracovani dat

Na zpracovani je vice Casu
Lze provadét opakované

Analyzy provadét v uzavieném prostredi
Opét zalezi na zadani

¢ Probihajici incident: rychla analyza, odhaleni cile, . ..

e Obnoveni dat: mlze trvat déle
Tymova spoluprace
Budovani teorie
Automatizace
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Ochrana primarnich dat

e Aplikovat uz béhem sbéru dat

e Podle zavaznosti (pro potreby Policie)
e Fotografie, videozaznamy, dokumentace, protokoly

e Manipulace - chain of custody



Reporting

Typy

e Zprava o prubéhu FA
e Detailni, ovéfitelné informace
e Pouze ma-li smysl

e Zprava s vysledky
e predbézna
e pribézna
e zavéretna



Reporting

Pribézna komunikace

¢ Informovani vedeni firmy, dotéenych stran, ziskani dalSich
podkladu

e TLP - (Traffic Light Protocol)
¢ Red - Pouze v ramci skupiny
e Amber - Pouze v ramci organizace

e Green - S partnery

e White - Vefejné



Reporting

Reportovani vysledku

e Jasna odpovéd na zadané otazky
¢ V pfipadé obecného feSeni incidentl
¢ Informace uZite¢né pro ostatni (zaklad pro advisory)

¢ Informace o moznych sitovych vzorech
e Doporuceni pro napravu
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Ukazkovy report

Summary

A machine running on FEDCLOUD-SITE was detected to initiate ddos ddos
against victins on the Internet. Analysis of the machine showe

malware injected via an insufficiently secured Tomcat instance, which
was used by the attacker to launch malicious activities from the node.
The virtual machine was isolated soon after the findings and its owners
notified. The corresponding inage was found to contain the vulnerable
configuration and was removed from EGI AppDB.

Hosts involved

The machine attacked was running with aa.bb.cc.dd, the attacker used
C6C at_aa.bb.cc.dd (25008/tcp). The menuhed  ddos attack targeted at
Chree TPe. aarbb. ce.dd. aa.bb cc.dd, sa.

Evidence of compromise

The malware was running as_process Confg, which has TCP connection open
to the C&C (3a.bb.cc.dd). The binary of the process was stored as
/tnp/Confg and owned by the tomcat7 user.

DDoS attacks targeted ports 53/udp, no attempt to amplify the traffic or
spoof source IP addresses was detected. The activity was therefore easy
to trace on the network level. The maximum volume of the attack was at
rate of 50 thousands UDP packets per second.

Details of the attack

The attack vector used was Tomcat with the Manager servlet enabled with
default credentials “admin:admin®. This common vulnerability is a target

of frequent scans on the Internet. We have no reasons to believe the attacker
targetted specifically EGI resources. It is very likely the machine was
actually attacked by three independent attacks.

The attack triggering the ddos floods used a malicious process which vas
instructed by the attackers' C&C. e corresponding binary is based on

e BLL Gates trojan family e o
Rttpe//securelist. con/analysis/publications/64361/versatile-ddos-trojan- for-Linux)

Possible vulnerabilities exploited by attacker

Unsecure configuration of Tomcat

Actions taken to resolve the incident

Analysis of the incident showed that the vulnerability was present in
the inage used to instantiate the virtual machine. Sites where the
wes in use were detected and asked to resove the image and Tnvestiage virtual
machines running off the image. mage was also notified
and the image was removed from hecelr oo reposiiary. The related
contents was avail
Wt tps://appdb. gL -eu/ store/vappliance/guse. proxy.dci..bridge
https://appdb.egi.eu/store/sof tware/ fedcloud. slave . dci.bridge

Additional discussions about incident handling will carry on in the
FedCloud conmunity.

Timeline of the incident

1516, Oct - DDos attacks performed from the node
22. 0ct - attacks detected by the CESNET security t

547 0t - verification of the incident, notificarion of EGI CSIRT, suspension of the

25. Oct - initial report sent to the fedcloud sites and mgnt, removal of the etnerapte inage



Shrnuti

FA soucast IH, v riznych fazich
e znacné expertni ¢innost, Ize outsourcovat
Tti zakladni faze
Opatrnost pfi sbéru dat a pfi jejich uchovani
e zejména hrozi-li pravni spory
Vedle technickych aspektl je dilezita i komunikace a
reporting, a koordinace

Reporting
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DalSi materialy

e SANS - http://sans.org
e Forensics Wiki - http://forensicswiki.org
e Sleuth Kit - http://www.sleuthkit.org
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