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CR& CS

PA193 Secure coding principles and proposal

* Relatively new subject
— Introduced in September 2013

« Secure coding
— How to write code in a secure way
— So that the program cannot be attacked/exploited
— # Programming of security applications

o 2/2/2
— Lecture: 2 hours weekly
— Seminar: 2 hours weekly (2 seminar groups)
— Homework: about 3-6 hours weekly

2 | PA193 - Introductionary info www.fi.muni.cz/crocs



CR& CS

Aims of the subject
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To learn how to program in a way that the resulting
application is more secure

— Free from security related bugs
— Cannot be attacked/exploited

To understand security consequences of decisions
made by programmer

Many issues are independent on programming
language

Most examples are based on C/C++ and Java
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Position of PA193 among other subjects

 PV079 — Applied cryptography
— Practical aspects of cryptography

« PV181 — Laboratory on Security and Applied
Cryptography
— Using common crypto libraries and smart cards

« PAO18 Advanced Topics in Information Technology
Security

— Practical project
 PA168 Postgraduate seminar on IT security and
cryptography

— Discussions on current issues of IT Security

« PB173 Domain specific development in C/C++
— Group focused on implementation security and applied crypto
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Requirements

Basic knowledge of (applied) cryptography and IT security
— symmetric vs. asymmetric cryptography, PKI

— block vs. stream ciphers and usage modes

— hash functions

— random vs. pseudorandom numbers

— basic cryptographic algorithms (AES, DES, RSA, EC, DH)

— risk analysis

Practical experience in programming with C/C++ language
Basic knowledge in formal languages and compilers

User-level experience with Windows and Linux OS
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Organization
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Lectures + seminars + homeworks + project + exam

Homeworks

— assigned every second week/seminar
— individual work of each student

— expected workload: 3-6 hours

Project

— groups of 2-3 students

— divided into three parts with 2 different deadlines

— topic assigned in first half of semester

— project defense in mid-term and last seminar of the term
— expected workload: 20 hours/project/participant
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Grading

* Points
— Homework (30)
— Project (30)
— Written exam (90)

« Grading
— A 2 90% of maximum number of points
— B 2 80% of maximum number of points
— C 2 70% of maximum number of points
— D =2 60% of maximum number of points
— E 2 50% of maximum number of points
— F <50% of maximum number of points
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Attendance

* Lectures
— Attendance not obligatory, but highly recommended
— Not recorded
« Seminars
— Attendance obligatory
— Absences must be excused at the department of study affairs
— 2 absences are ok
« Homeworks and projects
— Done during students free time (e.g. at the dormitory)
— Access to our lab is possible
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Course resources
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Lectures (PDF) available in IS

— IS = Information System of the Masaryk University

Homeworks/assignments available in IS
— Submissions also done via IS

Additional tutorials/papers/materials from time to
time will also be provided in IS

— To better understand the issues discussed

Recommended literatures
— To learn more ...
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Recommended literature MG,
Englneerlng

SECOND EDITION

THE SECURITY.| "
DEVELOPMENT

* Ross Anderson - Security T

engineering, Wiley

* Michael Howard, Steve Lipner - Secure
Development Lifecycle, MS Press

- John Viega, Matt Messier - Secure
programming cookbook, O'Reilly

 Michael Howard - Writing WRITING

SECURE 2
secure code, MS Press EODES0.

il '
39 O

Programming
(Jookbook

CYREILLY”
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Plagiarism
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Homeworks

— Must be worked out independently by each student

Projects

— Must be worked out by a team of 3 students

— Every team member must show his/her contribution
Plagiarism, cut&paste, etc. is not tolerated

— Plagiarism is use of somebody else words/programs or ideas

without proper citation
IS helps to recognize plagiarism
If plagiarism is detected student is assigned -5 points

In more serious cases the Disciplinary committee of the faculty
will decide
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Topics covered (order is not fixed)

1. Language level vulnerabilities: Buffer overflow,
type overflow, ...

2. Defence in depth, ...

3. Input processing (all input is evil ...)

4. (Automatic) Code checking

5. Security testing: blackbox vs. whitebox testing,
fuzzing, ...

6. Access control, privilege separation, ...

/. Automata based programming, securing API, ...
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Topics covered

8. Integrity of modules, parameters, temp files, ...
9. Concurrent issues: |IPC, race conditions, Valgrind, ...

10.(Pseudo)random numbers, their generation and
usage, ...

11.Security primitives: secure channel, secure storage,
key management, ...

12.Security code review

13 | PA193 - Introductionary info www.fi.muni.cz/crocs




CR& CS

Labs - organization

* Dedicated teaching room in the security laboratory
(A403)

* Pre-prepared environments (Windows, Linux)
— compilers, analyzers...

 Virtual images for selected exercises
— can be used also outside laboratory

* Necessary software available for students
— freeware tools preferred for easy home-use
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Protostar virtual Image with exercises

exploit-exercises.com News Blog Download  Exercises ~

S —— Protostar stackO

Fassword:
Linux (none) 2.6.32-5-686 #1 SMF Mon 0Oct 3 04:15:24 UTC 2011 1686

STACK LEVELS

The programs included with the Debian GHNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in susrssharesdocssscopuright.

pt/protostar/bin/stack0
Dehian GHU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
Source code permitted by applicable law.

% cd Joptsprotostar/sbin
$ .Sstackd AAARAARAAAAAARAARARAAAAAARAARARAAAARAARAAAAAAABAAAAARAARAAAAAR

Try again?

F ./stack0 AARAAAAAAAAAAAAAABAAAAAAARAAAAAAAAAAAAAAAAAARAARAAAAAAAAAAAARAAAAAAAAA
ARAAAAAAAAAAAAAAAAAAAAABAAAAAABAAAAAAARAAAAAARAABAAAAAAAAAAAAAAAAAAAAAAABAAAAAAAA
AAAAAAAAAAAARAAARAAAAAAAAAAAAAAARAAAAAAARAAAR

FORMAT STRING LEVELS Try again?
% ./stackd
ARAAAARAAARAAARAAAARARARARARAARARAAARARARAAARARARAAAAAAAAAAAAAAARAARARAARARARAAAA
AAAAAAARAAARAARARAAAARAAAAAAAARABAAAARARARARARAAAAAAAARAAAAAAAAAAAAAAAARARAARAAARAAA
AAAARARAARAAARAAAARAAAAAAAA

you have changed the 'modified' wariable

Segmentation fault

%

anged the 'modi

S [#] right ctrl

Discussion

5 comments
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Compiler settings for /DEP and /ASLR

M BufferOverflow - Microsoft Visual Studio
FILE EDIT VIEW  PROJECT BUILD DEBUG TEAM  TOOLS TEST  ARCHITECTURE  AMNALYZE  WINDOW  HELP

B - e P Local Windows Debugger ~ Auto ~ Debu +  Win32 - pmi s | B
L, d =
Solution Explorer =+ * Q1 X wchar.h MativeRecommendedRules.ruleset & BufferOverflow.cpp A X
M e~ " (Global Scope) - @ demoBufferOverflowData()
. —#include "stdio.h"
Search Solution Explorer S #include “memory.h”
fal Solution 'BufferOverflow’ —// MNote: GCC and MSVC uses different memory alignment
4 [%] BufferOverflow /f Try "12345678DevilEvecosia” as a password for gocc build
b =3 External Dependen {/ Try "1234567812345678Devil I am. Ha Ha" as a password for M5VC debug build
el ] F B
B stdafh 1 -
B targetver.h #define Configuration: | Active(Debug) '] Platform: [ActivEE‘-"-'inﬂJ '] l Canfiguration Manager.. l
B Resource Files #define
4 43| Source Files i » Common Properties Enable String Pooling
b ++ BufferOverflow #define a Configuration Properties Enable Minimal Rebuild Yes (/Gm)
++ stdafu.cpp < General Enable C++ Exceptions Yes (/EHsc)
C .
B ReadMetdt Debugging Smaller Type Check Mo
0 WC++ Directories Basic Runtime Checks Both (/RTCL, equiv. to /RTCsu) (/RTCL)
/ a /e Runtime Library Multi-threaded Debug DLL (/MDd)
pr| GE”_E’ETI . Struct Member Alignment Default
p : Ept|m|zatlor1 Security Check Yes (/GS) [=]
P reprocessor . Enable Function-Level Linking
P Code Generation :
| L Enable Parallel Code Generation
anguage
Precgomgpiled Headers Enable Enhanced Instruction Set Mot Set
| Output Files Floating Point Model Precise (/fp:precise)
Browee Information Enable Floating Point Exceptions
Advanced Create Hotpatchable Image
100 % - All Options
Command Line
Output = » Linker

Chomuss mabimad Fro ~ RAanifart Tanl
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Deeper look into disassembly

m BufferOverflow (Debugging) - Microsoft Visual Studic

FILE EDIT VIEW PROJECT BUILD DEBUG TEAM  TOOLS TEST  ARCHITECTURE  AMALYZE  WINDOW  HELP
G - - W b Continue ~ A_: L ] 3 6. 6 ¢ ACodeMap B _: L B -
= Process: [0xLAS8] BufferOverflow.exe - Thread: [0x21D0] Main Thread - Y Stack Frame: demoBufferOverflowData e

v B X | Disassembly +# X BufferOverflow.cpp
a i Address:

Solution Explorer =
@ -

Search Solution Explorer (Ctrl+; P-

demoBufferOverflowData(void)

~ | Viewing Options

:
Rl Solution 'BufferOverflow’ (1 proji GoEC1S28  call I—RTC—ChECkESp (BEC1144h) // Get user name
£ 5 Butoverton S T ST
. s memse asswd, 2, I H
b &5 Extemal Dependencies BREC1532 lea eax, [useriame] printf(r'J'login as: "y;
4 &3] HeaderFiles BBEC1535 push eax Fflush(stdout);
stdaf.h @BEC1536 call dword ptr ds:[®EC92D4h] gets(useriame) ;
targetver.h @BEC153C add esp,4 // Get password
E Resource Files @BECLS3F cmp esi,esp intf F.J. . L .
printf("¥s@vulnerable.machine.com: ", userName);
e @@EC1541 call __RTC_CheckEsp (@EC1144h) FFlush(stdout);
I+ BufferOverflow.cpp // Get password gets(passwd);
* stdafx.cpp printf("%s@vulnerable.machine.com: ", userName}); // Check user rights (set to NORMAL_USER and not changed in code)
B ReadMe.td @BEC1546 mov esi,esp if (userRights == NORMAL_USER) {
@BEC1S48 lea eax, [userName] printf("\nkWelcome, normal user '#s', your rights are limited.\n\n", userName});
@BEC154E push eax filushistdout); .
@BEC154C push BEC58B4h
@BEC1551 call dword ptr ds:[8EC92D8h]

Memory 1 MR Call Stack

Address:  (0019FC54 - ™ Mame

IxGB 9FC54 €c €€ €C €C €€ €C €C €C €€ cc cc cc cc cc cc  ITIPETidtssssis - © BufferOverflow exeldemoBufferOverflowData() Line 25
BxBE1OFCES  cC Ge @@ @@ @B cc cc cc cC € cC cc cc le @@  In...IITITITII.. BufferOverflow.exelmain() Line 56

Bx@E1OFCT2 BB @8 cc cc cc cc 3b a6 7b d4 58 fd 19 @@ e3 ..IIII;!{Ory..3 BufferOverflow.exe!_tmainCRTStartup() Line 536
@x80 17 ec @0 00 00 00 BO G0 00 00 @0 88 @ fd 7e .i.......... EY BufferOverflow.exelmainCRTStartup() Line 377

ox00 CC €C CC €C €C €C €C €€ €C cC ¢c c¢c ¢c cc ¢¢ IITITIITTIITITILI kernel32.dII'754833aa()

Bxaa CC €C cc €C o cc cc ec cc cc cc cc cc cc ce 11iTEIIIIIIITIY [Frames below may be incorrect and/or missing, no symbols loaded for kernel32.dlI]
Bxe8 €C €C €L €C €C €C €C €C €c cc cc cc cc cc cc ITITITITITITITIL ntdIlLdIN77139F72()

Bxe8 €C €C CC €C €C €C €C €€ €C ©c cc cc cc cc cc ITITITITITITITIz ntdIlLdIN77139§45()

Ectd CC CC CC €C CC CC CC €C CC €C CC cC cc cc cc IITITITITITIIINIT

Bced CC €C CC €C €C C€C €C €C €C €€ cc €€ €c cc cc IIITIIITIIITITi:
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