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Note: GCC and MSVC uses different memory alignment
// Try "12345678DevilEvecosia" as a password for gcc build
// Try "1234567812345678Devil I am. Ha Ha" as a password for MSVC debug build

void demoBRufferOverflowData () {

int unused variable = 30;
#define NORMAL USER 'n'
#define ADMIN USER 'a'

int userRights = NORMAL USER;
#define USER INPUT MAX LENGTH 8

char userName [USER_INPUT MAX LENGTH];

char passwd [USER_INPUT MAX LENGTH];

// print some info about variables

printf ("%$-20s: %p\n", "userName", userName) ;

printf("$-20s: %p\n", "passwd", passwd);

printf("%-20s: %p\n", "unused variable", &unused variable) ;
printf ("$-20s: %p\n", "userRights", &userRights);

printf ("\n");

// Get user name

memset (userName, 1, USER INPUT MAX LENGTH) ;
memset (passwd, 2, USER_INPUT MAX LENGTH) ;
printf("login as: ");

fflush(stdout) ;

gets (userName) ;

// Get password
printf("$s@vulnerable.machine.com: ", userName) ;
fflush(stdout) ;

gets (passwd) ;

// Check user rights (set to NORMAL USER and not changed in code)

if (userRights == NORMAL USER) {
printf ("\nWelcome, normal user '$s', your rights are limited.\n\n", userName);
fflush(stdout) ;
}
if (userRights == ADMIN USER) {
printf ("\nWelcome, all mighty admin user '$s'!\n", userName) ;
fflush (stdout) ;
}

// How to FIX:

//memset (userName, 0, USER INPUT MAX LENGTH) ;
//fgets (userName, USER INPUT MAX LENGTH - 1, stdin);
//memset (passwd, 0, USER INPUT MAX LENGTH) ;

//fgets (passwd, USER INPUT MAX LENGTH - 1, stdin);

| PA193 - Buffer overflow, strin
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Setup

3

Create new Visual Studio 2013 Project
— File->New->Project->VisualC++->Win32 Console app
— Turn off ‘Precompiled header’ and ‘SDL checks’

Copy content of BufferOverflow.cpp from IS instead of generated main
file

Try to compile (disable warning on gets() function)

— #define _CRT_SECURE_NO_WARNINGS

Insert breakpoint (begin of demoBufferOverflowData()) — F9

Run program in debug mode — F5

Execute next step of program — F10

Display memory (must be in debugging session), Debug — Windows
— Memory
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void demoBufferOverflowData() {

#define USER_INPUT_MAX_LENGTH 8

int unused_variable = 30;
#define NORMAL_USER 'n'
#define ADMIN_USER a'

int userRights = NORMAL_USER;

—
userName[USER_INPUT_MAX_LENGTH];

passwd[USER_INPUT_MAX_LENGTH];

char
char

// print some info about variables

printf("%-20s: %p\n", "userName", userName);

printf("%-20s: %p\n", "passwd", passwd); ~—
printf("%-20s: %p\n", "unused_variable", &unused_variable);
printf("%-20s: %p\n", "userRights", &userRights);

printf("\n");

// Get user name
printf("login as: ");
gets(userName);

a

// Get password
printf("%s@vulnerable.machine.com:
gets(passwd);

, userName);

// Check user rights (set to NORMAL_USER and not changed in code)
if (userRights == NORMAL_USER) {

printf("\nWelcome, normal user '%s', your rights are limited.\n\n", userName);

Variable cont
access

rights

Array with fixed length (will
be overwritten)

Help output of address of
local variables stored on
the stack

Reading username and
password (no length
checking)

Print information about

b
if (userRights == ADMIN_USER) {

printf("\nWelcome, all mighty admin user '%s'I\n", userName);
b

current user rights
|
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Data In memory

-lvoid demoBufferOwerflowData() {

int unused_wvariable = 38;
#tdefine NORMAL USER n'
#define ADMIN_USER "a'

int userRights = NORMAL USER;

#define USER_INPUT_MAX LENGTH 8
char userName[USER_INPUT_MAX_LENGTH];
char passwd[USER_INPUT_MAX_LENGTH];

J/ print some info about uariahleﬂ

printf({"%-28s: Epi\n™, "userName™, userName);
printf("%-28s: Ep\n™, "passwd", passwd);
printf{"%-28s: Ep\n™, "unused_variable", Zuny
printf("%-28s: %p'\n", "userRights", &userRigh

printf{"\n"};

£/ Get user name
memset(userName, 1, USER_INPUT_MAX_LENGTH);
memset({passwd, 2, USER_INPUT MAX LENGTH);

= printf{"login as: ");
fflush{stdout);
W0% =~

passwd

userRights

Address: | 0x0024F
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Running without malicious input

(Global S5cope) = | W demoBufferOverflowData()
// Get user name Memory 1 v M X
memset(userName, 1,
memset(passwd, 2, uj Address: |0x0013FA03 -| {# | Columns: | Auto -
printf("login as: "J@x@@13FA36 cc Cc €C CC €C CC €C CC €C CC €C €C €C €€ cc ¢c ¢c IIIIITITITITITIITIIIL -
fflush(stdout); Bxea13FA cc 74 65 73 74 @@ B2 B2 B2 cc CC CC ©C cc ¢c cc cc Itest.... IIITIIIII
gets{userName); BuBELIFASE 7@ 85 74 72 88 81l 81 Bl cCc CcC CC CC CC CC CC CC Be petr....iiiiiiiin

BxBB13FAGY @@ PB B@ cC cC cc CC CC cC cc ¢c le @@ @@ @@ cc cc ... .ITTITITE....I1
// Get password @xBB13FATA  dcfcc 9c 2f eb dB 54 fb 13 @@ 9a 28 f9 @@ @8 88 @@ IIe/s@Td..3 b....
printf("%s@vulnerablexee13FAsE po/ee o@ 82 @@ @@ @ fd 7f cc cc cc cc cc cc €c €C ...... ay . IIIITITIIT
fflush(stdout); EwER1E7200 Jed petece o£ ok £ oo o or ce cr oc cr or oo o FTITTTTITTTTTIFTFE B
gets(passwd); pripplsrasl fodl 7 Di\Documents\Develop\PBO71_spring2010hpb071_cvll _vs\Debugpb071 cvll vs.exe

50, 1 o ] ol &
// Check user right]axeal3Fal gc
if (userRights == Nj@x@813FAER ittt demoBuf ferOuverflowData HiHH

100 %%

printf{"\nwelco]exeals userHame HB13FASS8

| PR passuwd A0813Fn48

fflush(stdout) ;| e wnuzed_variahle BA13FA74

} BxB813FBY3 nserHights BA13FAGE
if (userRights == AJexEE13FER4

login as: petr

printf("inkelco petrByulnerable .machine.com:
fflush(stdout);
} llelcome,. normal user ‘petr’, your rightsz are limited.
userName
passwd

overflow, string vulnerabilities www.fi.muni.cz/crocs
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Running with malicious input — userName

-

/{ Get user name

memset{userilame, 1, USER_INPUT_MAX LENGTH);
memset(passwd, 2, USER_INPUT_MAX_LENGTH);
printf({"login as: "});

fflush(stdout);

gets(userName};

// Get password
printf({"%sf@vulnerable.machine. com:
fflush(stdout);

gets(passwd);

", userNanj

// Check user rights {set to MORMAL_USER and

if (userRights == NORMAL_USER) {
printf{"\nkelcome, normal user '¥s', youn
fflush({stdout};

¥

if (userRights == ADMIN_USER) {
printf{"\nkelcome, all mighty admin user

4

[ s B R s O O T s T Y O s I %

insert ‘evil’ into userName

Address: | 0:0024FB1B/

'| {#} | Columns: | Auto

xBB24FBE1IE cc C
«BB24FBE2C cc
wB@24FBE3D cc fLC
wBB24FB4E ccfcc
wB@24FBSF c@ @2
xB824FB78 65 76
xB824FBEE1l 80 B0
wBB24FE92 ccC ccC
xBB24FBAS B0 OO
wee24FBEE4 cCC cC
wBB24FECS cc cc
wB@24FBDE cCC cC
wBB24FEE7 ccC cc
«BB24FEF8 cc cc
wBB24FCE9 cc cc

B Autos BA Locals
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Running with maliciq

printf({"login as: ");
fflush(stdout);
gets(userName);

// Get password
printf("¥s@vulnerable.machine.com:
fflush(stdout);

gets(passwd);

J// Check user rights (set to NORMAL U

if (userRights MORMAL USER) {
printf{"\nkelcome, normal user
fflush(stdout);

=4

¥
if (userRights == ADMIN USER) {

printf({"\nkelcome, all mighty ad

fflush(stdout);
b

- S/ How to FIX:

“1234567812345678Devil | am. Ha Ha’
into passwd

Address: | 0x0024FB1E

BxBa24FB1E cc c
BxBa24FB2C cc ¢
BxBa24FB3D cc c
BxBa24FB4E cc
BxBa24FB5F cc 31
BxBa24FE7E 44 B5
BxBa24FBE1l ©8 88
Bx@a24FB92 ccC cCcC
BxBa24FBAS 68 88
Bx@a24FBE4 cCcC cCcC
BxBa24FBCS cc cc
@xBa24FBDe cc cc
BxBa24FBEY ccC cCc
BxBa24FBFE ccC cCc
@xBa24FCeY cc cc
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* Too long password overflow userName and
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Running with attacker input - result

# | DADocuments\Develop\PB071_spnng20104pb071_cvll vs\Debug\pb071_cvll vs.exe

ittt demoBuf ferOuverf lowData #HitHi
uszerMame HE24FB7H
passud HB824FB6H
unused_variahle HA24FBEC
userRights HE24FBEH

login a=s: evil
evilfvulnerable .machine.com: 1234567812345678Devil I am. Ha Ha

'elcome, all mighty admin user ‘Devil I am. Ha Ha'?

www.fi.muni.cz/crocs
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Questions (debug mode)

 How are userName, password and userRights
positioned in memory?

* How you will find memory location (address) of
userRights variable?

* How many bytes you need to write into userName
variable to change userRights ?

« Can you get admin rights by changing userName
only?

10 PA193| LABS | BufferOverflow www.fi.muni.cz/crocs



CR&,CS

Questions (debug mode)

* Why is program throwing debugger exception when
finishing function demoBufferOverflowData()?

 How program was able to detect memory corruption?

« Why Oxcc bytes are here? How you can type Oxcc into
terminal?

« Can you get admin rights without raising runtime
exception (memory around userName variable corrupted)
when leaving demoBufferOverflowData()?

* Where you can find return address?

 What should be the return address value?
— Try R-Click -> Go to Disassembly

11 PA193 | LABS | BufferOverflow www.fi.muni.cz/crocs
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Questions (release mode)

* Release mode, /GS on
— What is memory layout with respect to debug mode?

— Can you still execute buffer overflow and change
userRights?

— What is the value of canary word?

* Release mode, /GS off
— What is the influence of /GS disabled?
— What is the impact on addresses of variables?
— Can you be admin in Release? Why?

12 PA193| LABS | BufferOverflow www.fi.muni.cz/crocs
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Lab — compiler protections

« GCC (e.g., QT Creator) & MSVC (Visual Studio)

— list of compiler flags, release mode

« Compile program with/without compiler protection
— bufferoverflowdemo.cpp::demoBufferOverflowData()
« download from IS materials
— return pointer smash behavior (crash, exception)

« Disassembly display of resulting binary
— Instruction-wise mode in IDE (Visual Studio), OllyDbg
— existence of canary word (function with/without GS bulffer)

« Display address of variable, function...,
* run program multiple times — memory randomization (ASLR)

13 PA193| LABS | BufferOverflow www.fi.muni.cz/crocs
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Compiler flags

« Locate all flags discussed during lecture
 Visual Studio Projects Settings

* Observe memory layout for stack frame with and
without the flag
— what is changing?
— what is missing?

14 PA193 | LABS | BufferOverflow www.fi.muni.cz/crocs
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Compiler settings for /DEP and /ASLR

w BufferOverflow - Microsoft Visual Studio

FILE EDIT VIEW PROJECT BUILD DEBUG  TEAM  TOOLS TEST  ARCHITECTURE  AMALYZE  WINDOW

F -l

Solution Explorer = * 3 X wchar.h NativeRecommendedRules.ruleset @

p Local Windows Debugger = Auto

BufferOverflow.cpp #® X

Gj °-a (Global Scope)

~ Debug =~ Win32

==l =

- @ demoBufferQverflowData()

—J#include

"stdio.h"™

Search Solution Explorer S =

fad Solution 'BufferOverflow’
4 [%] BufferOverflow
b =5 Exernal Dependen

#include "memory.h”
-1// Mote: GCC and MSVC uses different memory alignment
/f Try "12345678DevilEvecosia” as a password for gocc build
// Try "1234567812345678Devil I am. Ha Ha" as a password for MSVC debug build

4 &3] Header Files o BufferOverflow Property Pages uﬂ
vold deme
B stdafx.h i —
B targetverh #define Configuration: | Active(Debug) v] Platform: [Active[WinBZ] V] ’ Configuration Manager... l
=8 Resource Files #define
4 =g Source Files b > Common Properties Enable String Pooling
P #+ BufferOverflow #define a Configuration Properties Enable Minimal Rebuild ‘Yes (/Gm)
++ stdafx.cpp 2 General Enable C++ Exceptions Yes (/EHsc)
B ReadMe.txt Debugging Smaller Type Check Mo
1 WC++ Directories Basic Runtime Checks Both (/RTC1, equiv. to /RTCsu) (/RTCL)
/ 4 GG+ Runtime Library Multi-threaded Debug DLL (/MDd)
pr Gen.era.l . Struct Member Alignment Default
p : Eptlmlzatlﬂr‘l Security Check Yes (/GS) E
P reprocessor. Enable Function-Level Linking
Pl Code Generation ;
| Enable Parallel Code Generation
P Language .
. Enable Enhanced Instruction Set Mot Set
Precompiled Headers . . . .
Output Files Floating P|:|||:1t Mnu:%el . Precise (/fp:precise)
Browee Information Enable Floating Point Exceptions
Advanced Create Hotpatchable Image
100% - All Options
Command Line
Output == » Linker

Chmsae madem ok Fro ~ BAanifart Tanl

www.fi.muni.cz/crocs
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Deeper look into disassembly

m BufferOverflow (Debugging) - Microsoft Visual Studio
FILE EDIT VIEW PROJECT BUILD DEBUG TEAM  TOOLS TEST ARCHITECTURE  ANALYZE  WINDOW  HELP

Q- e P Continue ~ A _c [ ] 2 6. & @ & CodeMap ¥ _ - LI e -
: Process:  [0:1 AS8] BufferOverflow.exe - Thread: [0x21D0] Main Thread - Y Stack Frame: demoBufferOverflowData ol
Solution Explorer = < w X Disassembly & X BufferOverflow.cpp
m o - & i " Address: demoBufferOverflowData(void)
Search Solution Explorer (Ctrl+; Q@ = (%) Viewing Options |
fal Solution 'BufferOverflow' (1 proji BOEC1S2E call —RTC_CheckEsp (8EC1144h) // Get user name
4 [%) BufferOverflow gets(userfame); memset (userName, 1, USER_INPUT_MAX_LENGTH);
b 52 External D denci @REC1538 mov esi,esp memset(passwd, 2, USER_INPUT_MAX_LENGTH);
mE Bremal bependencies @PEC1532 lea eax, [usertame] printf("login as: ");
4 L] Header Files @BEC1535 push eax fflush(stdout);
B stdafih @BEC1536 call dword ptr ds:[BEC92D4h] gets(useriame);
targetver.h @BEC153C  add esp,4
=5 Resource Files BAEC153F cmp esi,esp // Get password
- BPEC1541 11 RTC CheckE BEC1144h printf("%s@vulnerable.machine.com: *, userName);
4 L] Source Files ca __RTC_CheckEsp ( Ah) fflush(stdout);
b+ BufferOverflow.cpp gets(passwd);
+o stdafx // Get password
sreche printf("%s@vulnerable.machine.com: ", userName); // Check user rights (set to NORMAL_USER and not changed in code)
B ReadMetd BAEC1546 mov esi,esp if (userRights == NORMAL USER) {
BBEC1548 lea eax, [useriame] printf("\nWelcome, normal user '¥s', your rights are limited.\n\n", userName);
@BEC154B push eax fflushistdout); .
@BEC154C push BEC58B4h
@BEC1551 «call dword ptr ds:[@EC92D8h]
Memory 1 Al (all Stack
Address:  0x0019FC54 -0 MName
Bre0197C54 cc cc cc cc cc cc cc oo cc e o cc cc cc cc  IITTITETEEIEEEE . © BufferOverflow.exeldemoBufferOverflowData() Line 25
@xBR1IFCES cc Ge BB B @@ cc cc cc cc ec cc cc cc le 8@ In...IITITTIT.. Buf‘ferO\.rerfIDw.a(e!mamQ Line 56 _
Bx08 8@ @0 cc cc cc cc 3b ab 7b d4 5@ fd 19 @@ e3 ..IIIT;!I0Py..3 BufferOverflow.exel_tmainCRT5tartup() Line 536
Bde 17 ec @0 ©F @0 00 G0 A0 BO 0B 00 80 B fd 7e  .i.......... EVS BufferOverflow.exe!mainCRTStartup() Line 377
AxBALIFCI8  C€C CC CC €C CC €€ €C €C €C C€C €C ¢C ¢c cc cc IIITITIIITITTIL kernel32.dI'754833aa()
Bxee F €C €€ €C €C €€ €C €C €€ €C €c c€ cc oc cc cc IIIITIIITITITITIIi: [Frames below may be incorrect and/or missing, no symbols loaded for kernel32.dl1]
axen €C €C €C €C €C €C €C €€ cc cc cc cc ¢c cc cc IIIIIIITITIIiisii ntdILdIl7T139f72()
Bxe8 €C €C €C €C €C €€ €C €€ €€ €€ cc cc cc cc cc ITITITITTTITTITs:s ntdllL.dIli77139f45()
Exad €C €C CE €C €C €C €€ €€ €€ €€ €€ €€ ec cc cc IITTITITITIITITis:
3 €C €C CE €C €C €C €€ €€ €€ €€ cc €€ ec cc cc IITTITITTfiiiiii
BwBATOErES e e e e e e e re e e e e e e e TTTTITTITTIITTITT
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Deeper look into disassembly (cont.)
4 OllyDbg - AES PolarSSLexe - _ ‘

File View Debug Plugins Options Window Help

bi¥ ¥4 ¥ 4 LIE[M|T|W/H|C|/|K|B|R|..|S| i

@ CPU - main thread, module AES_Pola

AL101EER] § 55 FUSH _EEF

@1101661| . SBEC MOy EEP,ESP

ALI0IAAZ) . 22EC 1@ ZlE ESF, 1A

@110 1 AEE ST FUSH ESI

1101667 . 29220 2BERI0A1| CMP DWORD PTR DS:Cass_init_donsl, B

GBI S hinonen | B ST ToLe TR ' )
. _Fola.ases_gen_ta (==

R o R e e e | o S —

2 g + AEZEFSTF | BA BE AR B6 BE B0 OE BE B BE GR BA|BE B BB Q@) . .

aiibiezz) . 5945 F4 Mol CWORD PTR S55: CEEP-CI, ERA AAZAFSSF | @R @R B0 BR A0 BG B@ B0 AG B@ PG 8@ BA B@ B8 98| . i

11018251 . 2170 F4 S@@&@ CHP OWORD PTR S55: CEEP-C1, 2@ AEZEF2OF | BA DB A0 B6| G0 GO 05 G0 B OO0 G0 G0 B0 B8 B8 B0 . 2u.ececiisienaa

1101820 w74 _14 JE SHORT AES Fols.@li0ie4z AEZEFIAF | @A B1 81 Bl @l 81 @1 B1 @81 Bl 81 A1 61 81 A1 Bl . CEEEEEEEEEEEEEE

A110182E| . 8170 F4 CE@@E CHF OWORD PTR 55: [EBF-C1, BCH AAZAFSEF| @1 @1 @1 @1 @l 81 81 @1 @l 81 81 81 9l 61 81 91| CAREEREAADEGREEEE

1101835 w74 16 JE SHORT AES _Pols.81101840 aEZEFCF| 61 61 A1 61|61 61 61 A1 6l 61 61 8161 61 61 A1) GAODGGGADHEAGOEE

81101837 . 5170 _F4 @@alel CHP OWoRD FTR S55: CEEF-C1, 188 AEZEFS0F | @1 Bl @1 Bl @l @1 @1 A1 A1 Bl @1 A1 A1 A1 Al @] | AEEEEEEAEEEEEEEE

B1101E3E) .74 18 dE SHDHT FES_Pola. 61101652 AAZAEFSEF| @1 /B3 65 63 75 F2 65 5@ 61 73 73 Fr 6F 72 64 3A| 6SecurePassword:

a1ipia4a) .~EB 21 F SHORT RES_Fola.@11D1683 GEZEFOFF|EE 62 FE 21 22 22 0B 10D @1 52 72 10 Bl BC 72 10| nbul23. #EHCHE-c#

1101842 > SB4D a3 NDU ECH, OWORD PTR 55: CEEF+31 AFZEFAEF | B1 6@ 72 10/ @] BF BR @A AE 28 FA 20|68 F2 2F 10| @ r#8.... - % #

61101645 . CPA1 GABEEEEE|MOU DWORD PTR DS:[ECHI, B0 AEZEFALF| 81 68 FA 28 B8 BS 52 10 Al 81 88 B8 B8 0OS E1l 4F|6~a _$2#88... 10

S1iDi6dn 3 GESE g Dl R DUORD PIR 35 LEGP+a] GOSOF(SF| B DR £ FD 7E OB G0 b8 0o 54 EA 0 0B 56 B1 o8| L. 0%7, . Nd LA

B1101i65A| . CPB2 BCAAEEEE| MOYU DWORD PTR DS:CEDHI,BC BEZEFA4F .ééua4—1}..:

@1101@56| .~EB 15 JHP SHORT AES_Pola.®1101@60 ARZAFOSE T Coshw.Gr T

@1101653| > SB45 0% HOU EAX, DWORD PTR S55: LEEP+21 AEZEF AEF «=HTLL 0 T WtER. ..

@A110160EE| . CFBE BEBBBEEA| MOU DWORD PTR DS:CEAXI, BE AEZEFATFE ¥ LM

S1iDi0cs 3 ER GOFGFFFE | fOU CAR.ogae oo i01oeD e D D G0 IED 0 B o) [ 23 B e O P 20 Bl omnees poec

' AEZEFASF|FF OS5 7l F2 76 EB 27 2C 24 B0 BB 8@ BA C4 FA 28| 'g=ul’

a1101@es| .~E9 BEAEAAEE | JMP AES_FPola, 1101673 AEZEFAAF| 8@ CE 9E EE| 7 &0 22 1D @1 68 EA FO|FE 66 08 A6| .- vaHE 6% w7

@A1101es0| > 8B40 B8 MOU ECx,DWORD PTR S55: [EBP+21

@1101678| . 23C1 08 AOD ECH,S

A1101672| . 2940 FC MOU OWORD PTR 55: CEBP-41,ECH

@110167s| . BBEE BS MOY EDX,DWORD PTR S55: [EEP+2]

1101679 . 8B4E FC MOU EAX,OWORD PTR SS5: [EEP-41

A1101E7C| . 2942 B4 MOU OWORD PTR DS: CEDX+41, EAX

A110167F| . CP4E F3 B@EEEHMOY DWORD PTR SS:[CEEP-21,0

1101625 .~EE @9 JHMP SHORT AES_Pola.B1101891

@A1101833| > 8B40 F8 MOU ECx,DWORD PTR S55: [EBP-21

a1101e36| . 22c1 o1 ADD ECH, 1

A110102E| . 2940 F2 MOU DWORD PTR S5:[EEP-21,ECH

@1101891| > 8BSE 1@ MOU EDX,DWORD PTR S5: (EBF+181

@1101694| . CIFA 95 SAR EDX,S

@A1101097) . 2956 Fg CHP_OWORD PTR SS: [EBFP-S21,EOX

S ECEEEEEE
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BinScope Binary Analyzer

* Download Microsoft SDL’s Binscope
— https://www.microsoft.com/en-us/download/details.aspx?id=11910

* Run BinScope Binary Analyzer (cmd or GUI)

— binscope. exe

— binscope.exe /o results.xml targetApp.exe

* Run on the binaries produced with different
compiler settings
— IGS...
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Lab — exploiting exercises

Protostar image (http://exploit-exercises.com)
— pre-prepared virtual machine
— http://exploit-exercises.com/protostar (task description)

Important: site now not available, use this link:

— https://web.archive.orq/web/20140922114755/http://exploit-
exercises.com/protostar

— Or protostar.zip in IS
Login credentials: user / user; root / godmode

Challenges stored in /opt/protostar/bin/ directory
— stackO-7

Run it, supply malformed input leading to crash
Think about how to fix the source code
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Protostar virtual image with exercises

exploit-exercises.com MNews Blog Download Exercises «

ot s on it Protostar stackO

About Password:

Linux (none) 2.6.32-5-686 #1 3MP Mon Oct 3 04:15:24 UTC 2011 iGB6
This level introduces the concept that memon |, - programs included with the Debian GNU/Linux system are free software; 2
the exact distribution terms for each program are described in the
indiwidual files in susrssharesdoc/®/copyright.

This level is at /opt/protostar/bin/stack0
Debian GHUALinux comes with ABSOLUTELY WO WARRANTY, to the extent

Stack 3 Source code permitted by applicable law.

% cd Joptsprotostarsbin

Stack4 % ./stack0 ARAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
Stack 5
Try again?
Stack 6 F ./stackd ARAAARAAABAAAAAAARAAAAAAAAAAAAAAAAAAAAAARAAABAARAAAARAAARAAABAAABAAAAAAAA
Stac

7 R T R ARAAAAARRAAAAARAARAAAAARAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAARARAAARAARAARAAAAARAAAAARA
{ AAAAAAAARAAARAAARAAABAAAAAAARAAAAAAARAAAAAARA

tile int modified;

; Try again?

% ./stacko

AAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AARAAAAARAAARAAARAAABAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAABARAAAARAAARAAARAAABAAAAAAAA

AAAAAAAARAARRAAABAAABAAAA

you have changed the 'modified' wvariable

Segmentation fault

F _

Discussion

5 comments
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Lab - Homework

* Finish exploit exercises (Protostar, stack0-4)
— submit txt file with inputs causing corruption

 Fix problems from these exercises (stack0-4)

— submit corrected code that will not contain vulnerable constructions
(save functions, proper arguments checking...)

* Bonus (+3 points):
— Finish exploit exercise (Protostar, stack5-7)

« Upload your solution to IS repository
— (homework vaults)

« Deadline: one week (22.10.2015 23:59 / 27.10.2015 23:59
depending on your seminar group)

21 PA193| LABS | BufferOverflow www.fi.muni.cz/crocs



22 PA193| LABS | BufferOverflow www.fi.muni.cz/crocs



