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packet capture knihovna (C/C++)

zpracovava data jesté pred OS (vcetné NetFilteru!)
obvykle vyZaduje prava administratora

dostupnd i pro Windows (WinPcap)

informace viz man pcap

www.tcpdump.org
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http://www.tcpdump.org/

libpcap aplikace

Aplikace

Aplikace pouzivajici libpcap
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libpcap aplikace

tcpdump

o CLI packet analyzator

@ www.tcpdump.org
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libpcap aplikace
tcpdump

o CLI packet analyzator

@ www.tcpdump.org

@ vyzkousejte si tcpdump -D

@ vyberte si interface a vyzkousejte tcpdump -ni ethO
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libpcap aplikace
tcpdump

o CLI packet analyzator

@ www.tcpdump.org

@ vyzkousejte si tcpdump -D

@ vyberte si interface a vyzkousejte tcpdump -ni ethO

@ pouzijte filtr a uloZzte DNS komunikaci resolveip, host,
dig
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libpcap aplikace

Wireshark

@ grafickad obdoba tcpdumpu

@ www.wireshark.org
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libpcap aplikace

Wireshark

@ grafickad obdoba tcpdumpu

@ www.wireshark.org

@ otevrete vzorek ulozeny tcpdumpem a analyzujte provoz
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libpcap aplikace
Dalsi aplikace

@ ngrep (network grep)

e nmap (port scanner)

snort, suricata (IDS)

Bro (IDS)
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libpcap API

libpcap API
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libpcap API

Specifikace zarizeni

@ pcapu bude tfeba Fict, odkud ma brat data
#include <pcap/pcap.h>
char errbuf [PCAP_ERRBUF_SIZE];
int pcap_findalldevs(pcap_if_t **alldevsp, char *errbuf);

char *pcap_lookupdev(char *errbuf);
void pcap_freealldevs(pcap_if_t *alldevs);
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libpcap API

o Vytisknéte informace o vSech sitovych interfacech:
e jméno
@ popis
o aktudlné pridélenou IP adresu (pokud je)
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libpcap API

Capture handler

@ 2 rezimy: online a offline

#include <pcap/pcap.h>
pcap_t *pcap_open_live(const char *device, int snaplen,
int promisc, int to_ms, char *errbuf);
pcap_t *pcap_open_offline(const char *fname, char *errbuf);
pcap_t *pcap_fopen_offline(FILE *fp, char *errbuf);
pcap_t *pcap_open_dead(int linktype, int snaplen);

int pcap_datalink(pcap_t *p);
int pcap_list_datalinks(pcap_t *p, int **dlt_buf);
void pcap_free_datalinks(int *dlt_list);

void pcap_close(pcap_t *p);
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libpcap API
Zpracovani paket(

@ cyklus pro zpracovani kazdého paketu
@ bud si napiSete vlastni, nebo pouzijete cyklus pcapu
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libpcap API

Zpracovani paket(

@ cyklus pro zpracovani kazdého paketu
@ bud si napiSete vlastni, nebo pouzijete cyklus pcapu

int pcap_loop(pcap_t *p, int cnt, pcap_handler callback, u_char *user);
int pcap_dispatch(pcap_t *p, int cnt, pcap_handler callback,

u_char *user);
void pcap_breakloop(pcap_t *);
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libpcap API

Zpracovani paket(

@ cyklus pro zpracovani kazdého paketu
@ bud si napiSete vlastni, nebo pouzijete cyklus pcapu

int pcap_loop(pcap_t *p, int cnt, pcap_handler callback, u_char *user);
int pcap_dispatch(pcap_t *p, int cnt, pcap_handler callback,

u_char *user);
void pcap_breakloop(pcap_t *);

int pcap_next_ex(pcap_t *p, struct pcap_pkthdr **pkt_header,
const u_char **pkt_data);
const u_char *pcap_next(pcap_t *p, struct pcap_pkthdr *h);
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libpcap API

Zpracovani paket(

@ cyklus pro zpracovani kazdého paketu
@ bud si napiSete vlastni, nebo pouzijete cyklus pcapu

int pcap_loop(pcap_t *p, int cnt, pcap_handler callback, u_char *user);
int pcap_dispatch(pcap_t *p, int cnt, pcap_handler callback,

u_char *user);
void pcap_breakloop(pcap_t *);

int pcap_next_ex(pcap_t *p, struct pcap_pkthdr **pkt_header,
const u_char **pkt_data);
const u_char *pcap_next(pcap_t *p, struct pcap_pkthdr *h);

void (*pcap_handler) (u_char *user, const struct pcap_pkthdr *h,
const u_char *bytes);
struct pcap_pkthdr {
struct timeval ts;
bpf_u_int32 caplen;
bpf_u_int32 len;
};
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libpcap API

@ Vytvorte program ktery vypisuje IPv4 adresy paketu a typ L4
protokolu

@ Vstupnim parametrem je nazev interfacu na kterém program
posloucha

@ /usr/include/netinet/ip.h iphdr,
/usr/include/net/ethernet.h ether_header
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libpcap API

e BPF (Berkeley Packet Filter) format

@ biot.com/capstats/bpf.html
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libpcap API

e BPF (Berkeley Packet Filter) format

@ biot.com/capstats/bpf.html

int pcap_lookupnet(const char *device, bpf_u_int32 *netp,
bpf_u_int32 *maskp, char *errbuf);
int pcap_compile(pcap_t *p, struct bpf_program *fp,
const char *str, int optimize, bpf_u_int32 netmask);
int pcap_setfilter(pcap_t *p, struct bpf_program *fp);
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domaci tkoly a zdroje
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Domaci ukol

K ¢emu lze zachyceni provozu pouzit?
@ Zamyslete se nad moznostmi Utocnika, ktery umi zachytavat
provoz
e Co mize zjistit o komunikaci mezi klienty a tanky?
o Jak mize tyto informace zneuzit?

o Jaké znate metody a protokoly pro zabezpeceni komunikace?
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www.tcpdump.org

www.wireshark.org

biot.com/capstats/bpf.html

recursos.aldabaknocking.com/libpcapHakin9LuisMartinGarcia.pdf
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